M A S S A C H U S E T T S I N S T I T U T E O F T E C H N O L O G Y

DEPARTMENT OF ELECTRICAL ENGINEERING AND COMPUTER SCIENCE

6.033—Computer System Engineering Handout 26—April 19, 1996

Name:

Quiz 2

Circle your r ecitation:

10:00 1. Shrira/Litt 11:00 7. Corbató/Fu 5. Ganger/Y erushalmi 12. Shrira/Kohler 2. Wetherall/Legedza 12:00 6. Wetherall/Y erushalmi 1:00 3. Agarwal/Legedza 11. Corbató/Litt 9. Ganger/Fu 8. Saltzer/Engler 2:00 4. Agarwal/Kohler 10. Saltzer/Y erushalmi

For Official Use Only

This quiz contains four pr oblems whose r elative weights ar e given below . Please write your answers in the space pr ovided, and hand in this booklet at the end of the examination.

Put your name on this cover sheet AND at the bottom of each page of this booklet. Be sure that you don’t put part of the answer to a pr oblem on the back of a sheet for another pr oblem.

Some parts of some pr oblems may be much har der than others. Read them all through first and attack them in the or der that allows you to make the most progress. Some pr oblems ar e intentionally ambiguous; be sur e to write down any assumptions you make. Show your work, or you risk losing partial cr edit. Be neat. If we can’t figur e out your answer we can’t give you cr edit. On answers that involve numbers, be sur e to clearly specify the units of your answer .

Problem Your Score

Maximum Score

1 20 2 32 3 24 4 24

Total 100

6.033 Handout 26—April 19, 1996 Page 2

Name:

1. Ben Bitdiddle has been thinking about RPC. He r emembers that one of the pr oblems with RPC is the dif ficulty of passing pointers: since pointers ar e really just addr esses, if the server der eferences a client pointer , it’ll get some value fr om its addr ess space, not what the client intended. Ben hopes to get some insight by applying his newfound 6.033 naming knowledge to the pr oblem.

1a. (15 points) Match up each concept on the left with the corr esponding naming concept on the right. Y ou won’t use some of the naming concepts.

____ addr ess space (1) implicit context

____ pointer (2) object

____ memory value (3) multiple contexts

____ pair of addr ess space and pointer (4) closur e

____ dereferencing a pointer in the (5) search path

curr ent addr ess space (6) context

(7) name

Inspir ed by his naming insights, Ben decides to pass closur es instead of bar e pointers in his RPC system. Louis Reasoner , excited by Ben’s discovery , decides to change all end-to-end pr otocols used on MIT’s networks along the same lines.

1b. (5 points) Argue for or against Louis’s changes, using 6.033 ar guments.

6.033 Handout 26—April 19, 1996 Page 3

Name:

2. In a mobile computing envir onment, locating a user in the face of user movement is an important pr oblem. Consider a system in which each user is assigned a permanent home location, which can be found simply by looking the user up in a name service.

Alyssa P. Protocol-Hacker is designing an end-to-end pr otocol for locating these mobile hosts. Her first pr otocol is very simple: every time a user moves, stor e a forwar ding pointer at the old host, pointing to the new host. This cr eates a chain of forwar ding pointers with the permanent home location at the beginning and the mobile host at the end. Messages meant for the mobile host ar e sent to the home location, which forwar ds them along the chain until they r each the mobile host itself. (The chain is tr uncated when a mobile host r eturns to a pr eviously visited location.)

Alyssa notices that performance generally gets worse each time she moves her mobile host! “This must be because of the long chains of forwar ding pointers,” she muses.

Help Alyssa design a mor e efficient pr otocol which avoids long chains. Assume that the end-to-end pr otocol you design is built on top of a network pr otocol which can reorder messages, but doesn’t lose or duplicate them.

2a. (8 points) Alyssa’s first try works like this. Each time a mobile host moves, it sends a message to its home location indicating its new location. The home location maintains a pointer to the new location. W ith this pr otocol, ther e are no chains at all. Nodes other than the home node do not maintain forwar ding information.

When this pr otocol is implemented, Alyssa notices that messages r egularly get lost when she moves fr om one location to another . Explain briefly why or give an example.

6.033 Handout 26—April 19, 1996 Page 4

Name:

2b. (8 points) Alyssa is disappointed with her first attempt, and decides to start fr om scratch. In her new scheme, no forwar ding pointers ar e maintained anywher e, not even at the home node. Say a message destined for a mobile host A arrives at a node N. If N can dir ectly communicate with A, then N sends the message to A, and we’r e done. Otherwise, N br oadcasts a sear ch request for A to all the other fixed nodes in the network. If A is near a dif ferent fixed node N’, then N’ r esponds to the sear ch request. On r eceiving this r esponse, N forwar ds the message for A to N’.

Will messages get lost with this pr otocol, even if A moves befor e the message gets to N’? Briefly explain your answer .

2c. (8 points) Unfortunately the network doesn’t support br oadcast messages ef ficiently , so Alyssa goes back to the keyboar d and tries again. Her thir d pr otocol works like this. Each time a mobile host moves, say fr om N to N’, a forwar ding pointer is stor ed at N pointing to N’. Every so often, the mobile host sends a message to its permanent home node with its curr ent location. Then, the home node pr opagates a message down the forwar ding chain, asking the intermediate nodes to delete their forwar ding state. Can Alyssa ever lose messages with this pr otocol? Explain briefly . (Hint: think about the pr operties of the underlying network.)

6.033 Handout 26—April 19, 1996 Page 5

Name:

2d. (8 points) What additional steps can the home node take to ensur e that the scheme in question c never loses messages? Describe briefly .

(Go to the next page)

6.033 Handout 26—April 19, 1996 Page 6

Name:

3. Louis B. Unr easonable has decided that the NSA has gotten their hands on PGP and probably made it weak or insecur e. He ther efore wants to write his own safer and more secur e encryption system. Befor e doing so, he first wants to understand the most popular schemes of today , RSA and DES. RSA is a public-key system wher e encryption and decryption each take 1,000 μs per block (a block is 0.1Kbyte or less). DES is a private-key system with a single key; encrypting or decrypting with DES only costs 10 μs per block. (Only consider passive attackers for this pr oblem.)

3a. (6 points) How long does it take to encrypt a file that is 1,000Kbytes in size, assuming you ar e using RSA? How long does it take to encrypt that same file using DES?

3b. (6 points) Louis was planning on using public-key encryption, but the costs you calculated for him have changed his mind. Now , his system will have central key distribution centers (KDCs) using only private-key encryption. Her e’s how the pr otocol works when Louis sends a message to Alice. (Louis’s private key is Kl; Alice’s private key is Ka; and the temporary private key the KDC sets up for them is T .)

How long will it take for this exchange to complete, that is, fr om the time Louis starts encrypting the first message to the KDC to the time Louis is done decrypting Alice’s reply? Only consider encryption times, decryption times, and network latency . Assume the network latency is 2,000 μs per message. Assume also that each message fits in one block.

Louis Alice KDC

{ Louis, Alice } Kl

{ T } Kl

{ T, Louis }

Ka{ Message } T

{ Reply } T

6.033 Handout 26—April 19, 1996 Page 7

Name:

3c. (6 points) Alyssa P. Hacker thinks that Louis’s r easoning is all wr ong, particularly when messages and r eplies ar e small. She pr oposes a public-key encryption system; with her pr otocol, the same message exchange would look like this. (She assumes that Louis and Alice alr eady know each others’ public keys.)

How long will it take for this message exchange to complete with Alyssa’s pr otocol (encryption times, decryption times, and network latencies only)? Again, the message and r eply each fit in a block.

3d. (6 points) What guarantee does Louis’s pr otocol pr ovide for Alice that Alyssa’s pr otocol doesn’t? Assume that Louis keeps T secr et.

Louis Alice

{ Message } Kap

{ Reply } Klp

6.033 Handout 26—April 19, 1996 Page 8

Name:

4. A startup company with an insanely high stock price, the Notsafe Communications Corporation, is designing a pr otocol for safe and private transactions over the Internet. Rather than r ely on centralized security servers like Kerber os, the Notsafe designers ar e using public-key cryptography to implement their pr otocol. However , only the initial handshake uses public-key , since the pr otocol will be used for highvolume data transfers, wher e public-key cryptography is just too expensive. The handshake will set up a private key for communication between the parties, which then can continue for as much as a day or mor e.

The Notsafe pr otocol has a well-known public key , K_{nsp} , which is used to establish connections. In addition, servers who want to talk the Notsafe pr otocol must use a Notsafe server pr ogram, which includes the secr et key, K_{nss}. The pr otocol is graphically depicted below .

In the first message, the client sends a handshake including C’s public key , encrypted with K_{nsp} : {C, S, K_{cp}}^{Knsp} . The server decrypts this with K_{nss} and sends a r esponse back to the client including a 32-bit private key T for the r est of the communication, encrypted with K_{cp}. Then, the client decrypts T with K_{cs} and sends messages and receives r eplies encrypted with T .

4a. (2 points) Notsafe’s marketing department declar es that “the risk of an intr uder r eading your sensitive data with Notsafe’s pr oducts is less than one in one trillion.” Mrs. Bach O. T. Envelope-Calculation immediately exclaims, “Poppycock!” Given the key that is being used, what might she have been thinking?

Client C Server S

{ C, S, Kcp }

Knsp

{ T } Kcp

{ Message } T

{ Reply } T

6.033 Handout 26—April 19, 1996 Page 9

Name:

4b. (9 points) List 3 fundamentally dif ferent pr oblems with Notsafe’s pr otocol.

4c. (5 points) List one possible pr oblem that could arise fr om a very poor implementation of the Notsafe server ( not a fundamental pr oblem with the pr otocol itself).

4d. (8 points) Introduce two changes to the Notsafe pr otocol which impr ove its security and explain them briefly . You are not expected to create a completely secure protocol.