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Link Layer  & Net wor k Layer

Some slides ar e f r om lect ur es by Nick Mckeown, I on St oica, Fr ans
Kaashoek, Har i Balakr ishnan, and Sam Madden

Pr of .  Dina Kat abi

Chapter 7.C and 7.D
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Pr evious Lect ur e

! The net wor k is or ganized int o layer s
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This Lect ur e

! Link Layer

! Net wor k Layer
! For war ding

! Rout ing
! Hier ar chical Addr essing and Rout ing
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Link Layer

Pr oblem:
Deliver  dat a f r om one end of  t he link t o t he ot her

Need t o addr ess:
! Bit s"  Analog "  Bit s
! Fr aming
! Er r or s
! Medium Access Cont r ol (The Et her net  Paper )
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Sending bit s
! Bit s "  Analog "  Bit s

! Receiver  needs t o det ect  t he value of  t he bit s
! Manchest er  Encoding: each bit  is a t r ansit ion

! Having a t r ansit ion in each bit  allows t he r eceiver  t o synchr onize t o
t he sender Õs clock

Time

0 1 1 1 0
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Fr aming
! Receiver  needs t o det ect  t he beginning and

t he end of  a f r ame

! Use special bit -pat t er n t o separ at e f r ames
! E.g., pat t er n could be 1111111 (7 ones)

! Bit  st uf f ing is used t o ensur e t hat  a special
pat t er n does not  occur  in t he dat a

! I f  pat t er n is 1111111  "  Whenever  t he sender  sees a
sequence of  6 ones in t he dat a, it  inser t s a zer o (r ever se
t his oper at ion at  r eceiver )
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Er r or  Handling
! Det ect ion:

! Use er r or  det ect ion codes, which add some r edundancy
t o allow det ect ing er r or s

! When er r or s ar e det ect ed
! Cor r ect ion:

¥ Some codes allow f or  cor r ect ion

! Ret r ansmit ion:
¥ Can have t he link layer  r et r ansmit  t he f r ame (r ar e)

! Discar d:
¥ Most  link layer s j ust  discar d t he f r ame and r ely on higher

layer s t o r et r ansmit
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This Lect ur e

! Link Layer

! Net wor k Layer
! For war ding

! Rout ing
! Hier ar chical Addr essing and Rout ing
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The I nt er net  Pr ot ocol (I P)

App

Tr anspor t

Net wor k

Link

TCP /  UDP

I P

Dat a Hdr

Dat a Hdr

TCP packet

I P packet

Pr ot ocol St ack
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The I P Header

Flags

ver s

TTL

TOS

checksum

HLen Tot al Lengt h

I D FRAG Of f set

Pr ot ocol

SRC I P Addr ess

DST I P Addr ess

(OPTI ONS) (PAD)

Hop count
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Net wor k Layer :

f inds a pat h t o t he dest inat ion and f or war ds
packet s along t hat  pat h

! Dif f er ence bet ween r out ing and f or war ding
! Rout ing is f inding t he pat h
! For war ding is t he act ion of  sending t he packet  t o t he next -

hop t owar d it s dest inat ion
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For war ding

! Each r out er  has a
f or war ding t able

! For war ding t ables ar e
cr eat ed by a r out ing
pr ot ocol

B

C

A

E

R2

R3

R1

R
1
2

3

B

C

E

A

Dst . Addr

2

1

3

1

Link

Forwarding table at R
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For war ding I n a Rout er

R
Link 1

Link 2

Link 3

Link 4

Link 1, ingress Link 1, egress

Link 2, ingress Link 2, egress

Link 3, ingress Link 3, egress

Link 4, ingress Link 4, egress

Choose
Egr ess

Choose
Egr ess

Choose
Egr ess

Choose
Egr ess

dst

dst

dst  is
via Ò4Ó
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I nside a r out er

Link 1, ingress Link 1, egress

Link 2, ingress Link 2, egress

Link 3, ingress Link 3, egress

Link 4, ingress Link 4, egress

Choose
Egr ess

Choose
Egr ess

Choose
Egr ess

For war ding
Decision

For war ding
Table
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For war ding an I P Packet

¥ Lookup packet Õs DST in f or war ding t able
Ð I f  known, f ind t he cor r esponding out going link
Ð I f  unknown, dr op packet

¥ Decr ement  TTL and dr op packet  if  TTL is
zer o; updat e header  Checksum

¥ For war d packet  t o out going por t
¥ Tr ansmit  packet  ont o link
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This Lect ur e

! Link Layer

! Net wor k Layer
! For war ding

! Rout ing
! Hier ar chical Addr essing & Rout ing
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The Rout ing Pr oblem:

! Gener at e f or war ding t ables

A D

C

B

E1 1 2 1

1

1

2

23

3
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Pat h Vect or  Rout ing Pr ot ocol
! I nit ializat ion

! Each node knows t he pat h t o it self

A D

C

B

E1 1 2 1

1

1

2

23

3

D

DST

End layer

Link

For  example, D init ializes it s pat hs

null

Pat h
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Pat h Vect or
! St ep 1: Adver t isement

! Each node t ells it s neighbor s it s pat h t o each node in t he gr aph

A D

C

B

E1 1 2 1

1

1

2

23
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For  example, D r eceives:

A

To

null

Pat h

From A:

C

To

null

Pat h

From C:

E

To

null

Pat h

From E:
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Pat h Vect or
! St ep 2: Updat e Rout e I nf o

! Each node use t he adver t isement s t o updat e it s pat hs

D r eceived:

A

To

   null

Pat h

From A:

C

To

 null

Pat h

From C:

E

To

 null

Pat h

From E:

D updat es it s pat hs:

D

DST

End layer

Link

null

Pat h

D

DST

End layer

Link

null

Pat h

A 1 <A>
C 3 <C>
E 2 <E>

Not e: At  t he end of  f ir st  r ound, each node has lear ned all
one-hop pat hs
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Pat h Vect or
! Per iodically r epeat  St eps 1 & 2

I n r ound 2, D r eceives:

A

To

null

Pat h

From A:

C

To

null

Pat h

From C:

E

To

null

Pat h

From E:

D updat es it s pat hs:

D

DST

End layer

Link

null

Pat h

A 1 <A>
C 3 <C>
E 2 <E>

D <D> D <D>
E <E>
B <B>

D <D>
C <C>

D

DST

End layer

Link

null

Pat h

A 1 <A>
C 3 <C>
E 2 <E>
B 3 <C, B>

Not e: At  t he end of  r ound 2, each node has lear ned all
t wo-hop pat hs
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Quest ions About  Pat h Vect or

! How do we ensur e no loops?

! What  happens when a node hear s mult iple
pat hs t o t he same dest inat ion?

! What  happens if  t he gr aph changes?
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Quest ions About  Pat h Vect or

! How do we ensur e no loops?
! When a node updat es it s pat hs, it  never  accept s a pat h

t hat  has it self

! What  happens when a node hear s mult iple
pat hs t o t he same dest inat ion?

! I t  picks t he bet t er  pat h (e.g., t he shor t er  number  of
hops)

! What  happens if  t he gr aph changes?
! Algor it hm deals well wit h new links
! To deal wit h links t hat  go down, each r out er  should

discar d any pat h t hat  a neighbor  st ops adver t ising
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Hier ar chical Rout ing

! I nt er net :  collect ion of  domains/ net wor ks
! I nside a domain: Rout e over  a gr aph of  r out er s
! Bet ween domains: Rout e over  a gr aph of  domains
! Addr ess: concat enat ion of  ÒDomain I dÓ, ÒNode I dÓ

domain-1

domain-2

domain-3

Interior router

  Border router
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Hier ar chical Rout ing
Advant age
! scalable

! Smaller  t ables
! Smaller  messages

! Delegat ion
! Each domain can r un it s own r out ing

pr ot ocol

Disadvant age
! Mobilit y is dif f icult

! Addr ess depends on geogr aphic locat ion

! Sup-opt imal pat hs
! E.g., in t he f igur e, t he shor t est  pat h bet ween t he t wo machines should

t r aver se t he yellow domain. But  hier ar chical r out ing goes dir ect ly
bet ween t he gr een and blue domains, t hen f inds t he local dest inat ion
"  pat h t r aver ses mor e r out er s.


