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How confidential is traffic Iin
this lecture room?

e sudo tcpdump -s O -Ai enl

— Complete trace of all packets on wirelessc3d4
e c3d4 alb2 0002 0004 0000 0000

— You shouldn’t do this
e Example:

13:57:53.794429 IP 18.188.69.36.mdns >
224.0.0.251.mdns: 0 [4a] [4gq] SRV? Ben’s
music._daap._tcp.local. TXT? Ben'’s
music. daap._tcp.local. A? ben-powerbook-g4-
15.local. AAAA? ben-powerbook-g4-15.local.
(367)




Example Data inside packet

GET /tracking/tracking.cgi?tracknum=121836810375022812
HTTP/1.1

Accept: image/qgif, image/x-xbitmap, image/jpeg,
Image/pjpeqg, application/x-shock wave-flash,
application/vnd.ms-excel, application/vnd.ms-powerpoint,
application /msword, */*

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows
NT 5.1; SV1; .NET CLR 1.1.4322; InfoPath.1)

Host: wwwapps.ups.com

Connection: Keep-Alive



URLSs are visible in Referer and In
the GET command

=] UPS: Tracking Information - Mozilla Firefox | x| A
Fle Edit View Go Bookmarks Tools Help
I > I H i d 5
(:EI il % LS @ | L] http:#fwwwapps ups.comitrackingftracking.cgi?tracknum=1Z: ||a © Go lG,| |
[«]
UPS United States
. Leg-ln  User ID: I Password: I > | Forgot Passwored Reglster
Tracking = Q
% Track Shipmenis Track Shipments
» Track by Reference
> Get Signature _Im‘:' 3 Track Packages & Freight || Quantum View || Flex Global View
> Track by E-mall
> Import Tracking Mumbers
[ Tracking Summary Printer Friendle D | Help [
»&MS Tracking
= Track with Quantum View =
-)ACC&SE.HEH Global View Tral:klng Number: 17 183 681 03 7502 281 2
= Inteqrate Tracking Tools = iew package progress
=2 Vold a Shipment & Type: Package
2 Help Status: Delivered
Delivered on: 05/07/2007
5:31 .M.
Deli d to: CAMBRIDGE, MA, US
Find Answers io Your _E fwere ) o i !
Tracking Questions Signed by: ZYNRO
--------------------- Service Type: GROUND
< Gotfo Tracking FAD
Tracking results provided by UPS: D5/08/2007 12:52 PM. EST (USA)
Printer Friendly 3 ]
MNOTICE: UPS authorizes you to use UPS tracking systems solely to track shipments tendered by
or for you to UPS for delivery and for no other purpose. Any other use of UPS tracking systems
and information is strictly prohibited.
v
'| Done




Auxiliary Material for Lecture

Denning-Sacco Attack - Mozilla Firefox

ml

Fle Edit View Go Bookmarks Tools Help

<:EI - i;: v @ | F?.\[ |¢§,ﬂ http:/fwww.csl sri.com/fusers/millen/ccs5tut98/sid007 htm

Denning-Sacco Attack

] ®ce G

e Assumes that the attacker has recorded a previous session, and compromised

the connection key Kx used in that one.

A > B:{Kx, A}Kb attacker replayed old message

B > A: [Nb}Kx
A -=B: {Nb-| |Kx forged by atacker

e B now believes he shares a fresh secret key Kx with A.
e Denning-Sacco moral: use a timestamp (calendar clock value) to detect replay

of old messages.

MNext slide B ack to first slide View graphic version

Previous slide

[4]

| Done




esearch into Video
treaming for DP2?

=l YouTube - MIT AXO New Member Lip Sync Act 2007 - Mozilla Firefox [ 7] s
Fle Edit View Go Bookmarks Tools Help

@560

I http: fiwww.youtube com/watch?v=SidQNTLNEUQ [+] ®co [GL |

MIT AXO New Member Lip Sync Act 2007

Added May 01, 2007 ‘SUBSCRIBE ™|
From jharpole o jharpole

Alpha Chi Omega New Members perform a... (

Category Entetainment
Tags MIT AXO Lip Sync

URL |http:dwww youtube comfwatch?v=SidQNTLP Suspension

Embed <object width="425" height="350"><parar Bridge
00:36

From;
Related More from this user Playlists time lapse man

Showing 1-20 of 25 See Al Videos

MIT Cheerleading roufine at ||
AXO Lip Sync

03:47 NYIP Project
From: morgancg Redeye -
Views 958 Halloween Ph

Challenge
SK 10s MIT AXO Lipsync 07:00

2007 = From
04:14 MewYaorkinstitl!

From: EinsteinGuy
Views, 134

ﬁk_l;]i 5§ — e | i =

MIT Fencing's AXO Lip Sync
03:31

From. Flippy 57

Lodin fo rete Q’/ Save to Favorites [ Share Video gg Flag as
& & & & ¢ 8 Add to Groups 2% PostVideo  Inappropriate

e Vigws: 188 Young Tubers
Views: 352 Comments: 1 Favorited: 2 times Seasons

MIT Ridonkulous @ AXO Lip St AN
Svnc 07 =

Haonors: 0 Links: 5

1]
Transferring data from lax-v78.lax.youtube.com...




GMail is not encrypted by default

» Passed in the clear: ¢ GZipped text
— Contacts lists :
— GCalendar events — Inbox entries
— Malil messages

["112677a23fed4887",0,0,"12:58 pm","\u003cspan
1d\u003d\"_upro_rms@ gnu.org\'"\>Richard
StalIman\u003c/span\>","&nbsp;","[csail-
related] Thwart big brother--trade charlie
cards. 13:45 Tuesday at rm 381","I have a
charlie card with zero value currently stored
on on 1t which I used for a couple of
&hellip;",[1,"","112677a23fed4887",0, "Mon May
/ 2007_12:58 pem",0,"",0,0,1]

Hint: Change the GMalil URL to https://!



|Chat Is Plaintext

 strings log.dump | grep ichatballoon | cut -d\*4-f

A It's just better not to reveal personal information
B: why?

A: | dunno, identity theft and stuff

B: oh, okay

A: maybe | just won't worry about it



QuickTime™ and a
TIFF (Uncompressed) decompressor
are needed to see this picture.

QuickTime™ and a
TIFF (Uncompressed) decompressor
are needed to see this picture.



Authentication logic (p 11-83)

« 1. Delegation of authority:
— If A says (B speaks for A) = B speaks for A

e 2. Use of delegated authority:
— If B speaks for A and B says (A says X) = A says X

e 3. Chaining of delegation

— If B speaks for A and A speaks for C = B speaks
for C



Example

0. {A: I\/I}KApriv

If verify( ..., Ky,yp) @ccepts then:

1. Kapriv Says A says M

If Kapriv SP€aks for Ky, apply rule 3:
2. Kppup SAYS A says M

If Kapup SPeaks for A, apply rule 2:
3. Asays M

does K, ,, Speak for A?

Apu



1. {Kapup SP€aks for A}yyimpriv
If verifies with Ky rpup

2. Kyiroriv SaYs Koy Speaks for A
IT Kyirpriv SP€aks for Kyrpun

3. Kvimpub S&YS Kapyp SPeaks for A
IT Kyirpun SP€2Ks for MIT

4. MIT says K,,,, Speaks for A
If MIT speaks for A

5. Kapup SPeaks for A



