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Private data routinely leaked



  

Users tricked by impersonators



  

Botnets control millions of PCs



  

Computer worm used to sabotage
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● Change permissions on grades.txt to get access
● Access disk blocks directly
● Access grades.txt via web.mit.edu
● Reuse memory after Frans's text editor exits, read data
● Read backup copy of grades.txt from Frans's text editor
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● … when should we stop thinking of more ways?



  

paymaxx.com (2005)
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● If you authenticate, provides menu of options
● One option is to get a PDF of your W2 tax form
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paymaxx.com (2005)

● https://my.paymaxx.com/
● Requires username and password
● If you authenticate, provides menu of options
● One option is to get a PDF of your W2 tax form

● https://my.paymaxx.com/get-w2.cgi?id=1234
● Gets a PDF of W2 tax form for ID 1234

● get-w2.cgi forgot to check authorization
● Attacker manually constructs URLs to fetch all data

* simplified URLs

https://my.paymaxx.com/
https://my.paymaxx.com/get-w2.cgi?id=1234


  

Layer interactions: naming

athena% cd /mit/bob/project
athena% cat ideas.txt
Hello world.
...
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Layer interactions: naming

athena% cd /mit/bob/project
athena% cat ideas.txt
Hello world.
...
athena% mail alice@mit.edu < ideas.txt
athena% 

Bob changes ideas.txt
 into a symbolic link to

6.033's grades.txt



  

Summary

● Security is a negative goal – hard to achieve
● Policy: desired goal
● Threat model: assumptions about what can go wrong

● Guard model
● Authentication
● Authorization
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