6.170 Lecture 12
Exceptions
and assertions
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Assertions and defensive programming

Why exceptions?

How to handle exceptions
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Catching errors

A precondition prohibits misuse of your code
e.g., real square roots requires iput = 0

This ducks the problem
Does not address errors in your own code
Does not help others who are misusing your code

Removing the precondition requires specifying the
behavior
Strengthens the spec
Example: specify that an exception 1s thrown
Usually not a good 1dea
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Square root without exceptions

// requires: x >= 0

// returns: approximation to square root of x
public double sqrt(double x)

{

}
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——= 8 Square root with assertion

// requires: x >= 0
// returns: approximation to square root of x
public double sqrt(double x)

{

double result;
// compute result

assert (Math.abs(result*result) - x < .0001) ;
return result;

Throws an exception if assertion fails when the program is run with
“Java —ea” (control at package/class level if required)

Usual behavior is a crash with a stack trace

Strong precondition & weak postcondition but with feedback
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Square root with exceptions (specified for all inputs)

// throws: IllegalArgumentException if x < O

// returns: approximation to square root of x

public double sqrt(double x) throws
IllegalArgumentException

{
if (x < 0)
throw new IllegalArgumentException() ;

}

// Client code:

try {
y = sqrt(-1);

} catch (IllegalArgumentException e) {
e.printStackTrace() ;

}

Caught by catch associated with nearest dynamically enclosing try
Top-level default handler: stack trace, program terminates
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That was not a good design

* Because the client can easily check the precondition;

compare this
// Client code:
try {
y = sqrt(x);
} catch (IllegalArgumentException e) {
e.printStackTrace() ;

}

 To a precondition test
If (x >=) {
y = sqrt(x);
} else {
System.log.println("negative ..."”);

}
* And you can skip the test if you’re certain that x >0
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B Defensive programming

Check
precondition
postcondition
representation invariant
other properties that you know to be true (within reason)

Check statically via reasoning

Check dynamically at run time via assertions
assert index >= 0;
assert size % 2 == : “"Bad size for ” + toString()

Write the assertions as you write the code
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= When not to use assertions

Don’t clutter the code
x =y + 1;

assert x ==y + 1; // useless, distracting

Don’t perform side effects
assert list.remove (x); // modifies behavior if disabled
// Better:

boolean found = list.remove (x) ;
assert found;

Turn them off in rare circumstances (in production if you
really need to)
java —ea vs java (or package/class level control)
Most assertions should always be enabled
Send yourself a bug report from the field, even in production
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Now for real exceptions
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Why do we need exeptions?

// requires: some condition
// effects, modifies: some useful promise
// throws: cantDoException

public void doSomething (Object o)

Why not just strengthen the precondition to ensure that the
method can deliver the promised effects/return value?
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= S8 Reason #1 to use exceptions

Can the client code ensure that a file exists?
— E.g., 1f a method needs to look something up in a file

We want the file to exist when we open it
The client can check that it exists before we open it
But it might have been deleted since

The semantics of opening a file: #ry to open the file; tell
me if you fail (using an exception)

The general phenomenon: the client is not in full control
of the situation, so it cannot ensure that the true
precondition for success holds
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Reason #2 to use exceptions

// requires: ???
// returns: Alb

public static Vector applyInverse(Matrix A, Vector b)

* Should we expect the client to test that A is nonsingular?
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Reason #2 to use exceptions

// requires: A != null, b != null

// returns: Alb

// throws: SingularMatrixException

public static Vector applyInverse(Matrix A, Vector b)

* Should we expect the client to test that A is nonsingular?
* We could, but it’s just as expensive as the method itself

* Better semantics: #ry to apply inverse, tell me if it has no
inverse (using an exception); twice as efficient
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Reason #3 to use exceptions

// requires: A != null, b != null

// returns: Alb

// throws: CloseToSingularMatrixException

public static Vector applyInverse(Matrix A, Vector b)

* In floating point (double, float), matrix inversion may
fail on mathematically non-singular matrices and may
succeed on mathematically singular ones (due to
rounding errors)

* The precise condition for success may be too complex to
state
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Reasons to allow failure (summary)

e Client is not in full control; can’t ensure true
precondition holds

* True precondition is expensive to check

* True precondition is complex to state; borderline
situations
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How to fail in best-effort methods

 Throw an exception

* Return a special value (-1, null, NaN)
— E.g., java.util.LinkedList.indexOf returns -1 for not
found
— Error prone, less efficient because of client checks

* (Use an error-reporting object)
Z tmwh = new TellMeWhatHappened();
applyInverse(A, b, tmwh);
if (!tmwh.succeeded()) ...
— Very similar to built-in exceptions
— Less elegant
— Less efficient (error-reporting object always needed)

— Exceptions are better
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=~ 28 How to catch an exception (observers)

 In observers and other methods free of side effects:
— resign (do nothing)
— translate the exception (similar but less cryptic)
— try another way (perhaps a more expensive one)
public Location localize() throws LocalizationException {
try {
x = applylnverse(A,b);
catch (CloseToSingularException el) {
try {
x = reallyAccurateApplylnverse(A,b);

catch (CloseToSingularExeption e2) {
throw new LocalizationExceptions 2 OOEAI COI AOE

¥
}
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this.x” A YY OOAOO OEA | OOAOQEII
try {
this.y = someFunction( this.x ); // the rest of it

catch (SomeFunctionFailedException e) {
?2?7?

The desired mutation failed, but the object continues to
exist

The client may invoke other methods on it later
Therefore, RESTORE THE INVARIANT
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—= = How to catch an exception (mutators)

public void someMutator() {
int old x = this.x;
this.x” A YY OOAOO OEA | OOAOQEI I
try {
this.y = someFunction( this.x ); // the rest of it
catch (SomeFunctionFailedException e) {
this.x = old Xx;
throw e;
¥
}

* The desired mutation failed, but the object continues to
exist

* The client may invoke other methods on it later
* Therefore, RESTORE THE INVARIANT
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How to catch an exception (mutators)

public void someMutator() {
int old x = this.x;
this.x” A YY OOAOO OEA | OOAOQEI I
try {
this.y = someFunction( this.x ); // the rest of it
catch (SomeFunctionFailedException e) {
this.x = old Xx;
throw e;

}
}

* The desired mutation failed, but the object continues to
exist

* The client may invoke other methods on it later
* Therefore, RESTORE THE INVARIANT & OTHER
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— S8 Checked & Unchecked Exceptions, Containment

* Checked exceptions: must declare if you throw, must
handle if might be thrown (enforced by the compiler)

* Unchecked exceptions: no compile-time enforcement
— Usually signal a programming error

(in your code, or in the JVM, etc), or

a probably-fatal lack of resources Throwable

* Failure-containment & recovery

mechanisms
— If you can contain and recover,
use a checked exception
— Do not attempt to recover 1f
you cannot contain the failure,
program state 1s inconsistent

1

Exception

Error

T

Runtime-
Exception
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Finally

Usually just a convenience

F = new FilelnputStream(""table.txt");
try {
...// read from the file
} catch (I0Exception e) {
...// failed to read (e.g., file too short)
} finally {
f.close();

}

But, it’s also a way to handle an unchecked exception that shoots
through your code (if there is a chance that higher-level code will
try to contain and recover).
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=28 Review

* Assertions are good; better than weak preconditions that
do not guarantee useful behavior

e Use checked exceptions if the guarantees for useful
behavior cannot be made (lack of control) or are too
expensive to check, AND the failure can be contained

* Translate exceptions to indicate failure modes that are
meaningful to your clients

* Use unchecked exceptions if you cannot guarantee
containment; almost always the case for programming
errors, because then you usually cannot guarantee
anything
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