Massachusetts Institute of Technology
Department of Electrical Engineering and Computer Science

6.826 — Principles of Computer Systems

Handout 16a March 19, 1997

Correction to Mut ex Proof

This handout repeats the second, direct proofgtiatLock implementswut ex from handout 16
correcting the error in the handout’s treatment of the case that correspendsdm the spec,
where a thread releases a mutex that it did not hold. The changes are marked with bars in the
margin, and we have omitted some repetitive details.

This handout also repeats the proofsiafex2i npl andd ockl npl , and the code favut ex! npl
andcCondi ti onl mpl , all from handout 16, so that we can discuss them today.

Abstraction function
We have to introduce a history variable. We do this as follows:
* We augment the state of the code with two additional variables:
ms: (Thread + Null) := nil
hs: Bool

* We define the effect of each atomic action in the code on the history variable; written in
Spec, this results in the following modified code:

PROC Acquire () = VAR t: AH |
DO <<t :=m m:= held>>; IFt # held => << n := SELF >>; RET [*] SKIP FI QD

PROC Release () = << m:= available; hs := hs \/ (ns = SELF); ms := nil >>

You can easily check that these additions to the code satisfy the constraints required for adding
history variables.

Now we can proceed to define the abstraction function. Here are the routinesxrannotated
with the PC values.

APROC Acquire() = [A]] << m=nil => m:= SELF >> [A)]

APRCC Rel ease() = [Ry] << m# SELF => HAVCC [*] m:= nil >> [R)]

Here are the routines 8pi nLock annotated with the PC values. The transitions gui re may
be a little confusing: there’s a transition fregito a;, as well as transitions from) to as.
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PROC Acquire () = [a] VARt := AH |
[a] DO[ag] <<t :=m m:= held >>;
[a4] IFt # held => [as] << ms := SELF >>; [ag] RET [*] SKIP FI OD

PROC Release () = [r{] << m:= available; hs := hs \/ (ns = SELF); ms := nil >> [r]
Now we can define the mappings on program counters:

» |If athreadisnotin Acqui re or Rel ease inthe code, then it isnot in either in the spec.

+ {a;, a, a3 a,, a;} mapsto A;, a;mapsto A,

* r;mapstoR;, r, mapstoR,

The part of the abstraction function dealing with the global variables of the module ssimply
defines min the spec to have the value of ns in the code, and $havoc in the spec to have the value
of hs inthe code. Asin handout 8, we just throw away all but the spec part of the state.

Since there are no local variables in the spec, the mapping on program counters and the mapping
on the global variables are enough to define how to construct a state of the spec from a state of
the code.

Once again, the abstraction function on program counters determines how transitions in the code
simulate sequences of transitions in the spec:

* Ifmisan external transition, n simulates the singleton sequence containing just 7.

» If mwtakes a thread from a5 t0 a5, w simulates the singleton sequence containing just the
transition from A, to A,.

* If mtakes a thread from r, tor,, = simulates the singleton sequence containing just the
transition from R, to R,..

» All other transitions simulate the empty sequence.

Proof sketch

Asin the previous example, we will need some invariants to do the proof. Rather than trying to
write them down first, we will see what we need as we do the proof.

First, we show that initial states of the code map to initial states of the spec. Thisis easy; al the
thread states correspond, and the initial state of ms in the codeisni | .

Next, we show that transitions in the code and the spec correspond. All transitions from outside

the module to just before a routine’s body are straightforward, as are transitions from the end a
routine’s body to outside the module (i.e., when a routine returns). The transition in the body of
Rel ease is also straightforward. The hard cases are in the boshof re.

Consider all the transitions hequi r e before the one frorag to a;. These all simulate the null
transition, so they should leave the abstract state unchanged. And they do, because none of the
changesrs.
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The transition from ag to ag sSimulates the transition from A, to A,. There are two cases: when s
= nil,andwhenns # nil.

1. Inthefirst case, the transition from A, to A, is enabled and, when taken, changes the state so
that m = SELF. Thisisjust what the transition from a; to ag does.

2. Now consider the casewhenns # ni1. Weclaim this caseis possible only if athread that
didn’t hold the mutex has doneral ease. Thenhs = true, the spec has domavoc, and
anything can happen. In the absence of havoc, if a threadsjslanns = nil . But even
though this invariant is what we want, it's too weak to prove itself inductively; for that, we
need the following, stronger invariant:

Either
If m = avai |l abl e thenns = nil, and

If a thread is a&s, or ata, witht = avai | abl e, thenns = nil, m = hel d, there
are no other threads @, and for all other threadsaf, t = hel d

or hs is true.

Given this invariant, we are done: we have shown the appropriate correspondence for all the
transitions in the code. So we must prove the invariant. We do this by induction. It's vacuously
true in the initial state, since no thread could k&, ar a; in the initial state. Now, for each
transition, we assume that the invariant is true before the transition and prove that it still holds
afterwards.

The external transitions preserve the invariant, since they change nothing relevant to it.

The transition irRel ease preserves the first conjunct of the invariant because afterwards both
m = avai | abl e andnms = ni | . To prove that the transition Rel ease preserves the second
conjunct of the invariant, there are two cases, depending on whether the spee/alomvs

1. If it does, then the code seis true; this corresponds to thevoc transition in the spec, and
thereafter anything can happen in the spec, so any transition of the code simulates the spec
The reason for explicitly simulatingavoc is that the rest of the invariant may not hold after a
rogue thread dog®l ease. Because the rogue thread resélisavai | abl e, it's possible for
several threads to getag, or toa, witht = avai |l abl e.

2. Inthe normal cases # nil, and since we’re assuming the invariant is true before the
transition, this implies that no thread issawitht = avai | abl e or atas. After the
transition tor, it’s still the case that no thread issgtwitht = avai | abl e or atas, So the
invariant is still true.

Now we consider the transitionsAnqui r e. The transitions froma, to a, and froma, to a,
obviously preserve the invariant. The transition fr@yto a; puts a thread at;, butt =

avai | abl e in this case so the invariant is true after the transition by induction. The transition
from a, to a5 also clearly preserves the invariant.
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The transition from a; to a, is the first interesting one. We need only consider thecase hs =
f al se, Since otherwise the spec allows anything. This transition certainly preserves the first
conjunct of the invariant, since it doesn’t changend only changesto hel d. Now we assume
the second conjunct of the invariant true before the transition. There are two cases:

1. Before the transition, there is a threa@dgtr ata, witht = avai | abl e. Then we haven =
hel d by induction, so after the transition both= hel d andm = hel d. This preserves the
invariant.

2. Before the transition, there are no threads atr ata, witht = avai | abl e. Then after the
transition, there is still no threadaf but there is a new threadagt (Any others must have
t = hel d.) Now, if this thread hais = hel d, the second part of the invariant is true
vacuously; but it = avai | abl e, then we have:

nms = nil (Since when the thread wasaginmust have beesvai | abl e, hence the first
part of the invariant applies);

m = hel d (as a direct result of the transition);
there are no threadsat(by assumption); and

there are no other threadsagtwitht = avai | abl e (by assumption). So the invariant is
still true after the transition.

Finally, assume a threads atas, about to transition te,. If the invariant is true here, theris
the only thread &a;, and all threads &, havet = hel d. So after it makes the transition, the
invariant is vacuously true, because there is no other threga@iad the threads aj haven't
changed their state.

We have proved the invariant. The invariant implies that if a threachisrat = ni | , which is
what we wanted to show.

This proof is a good example of how to use invariants and of the subtleties associated with
preconditions. It's possible to give a considerably simpler proof, however, by handling the
history variablers in a less natural way. This verrsion is closer to the two-stage proof we saw
earlier. In particular, it uses the transition fragto a, to simulate the body ofit ex. Acqui re.

We omit thenhs history variable and augment the code as follows:

PROC Acquire () = [a] VARt := AH |
[a)] DO[ag] <<t :=m m:= held; IFt # held => ms := SELF [*] SKIP FI >>;
[a4] IFt # held =>[ag] RET [a;] [*] SKIP FI OD;

PROC Release () = [r{] << m:= available; ms := nil >> [r]

The abstraction function maps to Mut ex. mas before, and it maps PGs a; to A, andas-a,

to A,. It mapsa, to A, if t = hel d, and toA, if t = avai | abl e; thusa, to a, simulates

Mit ex. Acqui r e only if mwasavai | abl e, as we should expect. There is no need for an invariant;
we only used it a&s to a5, which no longer exists.
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The simulation argument is the same as before except for a; to a,, which is the only place where
we changed the code. If m = hel d, then mand ns don’t change; henaait ex. mdoesn’t change,
and neither does the abstract PC; in this case the transition simulates the emptytrace. If
avai | abl e, thenmbecomesel d, ns becomesELF, and the abstract PC becondgsin this
case the transition simulatdgto A,, as promised.

The moral of this story is that it can make a big difference how you choose the abstraction
function. The crucial decision is the choice of the critical transition that models the body of

Mit ex. Acqui r e. It seems very natural to changein the code after the testof# hel d that is
already there, but this forces the critical transition to be after the test. Then there has to be an
invariant to carry forward the relationship between the local variabtel the global variabig

which complicates things, and thevoc case complicates them further by falsifying the natural
statement of the invariant and requiring the additiosalariable to patch things up. The uglier
code with a second testwof# hel d inside the atomic test-and-set command makes it possible to
use that action, which does the real work, to simulate the bady e£. Acqui r e, and then
everything falls out nicely.

More complicated code requires invariants even when we choose the best abstraction function,
we see in the next two examples.

Mut ex2I npl implements Mut ex

First we show that the simple, deadlocking vergiodgui r e0 maintains mutual exclusion. Recall
that we writen* for the thread that is the partner of threalere is the code facqui r e0.

VAR req : Thread -> Bool := {* -> fal se}

PROC Acquire0Q() =
[a] req(SELF) := true;
DO [a,] req(SELF*) => SKIP OD [ ag]

Intuitively, we get mutual exclusion because oneg( h) is true,h* can’t get froma, to a;. It's
convenient to define
FUNC Hol dsO(h: Thread) = RET req(h) /\ h.$pc # a,
Abstractly,h has the mutex #fiol ds0( h) , and the transition from, to a; simulates the body of
Mut ex. Acqui r e. Precisely, the abstraction function is

Mut ex. m8 = (Hol dsO.set = {} => nil [*] Hol dsO. set.choose)

Recall that ifr is a predicatep. set is the set of arguments for which it is true.
To make precise the idea tha(h) stopsn* from getting taa,, the invariant we need is

Hol dsO. set.size <= 1 /\ (h.$pc = a, ==> req(h))

The first conjunct is the mutual exclusion. It holds because, given the first conjuncgpaly (
can increase the sizelafl ds0. set, andh can take that step onlyrikq(h*) = fal se, SO
Hol ds0. set goes from{} to{h}.The second conjunct holds because it can never be
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true ==> fal se, Sinceonly thestep (a;, req(h) := true, a,) can make the antecedent true,
this step also makes the consequent true, and no step away from a, makes the consequent false.

This argument appliesto Acqui r e0 as written, but you might think that it's unrealistic to fetch

the shared variable=q( SELF*) and test it in a single atomic action; certainly this will take more
than one machine instruction. We can appeal to big atomic actions, since the whole sequence
from a, to a; has only one action that touches a shared variable (the fetely(eELF*) ) and
therefore is atomic.

This is the right thing to do in practice, but it’s instructive to see how to do it by hand. We break
the last line down into two atomic actions:

VARt | DO [a, << req( SELF*) p>>; [ay;] << t| => SKIP >> OD [ a3]

We examine several ways to show the correctness of this; they all have the same idea, but the
details differ. The most obvious one is to add the conjursgic # a,, to Hol ds0, and extend

the mutual exclusion conjunct of the invariant so that it covers a thread that has sgaohtd

t = fal se:

(Hol dsO.set [+ {h | h.$pc = a,; /\ h.t = false}).size <=1

Or we could get the same effect by saying that a thread acquires the lock by ragchitigt =
fal se, SO that it's the transitioraf, a,,) witht = f al se that simulates the body of

Mt ex. Acqui r e, rather than the transition & as before. This means changing the definition of
Hol dsO to

FUNC Hol dsO(h: Thread) =
RET req(h) /\ h.$pc # a, [\ (h.$pc = a,y ==> h.t = false)]

Yet another approach is to make explicit in the invariant whaiows about the global state.
One purpose of an invariant is to remember things about the global state that a thread has
discovered in the past; the fact that it's an invariant means that those things stay true, even
though other threads are taking steps. In this casef al se in h means that eithereq(h*) =

fal se orh* is ata, or a,;, in other wordstol ds(h*) = fal se. We can put this into the
invariant with the conjunct

h.$pc = a5y /\ h.t = false ==> Holds(h*) = false
and this is enough to ensure that the transig) &;) maintains the invariant.

We return from this digression on proof methodology to study the non-deadlacking e:

VAR req : Thread -> Bool := {* -> fal se}
| ast Req : Int

PROC Acquire() =
[a1] req(SELF) := true;
[a;5] lastReq := self,;
DO [a,] (req(SELF*) /\ lastReq = SELF) => SKIP CD [ as]

We discussed liveness informally earlier, and we don’t attempt to prove it.. To prove mutual
exclusion, we need to extendl dso in the obvious way:
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FUNC Hol ds(h: Thread) = req(h) [\ h.$pc # a;5 /\ h.$pc # a,

andadd\/ h.$pc = ay, to the antecedent of the invariant. We also need to add something to the
invariant to express the fact that h won't find | ast Req = h* as long as* holds the lock. This is

Hol ds0O. set.size <=1
I\ (h.$pc = a, \/ h.$pc = a;,] ==> req(h))
/\ (Holds(h*) /\ h.$pc = a, ==>lastReq = h)

The last conjunct holds becausg,(a,) makes it true, and the only way to make it false isifor
to dol ast Reg : = SELF, which it can only do from,,, so thatil ds(h*) is false. With this
invariant it's obvious thatag, a;) maintains the invariant.

Cl ockl npl implements d ock

Here are the modules.

MODULE O ock EXPORT Read =
VAR t : Int :=0 % the current tine
THREAD Tick() = DO<<t :=t +1 > D % denon t hread advances t

PROC Read() -> Int = VAR t1l: Int |
[R] <<tl:=1t > [R] << VARt2 | t1 <=1t2/\ t2 <=t => RET t2 >> [ Ry]

END Cl ock

MODULE d ockl npl EXPORT Read =

VAR base 1= 2%%32 % const ant
TYPE Wor d = Int SUCHTHAT (\ i: Int | i INO .. base-1)
VAR |o o Wwrd =0
hil o Wwrd (=0
hi 2 : Wwrd =0
THREAD Ti ck() = DO VAR newLo: Word, newHi: Wrd
<< newlo := 1o + 1 // base; newH := hil + 1 >>;
IF << newlo # 0 => 10 := newLo >>
[*] << hi2 := newH >> << lo := newo >> << hil := newH >>
Fl
PROC Read() -> Int = VAR tLo: Word, tHl: Word, tH2: Word, t1Hi st: Int |

<< tHl := h1; tlHi st := T(lo, hil, hi2) >>;
<< tLo := 1o >>
<< tH2 := h2; RET T(tLo, tH1l, tH2) >>

FUNC T(l: Int, hl: Int, h2: Int) ->1Int = h2 * base + (hl = h2 =>1 [*] 0)

END Cl ockl npl

The invariant that makes this work is based on the ide®&déhatmight complete before the next

Ti ck, and therefore the valiread would return by reading the rest of the shared variables must

be betweemn1H st andd ock.t. We can write this most clearly by annotating the labefead
with assertions that are true when the PC is there.
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% ABSTRACTI ON FUNCTION C ock.t = T(lo, hil, hi2), Cock.Read.t1l = Read.t1Hi st
% The PC correspondence is R <->ry, R <-> 71, r3 Ry <->1r1,

PROC Read() -> Int = VAR tLo: Word, tHl: Word, tH2: Word, t1Hist: Int |
[rq << tHl := hl; tiH st := T(lo, hil, hi2) >>
[ro] %12: T(lo, tHL, hi2) INtlHi st .. T(lo, hil, hi2)
<< tLo :=lo; >>
[rg] %13: T(tLo, tHL, hi2) INtlHi st .. T(lo, hil, hi2)
<< tH2 := h2; RET T(tLo, tHL, tH2) >>
[rg] %14: $a INt1Hi st .. T(lo, hil, hi?2)

The whole invariant is thus

h.$pc = ry, ==> 12 /\ h.$pc = rg ==> 13 /\ h.$pc = r, ==> 14

The steps of Read clearly maintain this invariant, since they don’t change the value hedore
The steps ofi ck maintain it by case analysis.

I mplementing mutexes and condition variables in an operating system

This section presents code for mutexes and condition variables based on the Taos operating
system from DEC SRC. Instead of spinning e nLock, it explicitly queues threads waiting

for locks or conditions. The code for mutexes has a fast path that stays out of the kernel in
Acqui r e when the mutex is available, andr#1 ease when no other thread is waiting for the
mutex. There is also a fast path $bgnal , for the common case that there’s nobody waiting on
the condition. There’s no fast path faii t , since that always requires the kernel to run in order
to reschedule the processor (unlessgnal sneaks in before the kernel gets around to the
rescheduling).

Notes on the code for mutexes:

1. mutexl npl maintains a queue of waiting threads, blocks a waiting thread Dxsingedul e,
and useschedul e to hand a ready thread over to the scheduler to run.

2. SpinLock andRel easeSpi nLock acquire and release a global lock used in the kernel to
protect thread queues.

3. The loop inAcqui r e serves much the same purpose as a loop that waits on a condition
variable. If the mutex is already held, the loop cedisnel Queue to wait until it becomes
available, and then tries agaie! ease callsker nel Rel ease if there’s anyone waiting, and
Ker nel Rel ease allows just one thread to run. That thread returns from its call of
Ker nel Queue, and it will acquire the mutex unless another thread has ealiedr e and
slipped in since the mutex was released (roughly).

4. There is clumsy code Ker nel Queue that puts the thread on the queue and then takes it off
if the mutex turns out to be available. This is not a mistake; it avoids a racewdtse,
which callsker nel Rel ease to take a thread off the queue only if it sees that the queue is not
empty.Ker nel Queue changes and looks a$; Rel ease uses the opposite order to charge
and look at.
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This opposite-order access pattern often works in hard concurrency, that is, when there’s not
enough locking to do the job in a straightforward way. We saw another version of it in

Mt ex2l mpl , which sets eq( h) before readingeq(h*). In this caseeq(h) acts like a lock to
keeph*. $pc = a, from changing from true to false.

The boxes show howequi re andrel ease differ from the versions iBpi nLock.

MODULE Mut exl npl EXPORT M New = % i npl enent s For get f ul Mut ex
TYPE AH = Mitex. AH
M = Int WTH {acq: =Acquire, rel:=Rel ease}
VAR s : M-> AH = {}
q : M-> SEQ Thread : = {}
APRCC New() -> M= << VAR m| ~ s!m=> s(m := available, q(m := {}; RET m>>

PRCC Acquire(m = VAR t: AH |
DO <<t :=s(m; s(m := held>>, IF t#held => RET [*] SKIP FI

; Kernel Queue()| GD

PROC Rel ease(m) = s(m := available] IF q(n) # {} => Kernel Rel ease(n) [*] SKIP FI|

% Ker nel Queue and Kernel Rel ease run in the kernel.

PROC Ker nel Queue(m =
% This is just a delay until there’s a chance to acquire the lock.

% Queuing SELF before testing s(m ensures that Rel ease doesn’t miss us.
% The spin lock keeps Ker nel Rel ease from getting ahead of us.
Spi nLock() ;

a(m:= q(m + {SELF};
IF s(m = available =>
a(m :=q(m.renl % try again at Acquire
[*] Deschedul e( SELF) % wait, then try again
Fl ;
Rel easeSpi nLock()

PROC Ker nel Rel ease(m =
Spi nLock() ;

g(m # {} => Schedule(q(m.head); g(mM:=q(m.tail;
Rel easeSpi nLock()

% The newly scheduled thread competes with others to acquire the mutex.

END Mut ex| npl
Notes on the code for conditions:

1. Inthe codefor Condi ti on, the ‘event countécSi g deals with the standard ‘wakeup-waiting’
race condition: thei gnal arrives after then rel but before the thread is queued. Note the
use of the global spin lock as part of this. It looks as theughal always schedules exactly
one thread if the queue is not empty, but other threads that\afiet itut have not yet
acquired the spin lock may keep running; in terms of the spec they are awakesnhgekby
as well.

2. Signal andBroadcast test for any waiting threads without holding any locks, in order to
avoid calling the kernel in this common case. The other event eowitt ensures that this
test doesn’t miss a thread that isén nel Wai t but hasn’t yet blocked.
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MODULE Condi ti onl npl EXPORT C, New = 9% i npl ements Condi tion

TYPEC = Int WTH {wait:=Wait, signal:=Signal, broadcast:=Broadcast}
M = Mitex. M
VAR ecSig : C->1Int
ec\Wai t : C->1Int
q C -> SEQ Thread : = {}
APROC New() -> C =
<< VAR c | ~ ecSiglc => ecSig(c) :=0; ecWait(c) :=0; q(c) :={}; RET ¢c >>
PROC Wait(c, nm) = VAR i :=ecSig(c) | mrel; KernelWait(c, i); macq

PRCC Signal (c) = VAR i := ecWit(c) |
ecSig(c) :=ecSig(c) +1; IFag(c) # 0 \/ i # ecWait(c) => Kernel Sig(c)

PROC Broadcast(c) = VAR i := ecWit(c)
ecSig(c) :=ecSig(c) + 1; IFg(c) # 0 \/ i # ecWait(c) => Kernel Cast(c)

PROC Kernel Wait(c, i: Int) = % i nternal kernel procedure
Spi nLock() ;
ecWait(c) := ecWit(c) + 1;
% if ecSig changed, there nust have been a Signal, so return, else queue
IFi = ecSig(c) =>q(c) :=q9(c) + {SELF}; Deschedul e(SELF) [*] SKIP FI
Rel easeSpi nLock()
PROC Kernel Sig(c) = % i nternal kernel procedure
Spi nLock() ;

IF g(c) # {} => Schedul e(qg(c).head); q(c) := q(c).tail [*] SKIP FI
Rel easeSpi nLock()

PROC Kernel Cast(c) =
Spi nLock();
DO g(c) # {} => Schedul e(q(c).head); qg(c):= q(c).tail OD
Rel easeSpi nLock()

END Condi ti onl npl

The implementations of mutexes and conditions are quite similar; in fact, both are cases of a
general semaphore.
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