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6.829 Fall 2016: Wang, Frank

PSet PS1

Dates & Deadlines

issued: Sep-15-2016 at 23:59
due:  Sep-30-2016 at 23:59

This problem set has one set of lab tasks and three other problems (so four problems in all).
Answer them as clearly and concisely as possible.

You may collaborate and discuss ideas with others in the class, but your solutions and
presentation must be your own. Do not look at anyone else's solutions or copy them from
anywhere. Please list your collaborators on your submission.

Turn in your solutions on Friday, September 30, 2016 before 11.59 pm (midnight).

Mininet tutorial

The "Introduction to Mininet" tutorial on github has a number of examples to help you with
common tasks you will encounter in this assignment: creating topologies, spawning programs
(ping, iperf, etc.) and collecting output.
https://github.com/mininet/mininet/wiki/Introduction-to-Mininet

Useful Hints

To look at your output, you may find it useful to start a web server using python -m
SimpleHTTPServer.

Start the webserver in the 6.829-mininet-pset directory. Then you can point a web browser to
:8000 and browse your results. Remember to open TCP port 8000 in your instance's security
group settings.

The output of curl ifconfig.me on your GCP instance will show its IP address. Alternatively
you can get the instance IP address via Google console. Remember to look for your instance
in the correct region.

If you find yourself opening too many ssh sessions to your GCP instance, consider using
"screen" (or tmux) that multiplexes many terminals into one login session. You can find

many tutorials online. Here's one: Using GNU Screen.

If your Mininet script does not exit cleanly due to an error (or if you pressed Control-C), you
may want to issue a clean command sudo mn -c before you start Mininet again.

Google Cloud Platform setup

https://scripts.mit.edu:444/~6.829/currentsemester/pset.cgi?_assignment=PS1 1/10


https://github.com/mininet/mininet/wiki/Introduction-to-Mininet

9/26/2016 6.829 Fall 2016: PS1
An image with a ready mininet setup is available on GCP. Google has donated a $50 credit
for each student. You should sign up for credits per the instructions on Piazza.

These instructions detail setting up the GCP image.

Problem 1: Bufferbloat

This problem is an extended version of a problem from Stanford's Winter 2013 CS244 course
(used with permission).

Introduction

In this exercise we will study the dynamics of TCP in home networks. Take a look at the
figure below which shows a "typical" home network with a Home Router connected to an
end host. The Home Router is connected via Cable or DSL to a Headend router at the
Internet access provider's office. We are going to study what happens when we download
data from a remote server to the End Host in this home network.

Home
@ —— CableorDSL —— @
Home Headend
router router

In a real network it's hard to measure cwnd (because it's private to the server) and the buffer
occupancy (because it's private to the router). To ease our measurement, we are going to
emulate the network in Mininet.

Goals

e Learn first-hand the dynamics of TCP sawtooth and router buffer occupancy in a
network.

e Learn why large router buffers can lead to poor performance. This problem is often
called "bufferbloat."

e Learn how active queue management schemes (in this exercise, PIE) mitigate the
effects of bufferbloat.

e Learn how to use Mininet to create network topologies, run traffic generators, collect
statistics and plot them.

e Learn how to package your experiments so it's easy for others to run your code.

Tasks

Within Mininet, create the following topology: h1 (repesenting your home computer) has a
fast connection (1 Gbit/s) to your home router with a slow uplink connection (10 Mbit/s) to
h2 (representing a web server). The round-trip propagation delay, or the minimum RTT
between hl and h2 is 20 ms. The router buffer size can hold 100 full sized ethernet frames
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(about 150 kB with an MTU of 1500 bytes).
Then do the following:

Start a long lived TCP flow sending data from h1 to h2. Use iperf.
Start back-to-back ping train from h1 to h2 10 times a second and record the RTTs.
Plot the time series of the following:

o The long lived TCP flow's cwnd

o The RTT reported by ping

o Queue size at the bottleneck
Spawn a webserver on h2. Periodically download the index.html web page using h1
and measure how long it takes to fetch it (on average).
Repeat the above experiment and replot all three graphs after enabling the PIE AQM
algorithm on the switch interface attached to the bottleneck link. Set the target delay
for PIE to 20 ms.
Repeat the above experiment with PIE enabled, but this time, start 10 parallel TCP
flows with iperf.

The starter code has some hints on how to do these steps.

Framework code

To help you get started, we provide a basic skeleton code. First you will need to follow the
GCP instructions to set up your instance. Once you have your instance running, run a
Mininet sanity check (sudo mn --test pingall) and then continue with this assignment. Your
instance should have Mininet and most tools pre-installed.

Download instructions

In the home directory of your GCP instance, download the framework code by cloning a base

git repository as follows:

git clone https://github.com/hongzimao/6.829 labl.git

Look for TODOs in the starter code. The following are important files you will find in the
repository. Ignore other files.

File Purpose

bufferbloat.py

Creates the topology, measures cwnd, queue sizes and RTTs
and spawns a webserver.

plot_queue.py ||Plots the queue occupancy at the bottleneck router

plot_ping.py Parses and plots the RTT reported by ping

plot_tcpprobe.py

Plots the cwnd time-series for a flow specified by its destination
port

run.sh Runs the experiment and generates all graphs in one go.

Note: We recommend you use your favourite version control system to track changes to your

assignment and back it up regularly on the "cloud." Bitbucket hosts private git repositories
for free.
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Deliverables

¢ Final Code: Remember one of the goals of this assignment is for you to build a system
that is easy to rerun to reproduce results. Therefore, your final code MUST be runnable
as a single shell command ("sudo ./run.sh"). We will test your code in the same GCP
setup.

o README: A file named README with instructions to reproduce the results. Please
list installation instructions for any dependencies required to run your code.

o Plots: There should be 9 plots in total, 3 each for the following cases: single flow
without and with PIE; 10 flows with PIE. They MUST have the following names and
be present in the top level directory of your submission folder.

o nl-nopie/q.png, nl-nopie/cwnd-iperf.png, nl-nopie/rtt.png.
o nl-pie/q.png, nl-pie/cwnd-iperf.png, nl-pie/rtt.png
o nl0-pie/q.png, n10-pie/cwnd-iperf.png, n10-pie/rtt.png.

Questions

Answer the following questions below. Remember to keep answers brief.

1. Why do you see a difference in webpage fetch times when enabling PIE?
2. The target queueing delay for PIE is 20 ms. In which case (1 or 10 flows) is PIE better
able to keep the queueing delay close to the target? Briefly explain why.

(points: 10)

Problem 2: TCP throughput & fairness

In this exercise we will study TCP's throughput and fairness characteristics with Mininet.
Consider the topology shown in the figure below.
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. link speed = 100Mbit/s
" delay = 10ms

. link speed = 100Mbit/s
" delay = 30ms

h1
hso\

h2
h3

All links are 100 Mbit/s and have a one-way propagation delay of 10 ms, except for the link
between S1 and S2, which has a 30 ms propagation delay. The switches have 1000 packets of
buffer at each port, and use PIE active queue management with a target delay of 20 ms.

The goal of this exercise is to learn how the RTT and number of bottleneck links impacts
throughput and fairness of TCP flows.

Tasks

Within Mininet, create the topology shown above, and enable PIE with a target delay of 20
ms on the switch interfaces. Then do the following:

Scenario 1:

e Start 10 long lived TCP flows sending data from h2 to h1, and similarly 10 long lived
TCP flows from h5 to hl.
e Start back-to-back ping trains from h2 to h1, and hS5 to h1. Record the RTTs with ping
10 times a second.
e Measure the following:
o The average throughput for h2->h1 and h5->h1 flows. For each group, measure
the aggregate throughput of the 10 flows.
o The average RTT for h2->h1 and h5->h1 flows.

Scenario 2:

e Now start 10 long lived TCP flows from h4 to h3.
e Repeat the above measurements (average throughput and RTT) for the three groups of
flows: h2->h1, h5->h1, and h4->h3.

The starter code sets up the topology and configures PIE. You have to write code to generate
the traffic (with iperf) and do the RTT measurements (with ping).
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Starter code

The same framework code from problem 1 has the starter code for this problem. The new
files are explained below. Look for TODOs in the starter code.

File Purpose
tcpfairness.py Creates the topology and sets up PIE.
Deliverables

¢ Final Code: Remember one of the goals of this assignment is for you to build a system
that is easy to rerun to reproduce results. Therefore, your final code MUST be runnable
as a single shell command ("sudo ./run_p2.sh"). We will test your code in the same
GCP setup.
e README: A file named README with instructions to reproduce the results. Please
list installation instructions for any dependencies required to run your code.
¢ Qutput: The following files MUST be present in the top level directory of your
submission folder. (Follow the format in format.out in the folder, which has dummy
results for scenario 1. Throughput has unit Mbit/s, RTT has unit ms.)
o scenariol.out, with the average throughput and RTT for h2->h1 and h5->h1
flows.
o scenario2.out, with the average throughput and RTT for h2->h1, h5->h1, and h4-
>h3 flows.

Questions

Answer the following questions below. Remember to keep answers brief.

1. In Scenario 1, which of the following statements is more accurate:
o The congestion windows of h2->h1 flows are larger than h5->h1 flows.
o The congestion windows of h2->h1 flows are smaller than h5->h1 flows.
o The congestion windows of h2->h1 and h5->h1 flows are roughly the same.
2. In Scenario 2, which of the two bottleneck links (S2->S1 or S1->h1) do you expect has
the larger drop rate? Briefly explain why.

(points: 10)
Code Submission for Problems 1 and 2

e Create a tarball out of the entire 6.829-mininet-pset folder, excluding git versioning
data:

o tar --exclude=".*" -zcf bufferbloat.tar.gz 6.829-mininet-pset
e Submit the file below.
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Submit packaged code Choose File ' No file chosen

(points: 20)

We will grade the submission based on producing working code, correctness of graphs, and
code quality.

Problem 3: TCP throughput estimation

Consider the same topology and TCP flows as in Scenario 2 of Problem 2. Recall that there
are two bottleneck links in this scenario: S2->S1 and S1->h1. Assume that both links are
100% utilized and each has an average queueing delay of 20 ms. Assume also that the loss
rates on these two links are small and independent.

Derive the throughput of the three flows: h5->h1, h4->h3, and h2->h1, using the equation
relating TCP throughput to the loss rate and RTT.

(points: 15)

Submit answer pdf (optional) Choose File No file chosen

(points: 0)
Problem 4: Buffering in a fast router

Louis Reasoner has been recruited by a hot new startup to design the packet queueing
component of a high-speed router. The link speed of the router is 40 Gigabits/s, and he
expects the average Internet round-trip time of connections through the router to be 100 ms.
Louis remembers from his 6.829 days that he needs to put in some amount of buffering in the
router to ensure high link utilization in the presence of the TCP sources in the network
growing and shrinking their congestion windows. Louis hires you as a consultant to help
design his router's buffers.

Assume for the purposes of these questions that you're dealing with exactly one TCP
connection with RTT 100 ms (it turns out that this assumption does not change the results too
much, for a drop-tail gateway, if the connections all end up getting synchronized). Also
assume that the source is a long-running TCP connection implementing additive-increase
(increase window size by 1/W on each acknowledgment, with every packet (TCP segment)
being acknowledged by the receiver, such that the window increases by about 1 segment size
every RTT) and multiplicative-decrease (factor-of-two window reduction on congestion).
Assume that no TCP timeouts occur. Don't worry about the effects during slow start; this

https://scripts.mit.edu:444/~6.829/currentsemester/pset.cgi?_assignment=PS1 7/10



9/26/2016 6.829 Fall 2016: PS1

problem is about the effects on router buffering during TCP's AIMD congestion-avoidance
phase.

You should (be able to) answer this question without running any simulations or writing
code.

A. Show that if the amount of buffering in the router is equal to the bandwidth-delay
product, the TCP connection can achieve a 100% link utilization (or very close to it).
How much packet buffer memory does this correspond to for the router under
consideration?

B. Louis is shocked at how much memory is needed and thinks he may not be able to
provide this much buffering in his router. He asks you what the average link utilization
is likely to be when the amount of buffering in the router is very small compared to the
bandwidth-delay product. Explain your answer.

C. Louis asks you how the average link utilization, U, varies as a function of r, the ratio of
the amount of router buffering, B, to the "pipe-size", P (the bandwidth-delay product,
defined as the product as the bottleneck link rate and the minimum RTT). Calculate
U(r) for 0 =t < 1. (We know, from part 1, that U(1) = 1, and the answer to part 2 is
U(0).)

D. Sketch U versusr,forO<r=<1.

(points: 15)

Submit plot (pdf or image file) Choose File ' No file chosen

(points: 5)

Problem 5: Cheating with XCP

After reading the XCP paper in 6.829, Alyssa P. Hacker and Cy D. Fect get into an argument
about just how fragile XCP is in the presence of senders who lie about the information they
are given. Consider a version of XCP where the sender reports to the network its RTT and its
throughput. In this protocol, the fields in the congestion header are: (i) RTT (ii) throughput
(instead of cwnd), and (iii) feedback. (This change from the scheme in the XCP Sigcomm '02
paper will make it easier for you to reason about this problem.)

We will assume that the sender can lie about the RTT and throughput to the network in an
attempt to persuade the network to give it more (or less, but that's not too interesting) than its
correct share, or in an attempt to mess up the resulting link utilization (causing the network to
run under-utilized or to be in persistent congestion). However, the sender does not send at
an arbitrary rate; it always updates its congestion window according to the feedback the
network sends. (This constraint on the sender is reasonable; after all, in XCP, a sender that
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simply wished to ignore the network's feedback could do so anyway, and such behavior
would require other network-level mechanisms to detect and control.)

More precisely,
cwnd <-- cwnd + feedback true_ RTT / declared RTT.

This adjustment ensures that the increase in the sender's throughput is the one intended by the
network.

Alyssa and Cy get into an argument about what happens when users misbehave and lie to the
routers. Help them resolve their argument. Be precise and concise in your answers to these
questions. These questions are intentionally somewhat under-specified, to encourage you to
think about all the things that can go wrong.

A. Suppose the sender(s) lie only about RTT. What would XCP's performance in terms of
link utilization and fairness be? (A sender might lie in either direction, of course.)

B. Suppose the sender(s) lie only about throughput. What would XCP's performance in
terms of link utilization and fairness be? (A sender might lie in either direction, of
course.)

(points: 20)

Submit answer pdf (optional) Choose File = No file chosen

(points: 0)

Problem 6: Max-min fairness

Suppose a switch implements fair queueing, providing max-min fairness, on a link for four
flows with arrival rates 2, 3, 4, 5 Mbits/s each. The capacity of the link is C Mbits/s. For what
value range of C do three of these flows get the same rate and the fourth flow a different rate?

(points: 5)

Submit answer pdf (optional) Choose File = No file chosen

(points: 0)
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You can save your work at any time by clicking the Save button below. You can revisit
this page, revise your answers and SAVE as often as you like.

Save

To submit the assignment, click on the Submit button below. YOU CAN SUBMIT
ONLY ONCE after which you will not be able to make any further changes to your
answers. Once an assignment is submitted, solutions will be visible after the due date and
the graders will have access to your answers. When the grading is complete, points and
grader comments will be shown on this page.

Submit
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