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SOME MULTICS SECURITY HOLES WHICH WERE CLOSED BY 6180 HARDWARE

by J. H. Saltzer, Phillippe Janson, and Douglas Hunt

This note is the second of a series* which describes design and imple-
mentation errors in Multics which affect its ability to protect information and
provide service. The purpose of the series is to try to discuss what incorrectly

laid groundwork permitted each trouble to creep in.

It is interesting (and comforting) to note that no security problem yet
discovered has required any change in the original overall design of Multics;
the problems have universally been at the level of detailed design errors or
implementation slipups; the repairs have been conceptually simple readjustments

to bring the design or implementation back to the originally intended one.

A fairly large number of security problems were fixed automatically by
conversion from the Honeywell 645 to the Honeywell 6180, which has built-in
argument validation hardware. As will be seen, replacement of a complex soft-
ware package with a relatively simple hardware mechanism was remarkably effec-

tive, suggesting that it was a move in the right direction.

Unvalidated Gates

In the 645, the following gates to ring zero had no validation of
arguments at all:

absentee test all entries)

(
hphecs__ (all entries)
phcs__ (all entries)
phnxhcs (all entries)

admin_gate_$guaranteed eligibility off
admin_gate_$guaranteed eligibility on

Argument validation consists of checking each argument to a gate entry to be

sure it refers to an address to which the caller is permitted access. For ex-
ample, if the ring zero program intends to write into the argument (e.g., an out-
put value) then the caller of the entry should specify an address in which he is
permitted to write. Failure to perform argument validation would mean that the
caller could specify an address somewhere inside ring zero; if he did, the ring
zero program could be used for unauthorized patching of the supervisor. It is

slightly harder but still possible to exploit a gate which only reads its arguments.

* Previously issued memo in the series: RFC-5.
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The unvalidated gates had one thing in common: they were all con-
trolled by access control lists which limit their use to supposedly respon-
sible individuals. This control was probably the chief rationalization for

not putting in the extra effort required to specify the argument validation.

On the 6180, all arguments are automatically validated by hardware
checks on the ring of origin of every argument. This approach eliminates
both the extra (and sometimes neglected) effort needed to specify validation,

and also any possibility of errors in that specification.

Incorrectly validated arguments

In the following entries, some argument was validated with more
leniency than appropriate, permitting the user, typically, to cause the super-
visor to write into an area in which the user has no access.

hcs $get seg count
hcs $get entry name
hcs $get dbrs

hcs $assign channel
hcs S$check device
hcs $get search rule

last argument unvalidated.

argument validated for wrong type.
argument validated for wrong usage.

1st argument validated for wrong usage.
2nd argument validated for wrong usage.
argument validated for wrong usage.

hcs $get count linkage
hcs $ipc init

hecs $list dir

hcs $make ptr

hcs $list dir acl

hcs $set dtd

2nd argument validated
argument valudated for
2nd argument validated
1st argument validated
3rd argument validated
3rd argument validated

for wrong usage.
wrong usage.

for wrong usage.
for wrong usage.
for wrong usage.
for wrong usage.

hcs $status entire argument spec is wrong.

imp dim gate $imp read order 3rd argument validated for wrong usage.
imp dim gate $imp write order 3rd argument validated for wrong usage.
netp $ncp priv_status 3rd argument validated for wrong usage.
netp $ncp priv_order 3rd argument validated for wrong usage.
net $ncp_ status 3rd argument validated for wrong usage.
net $ncp order 3rd argument validated for wrong usage.
hcs $Sacl list 5th argument validated for wrong usage.

This list represents the accumulation of errors over several years of
specifying argument validation for about 150 user-callable gates. When an
argument is validated for "wrong usage" it typically means that the gate
specification says that the gate only reads the argument, when the gate
actually writes into it. Thus, the validator checks only to make sure that
the user can read data at the specified address. If the user provides a
pointer, say, to some location in the "sys_ info" segment, in which he has
read-only permission, the gate, which can write into "sys_info" by virtue of

its ring-zero location, would then overwrite some item there.
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Again, the value of the automatic hardware argument validation feature of
the 6180 is clear: the opportunity for an incorrect software-declared speci-

fication is completely eliminated.

Unvalidatable arguments
In the following entries, some entry could not be checked by the
automatic validator, since the correct method of validation depends on the

value of some other argument.

hes_Sacl list 3rd argument used as both input and
output.

hecs_Sex _acl list 3rd argument used as both input and
output.

hcs_Sex _acl delete 3rd argument meaning depends on
4th argument.

hcs $Sinitiate seg count 6th argument meaning depends on another
argument.

hes_$list dir acl 4,5th arguments meaning depend on the
value of 3rd argument.

hcs_Sreplace sall 3rd argument unvalidatable.

hcs_$replace_dall 3rd argument unvalidatable.

The problem in each case here was deeper than in the previous one: the
particular choice of arguments lead to impossiblity of validation, and
therefore to no validation at all. For example, suppose that the third
argument is an input argument for some values of the first argument, but is an
output value for others. Then a protection specification which says that the
third argument must be writable would cause some correct programs, which
intentionally provided a read-only third argument, to be declared illegal.
If, when these entries were first introduced, their documentation had speci
fied that the argument in question must be writable whether or not it is
actually written into by the supervisor, then the trouble could have been
avoided (at the cost of an additional obscurity in the user interface).
Unfortunately, an after-the-fact change to require writeability might cause
some correct user programs to stop working, so compatibility prevents

correction.

Again, the automatic argument validation hardware of the 6180 provides
a solution. Since every reference to an argument is separately checked, only
if the argument is actually used as an output argument will it be checked for

writeability.



EPL argument validation trap

The argument validator did not completely check out some of'the more
complex specifiers of arguments provided by EPL (the first Multics PL/I
compiler) programs. Thus, a user could construct an argument descriptor
which indicated that an EPL specifier was in use, and thereby induce the
argument validator to allow the call to go unchecked. This problem was
basically one of historical compatibility: the EPL specifier format and
organization was designed before the implications of argument validation
had been considered. When it became clear that certain argument types were
hopelessly complex to validate, an attempt was made to prohibit (by edict)
the use of those types of arguments in supervisor entries. After the later
PL/I compiler eliminated the need for a restriction, some gates were installed
which utilized the forbidden argument types. The argument validator, unfor-
tunately, provided a default of "acceptable" for EPL arguments of unvalidatable
type, so it turned out that one could call the new entries with programs
written in EPL, which was still an available compiler. The alternatives of
changing the default to "unacceptable" would have effectively denied access
to the new gates for those users not yet ready to rely upon a new unseasoned,
PL/I compiler. Thus, through a series of design slipups, errors in judge-

ment, and bad practices, this protection bypass got into the system.

The 6180 argument validation hardware again automatically performs
the appropriate access checking at argument usage time, independent of the

format of the structure passed as an argument.

ECT terminate bug

The design of the Inter Process Communication (IPC) event channel
table (ECT) had the following flaw: when the user-ring IPC created an ECT,
it then called a ring-zero entry to inform the ring-zero part of IPC of the
location of the ECT. The pointer in question was stored by the ring-zero part
of IPC in a ring-zero data base, for future use in passing IPC messages back
to the user. The user could now terminate the segment containing the ECT,
and initiate some other segment (to which he had only read access in the user
ring) with the same segment number as the former ECT. Then, the ring zero
part of the IPC, using its stored pointer, would write the user's messages in

a place the user had no business writing into.



With the 6180 hardware, the pointer passed by the user to the ring-
zero part of the IPC facility, and stored there, contains the ring number of
the user's ring. Thus all reference made by ring-zero IPC using that
pointer will be validated as though they came from the user ring. If a seg-
ment for which the user did not have write access is substituted, the attempt

of the ring-zero procedure to write in it will fail.

Exploitation of user-ring master-mode procedures
The 645 processor had a "master-mode" property, which bypassed all

protection checks; certain procedures such as the fault interceptor and
signaller had to operate in master-mode, yet in the ring of the user causing
te fault or receiving the signal. To prevent exploitation, the hardware
permitted calls to a master-mode procedure only to an entry point at location
zero in the segment; the procedure was expected to very carefully examine the

circumstances of its entry to insure that it was not being exploited.

Upon review of the standard entry sequence code actually being used,
it was discovered that the design did not prevent exploitation at all. Three
distinct problems were found, each of which could be exploited in several
ways. First, the entry sequence was designed on the assumption that index
register one had been set to indicate which of several actual entry points
to the segment was desired. The entry sequence correctly assumed that the
caller might place an out-of-bounds value in index register one, so it
checked to make sure that the value was within reasonable limits. Unfortu-
nately, if the value was out of bounds, it called out to the system trouble-
handling procedure, which proceeded to "crash" the system. Thus, any user
could cause a crash by transferring to location zero of the signaller, with an
appropriate value in index register one. The second problem is that the call
to the system trouble handler was done by an indirect transfer out through
the linkage section of the master-mode procedure -- but this call occurred
before verification that the linkage pointer had been set to the currect
value. Thus, the user could plant a special value in the linkage pointer,
transfer to location zero of the signaller, and cause the master-mode proce-
dure to transfer anywhere he wished -- including into the middle of another

master-mode procedure. Again, by preparing registers in advance, and choosing
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carefully thecode sequence to transfer into, one could develop an exploi-
tation. Finally, the third problem is that safe-storing of the processor
registers was done assuming that the register value in the stack base regis-
ter did not need to be checked, since it was locked. Unfortunately, a 1971
modification to the system resulted in the stack base register being unlocked,
so the user could, by loading the stack base register and transferring to a
legal entry point of the signaller, cause it to safe-store the processor

register almost anywhere.

Although the concept of securing a master-mode procedure still seems
viable, the implementation is apparently very fussy. By checking the Multics
System Programmers' Manual it can be established that the first two problems
have existed at least since 1967, and probably earlier. It was precisely be-
cause of uneasiness about the securing of master-mode segments that the 6180
was designed without a master-mode, and with consistent and builtin hardware

call and fault facilities.

Execute instruction user special protection checks

On the 645 processor, the checking of permission was special cased
when an "execute" instruction was encountered, since the time of decoding
of the instruction to be executed is delayed to a time when most instructions

are in the midst of execution.

Apparently as a result of a field change, one of the special cased
checks was accidentally disabled if the execute instruction was located
in an odd location and it addressed an offset of zero in another segment.
In this situation, write permission was not checked, so one could write

into a read-only segment.

Here we have an example of the danger of special cases -- they tend
to cover rare occurrences, which means that routine operation does not
exercise them. It also points out the recertification problem: even if a
design is originally sound, every later modification should be accompanied

with a recertification.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


