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Incentives and Pricing in Communications
Networks

Asuman Ozdaglar and R. Srikant

This chapter studies the problem of decentralized resourcallocation among
competing users in communication networks. The growth in the scale of
communication networks and the newly emerging interactiors between ad-
ministrative domains and end-users with di erent needs andquality of ser-

vice requirements necessitate new approaches to the modajj and control

of communication networks that recognize the di culty of fo rmulating and

implementing centralized control protocols for resource #ocation. The cur-

rent research in this area has developed a range of such ap@ches. Central
to most of these approaches is the modeling of end-users an@metimes
also of service providers as self-interested agents that nka decentralized
and sel sh decisions. This research has two important impl¢ations:

() The modeling of communication networks consisting of mutiple self-
ish agents requires tools from game theory.

(i) Inthe absence of centralized control, the interaction of multiple sel sh
agents may lead to suboptimal resource allocation.

This chapter will survey and develop existing work focusingon the role
of prices, both used as control parameters in the network andet by service
providers in order to increase their revenues. We will idenify the di erent
roles that prices may play in communication networks depenihg on the
degree of strategic interactions among users and between &% and service
providers, and explore their impact on network performanceunder di erent
scenarios. We will also highlight how the study of large-scle communica-
tion networks raises new modelling challenges and developé mathematical
tools that are commonly used in this analysis.

The chapter is organized into three sections: the rst two setions cor-
respond to two conceptually di erent strategic settings, one where pricing
is used to achieve some socially bene cial objective, and # other where
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prices are set by multiple service providers to maximize the revenues. The
last section places the material in this chapter in the contet of the broader
literature, discusses some emerging applications of gaméeory to commu-
nication networks, and suggests a number of areas for futureesearch.

1.1 Large Networks - Competitive Models

In this section, we present a brief overview of the literature on pricing to
maximize system utility in a network with a large number of users. This
line of research has had a tremendous impact on communicationetworks,
having contributed both to a deeper understanding of netwok architectures
and to the development of new protocols for more e cient use d resources
in the Internet. We will end the section with some extensionsto wireless
networks.

Consider a large network shared by many users, where the goas to
share the network resources in an optimal manner. It may be usful to
think of the network as a graph with nodes and links. Each end ser in
the network is interested in transfering data between a soute node and
a destination node along a xed route (or connection). We wil use the
terms \user"”, \source", and \connection" interchangeably. The nodes are
interconnected by links. The network resources that we conger here are
the link bandwidths. The bandwidth of a link is the maximum ra te at which
it can transmit data between the two nodes at either end of thelink. We
associate a utility function with each user in the network and we will refer
to a resource allocation scheme as beingpcially optimal if it maximizes the
sum of utilities of all users in the network.y

A network is modelled as a set of resources indexed Hy called links, with
nite capacities ¢,. It is shared by a set of sources, indexed by. Let U, (X;)
be the utility of source r as a function of its rate X, (measured in packets per
unit time). The utility function U, is assumed to be a strictly increasing,
strictly concave function. Associated with each source is aoute which is
a collection of links in the network. Let R be arouting matrix whose (;r)
entry is 1 if sourcer's route includes link | and is 0 otherwise. Since there is
a one-to-one mapping between users and routes, we will usedhsame index
to denote both a user and its route. For example, an indexr can represent
both user r and its route. Thus, the notation | 2 r indicates that link | is
in the route of userr:

The resource allocation problem can be formulated as the f@wing non-

y In the networking literature, social optimality and fairne  ss are often used interchangeably. For
other notions of fairness, see [7].
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linear optimization problem [16]:

r)r(1a(>)( X Ur (X;); Rx ¢ (1.2)

r

where X is the vector of source rates andt is the vector of link cgpacities.
The constraint says that, at each link I, the aggregate source rate Ry X;
does not exceed the capacity,. If the utility functions are strictly concave,
then the above optimization problem has a unigue optimal salition, which
we refer to as the socially optimal allocation.

To solve this problem directly, we have to the know the utility func-
tions and routes of all the sources in the network. In a large etwork such
as the Internet, this information is not available centrally. One solution
to this problem is to devise a mechanism such as the celebraleVickrey-
Clarke-Groves (VCG) mechanism to encourage users to revedheir utilities
truthfully (see [24], and also Chapter 9). However, such a mehanism is
computationally complex to implement and would also require a central au-
thority to solve an optimization problem to compute the pric es. Instead,
Kelly devised a simple mechanism capable of achieving the dmal alloca-
tion of resources in the presence of sel sh users (see also &jter 21). We
will describe this scheme in the rest of this section and alseshow how the
pricing motivation also leads to protocols for managing thelnternet. Such a
scheme was originally proposed in [17] and variations haveden considered
in [21, 32, 19]; for a more exhaustive survey of the work in tts area, see
[30].

Given the convexity of (1.1), a vector of ratesxX‘is optimal if there exists
a vector of Lagrange multipliers p* satisfying the following Karush-Kuhn-
Tucker (KKT) conditions:

X
ud%) = p;  8r; (1.2)
| l:12r
5 !
o X C = 0; 8 I; (1.3)
r:l2r X
R c, 81, (1.4)
r:l2r
(S 0: (1.5)

Now, suppose that the network can computep”and charges each user a
price per bit of § wheredy is given by
X

& = B (1.6)

r:2r
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In vector form, the above relationship can be written asq*= RTp.

If the contribution of each user's ow to the aggregate is nedjgible, we
expect them to take aggregate quantities, in particular prices, as given in
their decisions. In this case, we refer to the users gsrice-takers. Under this
assumption, userr's optimization problem can be expressed as

)I;na)é Ur(Xr) G X (1.7)

This expression is intuitive since it implies that each useris maximizing his
utility minus the marginal cost of his ow, which consists of the sum of the
Lagrange multiplier of each link traversed on its route. Clearly the solution
to this problem is given by %, in (1.2). The equilibrium under this pricing
scheme where each user is charged the sum of the Lagrange nipliers
on its path coincides with the socially optimum outcome. Thee are two
key assumptions for this implication: (1) Users are price-bkers, which is
reasonable in the case of a large network such as the Internet(2) Prices
are set equal to the Lagrange multipliers in order to implemet the socially
optimal allocation. This assumption is reasonable when pries are set by
a network controller interested in the overall performance We will discuss
how the situation is di erent when prices are set by pro t-ma ximizing service
providers in the next section.

For the above pricing scheme to work, the network has to be ald to
compute the Lagrange multipliers. There are two problems asociated with
this computation:

P1 The network does not know the utility functions of the users.

P2 Even if all the utility functions are known, there is no central author-
ity that knows all the link capacities and the network topolo gy to be
able to solve (1.2)-(1.5).

To address (P1)-(P2), we consider the following two-step mehanism. First,
each userr announces a bidw, ; which is the price per unit time that it is
willing to pay. Then, the network decides to allocate rates © users according
to the solution of the foIIow)i(ng optimization problem:

ma3< wr log(x;); Rx c¢: (1.8)
X

;
The solution to the above optimization problem is called a wéghted pro-

portionally fair rate allocation. The KKT conditions for th e optimization
problem (1.8) are given by

— = P 8r; (2.9)
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X
o xx ¢ =0, 8l (1.10)
r:2r X
Xy C; 81l; (1.11)
r:2r
p ;X 0; (1.12)

wherex is the solution to (1.8) and p is the associated vector of Lagrange
multipliers. Further, if the user can be induced to selectw; = x,UJX,);
then x = % and the network problem coincides with the social welfare
maximization problem.

To implement the mechanism described above, we have to rst dsign
a distributed algorithm to solve (1.8). The algorithm that w e design is a
dynamic algorithm where each link computes a price as a funabn of time
according to a di erential equation. The di erential equat ion is designed so
that, in steady-state, the price of each link converges to tle Lagrange mul-
tiplier corresponding to the link's resource constraint. To this end, suppose
that each link computes a price according to the di erential equation

p=(y Gy s (1.13)

where pi(t) is the instantaneous link price at time t; y, = i r12r Xr is the
total arrival rate at link [; and (a)[; is equal to max(@;0) whenb =0 and is
equal to a if b > 0: Note that the equilibrium of this di erential equation is
either y; = ¢, or p; = 0 which satisfy one of the KKT conditions (1.10). Each
user's computer is hardwired with a program that computes rdes according
to the equation

X, = . (1.14)
Qr
_ _ o P
where g, is the price of route r and is given byq, = |5, pi:

To implement the above set of equations, it is assumed that te userr's
computer is equipped with a protocol to collectq,; the price of its path, from
the network. In networking parlance, equation (1.14) is caled a congestion
control algorithm since the user reacts to congestion indiation in the form
of gr: It is easy to see that if the equations (1.13)-(1.14) converg, then
their steady-state values satisfy (1.9)-(1.12) and thus, slve the optimization
problem (1.8). Indeed the above set of equations converge der some mild
assumptions. Let us suppose that the routing matrix R has full row rank,
i.e., given a vector q of route prices, the vector of link pricesp is uniquely
determined by the equationq = RTp: Sincex is unique, this assumption
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ensures thatp is unique. The following identity is useful:
q'x=p'Rx=p'y:
Now, consider the Lyapunov function
1 T .
V=350 p) (P p)

Di erentiating the Lyapunov function, we get

d X .
d—\: = |(|0| IDIC/I)M
@ X
(P p)yr o)
|
P p)'(y o©

= (p p)'(y y)+(p p)'(y ¢

® p)(y y)
= (p p)'R(xX x)=(q ) (x x)
Xoow o wy

X X
% O %)

(o)

where (@) follows from the fact if the projection ( )r+>| is not active, then the

inequality holds as an equality and if the projection is active, the right-hand

side of @) is positive while the right-hand side of the equation above(a) is

zero. Inequality (b) follows from the fact that either y, = ¢, ory, <c¢ and

p, = 0: Finally, inequality ( c) follows from the fact that 1=X, is a decreasing
function. Thus, for a xed set of bids fw; g; the system of equations (1.13)-
(1.14) converges to the point & ;p ):

The above Lyapunov argument indicates that the congestion ontrol al-
gorithm is stable if w, is xed. However, since the price that a user pays
is a function of its bid wy; it is in the interest of the user to vary w,: How
might the user vary w; ? In general we may expect users to act strategically
and take into account the impact of their current bid on the future prices
they will face. However, for our purposes here, let us suppesthat they
ignore these strategic aspects and behave myopically. In ik case, they will
simply maximize instantaneous net utility, the user's optimization problem
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to choosew; is given by

w
maxVU, —  w;:
Wr Or

Thus, the user choosesv; to satisfy

or equivalently as

wr = X Ud(x;):
The congestion control algorithm then becomes
UAXc) = g (1.15)

The equilibrium point of the di erential equation (1.13) is then given by
(1.9)-(1.12) with w;, replaced byx, U%x ): In this case, thex = % where we
recall that X is the optimal solution of (1.1) and satis es (1.2)-(1.5). Thus, if
the user is price-taking and myopic, then the users' sel sh bjectives coincide
with the social welfare objective of the system. To prove theconvergence of
(1.13)-(2.15), one can use the same Lyapunov functio¥ (p) as before and
proceed along the same lines.

An interesting side bene t of the pricing scheme above is thait provides
a natural decomposition of the network functionalities which is useful in
designing the architecture of a communication network. Thepricing model
suggests that the resource allocation functionality shoull be decomposed
into pieces implemented in di erent parts of the network:

(i) Congestion control at the end users:The end users should be equipped
with a protocol to adapt their rates in response to congestio feed-
back (route price) from the network.

(i) Congestion indication at the routers: The routers (the nodes in the
graph) in the network should be equipped with a protocol to canpute
the price of each link which originates from the router. The rice is
an indicator of congestion on the link.

(i) Congestion feedback from the network to the usersThere must be
a protocol that allows an end user to collect congestion infomation
from the network. For example, each data packet could contai a eld
to collect the congestion information. This congestion eld could be
set to zero at the source and each router on the path can add its
price to this eld. When the data packet reaches the destinaion,
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the congestion eld will contain the price of the route. The destina-
tion can then send a packet to the source to convey the route pce
information.

The pricing framework introduced in this section can also beextended to
incorporate other functionalities such as scheduling in a weless network.
We will briey illustrate the extension to wireless network s using a simple
model; for a more general treatment, please see the survey(Rand the
references within.

In a wireline network, packets can be transferred on all linls simultane-
ously. However, in a wireless network, due to interferencerad collision, if a
packet is scheduled on a link, other links in a neighborhoodhsould be silent
to avoid collisions and the resulting packet loss. We refera a set of links
that can be scheduled simultaneously as achedule Let Mq; My; :::; My
be the set of possible schedules in a network. Lef; be the fraction of time
that the network uses scheduleM;: The resource constraints in the network
can now be expressed as

X X
Xr fici; (1.16)
r:2r i12M;
X
f; 1 (2.17)
i=1
f;x 0; (1.18)

wherec is the number of packets that can be served by linK if it is sched-
uled. The goal is to nd fxrglgnd ffig to maximize | U;(x,): The dual
of the problem of maximizing |, U;(X;) subject to the constraints (1.16)-
(1.18) is

max D(p; );
p; O
where
0 1
X X X X
D(p; ) = max Ur (Xr) p@  x figA
x5 r | | r:2r i:12M;
0 !
ff 1
X1 X X
= max  Ur(xr) P X (1.19)
X
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X X X0

+ max pi fic ff 1 : (1.20)
ro i12M; i=1

It is not dicult to see that the dual objective for the wireli ne problem
would also contain the term (1.19), while (1.20) is unique tothe wireless
problem. This suggests that the algorithm to compute x and p would be
quite similar to the wireline case, but additional computation is necessary to
nd the optimal value of f: Without using the Lagrange multiplier ; note
that (1.20) can be equivalently written as

X X X X X

max p| fic = max i pic; = max piCl;
'n=1 fi L,f O ‘n=1 fi L,f 0 . l
! ! i 12M 12M;

I i2M,
where the rst equality is a simple interchange of the sums aml the sec-
ond equality follows from the fact that the optimization is a linear program
and hence the solution will occur at a corner point. The last maximiza-
tion problem can be interpreted as follows: pick the schedwd which has
the largest weighted price where the weights are the link cagcities. The
update equation at the source remains the same as before and given by
(1.15). It should be noted, that while the network picks one d the schedules

the long-run fraction of time that each schedule is the optimal solution to
the utility maximization problem; the interested reader is referred to [20]
and references within.

The price updates at the links are given by

0 1,

X
p= @y ficA (1.21)

il12M; b
Note that the above equation does not have to explicitly implemented; it
is simply the queue length at link I which will be automatically maintained
by each link. Thus, the only additional implementation required in a wire-
less network is the computation of the maximum weighted prie@ schedule.
This is a computationally hard problem and in practice, also requires a
distributed implementation to be feasible. The problem of low complexity,
distributed algorithms to approximate the maximum weighted price sched-
ule is currently open. Assuming that such an algorithm exiss, the stability
of equations (1.15)-(1.21) can be established using a Lyamov function ap-
proach similar to the wireline case.
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1.2 Pricing and Resource Allocation - Game Theoretic Models

The previous section explored how prices can be used as coatrparame-
ters for allocating resources in communication networks. he analysis was
non-game theoretic since users were assumed to be price-&ak and prices
were set as control parameters to achieve the socially optial allocation.

While the framework with prices as control parameters is a usful starting

point, it ignores a number of issues that are important for the analysis of re-
source allocation in large-scale communication networksFirst, in a number

of settings, where centralized control signals may be impretical or impos-

sible, end users may not face explicit prices. It is therefee important to

understand the implications of sel sh end-user behavior wken the conges-
tion they create and their use of scarce resources are not med. Second,
prices are often set by multiple service providers in contrbof their adminis-

trative domains with the objective of maximizing their (lon g-run) revenues.
In this section, we investigate the implications of pro t-m aximizing pricing

by multiple decentralized service providers. We turn to a discussion of other
possible generalizations in the next section.

1.2.1 Pricing and E ciency with Congestion Externalities

We now construct a model of resource allocation in a network wh com-
peting sel sh users and pro t-maximizing service providers. The central
question is whether the equilibrium prices that emerge in seh a framework
will approximate the prices implementing the socially optimal allocation dis-
cussed in the previous section. The class of models incorpating strategic
behavior by service providers introduces new modeling and athematical
challenges. These models translate into game-theoretic ogpetition models
with negative congestion externalitiesy whereby the pricing decision of a
service provider a ects the level of tra ¢ and thus the exten t of congestion
in other parts of the network. Nevertheless, tractable anaysis of pricing
decisions and routing patterns are possible under many netark topologies.
Models incorporating for-pro t service providers have been previously in-
vestigated in [6], [5], and [4]. Here, we develop a generaldmework for
the analysis of price competition among providers in a congged (and po-
tentially capacitated) network building on [2] and [1]. We will see that
despite its conceptual simplicity, this framework has rich implications. We
illustrate some of these, for example by showing the counténtuitive result
that increasing competition among providers can reduce e dency, which

y An externality arises when the actions of the player in a game a ects the payo of other players.
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l1(x) = x°=3

1 unit of —— O —

traffic ——

l2(x) = (2=3)x

Fig. 1.1. A two link network with congestion-dependant latency functions.

is di erent from the results of the most common models of comgtition in
economics. Most importantly, we also show that it is possibé to quantify
the extent to which prices set by competing service provides approximate
control role of prices discussed in the previous section. We generally ser-
vice provider competition does not lead to an equilibrium replicating the
system optimum, the extent of ine ciency resulting from pri ce competition
among service providers can often be bounded.

We start with a simple example which shows the e ciency implications
of competition between two for-pro t service providers.

Example 1.1 One unit of tra c will travel from an origin to a destination
using either route 1 or route 2 (cf. Figure 1.1). The latency tinctions of the
links, which represent the delay costs as a function of the tt@al link ow, are
given by

2
X 2
1 (X) = —; I (X) = =x:
100=F1 k()= 3
It is straightforward to see that the e cient allocation [i. e., one that min-
imizes the total delay cost ; li(x;)xi] is x§ = 2=3 and x5 = 1=3, while

the (Wardrop) equilibrium allocation that equates delay on the two paths

is xVE 73> xJ and xE  :27 < x3. The source of the ine ciency

is that each unit of tra ¢ does not internalize the greater in crease in delay
from travel on route 1, so there is too much use of this route riative to the

e cient allocation.

Now consider a monopolist controlling both routes and setthg prices for
travel to maximize its prots. We show below that in this case, the mo-
nopolist will set a price including a markup, which exactly internalizes the
congestion externality. In other words, this markup is equialent to the
Pigovian tax that a social planner would set in order to induce decentral-
ized tra c to choose the e cient allocation. Consequently, in this simple
example, monopoly prices will bepME = (2=3)*+ k and pME = 2=32 + k,
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for some constantk. The resulting tra ¢ in the Wardrop equilibrium will
be identical to the e cient allocation, i.e., xM'E =2=3 and x}/€ =1=3.

Finally, consider a duopoly situation, where each route is ontrolled by
a di erent pro t-maximizing provider. In this case, it can b e shown that
equilibrium prices will take the form pPF = xPF (19+ 19) [see Eq. (1.27)
in Section 1.2.4], or more speci cally, p®  0:61 and p&  0:44. The
resulting equilibrium tracis x5 :58<x3 and X8  :42> x3, which
also di ers from the e cient allocation. It is noteworthy th at although the
duopoly equilibrium is ine cient relative to the monopoly e quilibrium, in
the monopoly equilibrium k is chosen such that all of the consumer surplus
is captured by the monopolist, while in the oligopoly equilibrium users may
have positive consumer surplus

The intuition for the ine ciency of the duopoly relative tot he monopoly is
related to a new source of (di erential) monopoly power for each duopolist,
which they exploit by distorting the pattern of trac: when p rovider 1,
controlling route 1, charges a higher price, it realizes tha this will push
some trac from route 1 to route 2, raising congestion on route 2. But
this makes the tra ¢ using route 1 become more \locked-in," b ecause their
outside option, travel on the route 2, has become worse. As aesult, the
optimal price that each duopolist charges will include an adlitional markup
over the Pigovian markup. Since the two markups are generajl di erent,
they will distort the pattern of tra ¢ away from the e cient a  llocation.

1.2.2 Model
We consider a network with | parallel links. Let | = f1;:::;1g denote the
set of links. Let x; denote the total ow on link i, and x =[Xxy;:::;%/] de-

note the vector of link ows. Each link in the network has a ow -dependent
latency function 1;j(X;), which measures the delay as a function of the total
ow on link i. We assume that the latency function l; is convex, nonde-
creasing, and continuously di erentiable. The analysis ca be extended to
the case when the links are capacity-constrained as in the gwvious section;
see [2]. We also assume thak (0) = 0 for all i. z We denote the price per

y Consumer surplus is the di erence between users' willingne ss to pay (reservation price) and
e ective costs, p; + lj(x;), and is thus di erent from the social surplus (which is the d ierence
between users' willingness to pay and latency cost, |;(x;), thus also takes into account producer
surplus/pro ts).

z This assumption is a good approximation to communication ne tworks where queueing delays
are more substantial than propagation delays. We will talk a  bout the e ciency implications of
relaxing this assumption in di erent models.
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unit ow (bandwidth) of link i by p;. Let p=[p1;:::;p/] denote the vector
of prices.

We are interested in the problem of routing d units of ow across the
I links. We assume that this is the aggregate ow of many \small' users
and thus adopt the Wardrop's principle (see [31]) in charackrizing the ow
distribution in the network; i.e., the ows are routed along paths with min-
imum e ective cost, de ned as the sum of the latency at the given ow and
the price of that path. We also assume that the users have a hoogeneous
reservation utility R and decide not to send their ow if the e ective cost
exceeds the reservation utility.

More formally, for a given price vector p 0, a vector xVE 2 R is a
Wardrop equilibrium (WE) if

WOGE)+ = minfl(qYE) 4 prg; 8 with xVE >0; (1.22)
|i(X¥;/<E)+ Pi R;  8iwith xVE >0
X' d;

i21

. P .
with ~ 5 xVE = d if min; fI; (VE) + p;g < R. We denote the set of WE
at a given p by W(p).y

We next de ne the social problem and the social optimum, whid is the
routing (ow allocation) that would be chosen by a planner th at has full
information and full control over the network. A ow vector xS is a social
optimum if it is an optimal solution of the social problem

X
rpaox R Li(x) x: (1.23)

i2l Xi di2l

Hence, the social optimum is the ow allocation that maximizes the social
surplus, i.e., the di erence between users' willingness tgpay and total la-
tency. For two links, let xS be a social optimum with x> > 0 for i = 1;2.
Then it follows from the de nition that

11(x3) + xTI9(xT) = 1(x3) + x519(x5): (1.24)

This implies that the prices x>1(x®), i.e., the marginal congestion prices,
can be used to decentralize the system optimum [cf. Eq. (1.22
For a given vector x 0, we de ne the value of the objective function in

y It is possible to account for additional constraints, such a s capacity constraints on the links,
by using a variational inequality formulation (see [2], [9] ).
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the social problem, «

S(x)= (R 1i(x)) xi; (1.25)
i2l
as the social surplus i.e., the di erence between users' willingness to pay
and the total latency.

1.2.3 Monopoly Pricing and Equilibrium

We rst assume that a monopolist service provider owns thel links and
charges a price ofp; per unit bandwidth on link i. The monopolist sets the
prices to maximize his prot given by

X

(px)=  pixi;

i21
wherex 2 W (p). This de nes a two-stage dynamic pricing-congestion game
where the monopolist sets prices anticipating the demand ofisers, and given
the prices (i.e., in each subgame), users choose their ow e&rs according to
the WE. We de ne a vector (pME ;xME) 0 to be aMonopoly Equilibrium
(ME) if xME 2 W (pME) and

ME .

(p“E;xME)y  (mx); 8p 0, 8x2W(py

In [2], it was shown that price-setting by a monopolist internalizes the
negative externality and achieves e ciency. In particular, a vector x is the
ow vector at an ME if and only if it is a social optimum. This re sult
was extended to a model that incorporates a general networkdpology in
[15]. This is a signi cant departure from the existing performance results of
sel sh routing in the literature which assert that the e cie ncy losses with
general latency functions can be arbitrarily bad.

1.2.4 Oligopoly Pricing and Equilibrium

We next assume that there areS service providers, denote the set of service
providers by S, and assume that each service provides 2 S owns a dif-
ferent subsetl s of the links. Service providers charges a pricep; per unit
bandwidth on link i 2 | 5. Given the vector of prices of links owned by other

y Our de nition of the ME is stronger than the standard subgame perfect Nash equilibrium
concept for dynamic games. In [2], we show that the two soluti on concepts coincide for this
game.
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service providers,p s =[pilial ., the prot of service provider s is

X
s(Ps;p s X) = PiXi;
|2| S

for x 2 W(ps;p s), where ps = [pili2i ..

The objective of each service provider, like the monopolisin the previous
section, is to maximize pro ts. Because their pro ts dependon the prices set
by other service providers, each service provider forms cgectures about the
actions of other service providers, as well as the behaviorfasers, which, we
assume, they do according to the notion of (subgame perfectNash equilib-
rium. We refer to the game among service providers as thprice competition
game We de ne a vector (p©F;x®F) 0 to be a (pure strategy) Oligopoly
Equilibrium (OE) if x°F 2 W pQE;p°E andforalls2 S,

s(P9F;p%5 i x%F)  s(psip®5ix);  8ps 0 8x2 W(ps;p%s):
(1.26)
We refer to p°F as the OE price.

Analysis of the optimality conditions for the oligopoly pro blem [cf. (1.26)]
allows us to characterize the OE prices (see [2]). In particlar, let (p©F ; xOF)
be an OE such that p°?Ex°E > 0 for somei 21 . Then, for all s 2 S and
i2lg,

8

2 XFROOR); if I00¢°E) = 0 fof some j 21 5;
OF = L XOE
P > min R L(xPF) ; xPEIYxCE)+ —2s8 - otherwise

2l s 7|JQ(XJ_OE )

The preceding characterization implies that in the two link case with
minimum e ective cost less than R, the OE prices satisfy

pE = xPE(I9(xPE) + 19(x5F)) (1.27)

as claimed before. Intuitively, the price charged by an oligpolist consists of
two terms: the rst, xPEI9xPE), is equal to the marginal congestion price
that a social planner would set [cf. EqQ. (1.24)] because theesvice provider
internalizes the further congestion caused by additional ta c. The second,
xPE 12(x°F), re ects the markup that each service provider can charge sers
because of the negative congestion externality (as usersadee its network,
they increase congestion in the competitor network).
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1.2.5 E ciency Analysis

We investigate the e ciency properties of price competition games that have
pure strategy equilibriay. Given a price competition game with latency func-
tions fl;gio , we de ne the e ciency metric at some oligopoly equilibrium
ow x°F as the ratio of the social surplus in the oligopoly equilibrum to
the surplus in the social optimum [cf. Eq. 1.25 for the de nition of the social
surplus], i.e., the e ciency metric is given by

OEy — S(x°F) .

)= 55) (1.28)
wherexS is a social optimum given the latency functionsf ;g and R is the
reservation utility. In other words, the e ciency metric is the ratio of the
social surplus in an equilibrium relative to the surplus in the social optimum.
Following the literature on the \price of anarchy”, in parti cular [18], we are
interested in the worst-case performance of an oligopoly edlibrium, so we
look for a lower bound onr, (f l;g; x°F ) over all price competition games and
all oligopoly equilibria.

We next give an example of anl link network which has positive ows on
all links at the OE and an e ciency metric of 5/6.

r (flig;x

Example 1.2 Consider anl link network where each link is owned by a
di erent provider. Let the total ow be d =1 and the reservation utility be
R = 1. The latency functions are given by

11(x) =0; Ii(x)=§(l x; i=2;:::1

The unique social optimum for this example isx® = [4;0;:::;0]. It can be

i i icyOE = 2. 1 ..... 1
seen thatthe ow allocation at the unique OEis X™= = 5§, z7=gy: gy -

Hence, the e ciency metric for this example is r; (fI;g; x°F) = g.

The next theorem establishes the main e ciency result.

Theorem 1.3 Consider a general parallel link network with 1| 2 links
and S service providers, where providers owns a set of linksl s | . Then,
for all price competition games with pure strategy OE ow x°F, we have
(g x%%) &
and the bound is tight.
A notable feature of Example 1.2 and this theorem is that the (ight)

y This set includes, but is substantially larger than, games w ith linear latency functions, see [1].



Incentives and Pricing in Communications Networks 17

lower bound on ine ciency is independent of the number of links I and
how these links are distributed across di erent oligopolids (i.e., of market
structure). Thus arbitrarily large networks can feature as much ine ciency
as small networksy

1.2.6 Extensions

In this subsection, we extend the preceding analysis in two mlections: First,
we consider elastic tra c, which models applications that are tolerant of
delay and can take advantage of even the minimal amounts of bedwidth
(e.g., e-mail). We next focus on more general network topolgies.

Elastic Trac
To model elastic tra c, we assume that user preferences can b repre-
sented by an increasing, %oncave, and twice continuously direntiable ag-

gregateutility function u io1 Xi , Which represents the amount of utility

gained from sending a total amount of ow ;5 X; through the network.
We assume that at a price vector, the amount of ow and the distribution

of ow across the links is given by the Wardrop's principle [31]. In particular,

for a given price vectorp 0, a vectorx 2 R is a Wardrop equilibrium if

X

ix)+p = u x5 8iwith x; >0;

{2l
0 g( e

i 8i2l:
j2l

li(X)+ pi u

We de ne the social optimum and the e ciency metric as in Egs. &1.23) and
(1.28), replacingR  ;,, X; (i.e., users' willingness to pay) byu o1 Xi

It can be shown that for elastic trac with a general concave utility
function, the e ciency metric can be arbitrarily close to 0 ( see [27]). The
two-stage game with multiple service providers and elastictra c with a
single user class was rst analyzed by Hayrapetyan, Tardos iad Wexler
[12]. Using an additional assumption on the utility function (i.e., the utility
function has a concave rst derivative), their analysis provides non-tight
bounds on the e ciency loss y. Using mathematical tools similar to the
analysis in [2], the recent work [27] provides a tight bound o the e ciency
loss of this game, as established in the following theorem.

y This result super cially contrasts with theorems in the eco nomics literature that large
oligopolistic markets approach competitive behavior. The se theorems do not consider arbi-
trary large markets, but replicas of a given market structur e.

y For example, they provide the non-tight bound of 1/5.064 in g eneral, and the bound of 1/3.125
for the case when latency without congestion is zero.
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(X)) 4

X
) X
d units
Reservation utility : R ;\\—%’\_/
3

Fig. 1.2. A network with serial and parallel links.
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Theorem 1.4 Consider a parallel link network with 1 1 links, where
each link is owned by a di erent provider. Assume that the derivative of
the utility function, u®is a concave function. Then, for all price competition
games with elastic tra ¢ and pure strategy OE ow x°F, we have

r (u; flig; x°F) %;

and the bound is tight.

Parallel-Serial Topologies

Most communication networks cannot be represented by pardél link
topologies, however. A given source-destination pair willtypically trans-
mit through multiple interconnected subnetworks (or links), potentially op-
erated by dierent service providers. EXxisting results on the parallel-link
topology do not address how the cooperation and competitiorbetween ser-
vice providers will impact on e ciency in such general networks.

Here, we take a step in this direction by considering the simfest network
topology that allows for serial interconnection of multipl e links/subnetworks,
which is the parallel-serial topology (see Figure 1.2). It vas shown in [1] that
the e ciency losses resulting from competition are consideably higher with
this topology. When a patrticular provider charges a higher pice, it creates
a negative externality on other providers along the same pat, because this
higher price reduces the transmission that all the provides along this path
receive. This is the equivalent of thedouble marginalization problem in eco-
nomic models with multiple monopolies and is the source of tke signi cant
degradation in the e ciency performance of the network.

In its most extreme form, the double marginalization problem leads to
a type of \coordination failure", whereby all providers, expecting others to
charge high prices, also charge prohibitively high pricesg ectively killing
all data transmission on a given path. We may expect such a pdtological
situation not to arise since rms should not coordinate on swch an equilib-
rium (especially when other equilibria exist). For this reason, we focus on
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a stronger concept of equilibrium introduced by Harsanyi, the strict equilib-
rium. In strict OE, each service provider must play a strict best response to
the pricing strategies of other service providers. We alsodcus our attention
on equilibria in which all tra c is transmitted (otherwise, it can be shown
that the double marginalization problem may cause entirely shutting down
transmission, resulting in arbitrarily low e ciency, see [ 1]).

The next theorem establishes the main e ciency result for this topology.

Theorem 1.5 Consider a generall 2 path network, with serial links on
each path, where each link is owned by a di erent provider. Then, for all
price competition games with strict OE ow x°F, we have

1
OE) .

r (X >
and the bound is tight.

Despite this positive result, it was shown in [1] that when the assumption
li(0) = 0 is relaxed, the e ciency loss of strict OE relative to t he social op-
timum can be arbitrarily large. This suggests that unregulated competition
in general communication networks may have considerable &ts in terms of
the e ciency of resource allocation and certain types of regilation may be
necessary to make sure that service provider competition des not lead to
signi cant degradation of network performance.

1.3 Alternative Pricing and Incentive Approaches

The two approaches we have presented so far incorporate margf the im-

portant ideas in the role of prices and incentives in communiation networks.

Nevertheless, a variety of di erent approaches have also ben developed in
the literature, and the models presented in the previous twosections leave
out several interesting aspects, which can be studied in fuire work. In

this section, we rst discuss the previous work on pricing in networks. We
then mention several alternative approaches pursued in ormgng work. We

conclude with a number of areas for future research.

1.3.1 Previous Work on Pricing

Despite the fact that current Internet access is based on a &access charge,
it has been recognized that the future of the Internet will involve multiple

service classes, their use regulated by di erentiated pries. The most natural
approach to this problem involves the modeling of pro t-maximizing service
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providers as developed in the previous section. Here we disss some other
aspects involved in the use of such prices.

Pricing for Di erentiated Services: Service di erentiation brings in a
clear need for o ering incentives to users to encourage thenmo choose the
service appropriate for their needs, hence preventing oveutilization of net-
work resources. Pricing mechanisms provide an e cient way b ensure QoS
guarantees and regulate system usage. One of the key debatsnetwork
pricing area is whether charges should be based on xed accegprices or
usage-based prices. While usage-based pricing has the potial to ful Il at
least partially the role of a congestion control mechanismthere were crit-
icisms in view of the apparent disadvantages of billing oveneads and the
resulting uncertainties in networking expenses (see [1Q])

A variety of pricing mechanisms have been proposed over theast decade.
A well-known usage-based pricing proposal is by Mackie-Mam and Varian
[22], who proposed a \smart market" for resource allocationover a single
link. In this scheme, users bid for transmission of each indidual packet
while the network provides service to packets whose bid exegls a cuto
level determined by the marginal willingness-to-pay and maginal congestion
costs. Users do not pay the the price they bid, but rather the market clearing
price which is lower than the bids of all admitted packets. This mechanism
resembles the Vickrey auction, and therefore provides userthe correct in-
centives to reveal their true values in their bids. Odlyzko, in his seminal
Paris Metro Pricing proposal [26], suggested partitioningthe network into
several logical subnetworks. Users choose one of these i networks for
the transmission of their tra ¢, and this implicitly de nes the service level,
i.e., higher-priced networks will experience lower utiliations, and therefore
will be able to provide a higher service level. Other proposg pricing schemes
include edge-pricing which focuses on locally computed charges based on ex-
pected values of congestion levels and routesxpected capacity pricing in
which users are charged according to the expected capacithe network pro-
visions; and e ective bandwidth pricing, which proposes the pricing of real
time tra ¢ with QoS requirements, in terms of its \e ective b andwidth”;
see [10] for an overview of various pricing mechanisms.

First-best Pricing: There is also a large theoretical literature both in
communication networks and transportation networks area tat study con-
trol mechanisms to induce e cient allocation of resources anong competing
users. The main focus is to use prices (or tolls) to induce owpatterns that
optimize an overall system objective (also referred to asrst-best pricing ).
It is well-known that marginal cost pricing, i.e., charging individual users for
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the negative (congestion) externality they impose on otherusers, achieves
the system optimal ows. A number of studies have also charaterized the

\toll set", i.e., the set of all tolls that induce optimal ow s, with the goal of

choosing tolls from this set according to secondary critea, e.g., minimizing

the total amount of tolls or the number of tolled routes; see [L14]. Other

related work focuses on models with heterogeneous userse(i. users with

di erent congestion-price sensitivities) and studies tols that induce system

optimal ows (see [8], [11]).

1.3.2 Current Research on Pricing and Incentive Models

Many other game-theoretic models are useful in studying communication
networks. Instead of providing a comprehensive survey, we aw discuss a
few models which are of signi cant practical relevance.

Fixed Pricing and the Marginal User Principle: As mentioned in the
previous subsection, for various practical reasons (somd which are perhaps
simply legacy reasons), consumers are accustomed to payirg at-fee (e.g.,
monthly) for their service. In markets with a at fee, typica lly a service
provider has some idea of the distribution of the user's utilty functions but
not the utility function of each individual user.

An important problem therefore is to determine the xed at f ee that
maximizes the service provider revenue and to understand th impact of
such a pricing scheme on the allocation of resources. In [3je show that in
a wireless network the pro t-maximizing xed price is equal to the utility
of the marginal user in the network, where the marginal user $ de ned as
a user who is indi erent to joining the network. Since the price and the
resource allocation scheme determines the marginal userheéy have to be
chosen jointly to maximize the network revenue and it has bee shown in
[3] that such a resource allocation algorithm and price can kb computed by
the service provider under certain assumptions on the utiliy functions.

Incentives for Cooperation in P2P Networks: It is estimated that
nearly half the tra c in today's Internet is due to peer-to-p eer (P2P) net-
works. P2P networks are used to typically share large les amng users.
Some well-known examples of P2P networks are BitTorrent, Gatella, KaZaa,
etc. A P2P network is a collection of a large number of users wi contribute
some resources (typically, bandwidth and memory) to not ony download
les of interest to themselves but to also store and transmit les that may
be of interest to others. A P2P network has remarkable scalig properties
compared to a web server which stores many les which can be amloaded
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by users. A web server has nite upload bandwidth and therefoe, as more
users join the network, the bandwidth per user has to decreas On the other
hand, in a P2P network since each user is a potential user as Wes a server,
as the number of users in the network increases, the capacitgf the network
also increases to keep up with the demand. In fact, simple argtical models
suggest that there is no loss of performance as the number okars increases
in a BitTorrent-type network [29]. However, such scaling bene ts can be
achieved only if users cooperate. For example, if all userga only willing to
download but refuse to upload les, then the network capacity will not scale
with the number of users. Networks such as BitTorrent have sme simple
built-in incentive mechanisms to combat such problems and hese have been
studied in [29]. As P2P networks continue to proliferate, it becomes quite
important to study incentive mechanisms for such networks. Such issues are
studied elsewhere in this book.

Incentives for Cooperation in Wireless Networks: Another form of
networking that is expected to see tremendous growth in the ear future
is multi-hop wireless networks. In such networks, laptop conputer or other
mobile radio devices will communicate with each other in a miti-hop fashion
without any infrastructure such as an access point or a basetation. For such
communication to be feasible, each radio must be willing to érward packets
for other users in the network. While on the face of it, the prdblem appears
to be similar to the case of P2P networks, there are some key dirences. In
a wireless network, since the communication medium is shatk it is possible
for a wireless node (say nod@\) to hear whether a neighbor (call it node B)
is being sel sh or not. For example, if nodeA forwards a packet (destined
for another node) to node B; then A can listen to see ifB forwarded the
packet or not. However, if another neighbor of A (say, node C) transmits
at the same time as nodeB; then A will not hear B's transmission and
thus, may erroneously assume thatB is a sel sh user. This is similar to
a prisoner's dilemma model with noisy observations of the myers' true
actions [28] and has been studied in [13, 23] in a non-game-bretic setting
and in [25] using game theory. However, the models used for ¢hanalysis of
cooperation in multi-hop radio networks are currently quite simplistic and
ignore the topological structure of the network. It is an open problem to
develop more detailed models of the network and medium-aces protocols,
and to study the game-theoretic interactions for these moreealistic models.
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1.3.3 Areas for Future Research

The models presented so far highlight a number of fruitful aeas for future
research. These include but are not limited to the followingtopics.

Incentive-compatible Di erentiated Pricing: As discussed above, a
key role of prices in networks will be in allocating users wih di erent require-
ments to di erentiated services. If the service requiremeis and other char-
acteristics of users were known by a central controller or swice providers,
this problem would be similar to those studied above. In pratice however,
such information is not available and the market-mechanism(i.e., the pricing
scheme) has to ensure that individuals choose the servicegsigned for them.
This problem can be analyzed as a combination of the competibn models
developed above and the classical mechanism design apprbadn particu-
lar, the celebrated Revelation Principle in the mechanism @sign theory (see
[24]) implies that we can think of direct mechanisms in whichindividuals
truthfully report their types, and are allocated services and charged prices
accordingly. The mathematical formulation then necessitdes that a set of
incentive-compatibility constraints that make truthful r eporting optimal for
each user is satis ed. The modeling challenge in this approzh lies in combin-
ing the competition among service providers and the incentre-compatibility
constraints.

Capacity Investments: While the focus of the current literature has been
in ensuring the e ciency of the allocation of existing network resources,
an arguably more important problem is to ensure that the right amount
and type of infrastructure investment and capacity are installed in newly
emerging networks. The analysis of this set of problems redres (multi-
stage) models in which service providers not only choose prés but also
investment levels and capacities.

Simple Pricing Rules:  One potential criticism of economic approaches for
resource allocation in networks is whether the complicatedpricing schemes
necessary for achieving socially optimal or pro t-maximizing allocations can
be computed and implemented in real-time. The question of wither simple
pricing rules can approximate these objectives and the quancation of the
extent of e ciency or pro ts from such simple rules constitu te another area
for future research.
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