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a  b  s  t  r  a  c  t

Feature  extraction  is  crucial  for  fault  diagnosis  and  the use  of  complementary  features  allows  for  improved
diagnostic  performance.  Most  of  the  existing  fault  diagnosis  methods  only  utilize  data-driven  and  causal
connectivity-based  features  of faults,  whereas  the important  complementary  feature  of the  propagation
paths  of faults  is  not  incorporated.  The  propagation  path-based  feature  is important  to  represent  the
intrinsic  properties  of  faults  and  plays  a significant  role  in fault  diagnosis,  particularly  for  the  diagnosis  of
multiple  and  unknown  faults.  In  this article,  a three-step  framework  based  on the modified  distance  (DI)
and modified  causal  dependency  (CD)  is proposed  to integrate  the  data-driven  and  causal  connectivity-
based  features  with  the  propagation  path-based  feature  for  diagnosing  known,  unknown,  and  multiple
eature representation
ultiple faults
nknown faults
rocess monitoring
hemometrics

faults.  The  effectiveness  of  the  proposed  approach  is  demonstrated  on  the  Tennessee  Eastman  process.
© 2015  Elsevier  Ltd. All  rights  reserved.
ausal map
ultivariate statistics

. Introduction

Feature extraction is a process that builds derived values (fea-
ures) from an initial set of information to inform and facilitate
he desired task, in some cases leading to better human interpreta-
ions. Feature extraction is crucial for fault diagnosis. Extraction of
eatures that can fully reflect the intrinsic properties of the faults,
specially the unknown and multiple faults, is still a challenging
roblem. This issue has not been extensively explored in fault mon-

toring, in contrast to the high level of achievement in pattern
ecognition and image processing [1].

The purpose of fault diagnosis is to determine the root causes of
rocess faults, which facilitates efficient, safe, and optimal oper-
tion of industrial processes [2]. The chemical industry mostly
onstructs process monitoring systems based on process data,

nd several reviews on fault diagnosis based on data-driven fea-
ure extraction are available [3–8]. Those fault diagnosis methods
ypically do not utilize the preliminary process knowledge. The

∗ Corresponding author at: 77 Massachusetts Avenue, Room E19-551, Cambridge,
A  02139, USA. Tel.: +1 617 253 3112; fax: +1 617 258 5042.

E-mail address: braatz@mit.edu (R.D. Braatz).

ttp://dx.doi.org/10.1016/j.jprocont.2015.02.004
959-1524/© 2015 Elsevier Ltd. All rights reserved.
traditional techniques purely based on historical process data have
an inherent limitation for diagnosing multiple faults. Multiple
faults can be defined as two or more faults occur simultaneously
or sequentially, which can be categorized as being of four types:
induced fault, independent multiple faults, masked multiple faults,
and dependent faults [9], as shown in Fig. 1. The joint effect on
overlapping variables can be very different than the effect of the
individual faults. In those data-driven diagnosis techniques, a few
variables are isolated as the candidates for the likely root cause of
the faults. In large-scale plants with high complexity, it is difficult to
conclude whether a certain variable is the root cause by analyzing
plant data alone [10,11].

To address this drawback, the feature representation of causal
connectivity of the components within the plant is considered
and several ways of combining data-driven techniques with cause-
and-effect information from a process flow diagram or piping and
instrumentation diagram have been carried out. Lee et al. [9] uti-
lized a hybrid method of signed digraph and partial least squares
for the fault diagnosis of chemical processes. Using the local qual-

itative relationships of each variable in a signed digraph, a process
is decomposed into subprocesses. A partial least-squares model is
then built for the estimation of each measured variable in each
decomposed subprocess. Alternately, Thornhill et al. [12] showed

dx.doi.org/10.1016/j.jprocont.2015.02.004
http://www.sciencedirect.com/science/journal/09591524
http://www.elsevier.com/locate/jprocont
http://crossmark.crossref.org/dialog/?doi=10.1016/j.jprocont.2015.02.004&domain=pdf
mailto:braatz@mit.edu
dx.doi.org/10.1016/j.jprocont.2015.02.004
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Fig. 1. Four types of multiple faults: (a) induced faults, (b) independent faults, (c)
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asked multiple faults, and (d) dependent multiple faults. A node represents a
ymptom and a vector represents the causal relationship between two  nodes.

ow data-driven methods in combination with cause-and-effect
elationships among process variables could lead to efficient root
ause diagnosis, where the root cause of a plant-wide oscilla-
ory disturbance was determined, and its means of propagation
nderstood. More recently, Thambirajah et al. [13] also developed
n approach that combines the data-driven technique of transfer
ntropy with a technique that uses the cause-and-effect informa-
ion in the plant schematic in the form of a connectivity matrix.
he core technology for the extraction of a connectivity matrix is
n XML  code of the chemical plant that represents the items of
quipment and the links between them.

Aside from the feature extractions from data-driven and causal
ap  techniques, the propagation path of a fault is another impor-

ant feature for representing the intrinsic properties of faults. As
hown in Fig. 1, different faults often have their own  distinctive
ynamic propagation among process variables. Such information
lays a significant role in fault diagnosis, particularly for the diagno-
is of multiple and unknown faults. The feature of fault propagation
ath is significantly different from the aforementioned two feature
epresentations extracted from plant data and causal connectiv-
ty (DI and CD, respectively), and can effectively complement them
o allow better diagnostic performance. It was shown in [14] that
he information provided by different feature representations can
e complementary and the use of complementary features greatly

mproves diagnosis performance.
This study proposes a scheme that incorporates more com-

lete feature representations for fault diagnosis. Previously, the
uthors introduced the modified distance (DI) and modified causal
ependency (CD) to incorporate the data-driven approach in con-

unction with the causal connectivity-based approach for detecting
nd identifying faults [16]. The DI is based on the Kullback–Leibler
nformation distance (KLID), the mean of the measured variables,
nd the range of the measured variables. The CD is derived based
n the multivariate T2 statistic. This article presents an approach
ased on the DI/CD that systematically utilizes a more complete
et of feature representations, including the data-driven, causal
onnectivity-based, and propagation path-based features, for diag-

osing known, unknown, and multiple faults.

The rest of this article is organized as follows. Section 2 describes
he DI/CD-based algorithm for diagnosing known, unknown, and

ultiple faults. The proposed method is evaluated in Section 3
ss Control 28 (2015) 27–39

using data sets from a chemical plant simulator for the Tennessee
Eastman Process. Section 4 summarizes the conclusions.

2. Methods

2.1. Modified distance and modified causal dependency

The modified distance (DI) and modified causal dependency
(CD), which serve as the basis of the proposed diagnosis method for
multiple and unknown faults, are briefly reviewed in this section.
More details of the two  techniques can be found in [16].

The DI is based on the Kullback–Leibler information distance
(KLID), the mean of the measured variables, and the range of the
measured variable. The DI is used to measure the similarity of the
measured variable between the current operating condition and
historical operating conditions. When the DI is larger than the
predefined threshold, the variable is identified as abnormal with
respect to the historical operating conditions. The KLID for the his-
torical distribution of the variable q is defined by

f q
h,t

:=I(pq
h,t

, 1) (1)

where the historical distribution pq
h,t

is constructed for data
collected from time t − b + 1 to t (b is the window size), I(p1,
p2) :=

∫
p1(x)ln(p1(x)/p2(x))dx where p1(x) and p2(x) are two dis-

tributions, and the integral is calculated numerically. When pq
h,t

is

the uniform distribution, the value of f q
h,t

is equal to zero.

With f q

h̄,t
defined as the KLID of the historical distribution com-

puted by using all n observations, the absolute difference between
the current KLID f q

r,t and historical KLID f q

h̄,t
for a fault is calculated

as

f q
r,t:=

∣∣∣f q
r,t − f q

h̄,t

∣∣∣ . (2)

Similarly, the absolute difference between the current mean mq
r,t

and historical mean mq

h̄,t
is

m̃q
r,t:=

∣∣∣mq
r,t − mq

h̄,t

∣∣∣ (3)

and the absolute difference between current range sq
r,t and histori-

cal range sq

h̄,t
is

sq
r,t:=

∣∣∣sq
r,t − sq

h̄,t

∣∣∣ (4)

where the mean and the range of the variable q at current time t = T
is

mq
r,t:=

1
b

T∑
t=T−b+1

qt (5)

and

sq
r,t:= max

T−b+1≤t≤T
qt − min

T−b+1≤t≤T
qt (6)

respectively.
The normalized KLID associated with the recent distribution and

the historical distribution for the fault is defined by

Fq
r,t:=

f̃ q
r,t

mean(̃f q
h,t

) + nrstd(̃f q
h,t

)
(7)
where nr is a constant used to specify the misclassification error
(type-I error) which can be determined based on the historical
data. A similar recent distribution and the historical distribution
will result in Fq

r < 1.
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The normalized mean is

q
r,t:=

m̃q
r,t

mean(m̃q
h,t

) + nrstd(m̃q
h,t

)
(8)

nd the normalized range is

q
r,t:=

s̃q
r,t

mean(s̃q
h,t

) + nrstd(s̃q
h,t

)
(9)

espectively.
The modified DI is defined to be

Iq
t :=

∥∥∥∥∥∥∥
⎡
⎢⎣

Fq
r,t

Cq
r,t

Fq
r,tC

q
r,t

⎤
⎥⎦

∥∥∥∥∥∥∥
2

(10)

here Cq
r,t takes the larger value between Mq

r,t and Sq
r,t , and ‖·‖2

enotes the Euclidian vector norm.
The CD, which is derived based on the multivariate T2 statistic,

s used to quantify the similarity between the causal dependency
f two variables under current operating conditions and historical
perating conditions. When the CD is larger than the predefined
hreshold, the causal dependency of the two variables is broken.
he CD requires a causal map  containing the causal relationship
etween all of the measured variables, which can be derived based
n knowledge from a plant engineer and the sample covariance
atrix from the normal data.
For causal dependency, define c as the cause variable and e as

he effect variable. The CD is based on the multivariable T2 statistic,
hich is defined by

Dc,e:=T2
c,e = (y − ȳ)TS−1

c,e(y − ȳ) (11)

here y = [ c e ]T, ȳ is the mean of y, and Sc,e is the sample covari-
nce for variables c and e.

Overall, the DI measure is used to detect a change in the fre-
uency distribution for each measure variable, and the CD measure

s utilized to detect a change in the causal relationship between two
ariables.

.2. The proposed DI/CD based diagnosis method for multiple and
nknown faults

The proposed approach based on the modified distance (DI) and
odified causal dependency (CD) for the on-line diagnosis of mul-

iple and unknown faults is illustrated in Fig. 2 and described in
hree steps: (1) The first step is to screen out the fault classes that
re not associated with the on-line observations. (2) The second
tep determines the on-line observations to be associated with an
nknown fault or known fault. (3) The last step classifies whether
he on-line observations are related with a single fault or multiple
aults. The steps are elaborated below.

Using the training set for Fault j, the fault propagation path
denoted by FPj) is determined as the variables that satisfy

Iq
t > DI˛ (12)

nd

2
c,e > T2

˛ (13)

here DI˛ and T2
˛ are the thresholds corresponding to the upper

00˛% critical values which can be determined from the historical
ata.
The FPj reveals the dynamics and the effects of Fault j on the
ariables. Such information is especially important to fault diag-
osis, especially to diagnose multiple and unknown faults. Denote
he variable with the highest DI as q*. Similarly, denote the causal
Fig. 2. Flowchart of the proposed DI/CD-based algorithm for detecting and diagnos-
ing faults.

dependency c and e with the highest CD as c* and e*. The variable q*
and the causal dependency c* and e* are highly correlated with the
root cause for Fault j. For on-line operation associated with Fault j,
the magnitude for DIq∗

t and T2
c∗,e∗ are expected to be high, relative to

the rest of the variables. For each training set j, the upper bounds DIq
j

of the modified distance for each variable q = 1 to m is determined
by the upper 100˛% critical value of {DIq

t,l

∣∣t = b, b + 1, b + 2, · · · },
where DIq

t,l
is calculated for time t − b + 1 to t (b is the moving win-

dow size). This information will be used to diagnose multiple faults.
The first step for on-line fault diagnosis is to screen out the fault

classes that are not associated with the on-line observations. This
step will increase the speed of diagnosis, which is especially impor-
tant when the number of fault classes p in the historical database
is large. With the above-mentioned off-line analysis, q*, c*, and e*
are obtained for each fault class. Then two conditions are checked
for j = 1 to p:

DIq∗
t > DIq∗

j
(14)

CDc∗,e∗ > CDc∗,e∗,j (15)

where DIq∗
j

is the pre-specified lower bound for variable q* in
Fault j, which is determined by the lower 100˛% critical value of
{DIq∗

t,j

∣∣t = b, b + 1, b + 2, · · · }; and CDc*,e*,j is the pre-specified lower
bound for causal dependency c* and e* in Fault j, which is also deter-
mined by its lower 100˛% critical value. Record all fault classes that
satisfy (14) and (15), and denote such classes by FC1t. These fault
classes are potential fault candidates and further tests are required
to diagnose the root cause. On-line observations that do not satisfy

(14) and (15) are not associated with Fault j.

The second step of on-line fault diagnosis is to determine
whether the on-line observations are associated with an unknown
fault or known fault. The training sets associated with all the fault
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andidates are used for this purpose. For fault class j ∈ FC1t, the
odified DI for each element q in FPt ∩ FPj is computed by (10) as
Iq
t,j

.
The fault likelihood is then calculated as

Lt,j = 1
NDI

NDI∑
q

DIq
t,j

DI˛
(16)

here NDI is the number of elements in FPt ∩ FPj.
It is likely that the on-line observations are associated with

ault j when FLt,j ≤ 1. Record all fault classes k in which FLt,k ≤ 1
nd denote such classes by FC2t. These fault classes are potential
ault candidates and further tests are required to diagnose the root
ause. Fault classes in which FLt,k > 1 are not responsible for the
ut-of-control operations.

The final step of on-line diagnosis is to determine whether the
n-line observations are associated with a single fault or multiple
aults. If there is only one fault candidate in FC2t, denoted by l, then
his single Fault l is responsible for the abnormal situation.

If there are more than one fault candidate in FC2t, the most prob-
ble fault class can be determined using Bayes’ rule and PCA. Bayes’
ule can discriminate observations associated with known classes,
ut it has no ability to discriminate observations associated with
nknown classes. Once the fault likelihood (16) has been used to
creen out the observations associated with unknown faults, the
se of Bayes’ rule and PCA can provide an accurate classification of
he on-line observations.

For an observation projected onto the PCA dimensions, Bayes’
ule is

(ωl|PTx) = p(PTx|ωl)p(ωl)

p(PTx)
(17)

here PT x is the observation projected onto the PCA dimension,
(ωl) is the a priori probability for Fault ωl, p( PT x|ωl) is the prob-
bility density function for PT x conditioned on ωl, and p( PT x) is
he probability density function for PT x:

(PTx) =
nFC2∑
l=1

p(PTx|ωl)p(ωl) (18)

here nFC2 is the number of fault candidates in FC2t. If the data for
ach class are normally distributed, p( PT x|ωl) is given by

(PTx|ωl) =
exp

[
− 1

2 (x − xl)
TP

(
1

nl−1 PTSlP
)−1

PT(x − xl)

]

(2�)a/2
[

1
nl−1 det(PTSlP)

]1/2
(19)

here nl in the number of observations in Fault l, Sl is the sample
ovariance of Fault l, a is the PCA dimensions, and P is the PCA
rojection.

With (17)–(19), p(ωl| PT x) can be determined for l ∈ FC2t. The
bservations are assigned to the fault class l that maximizes p(ωl|
T x). To determine whether all the symptoms can be explained by

ault class l, the condition

Iq
t < DIq

l
(20)

s checked for all variables q ∈ FPt ∪ FPl. Recall that the upper bounds
Iq
l

of the modified distance are determined by the upper 100˛%

ritical value of {DIq
t,l

∣∣t = b, b + 1, b + 2, · · · }, where DIq
t,l

is calcu-
ated for t − b + 1 to t (b is the moving window size). If the condition
olds, a single fault class l is determined. Otherwise, p(ωl| PT x) is

etermined for m ∈ FC2t, where m /= l. Both fault classes l and m are
esponsible for the out-of-control operations.

The framework of three steps mentioned above systemati-
ally utilizes a more complete set of feature representations of
ss Control 28 (2015) 27–39

faults (including the data-driven, causal connectivity-based, and
propagation path-based features). In particular, the second and
third steps incorporate the propagation path-based feature rep-
resentation of faults to check the variables q ∈ FPt ∩ FPj (Step 2) or
q ∈ FPt ∪ FPl (Step 3), which significantly distinguishes the proposed
approach from the most of existing hybrid methods which only
utilize the data-driven and/or causal map-based features.

3. Case studies

3.1. Tennessee Eastman process

The Tennessee Eastman process [17] is a well-known bench-
mark for monitoring and control studies. A detailed description of
the plant and associated faults is available elsewhere [3]. The pro-
cess flowsheet and the process faults are shown in Fig. 3 and Table 1,
respectively. In addition to the training set for Fault 0, which rep-
resents normal operating conditions, training sets for Faults 1–15
were generated. The total number of observations generated for
each run was  n = 500, where 480 observations were collected after
the introduction of the fault. Only these 480 observations are actu-
ally used to construct the process monitoring measures. The same
testing sets for Faults 0–21 were used. In addition, 105 different
Tennessee Eastman plant simulation runs were obtained, each with
800 observations and different combinations of two  faults from
Fault 1–15.

3.2. Case studies

Several data sets from the Tennessee Eastman plant simulator
are used to evaluate the proposed method for diagnosing faults.

Case Study on Fault 6. This case study is used to evaluate the
performance of the proposed fault diagnosis algorithm for a fault
in which pure data-driven methods fail. Fault 6 involves unsteady
operations, in which most variables are affected. Consider the sig-
nificance level  ̨ = 0.01 and the moving window of observation
number b = 20 for this case study. Consider the first 20 observa-
tions, i.e., 1 h after Fault 6 occurs. After checking the two conditions
(14) and (15) in the first step of the fault diagnosis procedure, the
fault class candidates associated with these on-line observations
are FC1t = {Faults 4, 6, 11, and 14}. The fault propagation path 1 h
after Fault 6 occurs is depicted in Fig. 4. By examining the fault like-
lihood (16) of the second step of the fault diagnosis procedure, it
can be further obtained that the observations are linked to known
faults, and the fault class candidates FC2t = {Faults 4, 6, and 11}.
After the third step of using the fault candidates in FC2t to explain
the symptoms, the observations are finally diagnosed as a single
Fault 6. The rest of the observations are calculated similarly. The
proposed DI/CD-based approach correctly diagnoses for 95.1% of
the observations. Past work showed that the misclassification rate
using purely data-driven algorithms range from 0.94 to 1 [15]. This
case study indicates an advantage of the proposed DI/CD-based
algorithm over the traditional data-based statistics for this very
challenging fault.

Case Study for Independent Multiple Faults 4 and 5. This case
study is used to evaluate the performance of the proposed fault
diagnosis algorithm for independent multiple faults, in which indi-
vidual fault has different effects on different variables. The effects
of Faults 4 and 5 are to induce a step change in the reactor cool-
ing water flow rate, and to induce a step change in the condenser
cooling water flow rate, respectively. When Faults 4 and 5 occur

simultaneously, Fault 4 affects the reactor cooling water flow rate,
while Fault 5 affects the condenser cooling water flow rate. The
modified distances for the reactor cooling water flow valve and the
condenser cooling water flow valve for Fault 4, Fault 5, and multi-
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Fig. 3. A process flow diagram of the Tennessee Eastman problem.

Table 1
Process faults for the Tennessee Eastman process simulator.

Variable Description Type

IDV(1) A/C Feed Ratio, B Composition Constant (Stream 4) Step
IDV(2) B Composition, A/C Ratio Constant (Stream 4) Step
IDV(3) D Feed Temperature (Stream 2) Step
IDV(4) Reactor Cooling Water Inlet Temperature Step
IDV(5) Condenser Cooling Water Inlet Temperature Step
IDV(6) A Feed Loss (Stream 1) Step
IDV(7) C Header Pressure Loss – Reduced Availability (Stream 4) Step
IDV(8) A, B, C Feed Composition (Stream 4) Random Variation
IDV(9) D Feed Temperature (Stream 2) Random Variation
IDV(10) C Feed Temperature (Stream 4) Random Variation
IDV(11) Reactor Cooling Water Inlet Temperature Random Variation
IDV(12) Condenser Cooling Water Inlet Temperature Random Variation
IDV(13) Reaction Kinetics Slow Drift
IDV(14) Reactor Cooling Water Valve Sticking
IDV(15) Condenser Cooling Water Valve Sticking
IDV(16) Unknown
IDV(17) Unknown Constant Position
IDV(18)  Unknown

y-stat

p
r
fl
o
v

t
fl
w
e
w
t

IDV(19) Unknown
IDV(20) Unknown
IDV(21) The valve for Stream 4 was  fixed at the stead

le Faults 4 and 5 are shown in Fig. 5. The modified distances of the
eactor cooling water flow valve and the condenser cooling water
ow valve for multiple Faults 4 and 5 are larger than the thresh-
lds, indicating that the DI has detected abnormal behaviors in both
ariables.

Two disjointed fault propagation paths appear 15 min  after mul-
iple Faults 4 and 5 occur (see Fig. 6). The reactor cooling water
ow valve has the highest ranking for one fault propagation path,
hile the separator cooling water outlet temperature had the high-
st ranking for the other fault propagation path. The reactor cooling
ater flow valve and the separator cooling water outlet tempera-

ure represent the root causes for Fault 4 and Fault 5, respectively.
e position

The DI/CD algorithm successfully identifies the occurrence of
the multiple faults for 91.4% of the time, while misdiagnosing the
faults as a single fault or unknown faults for 4.9% and 3.8% of the
time, respectively. Fault 4 is correctly identified as the contributing
fault for 92.4% of the observations associated with multiple Faults 4
and 5, while Fault 5 is correctly diagnosed for 73.9% of the observa-
tions. The decentralized nature of the proposed algorithm suggests
that accurate diagnosis would be expected for most independent
multiple faults when the faults are within known fault classes.
Case Study for Dependent Multiple Faults 5 and 7. This case
study is used to evaluate the performance of the proposed fault
diagnosis algorithm for dependent multiple faults. Fault 7 involves a
pressure loss in the C Header in Stream 4. As a result, the availabil-
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ig. 4. Fault propagation path at t = 9 h (1 h after Fault 6 occurs). The variable with
nd  broken causal dependencies are shown as vectors between nodes.

ty of component C in Stream 4 reduces and the total feed flow in
tream 4 decreases, which causes the control loop for Stream 4 to
ncrease the valve for the total feed flow (see Fig. 7). After 20 h, the
ontrol loop is able to compensate for the change and the total feed

emains at the desired level, while the valve for the total feed settles
or a higher value. For the rest of the 50 variables that are moni-
ored, 38 variables have similar transients that settle in about 15 h.
he significant effect of Fault 5 is on the condenser cooling water

ig. 5. The modified distances for the reactor cooling water valve and the condenser cooli
t  t = 8 h. The solid line is the threshold.
ighest DI is shown as a gray node, the broken variables are shown as black nodes,

valve (see Fig. 7). The total feed flow valve, the total feed flow in
Stream 4, and other 30 variables have similar transients that settle
in about 8 h (see Fig. 7). When Faults 5 and 7 occur simultaneously,
the total feed flow valve and the condenser cooling water valve

settle to new levels (see Fig. 7), while about 40 variables behave
similarly as the total feed flow in Stream 4.

In this case study, the individual faults have similar effects on
some common variables. The modified distances for the total feed

ng water flow valve for Fault 4, Fault 5, and multiple Faults 4 and 5. The faults occur
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Fig. 6. Fault propagation path at t = 8.25 h (15 min  after multiple Faults 4 and 5 occur). The variable with the highest DI is shown as a gray node, the broken variables are
s en no

fl
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hown as black nodes, and broken causal dependencies are shown as vectors betwe

ow valve and the condenser cooling water flow valve for Fault 5,
ault 7, and multiple Faults 5 and 7 are shown in Fig. 8. The modified
istances for the total feed flow valve and the condenser cooling

ater flow valve for multiple Faults 5 and 7 are larger than the

hresholds, indicating that the DI has detected abnormal behav-
ors in both variables. The effect of Fault 5 on the total feed flow
alve is masked by the dominating effect of Fault 7. The similar

Fig. 7. Comparison of the total feed flow valve and the condenser coo
des.

effects of Faults 5 and 7 on the total feed flow rate in Stream 4
and the separator cooling water outlet temperature are shown in
Fig. 9.
The fault propagation path contains 8 variables 15 min  after
multiple Faults 5 and 7 occur (see Fig. 10). These variables reflect
the symptoms for Fault 7, but not for Fault 5. One hour after mul-

ling water valve for Fault 5, Fault 7, and multiple Faults 5 and 7.
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ig. 8. The modified distances for the condenser cooling water valve and the total 

he  solid line is the threshold.

iple Faults 5 and 7 occur, the fault propagation path contains 32
ariables, which include the symptoms for Faults 5 and 7.
The proposed DI/CD-based algorithm successfully identifies
he occurrence of multiple faults for 97.4% of the time, while

isdiagnosing the faults as a single fault for 2.0% of the time.
ault 5 is correctly identified as the contributing fault for 87.3%

ig. 9. The modified distances for the separator cooling water outlet temperature and the
aults  occur at t = 8 h. The solid line is the threshold.
ow valve for Fault 5, Fault 7, and multiple Faults 5 and 7. The faults occur at t = 8 h.

of the observations associated with multiple Faults 5 and 7, while
Fault 7 is correctly diagnosed for 73.1% of the observations. The

proposed algorithm is highly effective for this case study with mul-
tiple dependent faults.

Case Study for Masked Multiple Faults 4 and 6. Multiple Faults
4 and 6 are masked multiple faults, in which the variables affected by

 total feed flow rate in Stream 4 for Fault 5, Fault 7, and multiple Faults 5 and 7. The
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ig. 10. Fault propagation path at t = 8.25 h (15 min  after multiple Faults 5 and 7 oc
hown  as black nodes, and broken causal dependencies are shown as vectors betwe

ne fault are a subset of the variables affected by another fault. The
bove discussions show that Fault 6 involves unsteady operations,
ausing most variables to deviate significantly from their normal
ehaviors. Although Fault 4 has a clear effect on the reactor cooling
ater flow rate, the effect of Fault 4 is masked when both Faults 4

nd 6 occur. As a result, only 9.4% of the observations are identified
s associated with multiple faults, of which none of the observa-
ions are being diagnosed as Fault 4. On the other hand, 86.8% of
he observations are identified as associated with a single fault, of
hich all of the observations are correctly diagnosed as Fault 6.
ltogether, Fault 6 is diagnosed as the cause for 94.5% of the total
bservations. The proposed algorithm diagnoses the dominating
ault for this case of masked multiple faults.

Case Study for Masked Multiple Faults 11 and 14. As a result
f a sticking reactor cooling water valve in Fault 14, the reactor
ooling water outlet temperature fluctuates around its set point.
he large variability induced by Fault 14 causes the reactor tem-
erature and the reactor cooling water flow to fluctuate as well
see Fig. 11). Fault 11 induces a random variation in the reactor
ooling water inlet temperature. As a result, larger fluctuations in
he reactor temperature and the reactor cooling water flow rate are
bserved. When multiple Faults 11 and 14 occur, Fault 11 is masked
y Fault 14. Unlike masked multiple Faults 4 and 6, neither Fault
1 or 14 has a dominating effect over the other fault. It is inter-
sting to observe that the magnitudes of the reactor cooling water
ow rate and the reactor temperature for multiple faults 11 and
4 are larger than their magnitudes for single Fault 11 and Fault
4.

When Fault 11 occurs, the largest modified distances for the
eactor temperature and the reactor cooling water flow rate are 16
nd 27, respectively (see Fig. 12). When Fault 14 occurs, the largest
odified distance for the reactor temperature and the reactor cool-

ng water flow are 40 and 38, respectively (see Fig. 12). These values
re significantly larger than the threshold, which is a strong indi-
ation that the reactor temperature and the reactor cooling water

ow rate behave abnormally. However, these modified distances
re smaller than the values associated with the multiple Faults 11
nd 14, which are 79 and 70, respectively (see Fig. 12). Because of
he significant difference between the modified distances for Fault
The variable with the highest DI is shown as a gray node, the broken variables are
des.

11, Fault 14, and multiple Faults 11 and 14, individual faults are not
diagnosed when multiple Faults 11 and 14 occur. Instead, 99% of
the observations are diagnosed as unknown faults. In this case, the
fault propagation path shows abnormal behaviors in the reactor
temperature and the reactor cooling water flow rate (see Fig. 13).
These faults are isolated in the reactor area correctly.

3.3. Diagnosis of all known and unknown faults

This section compares the fault diagnosis proficiency for all 21
faults in the Tennessee Eastman Problem [3]. It is observed in Fig. 14
that the proficiency of proposed DI/CD-based approach for diagnos-
ing unknown faults do not depend on order selection, because no
order selection step is involved in diagnosing unknown faults (see
Fig. 2). Fig. 14 shows that the proficiency of proposed algorithm
for diagnosing known faults depends weakly on order selection,
which indicates that the modified distance screens out a lot of fault
candidates before using PCA and Bayes’ rule to determine the most
probable fault class in the final step of the algorithm.

The overall misclassification rate for the known Faults 0–15
using the proposed DI/CD-based method is about 0.26 for a > 35.
When the unobservable Faults 3, 9, and 15 are not considered,
the overall misclassification rate drops to 0.096. The modified dis-
tance depends on the recent distribution of the variables, which
results in a detection delay. Considering the overall missed detec-
tion rate of 0.029 and the unavoidable detection delay, an overall
misclassification rate of 0.096 is nearly perfect fault diagnosis.

3.4. Diagnosis of 225 sets of multiple faults

Table 2 shows the classification ratios for the individual faults in
the testing sets associated with the multiple faults using the pro-
posed DI/CD-based algorithm. For example, the first two numbers
0.932 and 0.767 in the column titled “4” indicate that, when Faults
1 and 4 occur simultaneously, the classification ratios for Faults 1

and 4 are 0.932 and 0.767, respectively.

When multiple faults occur with one of the individual faults
being Faults 3, 9, and 15, the classification ratio for the other indi-
vidual fault is very similar to the classification ratio when that
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ig. 11. Comparison of the reactor temperature and the reactor cooling water flow

ndividual fault occurs alone. For example, when Faults 2 and 3
ccur simultaneously, the classification ratio for Fault 2 is 0.951,

ompared to 0.955 when Fault 2 occurs alone. This observation pro-
ides further confirmation that Faults 3, 9, and 15 are unobservable,
ndicating that the data for Fault 0 (normal operating conditions)
nd Faults 3, 9, and 15 are similar for all of the variables.

ig. 12. The modified distances for the reactor temperature and the reactor cooling wate
 = 8 h. The solid line is the threshold.
 for Fault 11, Fault 14, and multiple Faults 11 and 14. The faults occur at t = 8 h.

When multiple faults occur with one of the individual faults
being Fault 6, the classification ratio for Fault 6 is high (>0.95) for

almost all cases. Fault 6 affects 48 variables, of which 40 of the vari-
ables are severely affected. Fault 6 masked all other faults, which
makes it very difficult to diagnose the other individual fault when
these faults occur simultaneously.

r flow valve for Fault 11, Fault 14, and multiple Faults 11 and 14. The faults occur at
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ig. 13. Fault propagation path at t = 8.25 h (15 min  after multiple Faults 11 and 14 

hown  as black nodes, and broken causal dependencies are shown as vectors betwe

Overall, the proposed algorithm performed well for diagnos-
ng multiple faults. For multiple faults with observable individual
aults, at least one fault is diagnosed (i.e., classification ratio is
reater than 0.85) for over half of the cases. For 92% of the cases, the
lassification ratio for at least one fault is greater than 0.5. For mul-

iple faults where the classification ratios for the individual faults
re less than 0.5 (i.e., Faults 1 and 12, Faults 4 and 14, Faults 6 and 7,
aults 11 and 14, Faults 12 and 13, Faults 13 and 14), most observa-

ig. 14. The overall misclassification rates for the testing sets using DI/CD (models der
bservations).
. The variable with the highest DI is shown as a gray node, the broken variables are
des.

tions are diagnosed as being associated with unknown faults (see
Table 3).

When multiple faults occur with known individual faults, they
are seldom diagnosed as being associated with unknown faults.
In other words, when both multiple faults are correctly diagnosed

(that is, both numbers within a box in Table 2 are near one, such
as for Faults 1 and 5), then the corresponding classification ratio
of unknown faults is low (Table 3). A low classification ratio of
unknown faults in Table 3 does not necessarily imply that both

ived based on the training sets for Faults 0 to 15, each training set contains 480
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Table 2
The classification ratios of the individual faults in the testing sets associated with the multiple faults using the proposed DI/CD-based method.

Fault 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

1 0.932 0.057 0.930 0.932 0.889 0.056 0.920 0.815 0.926 0.925 0.930 0.067 0.450 0.929 0.934
–  0.850 0 0.767 0.944 0.974 0.151 0.591 0 0.005 0.651 0.230 0.541 0.766 0

2  0.850 0.955 0.951 0.950 0.775 0.010 0.859 0.936 0.951 0.952 0.947 0.741 0.734 0.947 0.954
0.057  – 0 0.056 0.044 0.952 0.004 0.754 0 0 0.117 0.026 0.246 0.115 0

3  0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0.930  0.951 – 0.921 0.886 0.954 0.936 0.730 0 0.709 0.939 0.779 0.931 0.982 0

4  0.767 0.056 0 0.916 0.739 0 0.731 0.110 0.914 0.916 0 0.004 0.015 0 0.912
0.932 0.950 0.921 – 0.924 0.945 0.935 0.719 0 0 0.979 0.910 0.815 0 0

5  0.944 0.044 0.886 0.924 0.945 0 0.895 0.846 0.922 0.912 0.929 0.436 0.785 0 0.947
0.889  0.775 0 0.739 – 0.961 0.709 0.201 0 0.630 0.774 0.594 0.506 0.931 0

6  0.974 0.952 0.954 0.945 0.961 0.951 0.466 0.956 0.946 0.945 0.947 0.965 0.956 0.977 0.951
0.056  0.010 0.010 0 0 – 0 0.001 0 0 0 0 0 0.002 0

7  0.151 0.004 0.936 0.935 0.709 0 0.934 0.535 0.934 0.926 0.934 0.392 0.485 0.906 0.934
0.920 0.859 0 0.731 0.895 0.466 – 0.901 0 0.072 0.716 0.934 0.880 0.787 0

8  0.591 0.754 0.730 0.719 0.201 0.001 0.901 0.799 0.524 0.756 0.669 0.589 0.954 0.591 0.770
0.815  0.936 0 0.110 0.846 0.956 0.535 – 0 0.117 0.276 0.631 0.624 0.560 0

9  0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0.926 0.951 0 0.914 0.922 0.946 0.934 0.524 – 0.624 0.845 0.647 0.916 0.965 0

10  0 0 0.709 0 0.630 0 0.072 0.117 0.624 0.664 0.032 0.112 0.136 0 0.746
0.926  0.951 0 0.916 0.912 0.945 0.926 0.756 0 – 0.902 0.840 0.754 0.995 0

11  0.651 0.117 0.939 0.979 0.774 0 0.716 0.276 0.845 0.902 0.964 0.047 0.132 0.007 0.932
0.930  0.947 0 0 0.929 0.947 0.934 0.669 0 0.032 – 0.906 0.854 0.004 0

12  0.230 0.026 0.779 0.910 0.594 0 0.934 0.631 0.647 0.840 0.906 0.889 0.147 0.726 0.856
0.067  0.741 0 0.004 0.436 0.965 0.392 0.589 0 0.112 0.047 – 0.147 0.075 0

13  0.541 0.246 0.931 0.815 0.506 0 0.880 0.624 0.916 0.754 0.854 0.147 0.666 0.447 0.807
0.450  0.734 0 0.015 0.785 0.956 0.485 0.954 0 0.136 0.132 0.147 – 0.064 0

14  0.766 0.115 0.982 0 0.931 0.002 0.787 0.560 0.965 0.995 0.004 0.075 0.064 0.966 0.959
0.929  0.947 0 0 0 0.977 0.906 0.591 0 0 0.007 0.726 0.447 – 0

15  0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0.934 0.954 0 0.912 0.947 0.951 0.934 0.770 0 0.746 0.932 0.856 0.807 0.959 –

Table 3
The classification ratios of the unknown faults in the testing sets associated with the multiple faults using the proposed DI/CD-based method.

Fault 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

1 0 0.017 0.023 0.024 0.028 0.023 0.023 0.123 0.020 0.021 0.021 0.679 0.020 0.006 0.025
2  0.017 0 0.036 0.050 0.043 0.039 0.004 0.033 0.039 0.038 0.011 0.038 0.031 0.008 0.031
3  0.023 0.036 0 0.076 0.043 0.039 0.005 0.165 0.194 0.253 0.060 0.073 0.012 0.008 0.244
4  0.024 0.050 0.076 0 0.038 0.039 0.005 0.126 0.086 0.084 0.021 0.033 0.080 0.952 0.074
5  0.028 0.043 0.043 0.038 0 0.036 0.006 0.059 0.055 0.043 0.028 0.315 0.048 0.015 0.048
6  0.023 0.039 0.039 0.039 0.036 0 0.517 0.039 0.040 0.041 0.041 0.035 0.040 0.010 0.039
7  0.023 0.004 0.005 0.005 0.006 0.517 0 0.008 0.004 0.005 0.005 0.005 0.005 0.009 0.005
8  0.123 0.033 0.165 0.126 0.059 0.039 0.008 0 0.311 0.106 0.105 0.129 0.016 0.005 0.153
9  0.020 0.039 0.194 0.086 0.055 0.040 0.004 0.311 0 0.336 0.148 0.095 0.029 0.025 0.198
10  0.021 0.038 0.253 0.084 0.043 0.041 0.005 0.106 0.336 0 0.084 0.055 0.109 0.003 0.224
11  0.021 0.011 0.060 0.021 0.028 0.041 0.005 0.105 0.148 0.084 0 0.006 0.005 0.990 0.060
12  0.679 0.038 0.073 0.033 0.315 0.035 0.005 0.129 0.095 0.055 0.006 0 0.756 0.005 0.058
13  0.020 0.031 0.012 0.080 0.048 0.040 0.005 0.016 0.029 0.109 0.005 0.756 0 0.347 0.045
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14  0.006 0.008 0.008 0.952 0.015 0.010 0.009
15  0.025 0.031 0.244 0.074 0.048 0.039 0.005

ultiple faults are diagnosed. For example, the classification ratio
f unknown fault is 0.023 for Faults 1 and 6 (Table 3) although only
ault 6 is well diagnosed (Table 2). For multiple Faults 1 and 6, the
ndiagnosed individual Fault 1 is classified as being other known
aults rather than as unknown faults.

. Conclusions

A three-step framework for fault diagnosis based on DI/CD
easures was proposed and applied for diagnosing known,

nknown, and multiple faults in the Tennessee Eastman process.
 total of 16 known faults, 6 unknown faults, and 105 multiple

aults cases were investigated. The proposed diagnosis algorithm
orrectly diagnosed the known and unknown faults for most obser-

ations. For independent multiple faults, the proposed approach
iagnosed both of the individual faults. For dependent multiple
aults, the algorithm diagnosed the dominating individual faults
or most cases. Diagnosing masked multiple faults is the most chal-
0.005 0.025 0.003 0.990 0.005 0.347 0 0.029
0.153 0.198 0.224 0.060 0.058 0.045 0.029 0

lenging case as the symptoms of one fault are completed masked
by another fault. If both faults contribute equally, the proposed
DI/CD-based algorithm diagnosed the multiple faults as unknown
faults. When one fault was dominating the other fault in the masked
multiple faults, the proposed algorithm diagnosed the dominating
fault.
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