Internet Explorer 7 for Windows XP:
Obtaining MIT Certificates

Overview
In order to use secure web services at MIT, you will need to obtain two types of MIT web
certificates:

e MIT Certificate Authority (MIT CA)
MIT Personal Certificate

This page provides instructions for installing both types of certificates in IE7 on Windows XP.
Note: If you are upgrading from IE6, your existing MIT certificates will be carried over into IE7.

Get the MIT CA (MIT Certificate Authority)

The MIT Certifying Authority (CA) certificate is used to confirm that the Web servers you are
connecting to are valid MIT servers. Complete the following steps to obtain your CA certificate for

Microsoft Internet Explorer:

1. In IE7 go to Certificates at MIT.
Result: The Certificates at MIT page appears.

2. Click Get MIT CA (Certificate Authority).
Result: The File Download dialog appears.

File Download - Security Warning

Do you want to open or zave this file?

Mame: mitca.cer
Type: Security Certificate, 873 bytes

From: ca.mit.edu

Open ] [ Save ] [ Cancel

While filez fram the ntermet can be uzeful, thiz file type can
o potentially karm your computer. [F you do not trust the zource, do not

open or gave thiz zoftware. What's the rigk?

3. In the File Download window, click Open.
Result: The Certificate dialog appears with an "X" over the Certificate Information icon

indicating that the certificate has not yet been installed.



General | Datats | Costiication Path |

Certilicate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Rook Certification
Authorities store,

Issued boe  MIT Certfication Authority

Issued by: MIT Certification futhority

Walid from 7/15/19%6 ta 7/13/2006

Instad Cortficate... | et |
_* |

Note: If the above Certificate screen does not appear, see Importing the CA
Certificate into Internet Explorer

http://itinfo.mit.edu/article.php?id=6725 and follow the instructions
provided.

4. Click Install Certificate.
Result: The Certificate Import Wizard dialog appears.

Certificate Import Wizard x|

Welcome to the Certificate Import

Wizard

This wizard hefps you copy certificates, certificate trust
lists, and certificate revocation ksts from your diskto &
certificate stors.

A certificate, which iz issued by & certification authorty, is
a confirmation of your identity and contains information
ugad bo protect data or bo establich secuns network.
conmnections. & ceificals store i the system ares whers
certificates are kept,

T combinue, click et

INE:-I:-I fencel|

5. Click Next.
Result: The second dialog of the Certificate Import Wizard appears.



Certilicate Import Wizard |

Certificabe Store
Certificate stores are System aress where cortificates are kept.

Windows can automaticaly select & certificate store, or you can specfy a location for
(¥ fuskomaticaly select the certificate store based on the bype of certificate
" Place all cartificates in the Folowing stors

— |

« Back, m Carsced |

6. Leave the default setting to "Automatically select the certificate store based on the type

of certificate” and click Next.
Result: The third and final dialog of the Certificate Import Wizard appears.

Certificate Import Wizard x|

Completing the Certificate Import
Wizard

You have sucossshuly complebed the Certificate Import
wazard,
You have specifisd the following settings:

Certificate Store Selected  Automatically determined by L
Content Certifiabe

7. Click Finish.
Result: The Root Certificate Store dialog appears and asks the question: Do you want to

ADD the following certificate to the Root Store?



Sacurity Warning
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VAN CARNT LA R TR0 TNS rareeRTa i L Aty fram MIT CSrifeainn sathnnny®. o aheidd rdiom e angia by onnmensg "eiT
TErcaon Ahmhy. | b FeE0wIng FUmBEr wall BEmE e m s process
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8. Click Yes.
Result: A dialog appears indicating the Certificate Import was successful.

Certificate Import Wizard x|

-
@ The impork was successful,

9. Click OK and then click OK again to close the certificate dialog.
Result: The MIT CA certificate has been installed.

Get the MIT Personal Certificate

The first time you try to get a new MIT personal certificate in IE7, you will encounter a security-
related action, Certificate Enrollment Control, which did not occur in previous versions of IE. This
action is related to authenticating web-browser add-ons, and is part of the Windows ActiveX
Control environment. ActiveX enables communication and interaction between software and
media components which are to be integrated into a web page.

1. To begin the process of getting a new certificate, go to Certificates at MIT.
Result: The Certificates at MIT page is displayed.

2. Click Get MIT Personal Certificate.
Result: The following page is displayed.



¢ MNTE BSBE: WUT Corm

Getting Started Getting Services Getting Help

Get an MIT Certificate.

B MIT personal certificata authanticates pou to the semira MIT Wab sandcas. This 5 a tuo-stap
pricacs. et vou idantify worself to the cervar that craatas tha certifioatss. Second, pou chooss
th: strangeh of ameryption for the cartificata and tha langeh of tre you Wish the cartificara e lase.

You resed cartificatas on aach conputar that you e -- unkss you only work on Athwna
wokstatons.

Recommended Brossers;

Mo X (10,3 and |later) Beers: Safan 1,2.2 or bter,

WacS @ e rn: Mebscape 7,02 and laber, [pissse comnder upgraning rour Opershmg
System)

LEm (RHE] Wrers; Mozils L& or bater ared FreFox 10,4 or later,

RN Uisers: Mozils 1.9 or bater,

Windaws Users; Intemet Exploner (1E] 8.0 502 or later,

Maote; Intemst Explorer doss ot suppaort MIT personsl certificates on the Macmitosh
platform,

L. Identify yourself.

Privaacy Habice: The nformation you supply bakew bs ancrypbed and sant to tha
cartificate server whara (s used befly to generate your cartificate and than erased.

Kerberos name:|

Kerberos password
MIT ID Mumbe
{rina-digic number

Trom poaw pictuna [0

that boacks kka this:
e |

3. Enter your MIT identification information and click Submit.
Result: The page Generate a Private Key is displayed.

4. Click Next.
Result: The following Information Bar dialog box and web page page are displayed.

5. In the dialog box click Close.

Information Bar

Did you notice the Information Bar?

The Information Bar alers you to securtyselated conditions
{ffor example, i a potentialhy unsafe file or pop-up was just
blocked). f a2 webpage does not display propery, look for the
Information Bar at the top of the page and click it

[ ] Diont show this message again

L eam about the Information Bar

Attention! On the web page, direct your attention to the information bar near the top
(indicated here by the large arrow). In previous versions of IE the Certificate Enrollment
Control has not appeared when getting certificates; it is part of the Windows ActiveX
Control environment.



'@' The previous webpage might require the following add-on: ‘Microsoft Certificate Enrolliment Confral' from X
'Microsoft Corporation’. Click here to allow it to run...

Home About IS&T Contact IS&T 5Site Map Searchiis

I £ T Information Sers
| and Technology Getting Started Gettif

Message:

Your browser failed to properly generate a
key

i >

[ € Internet C ®o00% -

6. To continue the process of getting a certificate, click in the information bar.
Result: A small pop-up menu will appear.

7. In the pop-up menu click Run ActiveX Control.
Result: The following security warning appears.

Internet Explorer - Security Warning

Do you want to run this ActiveX control?

Mame: Microsoft Certificate Enrollment Control

Fublisher: Microsoft Corporation

| Run | L_E_ian'tRun |

e This ActiveX control was previously added to vour compuiter when vou installed
@ another program, or when Windows was installed, You should onby run itif vou
trust the publisher and the website requesting it. What's the risk?

8. Click Run.
Result: You will be returned to the page Get an MIT Certificate.

Note: Because ActiveX Control was run for this instance of getting a personal certificate,



in the future, the Certificate Enrollment Control warning should not appear when you get
a new personal certificate with this particular IE7 browser.

9. Re-enter your information and click Submit.
Result: The page Generate a Private Key should be displayed.

10. Click Next.
Result: The following warning is displayed.

PaleLial »criplimg Viclalion
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11. Click Yes.
Result: The dialog box for creating an exchange key (or browser password) is displayed.

Creating a new R5A exchange key

An application is creating a Protected tem.

CryptoAP| Private Key

Securty level set to Medium [ Set Securty Level ]

| 0K é[ Cancel ][ Details ... J

12. IS&T recommends changing the default security level from Medium to High.
Click Set Security Level.
Result: The dialog box for security level is displayed.



Creating a new RSA exchange key

Choose a securty level appropriste for this fem.

L K

Reqguest my pemission with a password when this
item is to be used.

(%) Medium
Request my pemission when this item is to be used.

13. Click the radio button for High, then click Next.
Result: The dialog box to create a browser password is displayed.

Creating a new R5A exchange key

Create 3 password to protect this tem.

Create a new password for this tem.

Password for: Erpote AR Broate ey
Password: |-|||-|||-|| E
Corfim: |-|||-|||-|| i

| <Back || Fnsh | | Cancel

14. Enter and confirm your password, then click Finish.
Result: You will be returned to the initial exchange key box.

Note: Do not make this the same as your Kerberos password. This password is for your
MIT certificates on this particular IE7 browser. When you go to a secure web page
requiring your MIT certificate, you will be prompted to enter this password.



15. In the exchange key box, click OK.
Result: The following warning is displayed.
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16. Click Yes.
Result: The MIT page confirming installation of your new personal certificate should be

displayed.
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