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Introduction 
Michael Harte, Chief Information Officer (CIO) 
of PFPC, was apprehensive. Starting tomorrow, 
the US Federal Reserve (“the Fed”) would begin 
a three-week on-site review of all information 
technology (IT) applications, infrastructure and 
management processes at his firm.  

Previous external reviews done just after he 
joined as PFPC’s first corporate CIO had 
identified numerous issues in PFPC’s IT 
organization and portfolio. Harte had used these 
audit findings as a spur for taking action. He had 
initiated a wholesale restructuring of the firm’s 
IT organization and systems, which was 
underway.  

Now that Harte had been CIO for 18 months, 
any audit findings would reflect on his 
management, and potentially jeopardize his 
change initiative or his credibility. While PFPC 
had made great progress, there was still a long 
way to go. As he drove home, Harte reflected on 
PFPC’s IT assets and his organization’s risk 
management capability.  

Background 
PFPC provided a wide range of processing 
services to the investment management industry 
(see Figure 1 for overview of PFPC and its 
parent, PNC, and Figure 2 for financial 
highlights). With US$1.7 trillion in assets under 
management, PFPC was one of the largest full-
service transfer agents and providers of mutual 
fund accounting services globally. PFPC 
provided a number of other financial services to 
corporate clients, including custody, sub-
accounting, integrated banking transaction 
services, securities lending and alternative 
investment services. PFPC was a subsidiary of 
PNC Financial (PNC), a very large regional 
commercial and retail bank.  

PFPC had grown rapidly over the past 30 years, 
moving quickly to launch new services and 
enter new regions as opportunities arose. To 
provide maximum focus and flexibility, each 
line-of-business (LOB) was organized under its 
own managing director (MD). The MD had 
control over all aspects of the business, 
including sales, back-end processing and IT 
functions. 
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PFPC’s growth in the 1990s was driven largely 
by a rapid increase in financial market activity. 
Increasing numbers of investors, providers and 
transactions increased the need for PFPC’s 
services. Another driver of growth was the Y2K 
problem. Many financial services firms chose to 
outsource fund processing operations to PFPC 
rather than address Y2K issues in their own 
legacy systems and processes.  

The recession of 2001, combined with the end 
of the Y2K era, reduced PFPC’s growth from its 
high levels of the late 1990s. As a result, PFPC 
management refocused its strategy from high 
growth to intensive streamlining and cross-
selling. Unfortunately, PFPC’s legacy systems 
were not positioned to support these changes. 
They were dated, monolithic, not well docu-
mented, duplicated across silo applications and 
predominantly mainframe based. The appli-
cations were increasingly difficult to modify in 
response to new business or regulatory require-
ments.  

One IT executive summarized the situation this 
way: 

“In the late 90s, accounts were growing 
exponentially… We had no time to look 
internally at rationalization or architec-
ture. We grew our customer base through 
acquisition. We’d do the barebones, 
integrate the general ledger, make sure 
the networks could talk to each other and 
then move on to the next thing.  

In 2000 and beyond, market growth 
slowed down. All of a sudden, we’re not 
acquiring, we’re protecting current 
accounts. That’s when we saw all these 
legacy problems, the problems of yes-
terday that we’re dealing with today.” 

PFPC’s new strategy had important implications 
for IT. The need to streamline meant that IT had 
to help the firm cut corporate costs while 
maintaining traditionally high levels of service 
quality. At the same time, the need to cross-sell 
meant that PFPC needed to extend its existing 
services, such as adding multi-currency features 

to enable international expansion, and im-
proving client self-service capabilities.  

PFPC’s senior exectuives recognized that the 
new focus on cost cutting and service quality 
would require radical changes in the way PFPC 
managed its information technology. One of 
their first steps was to hire Harte as the com-
pany’s first corporate CIO.  

Harte’s mandates were to reduce IT spending 
(from 32% to 24% of total expenses) and 
resolve the jumble of monolithic legacy systems 
that had evolved during the company’s period of 
rapid growth.  

“When I got here, I saw the need to 
position information technology as a 
business center that would enable the 
company to move from being focused on 
back office processing to being a leader 
in solution integration and information 
products. The first stage in that trans-
formation was to bring greater disci-
pline to risk management and gover-
nance as the foundations for change.” 

PFPC rapidly restructured the IT organization so 
that all IT leaders reported in a ‘dual solid line’ 
arrangement. Harte had supervisory control, 
with input from each LOB unit head. LOBs kept 
their own IT budgets, with 33% of total 
enterprise IT budget allocated centrally.  

A newly-created corporate IT organization had 
responsibility for management oversight and 
shared services. This organization, built mostly 
through internal promotions, rapidly imple-
mented centralized management processes in 
seven key areas of IT: Architecture, Security, 
Service Delivery,1 Strategy, Finance, Human 
Capital and Methodologies. Initial efforts 
included adopting a corporate risk management 
process, eliminating duplicative project method-
ologies across the organization and establishing 
a vendor management capability. Additionally, 
the firm moved to consolidate and outsource 

                                                 
1 Service Delivery encompassed functions traditionally called IT 
Operations. The name change was intended to focus employees 
and customers on IT’s role as a service provider. 
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helpdesk, network and data center functionality 
to the corporate parent.  

Transforming PFPC’s Applications 
PFPC’s IT executives believed that incremental 
changes to the current architecture could not 
possibly deliver either the overall cost structure 
or the componentized web service-based inno-
vation that PFPC needed to compete in a rapidly 
consolidating global financial services market. 
To meet business demands to streamline 
operations and provide a unified face to the 
customer, PFPC announced the Global 
Enterprise Platform (GEP) initiative.  

GEP began with a three-pronged approach to 
establish a long-term strategic plan, set out the 
architecture for a unified technology platform, 
and cultivate a high performance staff culture. 
These initial steps set the stage to completely 
revamp PFPC’s IT infrastructure and 
applications, including:  

 Rationalizing the number of processing 
engines and applications;  

 Restructuring the legacy application 
portfolio; 

 Componentizing and creating open interfaces 
to legacy code; 

 Unifying the architecture across a single 
platform;  

 Designing new customer-facing applications;  

 Creating a single portal through which 
customers could access PFPC services. 

The multi-year GEP effort, begun in 2003, 
would be achieved through a staged series of 
implementations. New business initiatives 
would play double duty by both delivering new 
functionality and removing complex legacy 
applications. Simultaneously, IT would use an 
Enterprise Shared Services approach to create 
critical infrastructure and support components, 
such as a single sign-on capability, that other 
initiatives could build upon. 

In the words of a senior IT manager,  

“So, that’s the new aim for the company. 
We’re trying to get the company stream-
lined and aligned, with proper controls 
in place, so that when the market 
changes in six or 12 or 18 months, we’re 
ready to pick up and run with it again.” 

IT-Related Risks at PFPC 
Awareness of risk in the financial services 
industry had increased dramatically due to 
corporate failures (such as Enron and 
WorldCom), terrorist attacks and scandals 
among Wall Street firms. Legislation such as the 
USA Patriot Act and Sarbanes-Oxley increased 
the regulatory burden. Financial services firms 
felt even greater pressure as the success of the 
industry was highly dependent on the trust of 
the public.2  

Increased awareness of risk was reflected in 
increased attention from regulators. PFPC was 
subject to regulatory scrutiny from many angles, 
including financial market regulators (US 
Securities and Exchange Commission), banking 
regulators (the Fed), and even customers and 
their auditors.3 Recent financial reporting cor-
rections at PNC combined with recent regula-
tory audit findings at PFPC to intensify the 
scrutiny.  

As a high-volume financial services firm, all 
aspects of PFPC’s business were highly 
dependent on IT. Consequently, PFPC’s ability 
to manage IT-related risks had an important 
influence over the enterprise risk of the 
business. Due to its role as a provider of critical 
services to other financial services firms, any 
operational or regulatory difficulties at PFPC 
could affect its clients’ processes, its clients’ 
                                                 
2 Because the whole financial industry relies on trust, regulatory 
or other issues affected more than the offending party. For 
example, the repercussions of some mutual funds allowing after-
hours trading impacted not only the guilty firms, but also the 
industry as a whole.  
3 PFPC’s business required a layer of risk management beyond 
managing its own risks. Since PFPC’s activities were an integral 
part of its clients’ processes, PFPC had to not only certify its 
own processes, but also help clients certify their own processes.  
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customers and even the whole financial services 
industry.  

To manage both internal and external pressures, 
PFPC executives increasingly focused their 
attention on risk management. They wanted to 
understand the extent of each enterprise risk the 
firm faced. Furthermore they needed to clearly 
articulate how IT influenced PFPC’s enterprise 
risks. Harte recognized this as an opportunity to 
make risk management an integral part of his 
efforts to restructure PFPC’s IT assets and 
organization.  

PFPC’s IT risks in 2003 included the following: 

Business Resiliency Risks 

Events such as 9/11 made it apparent that 
business resiliency was an issue that permeated 
all of PFPC’s activities. PFPC IT managers 
quickly came to the conclusion that their back-
up facility was too close to the main data center. 
Moving the backup center would reduce the risk 
of a single incident affecting both data centers.  

PFPC was also charged by the Federal Reserve 
with identifying which of their processes were 
critical to the National Financial Infrastructure 
(NFI), meaning that they were essential to 
smooth functioning of the nation’s monetary 
and banking system. Anything that was NFI 
critical required strong resiliency protection.  

As part of its resiliency assessment, PFPC 
analyzed its IT relationship with the parent 
company. PFPC had recently outsourced most of 
its IT infrastructure (including Desktop, Network 
and Data Center Services) to the parent, and a 
number of risks had not yet been resolved. Using 
audit findings and internal analysis sessions, IT 
was able to identify 31 risks in this area. The IT 
organization obtained funding to address the 
most important risks in the latter half of 2003. 
Other risks would be resolved in the next two 
years or would be bundled into new business 
initiatives as the opportunity arose. 

Strategic change risks  

The GEP initiative was critical for the 
corporation but entailed numerous major risks. 

New systems could be delivered late or 
customers could experience disruption during 
the transition to new applications. In addition, 
internal organizational or process changes could 
disrupt sales or increase staff turnover. Any of 
these could damage PFPC’s reputation, reducing 
its ability to attract or retain customers. 
According to PFPC’s Chief IT Architect Per 
Gyllstrom,  

“GEP is about more than just cost 
savings. It also has to rapidly provide 
clients new capabilities to perform 
activities they could never do before. This 
transition must be seamless and smooth 
or the clients will go somewhere else.  

What we were looking for was a gradual 
but complete modernization of our sys-
tems over time. That’s a big deal. Our 
clients’ core business solutions are on 
systems that we’re now going to 
modernize. There has to be a huge 
incentive for the client to follow GEP, and 
we need to make this journey attractive 
and smooth. Otherwise a client might say, 
‘Oh, that’s a good opportunity to check 
other alternatives out, too. If you’re going 
to force me to change, maybe I should 
look for someone completely different 
from you.’”   

PFPC took a holistic approach to reducing GEP 
risk by examining risk-management activities in 
all seven elements of IT. IT staff simultaneously 
began to improve project and program 
management capabilities, implement archi-
tectural standards and review processes, plan for 
future human capital requirements, and 
formalize financial management. 

Any proposed business initiative was formally 
reviewed for all types of IT risk. Then, if 
approved, the project was followed closely to 
ensure all technical and human capabilities were 
in place, change management risks were being 
addressed, and the project was on time and on 
budget. The combination of initial review and 
frequent revisiting aimed to catch problems 



 

 
Westerman & Walpole Page 5 CISR Working Paper No. 352 

early and address them before they became 
large. 

Human Capital Risks 

PFPC needed to ensure that it would have the 
right skills on hand for GEP and for the future. 
The current IT staff’s programming skills were 
geared more toward mainframe application 
maintenance than to application development 
using modern IT tools such as web services.  

Meanwhile, PFPC also needed to keep a 
talented, motivated workforce focused on 
existing applications and infrastructure. It could 
not afford to lose vital functional capability and 
intellectual capital for systems that had not been 
well documented. 

In consultation with each IT element owner, 
PFPC’s Human Resources (HR) organization 
helped to define and implement a human capital 
risk management process. They began to 
regularly monitor the extent of turnover and the 
length of time job postings were open. They 
also used compensation surveys to keep em-
ployee compensation on par with peers in the 
industry and the region. The goal was to have 
some turnover to prevent complacency among 
employees, but not so much that it hurt morale.  

PFPC’s IT executives believed that succession 
planning was the next HR risk to address. The 
firm needed processes to proactively identify 
good candidates. They needed a way to ensure 
that high-potential employees were properly 
motivated and developed so that they could 
grow within the company. Additionally, they 
needed plans to mitigate the risk of key IT 
employees leaving the company.  

Use of Outside Vendors 

Another major risk the company faced was that 
of vendor management. In the past, PFPC had 
primarily relied on individual consultants to 
provide specific skills in IT. As a skill was 
needed, PFPC hired a talented individual to 
provide it. When the skill was no longer needed, 
the relationship could be ended easily. While 
this approach provided flexibility to PFPC’s 
application development process, it entailed 

risks. For example, one of PFPC’s mission-
critical applications was dependent on a 
component that was proprietary to a two-person 
consulting firm. If the consulting firm went out 
of business, or if the relationship soured, PFPC 
could be unable to maintain the code. 

PFPC was considering larger outsourcing deals, 
including offshore development. However, until 
recently, IT did not have a formal vendor 
management process. PFPC did not negotiate 
firm-wide contracts with preferred vendors or 
monitor vendor performance firm-wide. As a 
result, different LOBs tended to negotiate differ-
ent terms with the same vendor without IT in-
volvement. Individual LOBs’ experiences with a 
particular vendor were not shared across the 
company.  

PFPC began to manage vendors more closely. 
By mid-2003, 250 independent contractors had 
been managed out of the organization and a list 
of 110 vendors had been pared to ten. A Vendor 
Management Office (VMO) was being built to 
pre-select and screen vendors, as well as 
monitor vendor costs and performance. It 
tracked the vendors being used across the 
organization so that people in one business unit 
could benefit from the experience of other 
business units. The VMO also initiated a reverse 
auction process to keep costs low: pre-qualified 
vendors would bid on contracts, with the lowest-
priced vendor winning the business.  

PFPC was not using offshore outsourcing 
because there was considerable internal debate 
over its benefits and risks. Contracting for 
services in low-wage countries could increase 
flexibility, since PFPC could redirect savings in 
application maintenance toward more strategic 
application development projects. On the other 
hand, it could be difficult to ensure tight-knit 
collaboration on service and system require-
ments across thousands of miles. In addition, 
sensitive information would potentially be 
located outside the borders of the United States, 
and PFPC could lose critical IT expertise to the 
outsourcer.  
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New Regulations 

PFPC faced a substantial burden of new 
regulatory requirements. The USA Patriot Act, 
passed in the wake of September 11 terrorist 
incidents, required all financial institutions to 
track customer transactions and identify sus-
picious activity. In addition, Sarbanes-Oxley, 
passed following a wave of notable corporate 
failures, required PFPC to certify the accuracy 
of its financial data and the integrity of its 
processes and internal controls.  

PFPC was affected by these regulations in two 
ways. First, it needed to ensure that it was in 
compliance for its own processes. Second, as a 
provider of services to other firms, PFPC was 
audited by its customers as part of their own 
certification processes.  

Information technology was an important com-
ponent of the firm’s ability to comply with the 
new regulations. As one corporate executive 
noted, 

 “[We] do not have the ability today to 
gather the information that the regula-
tory guideline requires for us to be able 
to report to the Office of Thrift Super-
vision and the SEC about specific 
customers doing inappropriate things.”  

Sarbanes-Oxley’s requirement that executives 
personally certify processes and controls was an 
important risk that PFPC felt it had not yet 
mitigated completely. Auditors and regulators 
were requiring firms to demonstrate consistent 
processes and solid documentation of process 
steps and outcomes. PFPC managers realized 
they needed a better understanding of current 
processes embedded in the IT portfolio. In 
addition, system development processes needed 
to change so that new applications met require-
ments for internal controls, audit trails and 
security. PFPC was addressing the issue as part 
of developing its management processes in all 
elements of IT.  

Security Risks 

Controlling and tracking user access to systems 
was a critical source of IT risk. As employees 

changed jobs, it was very difficult to determine 
who should have access to the various parts of 
each system. The situation was exacerbated as 
PFPC began to grant customers access to the 
network. In addition, with a large number of 
applications, each user had many passwords to 
remember. Users changed their passwords infre-
quently and, in some cases, wrote them down on 
their desks or terminals. Finally, it was difficult 
to verify that IT managers were consistently 
enforcing security policies across applications 
and regions.  

PFPC was considering the implementation of 
identity management. With this capability, 
frequently called “single sign-on,” each person 
would have a single UserID that could access all 
information to which she was entitled. Imple-
menting this capability would be a difficult task 
at PFPC, given the complexity of the firm’s IT 
architecture.  

Aligning IT and Business  

In PFPC’s decentralized organizational culture, 
it was often difficult to ensure that systems 
simultaneously met the requirements of LOBs 
and Corporate IT. LOB chiefs demanded fast 
system implementation to meet a customer or 
market need. They often resisted enterprise 
thinking if it required a change to their preferred 
vendor or required additional work to utilize 
existing enterprise infrastructure or applications. 
In order to address this problem, Harte created a 
“dual solid line” reporting relationship structure 
for IT. Each Business Information Officer 
(BIO), as the head of each LOB’s IT group, 
reported both to the LOB president and to the 
corporate CIO. This arrangement helped to en-
sure that the BIO considered both enterprise and 
LOB needs when implementing applications.  

The IT Risk Management Process 

IT risk management was part of the overall 
corporate risk management process. PFPC had 
implemented an enterprise risk management 
process for its LOBs about 18 months earlier. 
Enterprise level risk was the purview of the 
corporate Risk Management Committee (RMC), 
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which consisted of the firm’s top executives in 
charge of each LOB. Sue Keller, the corporate 
risk officer reporting to the CEO, worked with 
the Managing Director of each LOB to identify 
and prioritize risks in his or her area. She 
produced an LOB risk report and also rolled up 
the LOB risks into a corporate-level risk report 
(see Figure 3 for an enterprise-level risk 
summary and Figure 4 for a summary-level 
listing of IT risks). Risks were discussed at 
RMC meetings before being forwarded to the 
PFPC board and the parent company’s risk 
management committee. 

While the RMC had responsibility to discuss 
and prioritize key risks, neither it nor Keller had 
responsibility for mitigating each risk. Instead, 
each risk was the responsibility of the LOB to 
which it applied. Keller’s role was to create and 
coordinate the enterprise risk management 
process, but not to mitigate risks.  

In late 2002, the RMC expanded to include IT. 
In response, Harte created the Technology Risk 
Management Committee (TRMC). This over-
sight forum met monthly to track IT-related 
risks, communicate risk-related issues and re-
commend investment to resolve risks. IT risks 
were summarized and submitted to the corporate 
RMC, where IT risks were discussed alongside 
risks from each LOB or major function.  

PFPC leveraged the expertise of its parent 
company when implementing its IT risk 
management capability. Kwafo Ofori-Boateng, 
originally from PNC’s IT group, became a 
deputy to Harte, with responsibility to imple-
ment and manage the risk management process.  

Working with the element owners and other IT 
managers, he modified and extended the PNC 
framework and processes so that they worked in 
the PFPC context while still meeting the 
requirements of PNC’s risk management 
process (see Figure 5 for an overview of PFPC’s 
risk management governance structures).  

“PNC had some good processes, but we 
couldn’t use them directly. We’re a 
financial services provider, not a bank. 
We integrate differently with our 

customers, and our volumes and time 
frames are different. We even have 
different regulators. Plus we needed to 
make the processes work in the PFPC 
culture—it was a lot of work. 

The PFPC IT risk management framework 
classified risks into categories that matched the 
seven IT elements. As a first step in the process, 
each element owner periodically identified 
element-related risks across LOBs. Some risks 
were identified from internal and external audit 
findings. Others were identified through brain-
storming sessions in which element owners and 
their staffs examined failure modes for each 
process.  

Additionally, the IT unit forged closer relations 
with existing corporate functions such as internal 
audit, compliance, and human resources. These 
relations helped to identify existing risks and see 
emerging ones on the horizon.  

Risks were also identified at project initiation. 
Projects that exceeded a size threshold were 
required to complete the Key Business Initiative 
(KBI) process. In addition to describing the 
business case, the KBI documents contained a 
standard checklist of IT risk factors. Each 
proposed initiative was reviewed by IT elements 
to ensure that architecture, methodology and 
other guidelines were being followed (see 
Figure 6). Any issues or exceptions were 
recorded as risks to be managed over time. 
Chief IT Architect Gyllstrom described the 
process this way: 

“As part of our reviews, we end up 
performing risk assessments of current 
projects. Identified risks are tracked and 
managed through the risk management 
program. 

But we do more than just review projects. 
We proactively get involved with projects 
long before the review, providing arch-
itecture and design consulting. That’s 
because I don't want to be one who just 
passively sits in a chair saying, ‘No, that 
didn't work. Try something else.”  
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The IT group took its risk identification duties 
seriously. Whereas some managers might have 
been nervous about documenting each risk, 
PFPC executives were of the opposite opinion: 

“If we’re aware of risks, we can do 
something about them. It’s the ones I 
don’t know about that worry me.” 

Every risk was recorded and tracked in a newly-
developed Technology Risk Management 
(TRM) database (see Figure 7). For each risk, 
element owners assigned a status (red, yellow, 
green), mitigation plan, expected resolution 
date, and risk owner. The TRM database 
enabled centralized tracking, trending, and 
reporting for all of PFPC’s IT risks. 

Issues in the IT Risk Management Process  
PFPC recognized a number of areas for 
improvement in its risk management process and 
capabilities. As of mid-2003, nine months into 
the introduction of the TRM process, the level of 
detail was a major issue. PFPC’s TRM database 
had more than 300 open entries. There were 
more than 30 identified risks in the area of 
networks alone.  

There was no process to identify what level of 
risk made it into the reports, or to consistently 
assess the potential impact of a risk. Some 
managers reported very detailed risks, while 
others reported risks at too high a level.  

Each risk was assessed as high, medium or low 
(red, yellow, green) priority by its assigned 
owner, based on his/her own analysis. People 
with different perspectives or risk tolerances 
tended to rate risks very differently. Some 
element owners convened teams to ensure that 
risk assessment was done consistently within 
their elements, but it remained difficult to en-
sure consistency across the seven IT elements. 

The inconsistencies made it difficult to report on 
or prioritize among risks. The periodic rollup of 
IT risks prior to RMC meetings required a great 
deal of manual intervention and judgment, but 
still did not effectively communicate IT’s risk 
status. One senior IT manager stated: 

“There’s too much detail. Many of the 
items in the TRM database would be 
better classified as action items or task-
level project issues rather than corporate 
IT risks.”  

We’re overwhelming Michael Harte and, 
as a result, he goes into the corporate 
risk meetings feeling like he’s not 
adequately prepared to fight for a few 
key risks.” 

Accordingly, Ofori-Boateng worked with the 
element owners to develop consistent defini-
tions of task, project, and program. The group 
also created a regular process of review and 
escalation. Every two weeks, element owners 
went through all risks in the database and rolled 
them up to their respective risk element 
category. These issues were then filtered 
through the TRM committee process to produce 
summary status reports that Harte could use in 
meetings with his staff and the RMC (see Figure 
8).  

Another issue was the focus of risk identification 
activities and communicating the purpose of risk 
management. Reviews of new initiatives tended 
to focus on implementation-related risks, rather 
than the effect of the initiative on the firm’s 
overall risk profile. In addition, although risks in 
several IT elements, such as architecture and 
methodology, had enterprise-level implications, 
these implications were not made clear. Con-
sequently, some business unit leaders saw the 
reviews as a way of forcing compliance to 
subjective rules rather than as a way to improve 
the enterprise’s risk profile. 

Another area for improvement was to embed 
risk analysis into all of the firm’s IT manage-
ment processes. Risk management was already 
embedded into many points of the project 
demand management process (see red circles in 
Figure 6). However, the IT unit wanted to 
extend this into all other IT management 
processes.  

In addition, IT executives saw the need to 
improve compliance with existing IT risk 
policies. They wanted to ensure that every 
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project went through the same assessment and 
mitigation process and was regularly monitored, 
so that IT could view project-related risks holis-
tically.  

Finally, PFPC realized a need to create an open 
dialogue about risk between the IT group and 
the rest of the decision makers within the com-
pany. Risk reporting needed to move from a 
defensive listing of risks to a more proactive use 
of risk information in managing the business. 
The IT management team felt this was an im-
portant goal, but one which would be difficult to 
reach until the company developed more com-
fort with risk management. In the words of one 
IT executive, this was an ongoing process: 

“Processes such as internal audit and 
the implementation of a TRM process 
raise the awareness level. I don’t think 
we’re there today, but I think we’re 
headed in the right direction. Michael’s 
driving that process by creating the 
culture and educating people so that 
they’re thinking about risk and making 
sure it’s being included in decisions.”    

Conclusion 
Harte had much to think about as he traveled 
home for the evening. The Federal Reserve 
review of IT, which would begin tomorrow, was 
an unfamiliar exercise. The Fed was an outside 

agency concerned with today’s reality, not to-
morrow’s promise. Its findings had important 
implications for PFPC’s ability to gain and keep 
customers. 

In the past 18 months, PFPC had changed its IT 
processes significantly. The IT group had 
worked hard to build a risk management com-
petency in IT, seeing it as a lens for improving 
IT management in general.  

PFPC’s senior executives were fully behind 
Harte’s efforts to change IT capabilities. 
However, while Harte and his team had made 
great progress in establishing IT risk manage-
ment, real changes in the application portfolio 
would take longer to achieve. The future of the 
company depended on an effective and 
uneventful GEP transformation. 

In thinking about the Fed review, Harte was 
cautiously optimistic, but he couldn’t help won-
dering: Had he and his staff missed anything 
important? Would the Fed focus on PFPC’s 
existing IT risks, or on its risk management 
capability? Would they believe that the Global 
Enterprise Platform transformation was a 
manageable risk? What else should PFPC be 
doing to improve its IT risk management 
capability?  

He would find out starting tomorrow. 
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Figure 1: PFPC / PNC Overview 

PNC Financial PFPC 

With $14B Market Cap and $70B in assets, PNC 
Financial Services Group is one of the nation’s largest 
diversified financial services organizations. 

PFPC provides Investor and Securities Services to 
many of the world’s leading financial services firms. 
The firm has approximately $1.7 Trillion in assets 
under administration. 

Major business lines include:  
 Mutual Fund accounting and subaccounting;  
 Transfer agency; 
 Custody; and  
 Securities lending. 

It provides a full range of financial services including: 
 Consumer banking;  
 Wholesale banking, including corporate banking, 

real estate finance and asset-based lending;  
 Wealth management;  
 Asset management; and  
 Global fund services. IT spends approximately $200M annually, and has 

1050 staff. 

2003 revenue was $5.3 Billion. 

IT management is complicated by: 
 Integration of $1.3B acquisition of First Data ISG; 
 12 lines of business; 
 Significant reorganization underway; and 
 Simultaneous transformation of legacy IT 

applications and infrastructure. 

 
Figure 2: Selected Operational and Financial Performance Highlights for PFPC 
 2003 2002 2001 2000 1999
INCOME STATEMENT      

Operating revenue 762 817 846 674 264
Operating expense 618 650 644 501 184

Earnings 61 65 36 47 45
PFPC earnings as a % of total parent earnings 6.1% 5.5% 9.5% 3.7% 3.6%

      
BALANCE SHEET      

Average Assets 1909 1888 1771 1578 308
      
PERFORMANCE RATIOS      

Return on assigned capital 29% 31% 17% 22% 40%
Operating margin 21% 23% 17% 21% 30%

      
OTHER INFORMATION      

Average Number of Employees 
(Full-time-Equivalent persons) 5081 5834 5737 NA NA

    
SERVICING STATISTICS (as of Dec. 31)      

Accounting / Administration assets ($Billions)      
Domestic 622 481 514 454 NA

Foreign 45 29 21 9 NA
Total 667 510 535 463 412

Custody assets ($Billions) 401 336 357 437 388
Shareholder accounts (millions) 53 51 49 43 34

These figures were excerpted and summarized by the authors from PNC annual reports. All numbers are in US$Millions, 
except where noted otherwise.  
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Figure 3: Enterprise Level Risk Summary4 

 
 
 
Figure 4: Summary-level Listing of IT Risks 

Technology 
Business Specific  
Technology Risk 

Vendor management Legacy technology migration & innovation 
management in an uneven economy 

Crisis management/Business continuity Conversions 

Technology risk management maturity—
regulatory compliance 

24x7x365 availability; reliability; keeping it all 
running in the face of infrastructure, vendor 
variables and changes in applications software 

Migration of critical technology infrastructure 

Compliance with standard architecture, getting 
modern skills, meeting deadlines, and managing 
risk in a time of rapid regulatory and market 
change 

 

                                                 
4 This enterprise-level summary was compiled by the Chief Risk Officer of the firm and presented to the RMC along with more detailed 
analysis of important risks in each LOB and function. For purposes of the case, it has been modified to show only IT-related risks. 
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Figure 5: PFPC Technology Risk Governance Structures 

Technology Risk Management
Triangle – PFPC Worldwide

Technology Risk Governance
PFPC PNC

RISK MANAGERS Michael Harte John Ericksen

• Strategy: Michael Harte Tim Shack

• Architecture: Per Gyllstrom Gino Lupia

• Financial Control: Brian Fay               Gary Evans

• Security Program: Greg Palmer           John Ericksen

• Project Methodologies: Larry Persie Gino Lupia

• Service Management: Mark Wilme Tracey Merrick

• Human Capital: Mike Givler Joann Blehi

Technology Risk 
Management

PFPC CIO: 

Michael Harte

Business Risk Management
PFPC Business Risk Manager:

Claude Wade

PFPC Business Segments

PFPC Financial Control
Nick Marsini

Securities
Lending

Transfer 
Agency

Sub-
accounting

Retirement
Services

Fund Acc’ting
& Admin Custody

Offshore
Services ABDAPDAOS

 
Figure 6: Risk-related Reviews in the project initiation and funding process 
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Figure 7: Excerpt from Technology Risk Management database 

 
Figure 8: Technology Risk Management Dashboard 
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