RFID End-to-End Security

Motivation KLite Applications

Klite is a simple hash-based authentication mechanism used to prove the legitimacy of a tag. This is to prevent unauthorized copying, in
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Ad aptive Obfuscati()n Brand and Liability Protection

Obfuscation attempts to hide legitimate data by also having fake data that it can disappear into. Adaptive Obfuscation takes this one step

further by composing data that looks real, but is not useful.
Drug manufacturers need a
way to prove liability for
A pharmaceuticals when there
Rtomer pharmac) is a problem or simply to

; track a drug trial. Proof that
an item is genuine and not a
forgery is critical

Needs: Methods

Physical Connections in a Standard RFID Application

. Pseudo-Legitimate Chaff

. . Mix-Nets
. Repeat Queries

. Mapping one Tag ID space to another

* AdaptveRouting +  Temporary False Identity
. Protection of Anti-Collision Discovery . Sustained False Identities

. Flypaper — “juicy” fake data Traditional Mix-Net

GeneriC ACCESS C()ntrOI Asset and Information Protection

Generic Access Control driven by the need for a ubiquitous and intuitive method for any application to control data visibility and updates.

Needs: Methods Retailers, and those who have
more special needs such as

«  Arbitrary-Grained Access Control . SIREN: Role Based Access Control? govﬁrqme”t and medical o it
e  Extensible and Distributed «  XML-based Role Based Access Control reguiations on privacy maxe |
Positi d N : Set ACL . HL7 necessary to ensure that an
[ J [ J
OSItI\(e an egatlve et construction . asset has not been swapped
. Real-t_lme Updates | | . Government Information Control Methods for an empty. For example:
Logistical Connections in a Standard RFID Applicati  on *  Adaptive to network segmentation - failsafe weapons, supplies, etc.
By Joe Foley
MIT Auto-ID Laboratory o - | o

1. Stephen August Weis. Security and Privacy in Ra  dio-Frequency ldentification Image Sources: (Top to Bottom)
devices. Master’'s Thesis, MIT. http://www.bbc.co.uk/lanuages/spanish/lj/moving on/ challenge/passport.shtml
2. Arundhati Sing. SIREN: A SQL-Based Implementatio n of Role-Based Access http://lamesburnsdesign.com/images/3DExamples/PillB ottle.jpg

Control for Enterprise Networks. Master’s Thesis, MIT. http://admin.avisian.com/images/rfid_marines.qif




