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Abstract

Following up on its first construction by Gentry (STOC 2009), fully-homomorphic encryption
(FHE) has generated a multitude of different works, seeking both for new theoretical approaches
as well as for more efficient instantiations. All existing FHE schemes, however, are tightly
connected to specific assumptions, and no generic constructions are known.

In this paper, we investigate generic constructions of FHE. Specifically, we introduce a new
primitive, called Many-to-One Functional Re-encryption, which allows, given multiple messages
encrypted under a public key for one encryption scheme, to produce an encryption of a func-
tion of these messages under another key— possibly for a different encryption scheme. We
introduce a new notion of obfuscation for many-to-one functional re-encryption, and show that
such obfuscation yields a generic transformation from a semantically-secure encryption scheme
to leveled FHE. We further demonstrate that existing FHE schemes (both those that employ
bootstrapping and relinearization) can be viewed as instantiations of this paradigm.



1 Introduction

Fully-Homomorphic Encryption.The discovery of fully-homomorphic encryption schemes (FHE)
has been a key development in modern cryptography. FHE schemes allow arbitrary computation
on encrypted data without decrypting. The notion was first proposed by Rivest, Adleman, and
Dertouzos [RAD78], but it took more than three decades for the first schemes to be developed.
Several FHE schemes have now been developed, first under somewhat nonstandard lattice assump-
tions [Gen09, SV10], then under hardness assumptions for approximate GCD [vDGHV10, CMNT11,
CNT12], and finally under various forms of the Learning With Errors assumption [BV11b, BV11a,
BGV11, Bra12, GHS12b, GHS12a, GSW13] or other lattice-based assumptions [GH11].

At the same time, no general construction is known from smaller primitives, even for the case of
leveled FHE schemes. A d-leveled FHE scheme allows computation of depth-d circuits on encrypted
data, allowing its public key size to be a polynomial function in d. In this paper, we address the
question of finding a primitive which allows a generic construction of FHE on top of a suitable
encryption scheme, and revisit existing works in terms of instantiations of this blueprint.

Obfuscating re-encryption. Our approach relies on the notion of obfuscated re-encryption,
which has been developed in parallel to FHE. While obfuscation of general functions is impos-
sible [BGI+01], there have been several positive results detailing function families that can be
obfuscated (e.g. [Wee05, DS05, CRV10], among many others). In particular, there has been a line
of research on obfuscation that is secure on average (that is, for a random function from a family),
rather than for any function in the family ([GK05, AW07], and others); this definition is particularly
relevant to cryptographic applications that use randomized functions. Hohenberger et al [HRSV07]
show a method to obfuscate a re-encryption functionality–that is, a functionality which allows for
decryption under one key and encryption under a second–such that the re-encryption procedure
can be delegated to a third party who does not learn anything about the re-encrypted messages.
Chandran et al [CCV12] extended this work even further, and consider functional re-encryption, in
which the second encryption key is a function of the underlying message, in the context of obfus-
cation of the function (and hiding the message). However, such functionalities have generally only
been defined for single-input functions.

Many-to-one functional re-encryption. Our first contribution is to introduce and define
the notion of many-to-one functional re-encryption and its obfuscation. More specifically, for a
function f , this functionality allows an evaluator to take multiple ciphertexts c1, . . . , cq encrypting
messages m1, . . . ,mq under the same key pk for some public-key cryptosystem PKE, and computes
an encryption of f(m1, . . . ,mq) under a different key for some possibly different cryptosystem PKE′.

Clearly, this functionality is by itself uninteresting, as it can be trivially realized by decrypting
the input messages, computing the function, and encrypting the result. However, this functionality
becomes interesting if it can be obfuscated and hence delegated to a user without revealing the
corresponding secret key. For this reason, we also define a notion of obfuscation for this function-
ality, which is substantially different than the one proposed by previous works on re-encryption,
despite its similar “average-case” perspective: At a high level, our first definition states that for a
random circuit computing the re-encryption and for an observer who knows the public key of the
source scheme, the obfuscation of that circuit and the public key of the target scheme are indis-
tinguishable from the output of a simulator that only knows the public-key of the source scheme.
We also consider a stronger notion, where the simulator does not simulate the public key of the
target scheme, but obtains it externally. We show that the latter definition is in fact implied by
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the definition from [HRSV07].

FHE from many-to-one functional re-encryption.As one application of many-to-one func-
tional encryption, our second contribution is to show a generic construction of leveled FHE given
a semantically-secure encryption scheme such that the corresponding multi-input functional re-
encryption functionalities for a complete set of operations (e.g., for the NAND operation) can be
obfuscated with respect to the new notions introduced in this paper.

As an application, we show that Regev-style encryption [Reg05] admits such obfuscated re-
encryption for multiplication, which, combined with our main result and the existing additive
homomorphism of the encryption yields a level FHE scheme. This scheme corresponds to the one
recently proposed by Brakerski [Bra12], for which we provide a more modular abstraction. We also
reinterpret the technique of “bootstrapping” ([Gen09] and followup work) as specific implementa-
tions of our generic construction.

2 Preliminaries

2.1 Public-Key Encryption and Semantic Security

We start by introducing our notation to describe public-key encryption schemes. Specifically, a
public-key encryption scheme is a triple of algorithms PKE = (Gen,Enc,Dec), where:

- the randomized algorithm Gen is the key generation algorithm, which takes as input the

security parameter 1k, and outputs a public-key / secret-key pair (pk, sk)
$
← Gen(1k).

- Enc is the randomized encryption algorithm, and Dec is the deterministic decryption algo-
rithm.

We assume that PKE is correct if for all valid public-key / secret-key pairs (pk, sk), and all messages
m, the probability Pr [Dec(sk,Enc(pk,m)) 6= m] is negligible, where the probability is taken over the
random coins of the encryption algorithm Enc. Moreover, we say that PKE is semantically secure
if for all PPT distinguishers D and all messages m, we have

Pr
[

(pk, sk)
$
← Gen(1n) : D(pk,Enc(pk,m))) = 1

]

− Pr
[

(pk, sk)
$
← Gen(1n) : D(pk,Enc(pk, 0))) = 1

]

≤ negl(n) .

2.2 Fully-Homomorphic Encryption

A fully homomorphic encryption (FHE) scheme is an encryption scheme which allows for arbitrary
computation on encrypted data. Namely, it consists of a tuple FHE = (Gen,Enc,Dec,Eval) such
that Gen outputs a triple of keys (pk, sk, evk), where evk is the additional evaluation key. The
correctness requirements for (Gen,Enc,Dec) are as in traditional public-key encryption. Moreover,
Eval is the evaluation algorithm and is such that for every circuit f with q inputs, and messages
m1, . . . ,mq, we have

Dec(sk,Eval(evk, f,Enc(pk,m1), . . . ,Enc(pk,mq))) = f(m1, . . . ,mq) ,

where (pk, sk, evk)
$
← Gen. Informally, we say that FHE is leveled (with d levels), if it only evaluates

circuits of depth d (in some well defined circuit model), and the parameters are allowed to depend
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on d. Finally, we say that FHE is semantically secure, if for all PPT distinguishers D and all
messages m, we have

Pr
[

(pk, sk, evk)
$
← Gen(1n) : D(pk, evk,Enc(pk,m))) = 1

]

− Pr
[

(pk, sk, evk)
$
← Gen(1n) : D(pk, evk,Enc(pk, 0))) = 1

]

≤ negl(n) .

FHE constructions in the literature include [Gen09, SV10, vDGHV10, CMNT11, BV11b, BV11a,
GH11, BGV11, Bra12, GHS12b, CNT12, GHS12a, GSW13].

3 Many-to-one Functional Re-encryption and its Obfuscation

In this section, we introduce the notion of many-to-one functional re-encryption, as well as a new
notion of obfuscation for this functionality which, while tailored at our applications, exhibits natural
connections to previous notions.

3.1 Many-to-one Functional Re-encryption

We start by defining circuits providing many-to-one functional re-encryption. In the most gen-
eral case, we are given two public-key encryption schemes PKE and PKE′ (where potentially, but

not necessarily, PKE = PKE′). We are interested in families of circuits Rf

sk,pk′
indexed by valid

secret keys sk for PKE and valid public keys pk′ for PKE′ which, given encryptions of messages
m1, . . . ,mq under PKE, produce an encryption of f(m1, . . . ,mq) for PKE′. Of course, a canonical
implementation of such circuit simply decrypts c1, . . . , cq, and then re-encrypts f(m1, . . . ,mq) with
fresh randomness. However, we will not make any further assumptions on these circuits, i.e., they
may be randomized or not, and we require them to work in a more general sense, where any q
ciphertexts c1, . . . , cq decrypting to m1, . . . ,mq under sk will result in a ciphertext decrypting to
f(m1, . . . ,mq).

Definition. Let PKE = (Gen,Enc,Dec) and PKE′ = (Gen′,Enc′,Dec′) be public-key encryption
schemes. Let M and M′ be the message spaces of PKE and PKE′, respectively, and let f :Mq →
M′ be a function. A f -re-encryption functionality from PKE to PKE′ is a family of (possibly

randomized) circuits Rf =
{

Rf

sk,pk′

}

(sk,pk′)
indexed by secret keys sk of PKE and public keys pk′ of

PKE′ such that for all valid ciphertexts c1, . . . , cq for PKE,

Dec′(sk′, Rf

sk,pk′
(c1, . . . , cq)) = f(m1, . . . ,mq) ,

with overwhelming probability over the random choices of (pk, sk)
$
← Gen, (pk′, sk′)

$
← Gen′, and

Rf , where mi = Dec(sk, ci) for i = 1, . . . , q.

Without loss of generality, it will be convenient to assume that the description of the circuit
Rf

sk,pk′
allows one to recover the value of sk and pk′ efficiently.

Note that in the case where q = 1 and f is the identity, this notion corresponds to the traditional
setting of re-encryption introduced by Hohenberger et al [HRSV07]. In contrast, the more general
setting of functional re-encryption introduced by Chandran et al [CCV12] is different, in that
it considers multiple recipients with different keypairs, and a function applied to an attribute
associated with the ciphertext determines the recipient of the encryption. In their setting, however,
no transformation is applied to the plaintext itself.
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3.2 Obfuscation for Many-to-one Functional Re-encryption

We now define our new notion of secure obfuscation as specifically applied to the many-to-one re-
encryption regime, i.e., to a f -re-encryption functionality Rf from a source scheme PKE to a target
scheme PKE′. Following earlier work on obfuscation [Wee05, DS05, AW07, HRSV07, CRV10], we
want the obfuscated circuit to perform the same computation as the original circuit. However, at
the same time, we want to argue that an adversary does not learn any useful information from
the obfuscated circuit beyond what it would learn by evaluating its functionality in purely black-
box manner. This latter requirement is defined using a simulation-based approach, in contrast to
indistinguishability-based obfuscation as in e.g. [AW07].

We note that for the case of one-argument functions, our notion will differ from the one proposed
by Chase et al [CCV12], while still following the same average-case viewpoint. Intuitively, our notion
attempts to capture at the same time the fact that the obfuscated re-encryption functionality does
not reveal any information beyond black-box access to the functionality and the fact that black-box
access to the functionality does not reveal any information about the messages being encrypted.
Still, our notion is connected to (and in many cases implied by) the notion defined in these earlier
work, as we explain below.

For now, more concretely, let Obf be a PPT algorithm whose input and output are both circuits.
Obf is a secure obfuscator for re-encryption circuit family Rf if the following definition is satisfied.

Definition (Re-encryption Obfuscation). We say that Obf securely obfuscates the f -re-encryption
functionality Rf from PKE to PKE′ if the following two properties hold:

- Correctness: For any C = Rf

sk,pk′
∈ Rf , the statistical distance ∆(Obf(C)(x), C(x)) is

negligible for all inputs x.

- Simulatability: There exists a PPT simulator S such that for all PPT distinguishers D and
security parameter n,

|Pr[(sk, pk)
$
← Gen(1n), (pk′, sk′)

$
← Gen′(1n) : D(pk, pk′,Obf(Rf

sk,pk′
)) = 1]

−Pr[(sk, pk)
$
← Gen(1n) : D(pk, S(pk)) = 1]| < negl(n)

where the probabilities are taken over the coins of Gen and S.

This notion is somewhat different than those found in the existing literature on obfuscation;
let us discuss this notion a little bit further. Generally, one defines obfuscators as being secure
whenever the resulting obfuscation does not help more in computing the function implemented by
the underlying circuit than black-box access to the function itself. We note that the definition
provides a very strong guarantee, in that it says that an attacker, given pk, pk′ and the obfuscation
Obf(Rf

sk,pk′
) does not learn anything beyond the public key pk of the source scheme. Note that

the obfuscation may be a randomized circuit itself, and that the correctness requirements assumes
honest evaluation of the circuit, i.e., using honestly generated random coins.

We stress that the simulator is required to simulate the public-key pk′ together with the obfusca-
tion Obf(Rf

sk,pk). We also discuss a stronger notion of obfuscation where the simulator is restricted

to use an externally generate public key pk′ for the target scheme.

Definition (Strong Re-encryption Obfuscation). We say that Obf strongly securely obfus-
cates the f -re-encryption functionality Rf from PKE to PKE′ if correctness as above holds, and
additionally, the following stronger simulatability requirement holds:
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- Strong Simulatability: There exists a PPT simulator S such that for all PPT distinguishers
D and security parameter n,

|Pr[(pk, sk)
$
← Gen(1n), (pk′, sk′)

$
← Gen′(1n) : D(pk, pk′,Obf(Rf

sk,pk′
)) = 1]

−Pr[(pk, sk)
$
← Gen(1n), (pk′, sk′)

$
← Gen′(1n) : D(pk, pk′, S(pk, pk′)) = 1]| < negl(n)

where the probabilities are taken over the coins of Gen and S.

Relation to earlier definitions.As mentioned above, previous works on re-encryption [HRSV07,
CCV12] considered a different notion of average-case obfuscation which appears at first incompara-

ble to ours, in which the simulator must simulate Obf(Rf

sk,pk′
), given black-box access to Rf

sk,pk′
and

knowing the public keys pk, pk′. Formally, when translated to our setting of multi-input functional
re-encryption, the requirement of these earlier works is as follows:

- Virtual Black-boxness: There exists a PPT simulator S such that for all PPT distinguish-
ers D and security parameter n,

|Pr[(pk, sk)
$
← Gen(1n), (pk′, sk′)

$
← Gen′(1n) : D

R
f

sk,pk′ (pk, pk′,Obf(Rf

sk,pk′
)) = 1]

−Pr[(pk, sk)
$
← Gen(1n), (pk′, sk′)

$
← Gen(1n) : D

R
f

sk,pk′ (pk, pk′, S
R

f

sk,pk′ (pk, pk′) = 1]| < negl(n)

where the probabilities are taken over the coins of Gen and S.

We will now prove that strong virtual black-boxness implies our strong obfuscation notion
above for natural re-encryption functionalities, hence making it a somewhat stronger notion. More
concretely, we say that the f -re-encryption functionality Rf = {Rf

sk,pk′
} is simulatable if there exists

a simulator S′ such that for all PPT distinguishers D, we have

|Pr[(pk, sk)
$
← Gen(1n), (pk′, sk′)

$
← Gen′(1n) : D

R
f

sk,pk′ (pk, pk′) = 1]

−Pr[(pk, sk)
$
← Gen(1n), (pk′, sk′)

$
← Gen′(1n) : DS′(pk,pk′)(pk, pk′) = 1]| < negl(n) .

For example, the canonical re-encryption functionality is simulatable by semantic security, provided
we can efficiently test if a ciphertext input to the functionality is decryptable given pk only. Then,
we can show the following:

Lemma. Assume that the obfuscator satisfies the virtual black-boxness property and the f -reencryption
functionality Rf is private. Then, the obfuscator satisfies the strong simulatability property.

Proof. As our new simulator Ŝ for the strong simulatability property, we use the simulator S for
virtual black-boxness, taking pk and pk′ as inputs, and use S′ guaranteed to exist by simulatability
of the functionality Rf to answer S’s queries, i.e., for short, Ŝ(·, ·) = SS′

(·, ·). Then, if there
exists an attacker D violating strong obfuscability, distinguishing with non-negligible advantage
ε, then D also violates the virtual black-boxness property (without making oracle queries) with
distinguishing advantage ε−negl(n). This is because by the simulatability of Rf , the probabilities
that D outputs one when interacting with either of (pk, pk′, Ŝ(pk, pk′)) = (pk, pk′, SS′

(pk, pk′)) and

(pk, pk′, SR
f
sk,pk(pk, pk′))) are negligibly close.
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4 Fully Homomorphic Encryption from Many-to-one Functional

Re-encryption

In this section, we connect the notion of obfuscated many-to-one functional re-encryption with
FHE, by presenting a generic construction from the former to the latter. In particular, we assume
the possibility of obfuscating functional-re-encryption for specific families of functions, which we
will discuss first.

4.1 Universal Operations and Circuits

We define the notion of an (unobfuscated) re-encryption circuit that applies a universal operation
to its inputs. In particular, for a message spaceM = {Mn}n∈N (e.g., M = {0, 1}), let F = {Fn}
be a universal class of functions, i.e., such that Fn is small enough (i.e., polynomial in n, though
usually constant) and such that every function Mq

n → Mn can be computed by circuits having
gates implementing functions from Fn. For example, we could haveMn = {0, 1} for all n ∈ N, and
Fn simply contains the NAND function. Similarly, ifMn = Fq for some prime power q depending
on n, then F could consists of addition and multiplication in Fq.

As usual, the gates of the circuit with F-gates can be divided into layers: any gate whose inputs
consist only of input bits to the entire circuit is defined to be in layer 0, and any gate whose input
consists only of outputs of layer-i gates is in layer i+1. Without loss of generality, we can consider
circuits where each layer-i gate only outputs to layer i+ 1.

4.2 Main Construction

For i ∈ {0, 1, . . . , d}, let PKEi = (Geni,Enci,Deci) be public-key encryption schemes (later to be
assumed semantically secure) with common message spaceM, and let F be a universal family of

functions for M. Also, for all f ∈ F and i ∈ {0, 1, . . . , d − 1}, let Rf
i = {Rf,i

ski,pki+1
} be the a

f -re-encryption functionality from PKEi to PKEi+1. Moreover, assume we have an obfuscator Obffi
for Rf

i .
We construct a d-leveled FHE scheme FHE = (Gen,Enc,Dec,Eval) as follows:

- Gen(1n): Run Gen(i) to generate (pki, ski)
$
← Gen(i) for all i = 0, 1, . . . , d.

Let the public key pk = (pk0, ...pkd), and let the evaluation key evk =

({Obff0(R
f,0
sk0,pk1

), ...Obffd−1(R
f,d−1
skd−1,pkd

)}f∈F ). The secret key is sk = (sk0, ...skd).

- Encpk(m): Return c = Enc
(0)
pk0

(m).

- Decsk(c): Run Decskd(c). (For depths i less than d, other ski may be used.)

- Evalevk(B, c1, . . . , cq), where B is a circuit consisting of F gates of depth at most d
and with q inputs: Start with c1, . . . , cq as values on the q input wires, and for each
r-ary gate f with inputs at layer i = 0, 1, . . . , d−1 with value c′1, . . . , c

′
r on the input

layers, run Obf
f
i (R

f,i
ski−1,pki+1

) on inputs c′1, . . . , c
′
q, and assign the resulting value c′′

to the output wire.
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Remark. In many situations, the encryption schemes PKEi may present some partial homomor-
phism properties, i.e., it may allow for computing some function f ∈ F (e.g., addition in Fq) without
resorting to re-encryption. In these situations, the obvious efficiency improvements can be made
for the scheme, avoiding the use of re-encryption to compute f gates. We dispense with a formal
specification of the construction in this case.

4.3 Security

We will prove the following theorems, which are the main result of this section.

Theorem (Security of the Main Construction). Assume that PKE0 is semantically secure,

and that for all i ∈ {0, . . . , d − 1} and f ∈ F , the obfuscators Obf
f
i strongly securely obfuscate

the f re-encryption functionality Rf
i . Then the Main Construction above is a semantically-secure

d-leveled FHE scheme.

The following result shows that if F = {f}, i.e., only one function is contained, then we can
instead use the weaker notion of (non-strong) obfuscation.1

Theorem (Security of the Main Construction – Single Function Case). Assume that PKE0

is semantically secure, and that for all i ∈ {0, . . . , d − 1}, the obfuscator Obf
f
i securely obfuscates

the f re-encryption functionality Rf
i . Then the Main Construction above is a semantically-secure

d-leveled FHE scheme.

For both theorems, note that correctness is obvious by the definition of the re-encryption func-
tionality and the correctness properties of the obfuscators. We are going to focus on proving the
second theorem, as the proof is in fact more complicated than in the first case.

Therefore, as the core of our proof, we wish to show that the above construction achieves
semantic security. Specifically, we show that for all PPT D,

|Pr[(sk, pk, evk)← Gen(1n) : D(Encpk(m), pk, evk) = 1

−Pr[(sk, pk, evk)← Gen(1n) : D(Encpk(0), pk, evk) = 1]| < negl(n)

where the probability is taken over the random coins of Gen and of the encryptions.

To this end, we first prove a useful lemma to show that we can securely chain together obfus-
cators to perform multiple operations on an underlying message.

Lemma. For all m ∈ M, there exists PPT simulator S∗ such that

|Pr[(pk, evk, sk)
$
← Gen(1n) : D(Encpk(m), pk, evk) = 1]

− Pr[(sk0, pk0)
$
← Gen(0)(1n) : D(Enc

(0)
pk0

(m), pk0, S
∗(pk0)) = 1]| < negl(n)

where the probabilities are taken over the coins of Gen, Gen(0), the encryptions, and the simulator
S∗.

1There are multiple reasons why F may only contain one function: EIther f is the NAND function or the underlying
scheme already provides some level of homomorphism (e.g. additions).
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Proof. The real distribution (Encpk(m), pk, evk) can be rewritten explicitly as

(Enc
(0)
pk0

(m), pk0,Obf
f
0(R

f,0
sk0,pk1

), pk1,Obf
f
1(R

f,1
sk1,pk2

), pk2, ...,Obf
f
d−1(R

fd−1
skd−1,pkd

), pkd) .

We now use a hybrid argument to show that this distribution is computationally indistinguishable
from the simulated distribution

(Enc
(0)
pk0

(m), pk0, S
∗(pk0)) ,

for a simulator S∗ which is given below.
To do this, we construct a series of distributions, and argue that a polynomial-time distinguisher

cannot notice a difference at each step, except with negligible probability.

Distribution 0 : The distinguisher is given the “real-world view”

(Encpk0(m), pk0,Obf
f
0(R

f,0
sk0,pk1

), pk1,Obf
f
1(R

f,1
sk1,pk2

), pk2, ...Obf
f
d−1(R

f,d−1
skd−1,pkd

), pkd) .

Distribution 1 : Let Sd−1 be the simulator guaranteed by the security of Obffd−1. The distin-
guisher is given

(Encpk0(m), pk0,Obf
f
0 (R

f,0
sk0,pk1

), pk1,Obf(R
f,1
sk1,pk2

), pk2, ...,Obf
f
d−1(R

f,d−1
skd−2,pkd−1

), pkd−1, Sd−1(pkd−1))

That is, the only change from Distribution 0 is that (Obffd−1(R
f,d−1
skd−1,pkd

), pkd) is replaced by Sd−1(pkd−1).

By definition, we know that (pkd−1,Obf
f
d−1(R

f,d−1
skd−1,pkd

), pkd) is computationally indistinguishable

from (pkd−1, Sd−1(pkd−1)). The only remaining element of these distributions that depends on the

values (skd−1, pkd−1) is Obff,d−2(Rf,d−2
skd−2,pkd−1

). Note that this value only depends on pkd−1 and

not skd−1. Thus, since we are already giving pkd−1 in the clear, an adversary gains no additional

information about skd−1 by seeing Obf
f
d−2(R

f,d−2
skd−2,pkd−1

). The other elements of the distribution are

independent of the keys at index d−1 and d, so we know that the Distribution 0 is computationally
indistinguishable from Distribution 1.

Distribution 2 Again, let Sd−1 be the simulator guaranteed by the security of Obffd−1, and let

S′
d−2 be the simulator guaranteed by the security of Obffd−2. Define Sd−2 as a function that applies

S′
d−2 to its input to get a pair, then applies Sd−1 to the second element of that pair to get another

pair, and outputs the 4-tuple that consists of both pairs. The distinguisher is given

(Encpk0(m), pk0,Obf
f
0 (R

f,0
sk0,pk1

), pk1,Obf
f
1 (R

f,1
sk1,pk2

), pk2, . . .

pkd−3,Obf
f
d−3(R

f,d−3
skd−3,pkd−2

), pkd−2, Sd−2(pkd−2))

This step is different from the previous step since the “pkd−1” used to generate the last two elements

is now itself simulated instead of being output by Gen(d−1) directly. However, if an adversary could
distinguish Distribution 2 from Distribution 1, he could use S′ to break break the security of the
obfuscator itself (by generating the encryption and pk0, . . . , pkd−3 himself, using the challenge as
pkd−2, x, y, and running Sd−1(y) to generate the final two elements). Thus, Distribution 2 must be
computationally indistinguishable from Distribution 1.

We continue replacing pairs with a simulator in this manner until we reach:
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Distribution d In Distribution d, we have replaced d (obfuscated circuit, public key) pairs with
simulated values, yielding

(Encpk0(m), pk0, S
∗(pk0))

as desired. By hybrid argument, since each adjacent pair of distributions are computationally
indistinguishable, Distribution 0 and Distribution d are computationally indistinguishable.

We therefore know that the security of the obfuscation algorithm implies that we can use many
obfuscated re-encryption algorithms in succession without breaking security. From here on, proving
the semantic security of the main construction is straightforward. Indeed, assume an adversary has
both pk and evk. We know that

(Encpk0(m),m0,Obf
f
0(R

f,0
sk0,pk1

), pk1,Obf
f
1(R

f,1
sk1,pk2

), pk2, ...,Obf
f
d−1(R

f,d−1
skd−1,pkd

), pkd)

≈ (Encpk0(m), pk0, S
∗(pk0))

for some S∗. Furthermore, since S∗ is efficient, we know that the output of S∗(pk0) can give no
more information about sk0 to the adversary than pk0 itself can (since the adversary could have
simply run S∗ on his own). Since the original encryption scheme is semantically secure, we thus
know that (Encpk0(m), pk0, S

∗(pk0)) ≈ (Encpk0(0), pk0, S
∗(pk0)) to any PPT adversary. Thus, such

an adversary can only have negligible advantage at distinguishing encryptions of m and of 0, and
the FHE is semantically secure.

5 Example Construction

In this section, we exercise our framework by taking the public-key system of Regev [Reg05], which
is semantically secure under the Learning With Errors assumption, and give a secure obfuscation
algorithm for the multiplication-re-encryption functionality from this scheme to itself. This scheme
is naturally additively homomorphic; thus, by the main theorem, this implies a (leveled) fully-
homomorphic encryption scheme. Note that the resulting construction is essentially that of [Bra12];
however, we believe that viewing the problem as one of obfuscated re-encryption provides a cleaner
approach.

5.1 A Public-Key Encryption Scheme

The basic public-key encryption scheme is due to Regev [Reg05]. It is parameterized by n,m, q, χ
from the LWE assumption used. We will refer to this scheme as PKEn,q,χ.

- Gen(1k): Choose vector s′
$
← Z

n
q , matrix A

$
← Z

m×n
q , and vector e

$
← χm. Compute

b = A · s′ + e. Output secret key s = (s′,−1) and public key (A,b).

- Encpk(m): Given m ∈ {0, 1}, choose r
$
← {0, 1}m and output (AT r, 〈b, r〉+⌊ q2⌋ ·m).

- Decsk(c): Compute (〈s, c〉 (mod q)). Output 0 if this value is closer to 0 and 1 if
this value is closer to ⌊ q2⌋ (mod q).

This encryption scheme is semantically secure under the LWEq,χ assumption [Reg05]. Fur-
thermore, it is clearly additively homomorphic over GF [2] (for appropriate choice of χ), since
(〈s, c1 + c2〉 (mod q)) = ⌊ q2⌋ · (m1 +m2)− 〈e, r1 + r2〉 (mod q).
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5.2 Re-encryption and Obfuscation

Re-encryption functionality. We consider the family of circuits R×, the re-encryption-with-
multiplication circuits from PKEn,q,χ to PKEn,q,χ′. (The values n and q could change as well, if
desired.) A circuit R×

sk,pk′
∈ R× contains the secret key sk = s of a scheme in PKEn,q,χ and the public

key pk′ = (A′,b′) of a scheme in PKEn,q,χ′, hardwired inside. It takes as input two ciphertexts and
applies Decsk(·) to each of them to obtain two bits. It multiplies these two bits (corresponding to
a logical and), runs Encpk′(·) on the result, and outputs the resulting ciphertext.

Construction of Obf. To construct our obfuscator, we first define transformations BitDecomp

and PowersOf2 (used previously in [BV11a], [BGV11], [Bra12], [GSW13]). If v = (v1, v2, ...vℓ) ∈ Z
ℓ
q,

then:

- BitDecompq(v) = (v1,0, v1,1, ...v1,⌈lg q⌉, v2,0, ...vℓ,⌈lg q⌉), where vi,j is the j-th least significant bit
of vi (that is, vi =

∑

j 2
jvi,j).

- PowersOf2q(v) = (v1, 2v1, 4v1, ...2
⌈lg q⌉ · v1, v2, 2v2...2

⌈lg q⌉ · vℓ).

In the following, we will generally omit the subscript q. Of note is that for any u,v ∈ Z
n
q , 〈u,v〉 =

〈BitDecomp(u),PowersOf2(v)〉.
We will describe the transformation we want Obf to perform first, and then define its circuit

output. We first compute s̃ = 2
q
(BitDecomp(s) ⊗ BitDecomp(s)), a rational vector of length ((n +

1)⌈lg q⌉)2. Here ⊗ denotes the tensor product.
We then use pk′ = (A′,b′) to “encrypt”2 each element of PowersOf2(̃s). That is, we choose

R
$
← {0, 1}((n+1)2⌈lg q⌉3)×m and compute D = [A′|b′]T · R + q

2 [0|PowersOf2(̃s)]
T , where 0 is an

m× n matrix of zeroes. (Note that D is an integer matrix.)
Define c̃ = 2

q
(PowersOf2(c1) ⊗ PowersOf2(c2)). Obf will extract s and (A′,b′) from its input.

Then it constructs a randomized circuit that chooses a randomR as defined above and computes the
correspondingD. The circuit takes in two input ciphertexts c1 and c2, computesD·BitDecomp(⌊c̃⌉),
and outputs this value. Obf outputs this circuit as the obfuscation of R×

sk,pk′
.

2As in [BV11a], this is not true encryption, since the encrypted values are not bits; thus, they cannot be decrypted
properly. However, the operation is the same, and the intuition that these values are “encrypted” may be useful.
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Correctness. The circuit Obf(R×
sk,pk′

) calculates

D·BitDecomp(⌊c̃⌉)

= [A′|b′]T ·R · BitDecomp(⌊c̃⌉) +
q

2
[0|PowersOf2(̃s)]T · BitDecomp(⌊c̃⌉)

= [A′|b′]T · r′ +
q

2
(0n, 〈̃s, ⌊c̃⌉〉)

= [A′|b′]T · r′ + (0n, 〈BitDecomp(s)⊗ BitDecomp(s),
2

q
(PowersOf2(c1)⊗ PowersOf2(c2)〉)) + e′1

= [A′|b′]T · r′ +
2

q
(0n, 〈s, c1〉 · 〈s, c2〉) + e′1

= [A′|b′]T · r′ +
2

q
(0n, (〈e1, r1〉+

q

2
m1)(〈e2, r2〉+

q

2
m2)) + e′1

= [A′|b′]T · r′ +
q

2
(0n,m1m2) + e′1 + e′2

We wish to show that this is statistically close to the output of R×
sk,pk′

(which is a fresh encryption

of m1m2). There are two differences: the fact that r′ is not a binary vector, and the presence of
an additional additive error term (e1 + e2).

For the first difference, note that [A′|b′]T ·r′ ∈ Z
n
q , and that bothA′ andR are chosen randomly.

There are 2m choices of r′′ ∈ {0, 1}m. Thus, for a value m = Ω(n lg q), with high probability there
exists r′′ ∈ {0, 1}m such that [A′|b′]T · r′ = [A′|b′]T · r′′.

For the second difference, we note that both e′1 and e′2 are “small”. Specifically, e′1 comes
from rounding error; each element is rounded by at most 1/2, so its magnitude is bounded3 by
||BitDecomp(s)⊗BitDecomp(s)||1 ·

1
2 ≤ ((n+1)(⌈lg q⌉+1))2/2. e′2 is due to the presence of e1 and

bfe2 in the original ciphertexts; however, the presence of the 2
q
coefficient means that this term is

bounded by O(mε), where ε is the original error bound of χ. Note that the magnitude of (e1 + e2)
is independent of q aside from a logarithmic factor; thus, we can choose the LWE parameters (in
particular, q and χ′) such that the output distributions of the obfuscated and unobfuscated circuits
are statistically close.

Simulatability. We show a simulator S that satisfies the strong simulatability condition for
this construction, as defined in section 3.2. Recall that Obf(R×

sk,pk′
) constructs a circuit that only

depends on the values (sk, pk′) through a matrix D, defined as [A′|b′]T ·R+ q
2 [0|PowersOf2(̃s)]

T . The

simulator S simply chooses R
$
← {0, 1}((n+1)2⌈lg q⌉3)×m and returns a circuit that uses [A′|b′]T ·R

in place of D.
Note that this is simply a Regev encryption of 0 under the key pk′; indistinguishability holds

by the semantic security of the original Regev scheme.

6 Bootstrapping

Many existing FHE schemes, starting with that of Gentry [Gen09], operate on the principle of
“bootstrapping”. That is, they first define a “somewhat homomorphic” scheme, which is capable

3Bounding this error is the reason to introduce BitDecomp and PowersOf2–this allows the vector BitDecomp(s)⊗
BitDecomp(s) to be binary.
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of homomorphically evaluating its own decryption circuit plus a single operation under a single
key. They then provide a chain of encrypted keys under this scheme, where the i-th decryption
key is encrypted under the (i+ 1)st key. This construction allows for (leveled) fully-homomorphic
evaluation: given a ciphertext encrypted under the i-th key, the evaluator encrypts the ciphertext
under the (i + 1)st key and then homomorphically evaluates the decryption circuit on the new
ciphertext and the encrypted i-th key, followed by one operation. The net result is an encryption
under key i+ 1 of the operation applied to the plaintext corresponding to the input.

The general bootstrapping paradigm can be seen under our framework as providing an obfus-
cated re-encryption-with-operation functionality. Specifically, given the keys pki+1, ski, one can
construct a circuit that encrypts its input under pki+1, runs the decryption operation homomor-
phically using a hardcoded value Encpki+1

(ski), and then homomorphically performs one operation.
This circuit performs the same computation as decrypting, performing the operation, and encrypt-
ing (by the correctness of the FHE scheme), and does not leak any information about the encrypted
data (by the semantic security of the FHE scheme). Thus, at a high level it is an obfuscated re-
encryption-with-operation circuit under our definition. However, our definition is more general,
since we do not require starting with a “somewhat homomorphic” encryption scheme, but any
semantically-secure encryption scheme with a securely-obfuscatable f -re-encryption functionality.
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