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A Few Elemernts
of Abstract Interpretation

__ Reference

[POPL'79] P. Cousot& R. Cousot. Systematicdesignof program analysisframeworks. In 61" POPL, pages269 282, SanAntonio, TX,
1979.ACM Press.
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A Model of Computer Programs

Syntax : awell-foundedetof programsP; i where

IS the strict Immediatesulcommnen relation;
Semartics of P2 P .

- Semartic domain : acompletéattice/cpohDJPK v ; ?; ti

- Compositional Fixp oint Semartics
Y

SIPKE 1. FIPK sipK
| PO P
i, f isthelimit ofx0=2,x *1=f(x ),x =t . x ,
limit ordinal,if arny. Existence.g.monotoy (by Tarski).
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Example: Syntax of Programs

T X:

TX DO

X =E;

while B C°

if B CY

if B Clelse C%
{Cl...Cn},(n
D C

RAC'04, March 28, 2004

0)

variablesX 2 X
typesT 2 T
arithmetic expressiong 2 E
booleanexpression8 2 B
declarationdD 2 D, vardD) = fXg
X 6vargDY, var{D) = f X g[ varg{D9Y
command€C 2 C (E C)

(B C,C° Q)

(B C,C° Q)

(B C,C° C,C% ()

(C: C,...,C, 0O
programP 2 P (C P)

¢ P. Cousot ﬁj@}@
s
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Example: Concrete Semartic Domain of Programs

Reabability properties:
JD cKE IoK states
JT X KE fXg7' T ( (X) is the value
JT X DKE fXg7! T)[ DK  ofX)

DIPKE' } ( IPK setsof states
Vv = Implication

? d:ef, false
= disjunction

P
RAC'04, March 28, 2004 6 B ﬁj@é&
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Example: Concrete Semartics of Programs

(Reachabillit y)

SIX =E:KR £ f [X EJEK]j 2R\ domE)g
X vIX) Ev; X V(YY) E (Y)
SJf B CKR £ SICKBIBKR)[ BJ BKR
BIBKR £ f 2R\ dom@B)jB holdsin g
SJf B Clelse C%R £' SICHBIBKR)[ SIC'NBJI BKR)
Siwhile B CYR €' letW =1fp X .R[ SICKBIBKX)
in (BJ: BKWV)
SK¥gKR £' R
SKC;i:::ChgkR £ SIC,K ::: SICK n>0
SJD CKR £ SJCK JDK (uninitializedvariables)

Not computablglundecidabiliy).

RAC'04, March 28, 2004 7 ¢ P. Cousot
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Abstraction

A reasoning/computatiosud that:
only somepropertiescanbe used;
the propertiesthat canbe usedarecalled abstract;

so, the (other concretl properties must be approi-
matedby the abstractones;

P e
c' March 28, 2004 P K
RAC'04, March 28, 200 8 ¢ P. Cousot ﬁz:ﬂf@
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Abstract Properties

Abstract Properties asetK( } () of propertiesof in-

terest (the only onewhidh can be usedto apprximate
others).

Direction of Appro Xximation

Appraximationfromabove: apprximatep by P sud that
P P;

Appraximationfrombelav: apprximateP by P sud that
P P (dua).

RAC'04, March 28,2004 9
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Best Abstraction

Werequirethat all concretgroperty P 2 } () haveabest
abstractiorP 2 A:

P P
sP02A:(P PO=) (P PO
So,by de nition of the greatestower bound/meet :

P=\fPO2AjP PQ2A

(Otherwisesee [JLC'92].)

___ Reference
[JLC'92] P. Cousot& R. Cousot. Abstract interpretation frameworks. J. Logic and Comp., 2(4):511 547,1992.
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Mo ore Family

This hypothesighat ary concretgroperty P 2 } () has
a bestabstractiorP 2 A impliesthat:

A isa Moorefamily
l.e. It Is closedunderintersection :

8S A:\S2A

In particular; 2 Ais | don't knaw .

P
RACIO4, March 28, 2004 11 ¢ P. Couso ik
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Example of Moore Family-Based Abstraction

RAC'04, March 28,2004 12
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Closure Operator Induced by an Abstraction
The map , mappinga concreteproperty P 2 } () to its

bestabstraction , (P) in A:

A(P)=\fP2AjP Pg

IS a closureoperator

extensie,

idemmten,

Isotone/monotonic;
suhithatP 2 A () P= ,(P)
hencer =, (}()) -

RAC'04, March 28, 2004 13 ¢ P. Cousot ﬁj@%
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Example of Closure Operator-Based Abstraction
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The Lattice of Abstract Interpretations

The set of all possibleabstractionghat is of all upper
closureoperatorson the completdattice

hDIPK v ?;:>:t; ui
IS a completdattice
hucoDJPK7! DJPK; v; x .x; x .>; R .ucdt_R); ui

Themeetofabstractionsallecthereduceqbroduct(_2u_ |
I

IS that mostabstractabstractiormorepreciséhanall ;,
i2 )

RAC'04, March 28, 2004 15 ¢ P. Cousot


http://web.mit.edu/feron/Public/www/ann_workshop.pdf

Galois Connection Between Concrete and Abstract Prop erties

For closureoperators , we have:

® ®§, p Y
written:

R0 1 hGO)
wherel is the idertity and:
R(); i 1 D
meansghat h ; i I1sa Galoisconnection
8P21():P2D: P)VP , P (P):
A Galoisconnectiorde nesa closureoperator =
hencea bestabstraction.

RAC'04, March 28, 2004 16 ¢ P. Cousot



Example of Galois Connection-Based Abstraction

RAC'04, March 28, 2004 17 ¢ P. Cousot



Example: abstract semartic domain of programs

hD]JPK VAP
sut that:

hD: i 1 hDlJPK vi

hencenDlJPK v: ?: ti is a completdattice sud that ? =
GyandtX = ([ (X))

RAC'04, March 28, 2004 18 ¢ P. Cousot
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hP; i 1 hQ; vi )
P 7" P; L
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Function Abstraction

Fl=  F
e Fl= F
Fl. Fl
L Q7T Q; v
F . F



Appro ximate Fixp oint Abstraction

" Abstract domain

Ly FdF

]
] ] =
¢ ./F’Q/’/
; ,:' Y
8 Y v v 7. Approximation
; ; ‘-. : N relation v
:: L ‘}
§ AL
y 4 Y | ’ '
1
’l‘ X
[ |

Concrete domain

RAC'04, March 28, 2004

F v FlYy wFv pFh

20 ¢ P. Cousot



Example: abstract semartics of programs

SlIX =E: KR

slif B CKkR
B/IBKR
SlJf B Clelse C%R

Slawhile B CYR £
SlJfg kR

Sl Cy:i:ChgkR
SlID CKR £

RAC'04, March 28, 2004

(reachabilit y)

118
@

(f [X EJEK]}] 2 (R)\ domE)Qg)

slickBlBBKR)t BlJ BKR
(f 2 (R)\ dom@B)jB holdsin g)
e SlIcKBIBKR) t SIICKB!I: BKR)

"letW = 1fp. X .Rt SIICKBIIBKX)
in (BlJ: BKW)

g g 11§
—h

1oy

R
= slick ::r slicK n>0
£ slJCK>) (uninitializedvariables)

21 ¢ P. Cousot



ConvergenceAcceleration with Widening

Ve

Abstract domain

%
T v Y 7Y Approximation
o | ‘. ? N relation v
| : ." P
X '1'; ""
O | * ) a
® " ¥ F
! ]
? 1
COETEOF Concrete domain

RAC'04, March 28, 2004
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Widening Operator

A wideningoperator 2L L 7! L issud that:
Correctness: \
-8x;y2L: X)) v (X.VY)
-8y2L: (y) v (x )
Cornvergence:

- forallincreasinghainsx®v x1v ..., theincreasing
chainde nedby yO = x0, ... yI*1 =yl 1
IS not strictly increasing.

RAC'04, March 28, 2004 23 ¢ P. Cousot



Fixp oint Approximation with Widening

Conemgene Therem:

The upward iteration sequenceith widening:
Xx0=2 (in mum)
D if Fl(xhv x!
= x! Fx" otherwise
IS ultimately stationaryand its limit A Is a soundupper
appraimationofip., Fl:
., Flv A

RAC'04, March 28, 2004 24 ¢ P. Cousot



Example: Abstract Semartics with Convergence

SlIX =E; KR

sSlJf B CHKR
BIIBKR

Sljif B Clelse C'%R
Sliwhile B CR

SlJfg kR
SIJFCy::: ChgiR
SlID CKR €

Accelerationt

—h

(f [X EJEK]] 2 (R)\ domE)g)
* SlIcKB!IBBKR)t BlJ BKR

(f 2 (R)\ dom@B) ] B holdsin Q)
e SlICKBIBKR) t SIICKB!I: BKR)

“letFl= X.letY = Rt SIICKBIIBKX)
INifYv XthenX elseX Y
andW = 1ip. Flin (BlJ: BKW)

g g 113 lig 11§

€ R
£ slic,K ::: SlCiK n> 0
£ slyjcK>) (uninitializedvariables)

1 Note: F! not monotonic!

RAC'04, March 28,2004
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Extrap olation by Widening Is Essertially Not
Monotone

Proof by cortradictiorn
Let beawideningoperator
0 .
Denex y=ifyv xthenxelsex vy

Assumex @y = F(X) (during iteration)
then: x ° y =X ywy (soundnesy

V .V Y (monotony hypothesis)

y ° y =y (termination)

X . Yy =Yy, by antisymmetry!
X F(X) = F(x) duringiteration) corvergenceannotbe enforcedvith mono-
tonewidening(sowideningby nite abstractionis lesspowerful!)

RAC'04, March 28, 2004 26 ¢ P. Cousot



SoundnessTheorem
Corvergencéy extensiviy (nolongermonotone)
Improvemei by narroving [POPL"/7/]

Soundnes€omllary: any abstractsafey proofis valid in
the concreten that:

sliPKv 0 =) sSIPK  (Q)

Example: (Q) expressethe absencef run-timeerrors.

__ Reference

[POPL'77] P. Cousot& R. Cousot. Abstract interpretation: a uni ed lattice model for static analysisof programsby construction or
approximation of xp oints. In 4" POPL, pages238 252, Los Angeles,CA, 1977.ACM Press.
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Applications of Abstract Interpretation

RAC'04, March 28, 2004 28 ¢ P. Cousot




Applications of Abstract Interpretation

Static Program Analysis [POPL'77,78,79nhludingData o w
Analysis [POPL'79,00]Set-basedAnalysis [FPCA'95],
Predicate Abstraction [Manna'sfestsarift '04]

Syntax Analysis [TCS5290(1)2002]

Hierarc hies of Semairtics (including Proofs) [POPL'92,
TCS277(1 2)2002]

Typing [POPL'97
Mo del Checking [POPL'00]

RAC'04, March 28, 2004 29 ¢ P. Cousot



Applications of Abstract Interpretation (Cont'd)

Program Transformation [POPL'02]

Software watermarking [POPL'02]

All thesetedhniguesnvolve soundappraimationsthat can
be formalizeddy abstractinterpretation

RAC'04, March 28, 2004 30 ¢ P. Cousot



A Practical Application of Abstract
Interpretation to the Verication of

Safety Critical Embedded Software

__ Reference

[1] B. Blanchet, P. Cousot, R. Cousot, J. Feret, L. Mauborgne,A. Miné, D. Monniaux, and X. Rival. Designand implemenation of a
special-purposestatic program analyzerfor safel-critical real-time embeddedsoftware. The Essenceof Computation: Complexity,
Analysis, Transformation. Essas Dedicatedto Neil D. Jones LNCS 2566,pages85 108. Springer, 2002.

[2] B. Blanchet, P. Cousot, R. Cousot, J. Feret, L. Mauborgne, A. Mine, D. Monniaux, and X. Rival. A static analyzer for large
safey-critical software. PLDI'03, SanDiego,June 7 14, ACM Press,2003.
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Static Program Analysis

CProgram} [Specificationj

N

Generator

Y

System of fixpoint equations constraints

Y
Solver

(Approxi t)+ jution
roximate) solution
= N Program

Diagnoser checker

Y

[Diagnosis @}

RAC'04, March 28, 2004 32 ¢ P. Cousot



ASTREE: A Sound, Automatic, Specializable,
Domain-Aware, Parametric, Modular, E cien t and
Precise Static Program Analyzer

Www.astree.ers. fr

C programs:
- structuredC programs,;
- no dynamicmemoryallocation;
- norecursion.
Application Domain:safey critical enbeddedreal-time

syn&ironoussofivare for non-linearcorrol of very com-
plex corrol/commandsystems.

RAC'04, March 28, 2004 33 ¢ P. Cousot



Concrete Operational Semairtics

Internationalnormof C (ISO/IEC 9899:1999)

restrictel by implemetation-sgeci ¢ behaiorsdepending
upon the matine and compiler(e.g. represeiation and
sizeof integers |JEEE 754-198mormfor oats and dou-
bles)

restrictel by user-de nedorogrammingguidelinegsud
asno madulararithmeticfor signedntegersewenthough
this might be the hardwarechoice)

restrictel by progranmspeci cuserequiremets (e.g.assert )

RAC'04, March 28, 2004 34 ¢ P. Cousot



Abstract Semartics

Reabablestatesfor the concreteperationalsematcs

Volatileervironmenmisspeci edby atrustedcon guration
le.

RAC'04, March 28, 2004 35 ¢ P. Cousot



Implicit Speci cation: Absence of Runtime Errors

No violation of the norm of C (e.g. array index out of
bounds)

Noimplemetation-speci cunde nedbehaviors(e.g.max-
Imum shortintegeris 32767)

No violation of the programmingguidelinege.g. static
variablescannotbe assumedb be initializedto 0)

No violation of the programmeiassertionsmust all be
staticallyveri ed).

RAC'04, March 28, 2004 36 ¢ P. Cousot



Example application

Primary ight corrol sofivare of the Airbus A340/A380
y-by-wiresystem

C program,automaticallygeneratedrom a proprietary
high-leel speci cation

A340: 132,00dines, 75,000LOCs after prepraessing,
10,00@lobalvariablesover21,00@&fterexpansionfsmall
arrays.

RAC'04, March 28, 2004 37 ¢ P. Cousot



The Class of Considered Periodic Synchronous

Programs

declare volatile input, state and output variables;
initialize state and output variables;
loop forever
- read volatile Input variables,
- computeoutput and state variables,
- write to volatile output variables;
wait_for clo ck ();
end loop

Reguiremets: the only interruptsareclock ticks
Executiontime of loop body lessthan a clodk tick [3].

__ Reference

[3] C. Ferdinand, R. Hedkmann, M. Langerbadch, F. Martin, M. Sdimidt, H. Theiling, S. Thesing,and R. Wilhelm. Reliable and precise
WCET determination for a real-life processor.ESOP (2001), LNCS 2211,469 485.

RAC'04, March 28, 2004 38 ¢ P. Cousot



Characteristics of the ASTREE Analyzer

Static: compilegime analysigé run time analysisRational
Purify, Parasoftinsure++)

Program Analyzer: analyzegrogramsnot micromalels
of programs(é6 PROMELA In SPIN or Alloy In the
Alloy Analyzey

Automatic: noend-usemtervertion neededs ESCJava,
ESCJlava 2)

Sound: coversthewholestatespacg¢s MAGIC, CBMO) so
neeromitpotertial errorge UNO, CMCfromcoverity.corn)
or sort mostprobableoneg 6 Splirt)

RAC'04, March 28, 2004 39 ¢ P. Cousot



Characteristics of the ASTREE Analyzer (Cont'd)

Multiabstraction: usesnary numerical/syrbolicabstract
domaingé synbolic constraits in Bang

In nitary: all abstractionsusein nite abstractdomains
with widening/narraving (6 madel che&ing basedan-
alyzerssuh asVeriSoff BanderaJava PathFinde)

E cien t. always terminate(é courterexample-dren au-
tomaticabstractiorre nemen BLAST, SLAM)

Specializable: caneasilyincorpratenewabstractiongand
reductionwith alreadyexistingabstractdomains)(é
general-pumseanalyzers’olySpacé/eri er)

RAC'04, March 28, 2004 40 ¢ P. Cousot



Characteristics of the ASTREE Analyzer (Cont'd)

Domain-Aware: knavsabout cortrol/command(e.g.dig-

ital lters) (asop

nsedo specializatiorto a merepro-

grammingstyle in C GlobalSuneyor)
Parametric: theprecision/costanbetalloredto usemeeds

by optionsanddirectivesin the cade

Automatic Parametrization: thegeneratiofparamet-
ric directiesin t

S

rclalizedoras

RAC'04, March 28,2004

ne CAC

e can be programmedto be

ecl ¢ applicationdomain)

41 ¢ P. Cousot



Characteristics of the ASTREE Analyzer (Cont'd)

Mo dular: an analyzennstances built by selectiorof O-
CAML madulesfroma collectiorea® implemeting an
abstractdomain

Precise: fewor nofalsealarmwhenadaptedo anapplica-
tion domain ! VERIFIER!

RAC'04, March 28, 2004 42 ¢ P. Cousot



Example of Analysis Session

RAC'04, March 28, 2004 43 ¢ P. Cousot



Benchmarks for the Primary Flight Control
Software of the Airbus A340

Comparatie results(commerciasofivare):
4,20((false?)alarms,
3.5days;
Our results:
0 alarm,
1200n 2.8GHzPC,
300Megalytes
I A world premiere!

RAC'04, March 28, 2004 44 ¢ P. Cousot



Examples of Abstractions

RAC'04, March 28,2004 45

c P. Couso



General-Purp ose Abstract Domains: Intervals and

Octagons
Y4 Intervals:
1 x 9
1 y 20
O(gagons[4]:
3 1 x 9
X+y 78
1 y 20
0 X " x y 03

Di culties : mary globalvariables|EEE 754 oating-poirt
arithmetic(in programandanalyzer)

Reference

[4] A. Miné. A New Numerical Abstract Domain Basedon Di erence-Bound Matrices. In PADO'2001, LNCS 2053, Springer,
2001,pp. 155 172.

[5] A. Miné. Relational abstract domains for the detection of oating-p oint run-time errors. In ESOP'04 Barcelona, LNCS ,
Springer, 2004 (to appear).
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Code Sample:

Floating-P oint Computations

[* float-error.c
int main () {
float X, v,

r=y- z
printf("%f\n",

% ./a.out
0.000000

*/

Z, T

x = 1.000000019e+38:
y = x + 1.0e21;
z =X - 1.0e21;

r;

} %gcc float-error.c

(x+a) (X

a) 6 2a

RAC'04, March 28, 2004

/* double-error.c */

int main () {
double x: float

Y, Z, I,

,50)+ldexp(1.,26);

X = 1125899973951488.0;

[* x = Idexp(1.
y =X + 1,

Z =X - 1;

r =y - z
printf("%Mfn",

}

r;

%gcc double-error.c

% ./a.out

134217728.000000

*/

47

¢ P. Cousot



Clock Abstract Domain for Counters

Code Sample:
R = 0; : : .
while (1) { - Output Tistrue i j[he volatile input | hasbeentrue
it () for the last n clock ticks.
{ R=R+1 } - The clock ticks ewery s seconddor at most h hours,
else thus Ris bounded
{ R=0;} - To prove that Rcannotover ow, we must prove that R
T : (R>=nj; cannotexceedhe elapsedlock ticks (impossibleusing
wait_for_clock  (); only intervals).
}
Solution:

- We add a phartom variableclock in the concreteusersematics to track elapsectlock ticks.
- For ead variable X, we abstractthreeintervals X X+clock, and X-clock .
- If X+clock or X-clock is bounded,sois X

RAC'04, March 28, 2004 48 ¢ P. Cousot



Boolean Relations for Boolean Control

Code Sample:
[* boolean.c */
typedef enum{F=0,T=1} BOOL;
BOOIB;
void main () {
unsigned int X, Y; =
while (1) {
Y[ Y[ Y[
B = (X == O),
if (IB) { X X X
Y=1/ X;
} The boolean relation abstract domain is pa-
rameterizedby the heigh of the decisiontree
} (an analyzeroption) and the abstract domain
} at the leafs

RAC'04, March 28, 2004 49 ¢ P. Cousot



Control Partitionning for Case Analysis

Code Sample:
/* trace_partitionning.c ~ */ Cortrol point partitionning:
void main() { AU ATANANANANANANANA
float t5] ={10.0, -10.0, 0.0, 10.0, 10.0}: {o1fo)fotfo)fo){o ) fo)folfo} o)
float c[4] = {0.0, 2.0, 2.0, 0.0}
float d[4] = {-20.0, -20.0, 0.0, 20.0} INEMEMEMENMENMENEMEMEME
float — x, r; ol follol o ol ol ol ol ol ol
int i =0;
e 4 @ @ @ L @ @ @ L ——
found invariant 100 x 100 ... NSNS NS
while (i <3) &&(x >=1fi+1]))  { Tracepartitionning:
=i +1;
} IATATATATATATATATATAR
r=(x - ti) *cli] +di
} —1@ @ @ @ Q \./ @ @ L @——
IR MECACACACA A S e
_ (o) (o) (o) (o) L
NTANT NI NG/ NTANTATENY
T Fork T Join T

RAC'04, March 28, 2004 50 ¢ P. Cousot



Ellipsoid Abstract Domain for

29 Order Digital Filter: Filters
F 4% ComputesX , = InX” 1t Xn2t
| I > | ) The concretecomputation is bounded which must be
S0 17| | o ﬁj proved in the abstract.
v%l S R Thereis no stableinterval or octagon
x(n) [T @ B The simpleststablesurfaceis an ellipsoid

RAC'04, March 28, 2004 51 ¢ P. Cousot



| F) /|
X | ,
L oo NS ! |
X U F(X) X U F(X)
unstableinterval stableellipsoid

__ Reference

[6] J. Feret. Static analysisof digital lters. In ESOP'04 Barcelona,LNCS , Springer,2004(to appear).
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The main loop invariant
A textual le over4.5Mb with

6,900booleaninterval assertiongx 2 [0;1))
9,600nterval assertion$x 2 [a; b))

25,40@lock assertiongx + clk 2 [a;b]~ x  clk 2 [a; b))
19,10CGadditive octagonahssertionga x+y b
19,20Gsubtractie octagonabhssertionga x y b
100decisiortrees

60ellipsanvarians, etc. ..

Involvingover 16,0000ating point constats (only 550ap-
pearingin the programtext) /5,000LOCs

RAC'04, March 28, 2004 53 ¢ P. Cousot
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Conclusion

Most applicationsof abstractinterpretationtoleratea smallrate (typically 5 to
15%)of falsealarms

- Programtransformation! do not optimize,

- Typing! rejectsomecorrectprogramsetc,

- WCET analysid overestimate;
Someapplicationsrequireno falsealarmat all:

- Programveri cation.
TheoreticallypossiblgSARA'00], practically feasibldPLDI'03]

Reference

[SARA'00] P. Cousot. Partial Completenesof Abstract Fixpoint Cheding, invited paper. In 4" Int. Symp. SARA 2000, LNAI 1864,
Springer, pp. 1 25, 2000.

[PLDI '03] B. Blanchet, P. Cousot, R. Cousot, J. Feret, L. Mauborgne,A. Miné, D. Monniaux, and X. Rival. A static analyzerfor large
safel-critical software. PLDI'03, SanDiego,June 7 14, ACM Press,2003.
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[HE END, THANK YOU

More referencest URL www.di.ens.fr/~couso t
www.astree.ens.fr .
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