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A Few Elements
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Reference

[POPL '79] P. Cousot& R. Cousot. Systematicdesignof program analysisframeworks. In 6th POPL, pages269�282,SanAntonio, TX,
1979.ACM Press.

� 3 �

A Mo del of Computer Programs

� Syntax : a well-foundedsetof programshP; �i where�
is the �strict immediatesubcomponent� relation;

� Semantics of P 2 P :
-- Semantic domain : acompletelattice/cpohDJPK; v ; ? ; ti

-- Compositional Fixp oint Semantics :

SJPKdef= lfp
v

? F JPK

 Y

P0� P
SJP0K

!

lfp
v

?
f isthelimit ofX 0 = ? , X � +1 = f (X � ), X � = t � <� X � ,

� limit ordinal,if any. Existencee.g.monotony (by Tarski).
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Example: Syntax of Programs

X variablesX 2 X
T typesT 2 T

E arithmetic expressionsE 2 E

B booleanexpressionsB 2 B

D ::= T X ; declarationsD 2 D, vars(D) = f X g
j T X ; D0 X 62vars(D 0), vars(D) = f X g [ vars(D 0)

C ::= X = E; commandsC 2 C (E � C)

j while B C0 (B � C, C0 � C)

j if B C0 (B � C, C0 � C)

j if B C0 else C00 (B � C, C0 � C, C00� C)
j { C1 . . . Cn } , (n � 0) (C1 � C, . . . , Cn � C)

P ::= D C programP 2 P (C � P)

� 5 �

Example: Concrete Semantic Domain of Programs

Reachability properties:

� JD CK def= � JDK states�

� JT X ; K def= f X g 7! T (� (X ) is the value

� JT X ; DKdef= (f X g 7! T) [ � JDK of X )

DJPKdef= } (� JPK) setsof states
v def= � implication

? def= ; false

t def= [ disjunction

Example: Concrete Semantics of Programs
(Reachabilit y)

SJX = E; KR def= f � [X  EJEK� ] j � 2 R \ dom(E)g

� [X  v](X ) def= v; � [X  v](Y ) def= � (Y )

SJif B C0KR def= SJC0K(BJBKR) [ BJ: BKR

BJBKR def= f � 2 R \ dom(B) j B holdsin � g

SJif B C0 else C00KR def= SJC0K(BJBKR) [ SJC00K(BJ: BKR)

SJwhile B C0KR def= let W = lfp
�

;
� X . R [ SJC0K(BJBKX )

in (BJ: BKW)

SJfg KR def= R

SJf C1 : : : CngKR def= SJCnK� : : : � SJC1K n > 0

SJD CKR def= SJCK(� JDK) (uninitializedvariables)

Not computable(undecidability).

� 7 �

Abstraction

A reasoning/computationsuch that:

� only somepropertiescanbe used;

� the propertiesthat canbe usedarecalled�abstract� ;

� so, the (other concrete) properties must be approxi-
matedby the abstractones;
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Abstract Properties

� Abstract Properties: a set A ( } (�) of propertiesof in-
terest (the only onewhich can be usedto approximate
others).

Direction of Appro ximation

� Approximationfromabove: approximateP by P such that
P � P ;

� Approximationfrombelow: approximateP by P such that
P � P (dual).

� 9 �

Best Abstraction

� Werequirethat all concreteproperty P 2 } (�) havea best
abstractionP 2 A :

P � P

8P02 A : (P � P0) =) (P � P0)

� So,by de�nition of the greatestlower bound/meet\ :

P = \ f P02 A j P � P0g 2 A

(Otherwisesee [JLC '92].)

Reference

[JLC '92] P. Cousot & R. Cousot. Abstract interpretation frameworks. J. Logic and Comp., 2(4):511�547,1992.

Mo ore Family

� This hypothesisthat any concreteproperty P 2 } (�) has
a bestabstractionP 2 A impliesthat:

A is a Moorefamily
i.e. it is closedunderintersection\ :

8S � A : \ S 2 A

� In particular\; = � 2 A is �I don't know�.

� 11 �

Example of Mo ore Family-Based Abstraction

?

@

|

; 1/

1

2 3.3 .2

,

,
/

|
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Closure Operator Induced by an Abstraction
The map � �A mappinga concreteproperty P 2 } (�) to its
bestabstraction� �A (P) in A :

� �A (P) = \f P 2 A j P � Pg

is a closureoperator:

� extensive,

� idempotent,

� isotone/monotonic;

such that P 2 �A ( ) P = � �A (P)

henceA = � �A (} (�)) .
� 13 �

Example of Closure Operator-Based Abstraction
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The Lattice of Abstract Interpretations

� The set of all possibleabstractionsthat is of all upper
closureoperatorson the completelattice

hDJPK; v ; ? ; > ; t ; ui

is a completelattice

huco(DJPK7! DJPK); _v ; �x . x; �x . > ; �R . uco(_t R); _ui

� Themeetofabstractionscalledthereducedproduct( _u
i2 �

� i

is that mostabstractabstractionmoreprecisethan all � i ,
i 2 � )

� 15 �

Galois Connection Between Concrete and Abstract Prop erties

� For closureoperators� , we have:

� (P) � � (P0) , P � � (P0)

written:
h} (�) ; �i � � �! � � �

�
1

h� (} (�)) ; �i

where1 is the identit y and:
h} (�) ; �i � � � ! � � �

�



hD; vi

meansthat h� ; 
 i is a Galoisconnection:
8P 2 } (�) ; P 2 D : � (P) v P , P � 
 (P);

� A Galoisconnectionde�nesa closureoperator � = � � 
 ,
hencea bestabstraction.
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Example of Galois Connection-Based Abstraction
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Example: abstract semantic domain of programs

hD]JPK; v ; ? ; ti

such that:

hD; �i � � � ! � � �
�



hD]JPK; vi

hencehD]JPK; v ; ? ; ti is a completelattice such that ? =
� (; ) and t X = � ([ 
 (X ))

Function Abstraction

G^

G

Bctusbduepnbjo

Dpodsfuf epnbjo

F ] = � � F � 


i:e: F ] = � � F

hP; �i � � � ! � � �
�



hQ; vi )

hP mon7�! P; _�i � � � � � � � � � � � ! � � � � � � � � � � �
�F . � � F � 


�F ]
. 
 � F ] � �

hQ mon7�! Q; _vi

� 19 �

Appro ximate Fixp oint Abstraction

F

F

Concrete domain

Abstract  domain

F F F F F
F

F
] F

] F
]

F
]

Approximat ion
relat ion

?

?
]

v

]

]

F � 
 v 
 � F ] ) lfp F v 
 (lfp F ] )
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Example: abstract semantics of programs
(reachabilit y)

S]JX = E; KR def= � (f � [X  EJEK� ] j � 2 
 (R) \ dom(E)g)

S]Jif B C0KR def= S]JC0K(B]JBKR) t B]J: BKR

B]JBKR def= � (f � 2 
 (R) \ dom(B) j B holdsin � g)

S]Jif B C0 else C00KR def= S]JC0K(B]JBKR) t S]JC00K(B]J: BKR)

S]Jwhile B C0KR def= let W = lfp
v

?
� X . R t S]JC0K(B]JBKX )

in (B]J: BKW)

S]Jfg KR def= R

S]Jf C1 : : : CngKR def= S]JCnK� : : : � S]JC1K n > 0

S]JD CKR def= S]JCK(> ) (uninitializedvariables)

� 21 �

ConvergenceAcceleration with Widening

F Concrete domain

Abstract  domain

F F F F F
F

Approximat ion
relat ion

?

?
]

v

]

]
5

F

5

F
]

5

F
]

F
]

Widening Operator

A wideningoperator
`

2 L � L 7! L is such that:
� Correctness:

-- 8x; y 2 L : 
 (x) v 
 (x
`

y)

-- 8x; y 2 L : 
 (y) v 
 (x
`

y)

� Convergence:
-- forall increasingchainsx0 v x1 v . . . , theincreasing

chainde�nedby y0 = x0, . . . , yi+1 = yi `
xi+1, . . .

is not strictly increasing.

� 23 �

Fixp oint Appro ximation with Widening

Concergence Theorem:

Theupward iterationsequencewith widening:
� X 0 = ? (in�mum)
� X i+1 = X i if F ] (X i ) v X i

= X i `
F (X i ) otherwise

is ultimately stationaryand its limit A is a soundupper
approximationof lfp

v
? F ] :

lfp
v

?
F ] v A
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Example: Abstract Semantics with Convergence
Acceleration 1

S]JX = E; KR def= � (f � [X  EJEK� ] j � 2 
 (R) \ dom(E)g)

S]Jif B C0KR def= S]JC0K(B]JBKR) t B]J: BKR

B]JBKR def= � (f � 2 
 (R) \ dom(B) j B holdsin � g)

S]Jif B C0 else C00KR def= S]JC0K(B]JBKR) t S]JC00K(B]J: BKR)

S]Jwhile B C0KR def= let F ] = � X . let Y = R t S]JC0K(B]JBKX )
in if Y v X then X elseX

`
Y

andW = lfp
v

?
F ] in (B]J: BKW)

S]Jfg KR def= R

S]Jf C1 : : : CngKR def= S]JCnK� : : : � S]JC1K n > 0

S]JD CKR def= S]JCK(> ) (uninitializedvariables)

� 25 �

Extrap olation by Widening is Essentially Not
Monotone

Proof by contradiction:
� Let

`
be a wideningoperator

� De�ne x
` 0y = if y v x then x elsex

`
y

� Assumex @y = F (x) (during iteration)
then: x

` 0 y = x
`

y w y (soundness)
v v v (monotony hypothesis)
y

` 0 y = y (termination )
) x

`
y = y, by antisymmetry!

) x
`

F (x) = F (x) during iteration ) convergencecannotbe enforcedwith mono-
tonewidening(sowideningby �nite abstractionis lesspowerful!)

1 Note: F ] not monotonic!

SoundnessTheorem
� Convergenceby extensivity (no longermonotone)
� Improvement by narrowing[POPL'77]
� SoundnessCorollary: any abstractsafety proof is valid in

the concretein that:

S]JPKv Q =) SJPK� 
 (Q)

� Example:
 (Q) expressesthe absenceof run-timeerrors.
Reference

[POPL '77] P. Cousot & R. Cousot. Abstract interpretation: a uni�ed lattice model for static analysisof programsby construction or
approximation of �xp oints. In 4th POPL, pages238�252, Los Angeles,CA, 1977.ACM Press.
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Applications of Abstract Interpretation
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Applications of Abstract Interpretation (Cont'd)

� Static Program Analysis [POPL'77], [POPL'78], [POPL'79]
includingData�o w Analysis [POPL'79], [POPL'00], Set-
based Analysis [FPCA'95], Predicate Abstraction
[Manna'sfestschrift '03]

� Syntax Analysis [TCS290(1)2002]

� Hierarchies of Semantics (including Proofs) [POPL'92],
[TCS277(1�2)2002]

� Typing [TCS277(1�2)2002]

� 29 �

Applications of Abstract Interpretation (Cont'd)

� (Abstract) Mo del Checking [POPL'00]

� Program Transformation [POPL'02]

� Software Watermarking [POPL'04]

� Bisimulations [RT-ESOP'04]

All thesetechniquesinvolvesoundapproximationsthat can
be formalizedby abstractinterpretation

A Practical Application of Abstract
Interpretation to the Veri�cation of

Safety Critical Embedded Software

Reference

[1] B. Blanchet, P. Cousot, R. Cousot, J. Feret, L. Mauborgne,A. Miné, D. Monniaux, and X. Rival. Designand implementation of a
special-purposestatic program analyzer for safety-critical real-time embeddedsoftware. The Essenceof Computation: Complexity,
Analysis, Transformation. Essays Dedicatedto Neil D. Jones, LNCS 2566,pages85�108. Springer,2002.

[2] B. Blanchet, P. Cousot, R. Cousot, J. Feret, L. Mauborgne, A. Miné, D. Monniaux, and X. Rival. A static analyzer for large
safety-critical software. PLDI'03, SanDiego, June 7�14, ACM Press,2003.
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Static Program Analysis

Diagnoser

Diagnosis

Solver

Generator

Program Specificat ion

Program
checker

(Approximate) solut ion

System of fixpoint  equat ions/ constraints
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ASTRÉE: A Sound, Automatic, Specializable,
Domain-A ware, Parametric, Mo dular, E�cien t and

Precise Static Program Analyzer

www.astree.ens.fr

� C programs:
-- structuredC programs;
-- no dynamicmemoryallocation;
-- no recursion.

� Application Domain:safety critical embeddedreal-time
synchronoussoftwarefor non-linearcontrol of very com-
plexcontrol/commandsystems.

� 33 �

Concrete Operational Semantics

� Internationalnormof C (ISO/IEC 9899:1999)
� restricted by implementation-speci�c behaviorsdepending

upon the machineandcompiler(e.g. representation and
sizeof integers,IEEE 754-1985normfor �oats anddou-
bles)

� restricted by user-de�nedprogrammingguidelines(such
asnomodulararithmeticfor signedintegers,eventhough
this might be the hardwarechoice)

� restricted byprogramspeci�cuserrequirements(e.g.assert )

Abstract Semantics

� Reachablestatesfor the concreteoperationalsemantics
� Volatileenvironment isspeci�edby atrustedcon�guration

�le.

� 35 �

Implicit Speci�cation: Absence of Runtime Errors

� No violation of the norm of C (e.g.array index out of
bounds)

� Noimplementation-speci�cunde�nedbehaviors(e.g.max-
imum short integeris 32767)

� No violation of the programmingguidelines(e.g. static
variablescannotbe assumedto be initializedto 0)

� No violation of the programmerassertions(must all be
staticallyveri�ed).
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Example application

� Primary �ight control softwareof the AirbusA340/A380
�y-by-wiresystem

� C program,automaticallygeneratedfrom a proprietary
high-level speci�cation

� A340: 132,000lines, 75,000LOCs after preprocessing,
10,000globalvariables, over21,000afterexpansionofsmall
arrays.

� 37 �

The Class of Considered Periodic Synchronous
Programs

declare volatile input, state and output variables;
initialize state and output variables;
loop forever

- read volatile input variables,
- computeoutput and state variables,
- write to volatile output variables;

wait_for_clo ck () ;
end loop

� Requirements: the only interruptsareclock ticks;
� Executiontime of loop body lessthan a clock tick [3].

Reference

[3] C. Ferdinand, R. Heckmann, M. Langenbach, F. Martin, M. Schmidt, H. Theiling, S. Thesing,and R. Wilhelm. Reliableand precise
WCET determination for a real-life processor.ESOP (2001), LNCS 2211,469�485.

Characteristics of the ASTRÉE Analyzer (Cont'd)

Static: compiletimeanalysis(6= run timeanalysisRational
Purify, ParasoftInsure++)

Program Analyzer: analyzesprogramsnot micromodels
of programs(6= PROMELA in SPIN or Alloy in the
Alloy Analyzer)

Automatic: noend-userintervention needed(6= ESCJava,
ESCJava 2)

Sound: coversthewholestatespace(6= MAGIC, CBMC) so
neveromitpotential errors(6= UNO, CMCfromcoverity.com)
or sort mostprobableones(6= Splint)

� 39 �

Characteristics of the ASTRÉE Analyzer (Cont'd)

Multiabstraction: usesmany numerical/symbolicabstract
domains(6= symbolic constraints in Bane)

In�nitary: all abstractionsusein�nite abstractdomains
with widening/narrowing(6= model checking basedan-
alyzerssuch asVeriSoft, Bandera, Java PathFinder)

E�cien t: always terminate(6= counterexample-driven au-
tomaticabstractionre�nement BLAST, SLAM)

Specializable: caneasilyincorporatenewabstractions(and
reductionwith alreadyexistingabstractdomains)(6=
general-purposeanalyzersPolySpaceVeri�er)

c
 P. Cousot March 28, 2004RAC'04, � 38 � � 40 � c
 P. Cousot

http://www-106.ibm.com/developerworks/rational/library/811.html
http://www-106.ibm.com/developerworks/rational/library/811.html
http://www.parasoft.com/jsp/home.jsp
http://www.parasoft.com/jsp/products/quick_facts.jsp?product=Insure
http://spinroot.com/spin/Man/promela.html
http://spinroot.com/spin/whatispin.html
http://sdg.lcs.mit.edu/alloy/reference-manual.pdf
http://sdg.lcs.mit.edu/alloy/index.html
http://sdg.lcs.mit.edu/alloy/index.html
http://research.compaq.com/SRC/esc/
http://www.cs.kun.nl/sos/research/escjava/index.html
http://www.cs.kun.nl/sos/research/escjava/index.html
http://www.cs.kun.nl/sos/research/escjava/index.html
http://www-2.cs.cmu.edu/~chaki/magic/
http://www-2.cs.cmu.edu/~modelcheck/cbmc/
http://cm.bell-labs.com/cm/cs/what/uno/index.html
http://www.stanford.edu/~engler/
http://coverity.com/main.html
http://www.splint.org/
http://www.cs.berkeley.edu/Research/Aiken/bane.html
http://cm.bell-labs.com/who/god/verisoft/
http://bandera.projects.cis.ksu.edu/
http://ase.arc.nasa.gov/visser/jpf/
http://ase.arc.nasa.gov/visser/jpf/
http://www-cad.eecs.berkeley.edu/~rupak/blast/
http://www.research.microsoft.com/slam/
http://www.polyspace.com/
http://www.polyspace.com/
http://www.di.ens.fr/
http://web.mit.edu/feron/Public/www/ann_workshop.pdf
http://www.di.ens.fr/


Characteristics of the ASTRÉE Analyzer (Cont'd)

Domain-A ware: knowsabout control/command(e.g.dig-
ital �lters) (asopposedto specializationto a merepro-
grammingstyle in C GlobalSurveyor)

Parametric: theprecision/costcanbetailoredto userneeds
by optionsanddirectivesin the code

Automatic Parametrization: thegenerationofparamet-
ric directives in the code can be programmed(to be
specializedfor a speci�c applicationdomain)

� 41 �

Characteristics of the ASTRÉE Analyzer (Cont'd)

Mo dular: an analyzerinstanceis built by selectionof O-
CAML modulesfroma collectioneach implementing an
abstractdomain

Precise: fewor nofalsealarmwhenadaptedto anapplica-
tion domain� ! VERIFIER!

Example of Analysis Session

� 43 �

Benchmarks for the Primary Fligh t Control
Software of the Airbus A340

� Comparative results(commercialsoftware):
4,200(false?)alarms,
3.5days;

� Our results:
0 alarm,
1h20on 2.8GHzPC,
300Megabytes
� ! A world première!
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Examples of Abstractions

� 45 �

General-Purp oseAbstract Domains: Intervals and
Octagons

X

Y

0

Intervals:�
1 � x � 9
1 � y � 20

Octagons[4]:8
>><

>>:

1 � x � 9
x + y � 78
1 � y � 20
x � y � 03

Di�culties : many globalvariables,IEEE 754�oating-point
arithmetic(in programandanalyzer)

Reference

[4] A. Miné. A New Numerical Abstract Domain Basedon Di�erence-Bound Matrices. In PADO'2001, LNCS 2053, Springer,
2001,pp. 155�172.

[5] A. Miné. Relational abstract domains for the detection of �oating-p oint run-time errors. In ESOP'04, Barcelona, LNCS ,
Springer,2004(to appear).

Floating-P oint Computations
� CodeSample:

/* float-error.c */
int main () {

float x, y, z, r;
x = 1.000000019e+38;
y = x + 1.0e21;
z = x - 1.0e21;
r = y - z;
printf("%f\n", r);

} %gcc float-error.c
%./a.out
0.000000

(x + a) � (x � a) 6= 2a

/* double-error.c */
int main () {
double x; float y, z, r;
/* x = ldexp(1.,50)+ldexp(1.,26); */
x = 1125899973951488.0;
y = x + 1;
z = x - 1;
r = y - z;
printf("%f\n", r);
}
%gcc double-error.c
%./a.out
134217728.000000

� 47 �

Clock Abstract Domain for Counters
� CodeSample:

R = 0;
while (1) {

if (I)
{ R = R+1; }

else
{ R = 0; }

T = (R>=n);
wait_for_clock ();

}

-- Output T is true i� the volatile input I hasbeentrue
for the last n clock ticks.

-- The clock ticks every s secondsfor at most h hours,
thus Ris bounded.

-- To prove that Rcannotover�ow, we must prove that R
cannotexceedthe elapsedclock ticks(impossibleusing
only intervals).

� Solution:
-- We add a phantom variableclock in the concreteusersemantics to track elapsedclock ticks.
-- For each variableX, we abstractthree intervals: X, X+clock, and X-clock .
-- If X+clock or X-clock is bounded,sois X.
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Boolean Relations for Boolean Control
� Code Sample:

/* boolean.c */
typedef enum{F=0,T=1} BOOL;
BOOLB;
void main () {

unsigned int X, Y;
while (1) {

...
B = (X == 0);
...
if (!B) {

Y = 1 / X;
}
...

}
}

B

0B

FT
0B

T F T F

X

Y

X

Y

X

Y

The boolean relation abstract domain is pa-
rameterizedby the height of the decisiontree
(an analyzeroption) and the abstract domain
at the leafs
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Control Partitionning for Case Analysis
� CodeSample:

/* trace_partitionning .c */
void main() {

float t[5] = {-10.0, -10.0, 0.0, 10.0, 10.0};
float c[4] = {0.0, 2.0, 2.0, 0.0};
float d[4] = {-20.0, -20.0, 0.0, 20.0};
float x, r;
int i = 0;

... found invariant � 100� x � 100 ...

while ((i < 3) && (x >= t[i+1])) {
i = i + 1;

}
r = (x - t[i]) * c[i] + d[i];

}

Control point partitionning:

Tracepartitionning:

Fork Join

Ellipsoid Abstract Domain for
Filters

2d Order Digital Filter:

j

Switch

-

a b

i

z-1

Unit delay

z-1

B

+
+
+

t

x(n)

Unit delay

Switch

Switch

� ComputesX n =
�

�X n� 1 + � X n� 2 + Yn

I n

� The concretecomputation is bounded, which must be
proved in the abstract.

� Thereis no stableinterval or octagon.

� The simpleststablesurfaceis an ellipsoid.

X U F(X)

X
F(X)

F(X)
X

X U F(X)

unstableinterval stableellipsoid
Reference

[6] J. Feret. Static analysisof digital �lters. In ESOP'04, Barcelona,LNCS , Springer,2004(to appear).
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The main loop invariant
A textual �le over 4.5Mb with
� 6,900booleaninterval assertions(x 2 [0;1])
� 9,600interval assertions(x 2 [a;b])
� 25,400clock assertions(x + clk 2 [a;b] ^ x � clk 2 [a;b])
� 19,100additive octagonalassertions(a � x + y � b)
� 19,200subtractiveoctagonalassertions(a � x � y � b)
� 100decisiontrees
� 60ellipseinvariants, etc . . .
involvingover 16,000�oating point constants (only 550ap-
pearingin the programtext) � 75,000LOCs.
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Conclusion
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Conclusion
� Most applicationsof abstractinterpretation toleratea small rate (typically 5 to

15%)of falsealarms:
-- Programtransformation! do not optimize,
-- Typing ! rejectsomecorrectprograms,etc,
-- WCET analysis! overestimate;

� Someapplicationsrequireno falsealarmat all:
-- Programveri�cation.

� Theoreticallypossible[SARA'00], practically feasible[PLDI '03]
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More referencesat URL www.di.ens.fr/~cousot
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