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Authentication fundamentally assumes:

Only knows

How do we know with whom we are communicating?
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Third-party Hosting Providers

• Content delivery networks

• Web hosting services

• Cloud providers

Varying levels of involvement

But all trusted to deliver content
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What’s wrong with sharing?

1. Complicates the trust model, 
users don’t know who they’re  
really trusting 

2. Potential to create  
centralization of trust  

3. Potential to create  
single point of failure  
(in terms of management)
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How has this affected 
key management?
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Domain

Domain

Domain

Domain

Domain

IP Addr

IP Addr

Reverse DNS

Does the same entity that owns the domain own 
and operate the server at that IP address?



Domain equivalence?

google.com google.co.uk

google.com youtube.com

nestle.com friskies.com

whitehouse.gov whitehouse.com

Domain names alone are not enough

http://google.com
http://google.co.uk
http://google.com
http://youtube.com
http://nestle.com
http://friskies.com
http://whitehouse.gov
http://whitehouse.com
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Who shares?

Key sharing is common across the Internet
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key management?

How prevalent is 
key sharing?

•  76.5% share with ≥ 1 provider 
•  Common even among most 
   popular websites
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secureserver.net

unifiedlayer.com
amazonaws.com

Cloud Flare Inc.
Rackspace Hosting

akamaitechnologies.com

266,110
151,628
117.229
78,369
54,158

15,440
… …

#Organizations Hosting provider
277,891
175,089
122,158

87,077
63,418

22,671
…

#Domains

Top 1% of providers hold keys
for 86% of all organizations
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Popular hosting services are prime targets for attack

>40% of all sites, 10 providers

60% of Top 1K, same provider 



Outline

How many keys have 
providers aggregated?

How does sharing impact 
key management?

How prevalent is 
key sharing?

•  Top 1% of providers hold  
 keys for 86% of orgs 

•  Attractive targets for attack

•  76.5% share with ≥ 1 provider 
•  Common even among most 
   popular websites



Key Management

Request certificates

Renew expiring certificates

Revoke and reissue compromised certificates



Who manages private keys?

CAs
Website acquires Third-party acquires



Who manages private keys?

CAs
Website acquires Third-party acquires



Who manages private keys?

CAs
Website acquires Third-party acquires



Who manages private keys?

Website acquires Third-party acquires



Who manages private keys?

Website acquires Third-party acquires

Diverse

“Self-managed”



Who manages private keys?

Website acquires Third-party acquires

Diverse Heavily skewed

“Self-managed” “Outsourced”



Who manages private keys?

Website acquires Third-party acquires

Diverse Heavily skewed

“Self-managed” “Outsourced”
58.4% of Alexa Top 10K 
33.0% of all domains
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A few revoked thoroughly, but many did not! 
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66% of providers did not revoke 
a single vulnerable certificate!

Natural experiment: Heartbleed (4/7/2014)

(One year after Heartbleed)
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66% of providers did not revoke 
a single vulnerable certificate!

A small minority of providers  
revoked most of their vulnerable 
certificates, but none revoked all 

Natural experiment: Heartbleed (4/7/2014)

(One year after Heartbleed)



Outline

How many keys have 
providers aggregated?

How does sharing impact 
key management?

How prevalent is 
key sharing?

•  Creates single point of failure  
•  Most third-parties did poor 
    job of revoking

•  Top 1% of providers hold  
 keys for 86% of orgs 

•  Attractive targets for attack

•  76.5% share with ≥ 1 provider 
•  Common even among most 
   popular websites



Due to economic incentives, 
key sharing is prevalent in today’s web

Future work on the PKI should take economics 
and hosting providers into account, ideally:  

hosting should not require key sharing

Most providers are not managing keys responsibly

frankc@csail.mit.edu

securepki.org
Code and data available at:


