GRC TRAINING:
BUSINESS SYSTEMS ANALYSTS (IS&T)

H B Massachusetts
I I Institute of
Technology



Table of Contents

GRC ROLES & RESPONSIBILITIES — BUSINESS SYSTEM ANALYSTS ....cuutttiiiiicinssnneennessssssssnnnessssssssssssnssssssssssssssnsassnes 3
RESPONSIBILITIES REFERENCE .....cettttuuueeeeettttuunuaeeeeetttuunaaeeeeeetnsnnnasaeeeeeesssanaseaeeeenssnnnnasaeeeessnnnnsseeeeeenssnnnsseeeeeeessnnnnsens 3
SAP SECURITY AND GOVERNANCE PROCEDURES. ........ccccoeesssnmnnnmmnnnnnnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssse 4
PROCESS 1: NEW OR AMENDED ROLES.....cetttiuuuieeeeeetttiiiiaeeeeeettiuaaeeeeeeeteaaaaaseeesenttaaasseseeaeeasnnnnseeeeeanssannsseeeseeessnnnnsnns 6
PROCESS 2 IMIITIGATION ANALYSIS ... eeteeetttuunnaeeeeeettuunaaseeeeetsennsseeeeeessssnnssseesesnssnnssseeeeeentssnsnaeeeerensssnnseeeesenssmnnnnns 18
PROCESS 3: NEW USERS AND USER ROLE PROVISIONING ....uueeiieetiiiiieeeeeeettiinnaeeeeeeentunnaeeseeseassnnnnseeseesssnnnsseeessenssmnnnnnns 28
PROCESS 4: FIREFIGHTER USERS AND ROLES ...uuueeeieetiiiiiee e e e eetttiie e e e e e eetttias s e e e e e eeaeban s s eeeeeenabaan s eeeeeensssannseeeeeenssnannnnss 34
PROCESS 5: PERIODIC COMPLIANCE REVIEWS.....ceeetteteeeeeeeeeeeeeeeeeeeesseeessseseeesesssesssssssssesssssssssssssssnsessssnnsnnmsssnssmmssnmnsmnnnnns 47
GRC REPORTING ....cccevveeeeeeeemeemeeeeeessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssns 55
oL oL PP P PP PP PP PPPPPPPPPPPPPPPPPPPPRt 56
JOD Aid O RiSK VIOIGEIONS ... s aas 58

JOD Aid 02 USEI ANGIYSIS ... s a s 77

Job Aid 03 Violations COMPAIISONS ...........uuuuuuuuuuneiieeseeeee et s s s s s s s s s snssansanan 94

JOD Aid 04 ACCESS RUIC LIDIATY ... s nnan 103

Job Aid 05 SUIM ROIES BY ROIE NGME..........uuueeeeeeeeeeeeeee sttt e e s s s s anaan 113

Job Aid 06 User t0 ROIE ReIQTIONSNID ...........uuuueeee e s s nnan 123

Job Aid 07 Role Relationship With USer - USEr GIOUP ...............uuuuuuuuuuuueiisiseesessssssesssssssssesssssssssssssssssssssnnns 137

JOD Aid 08 SUIM USEIS DY USEI D .......uuuueeeeeit e s nnnan 153

Job Aid 09 Count AULNOLIZATIONS fOr USEIS ........uuuuuuueeeeeeee ettt e s s snan 161

Job Aid 10 Action Usage by User ROIE GNA ProOfile..............uuuuuuuuuiiieiiiiciiieeisisiseeesssssssssssssesssssnnas 175

Job Aid 11 Mitigation CONEIOI REPOIT..........uuuuueeeeeeee ettt s e s s sssnaanan 201

JOD AUt 12 USEI LEVEL........eeeeeee e nan 206

JOb Aid 13 USer LeVE! SIMUIGTION..............uuuuuuee s anaan 248

JOD AUt T4 ROIE LEVEI ...t nan 278

JOb Aid 15 R0IE LeVE! SIMUIGTION..............uuunnec e nan 289

JOD AQd 16 PrOfile LEVEI...........uueeeeeee ettt s e nnan 317

Job Aid 17 Profile Level SImUIGLION. ................uuuuueieieeeeee s s nnnnan 328
REFERENCE AlIDS ...t eetttteie et e eeetetie e e et ettt e e e e e e eeeeaa e e e e e e eeeaaa e e e e e eneeana e e e e e eee e e aa s e e eeeeee s s a s e eeeeeennnna e eeeeeennnnaasnes 359
Reference R1 ACCESS GRC REPOITING........cccceeeeeeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaeas 361
Reference R2 Add or Remove Search LiNeS t0 G REPOIt .........ccceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e, 370
Reference R3 Search for INPUL VQIUES ...........cccoeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt 372
REfErence RA SAVE G VIAIIGNT..........ccccceeeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaae s 377
Reference R5 Execute @ BACKGrOUNG JOD .............cccooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e, 380
REFEIENCE RO FIltEI G REPOIT ...t e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 389
Reference R7 ChANGe YOUIr REPOIT VIEW.........cccceeeeeeeeeeeeeeeeeeeeeeeeeeeee e e e e e e e 391
Reference R8 EXPOIt DA frOM GRC .........ccceeeeeeeeeee oo e e e e e e e e e e e e e e e 399
REFEIENCE R SIMPIE SOIT........ceeeeeeeeeeeeeeeeeeee ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaa e 401

GRC TERMINOLOGY ....ccoivemreriniiisssssnneenssissssssssssessssssssssssssssssssssssssssssssssssssssssssesssssssssssssssssssssssssssnsassssssssssssnssassss 402
GRC ROLES & RESPONSIBILITIES......uuuuttttiiiiiesssnneeesmmsissssssssessssssssssssnsssssssssssssssssssssssssssssnnsesssssssssssssssssssssssssssnnans 412
GRC SOD ANALYSIS STEPS......ciiiiiiinnnetiiiiiissssnnnseetsiissssssssseessisssssssssssssssssssssssssesssssssssssssssssssssssssssnsasssssssssssnssssssss 417
GROC FORIMS ....cueeiiiiiiiiiiiinnneetiiiiissssssseessssssssssssssessssssssssssnsessssssssssssnsessssssssssssssssssssssssssssssesssssssssssssssssssssssssssnnans 424
EXAMPLE FORM A: GRC MITIGATION CONTROL CHANGE REQUEST ....uuieeeeetiiiiie e e e e e ettt e e e e e ettt e e e e e e eeeeiia e e e eeeeeennaees 425
EXAMPLE FORM B: GRC FIREFIGHTER CHANGE REQUEST ....uuiiieitiiiie e e e ettt ettt e e e e e ettt e e e e e et eebbaa e e e e e e eeennaa e es 428
EXAMPLE FORM C: SAP USER OR ROLE CHANGE CHECKLIST ..uuetetttitiieeeeeeetttuuaaeeeeeetasnunaaeeeeetesnnnaaeaeeeensnaaneaeeeeennnnnnsnns 431

GRC CHANGE EVENTS ....oueeiiiiiiinicieeiiiiiiiiscsaesiiiesnissssasssssesissssssssssssssnssssssssssssssssssssssssssessssssssssssssesssssssssanssssnnes 436



II I m W Massachusetts

jj =hieat GRC Training — Business Systems Analysts (IS&T)

Technology

GRC Roles & Responsibilities — Business System Analysts

Business System Analysts (BSAs) will carry out the following tasks as part of their GRC-related
responsibilities:
e Assist the Role Owner and Risk Owner with:

o Analysis of changes to risks due to changes in roles or user/role assignments

o Redesign of Roles in terms of business-relevant information and Single vs Composite role
design

o Understanding the Risk —i.e. what the SAP access allows and if there are any additional
technical features which are being used , or can be used, to reduce / mitigate the risk — this
includes configuration settings, MIT enhancements, additional access security.

e When there are new “Z” transactions, the BSA will assist in categorizing to the closest standard SAP
action. The GRC Admin group will add these to the ruleset in the same place as that standard SAP
action.

e Assist the BA to document the new / changed role design and communicate it to the SAP R/3
Security Admin group. Potentially assist in the initial role testing.

e Assist the BA with documenting any technical Mitigation Controls

e Prepare mini-specs for any new mitigation controls which require technical work (configuration
settings, MIT enhancements, additional access security, and new SAP control reports).

Responsibilities Reference

TASKS PROCESS & STEP
Analysis of Risks related to user access 1.2,1.3,2.1
User role redesign and test plan 1.4

Review for SOD issues from periodic ARA review 5Q.2

Definition of Mitigation controls 2.2,2.3

Assist with testing new or changed roles 1.7,1.11

REPORTS PROCESS

05 Roles by Role Name

06 User to Role Relationship

07 Role Relationship with User - User Group
08 Users by User ID

09 Count Authorizations for Users

10 Action Usage by User Role and Profile

11 Mitigation Control Report

12 User Level

13 User Level Simulation

PR (INRRRr|R|R|~

, 2
2

’

FORMS | PROCESS & STEP
None None

WORKFLOW OR EMAIL-TRIGGERED ACTIONS \ PROCESS & STEP
None None
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PURPOSE OF THIS DOCUMENT

The SAP Security and Governance Procedures are documented in five flowcharts. The sections in this document
describe the details of each step.

CONTENTS

Process 1: New or Amended Roles

Process 2: Mitigation Analysis

Process 3: New Users and User Role Provisioning
Process 4: FireFighter Users and Roles

Process 5: Periodic Compliance Reviews
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MIT SAP Security & GRC Process : 1.

New or Amended Roles
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Process 1: New or Amended Roles

The “New or Amended Role” process is for the scenario where a new or amended business role is needed, and includes the high-level steps for initial
investigation, design, development and GRC Access Risk assessment.

The requirement SAP Access Role maintenance can be identified during the following business events, with the first two being the most frequent and
represented in the flowchart. The process for the other triggering events is almost the same, with any differences documented in the text.

1. Departmental reorganization.
New or changed job duties within a department.
New SAP functionality which is not expected to be included in common roles but is needed for several users with different access
and does fit into an existing role. This may be :
o Small changes, for extra functionality in existing applications
o Larger, project-related changes where a whole new application is rolled-out, and probably multiple SAP Access roles.
4. Audits, Compliance and other reviews — this would be less common.
5. SAP Access role redesign / tidy-up (triggered from technical reviews).
6. Removal of functionality from roles — (no SOD risk issues).

Roles & Responsibilities for Process 1:

e Risk Owner: Maintains awareness of role changes and potential for new risks
e Role Owner: Initiates proposals for role changes, approved role changes, closes out role change process
e BA/BSA: Involvement in several steps

o Performs preliminary role change analysis
o Creates role design / redesign documentation and test plan
o Tests new roles in TEST — including GRC-ARA simulation

o Supports end-user in Production.
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R/3 Security Admin:
SOD Coordinator:
GRC Admin:

e End User:

GRC Training — Business Systems Analysts (IS&T)

Builds roles and provisions role (see process 3).
Indirectly involved if there is any Mitigation requirements — see Process 2.
Indirectly involved if there is any Mitigation requirements — see Process 2.

Test their User in SAP Production.

Reports available to support the Process 1:

Rept.
Rept.
Rept.
Rept.
Rept.
Rept.
Rept.
Rept.
Rept.
Rept.

5 R/3SUIM
6 GRC
7 GRC
8 R/3SUIM
9 GRC
10 GRC
12 GRC
13 GRC
14 GRC
15 GRC

TCODE SU01D

Roles by Role Name

User to Role relationship

Role relationship with User

Users by User ID

Count of Authorizations

Action Usage by User, Role, Profile

User Level access analysis

User Level access analysis — simulation with added / removed actions, roles, profiles.
Role Level access analysis

Role Level access analysis — simulation with added / removed actions, roles, profiles.

Display User information — with Roles and Profiles tab

The following report are also available, but will be less frequently used in the MIT environment:

Rept.
Rept.

16 GRC
17 GRC

Profile Level access analysis

Profile Level access analysis — simulation with added / removed actions.
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Process 1: New or Amended Roles - Detailed Steps

New/Amended
Roles.

and Risk Owner,
SAP Security Admin

and MIT Audit
e RT Queue —new
task

P.1 Business Role | Responsibility / Output Details
STEP Action
1 Role Owner Initiate proposal for e Email to BA/BSA a. Role Owner identifies a potential need for a new role due to :

Departmental Reorganization — new roles are needed to reflect
completely new, permanent job duties, and old roles probably can be
deactivated.

New or changed job duties — may be combined roles or split role or
just completely new. This is less likely where provisioning is managed
with Composite roles which can have existing roles added / removed
without the need for a new role.

New SAP functionality which does not easily fit into an existing role.

b. Role Owner communicates (email) potential need to BA/BSA and Risk
Owner.

c. The requirement may be triggered from a technical role redesign
proposed by SAP Security Admin.

Note that MIT’s has made more use of “composite roles” in the redesigned
VPF access. The composite role is where several roles are linked together to
represent a job position or a specific user’s duties.

So some minor User access changes can be managed by adding or
removing roles from the composite role.

This would be identified by the Role Owner in simpler cases, or by the
BA/BSA for more complicated cases — see step 2.

10
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and GRC-ARA
simulations

simulation reports

e For existing risks,
assessment of
existing Mitigation
Controls to new

e |f new Risks, kick-
off a full risk
assessment (see
next step =
Process 2).

tcode combination.

P.1 Business Role | Responsibility / Output Details
STEP Action
2 BA/BSA Role Design review e GRC-ARA Risk a. For major changes, e.g. complete business reorganization or new major

multi-role applications being rolled out, there will always be a need for
everyone to be involved, like the SOD project had.

b. For minor changes, the BA/BSA will review the current role design (GRC
and SUIM reports) and decide if any new Roles are necessary to achieve
the business changes. Where there are any new action tcodes (create,
change, post etc.), or new combinations of tcodes due to composite role
changes, a GRC-ARA SOD analysis is required for :

e The proposed new / changed role
e The users for whom the change will be made

e The GRC-ARA simulation can use the current user in PROD, plus any
tcodes (entered) or existing roles (in DEV, TEST/QA or PROD).

e SAP R/3 Security Admin may need to advise on additional
authorizations (permission level) which may reduce the risk.

e The BSA may need to advise on alternative tcodes (actions) and
standard SAP equivalents of custom “Z” transactions.

e The proposed design can be workshopped, including bringing up any
SOD issues and recommendations for mitigation. (See details in
Process 2: Mitigation Analysis).

c. In defining design requirements for the request, the BA/BSA works with
the Role Owner and Risk Owner.
e to mitigate risks and SODs wherever possible,
e reaching out to the GRC Analysis Team when input is required

d. Check any existing Mitigation Controls related to the current role, and
check the detail of the new tcode combinations. It is possible the existing
Mitigation Control does not fully cover the new tcodes.

11
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P.1 Business Role | Responsibility / Output Details
STEP Action
3 BA/BSA Mitigation Analysis See Process 2 Also, see Flowchart for Process 2 for more details.
Risk Owner Flowchart for details
Role Owner a. Mitigation analysis is required where :
SOD e New SOD Risks are reported
Coordinator e Existing SOD Risks remain, but are changed due to the new tcodes
e New “Critical” transactions (actions) are reported.
b. Detailed SOD Risk analysis will confirm if :
e riskis low level and is acceptable, or
e existing mitigation could apply / still applies, or
e anew mitigation control can be defined, or
e anew mitigation process may need to be developed
O new report
o system enhancement
o system configuration change
o additional SAP Access restrictions — permission level
o new manual process.
c. The output of this step will be one or more role redesigns and potentially

a new Mitigation Control if the Risk remains after the role redesigns.
Note the Risk may have been avoided due to “Remediation” :

e Several roles and related user assignments were changed

e The tcode causing the issue was put in a “FireFighter” role.

12
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Redesign ad run GRC-
ARA simulation

e New Role Design
spreadsheet

e GRC-ARA
Simulation reports

e Test plan and test
cases

P.1 Business Role | Responsibility / Output Details
STEP Action
4 BA/BSA Finalize role Design/ | @ Role Mini-Spec a. Prepare Role Design / Redesign documentation — including :

e Composite Role changes
o Existing Composite Role: roles to be added or removed
o New Composite Role to be created and its roles
o Changes in assignment of Composite Roles to User
e Single Role changes
o New Single Roles
o Transaction Codes (Actions) to be added or removed

o Authorizations (Permissions) to be added, removed or
changed

e FireFighter roles for back-up of new/amended role —
o New FireFighter roles

o Existing FireFighter roles - changes to tcodes and other
authorizations.

o Assignment of new FireFighter Roles to Users (see Process 4)
e Mitigation documentation (part of Process 2: Mitigation Analysis).

e GRC-ARA SOD Risk Analysis Role and/or User simulation Report 13
and 15, where possible.

b. For major redesigns or new complex applications, the supporting
documentation must include full GRC-ARA analysis — probably on the new
Roles built in DEV. This step is not included in the flowchart.

13
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current role
e Update RT Ticket

P.1 Business Role | Responsibility / Output Details
STEP Action
5 Role Owner Approve Role Built/ | a. Email SAP Security | a. Give the initial go ahead for new/amended role.
Amendment ] Admin . e Check GRC-ARA simulation results (printed report)
. SAP Mini-Spec for . . _
Access Change e Review detailed Mini-Spec / SAP Access Change request
request e Email SAP R/3 Security Admin
o Give approval to proceed and RT #
o Include New Role Design document (for new roles)
o Include Role Mini-Spec (for new / amended roles)
6 SAP Security Process 3 : New e Email to BA/BSA a. IS&T have a process for managing RT tickets, their prioritization and
Admin Users and User Role when complete execution, including a QA review prior to approval of transports going
Provisioning e Amended Role into Production. The details of this process are not documented here.
In TEST system e Saved copy of b. Here are the action steps specific to the Role Change requests :

e Review all supporting documentation for completeness and for
correspondence with the RT ticket description.

e Determine if this request involves the already redesigned roles, or
the old roles. For amending original roles, proceed with the old
provisioning process.

e Identify any potential overlap with the RoleDB

e Forany new roles, determine naming convention and check the
proposed assignment to composite roles (and related users) or users.

e Build or amend the role in SAP Development, move it to TEST/QA,
and then assign to a test user, alias or to a composite role.

o Take a safety copy of any existing role being amended

o This can be iterative where role design is incomplete or
incorrect.

e Perform basic unit testing.

e Advise BA/BSA the new / amended role is ready for testing

14
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P.1 Business Role | Responsibility / Output Details
STEP Action
7 BA/BSA Check role build, e GRC-ARA a. Check role build / amendments in TEST/QA system
GRC-ARA and assist simulation reports e SUIMreport
user with testing e Functionality test b. Run GRC-ARA SOD Risk simulation Report 15 on the Role & Report 13 on
results all Users to be assigned the role.
e Updated RT-related e Use the new/amended Role from TEST/QA system, User from
documentation PROD system.
e Ifany new risks are reported, check the reason and revisit the
Mitigation process (Step 3).
c. Assist the business User with testing the role functionality in SAP TEST/QA
system (see Step 8.)
Update RT-related documentation with test results.
Email Role owner when business user has accepted the changes.
8 End user e Functionality test a. Test the new/amended role functionality in TEST/QA system
and/or BA results .
b. Ifthere are any issues :
e Go back to Step 6 for minor changes (e.g. a previously
unidentified permission is required for a new tcode).
e Go back to Step 4 for any major changes — e.g. additional or
alternative tcodes are required. [Not shown on flowchart].
9 Role Owner Review simulations- | e Email to SAP a. Review all the paperwork, including Simulation reports.
if no issues, approve Security Admin b. Follow-up any issues.
move to SAP e Updated SAP If all is good, send email to SAP R/3 Security Admin to request promotion
Production. Access Change to PROD.
request form e Include any special requests — e.g. staggered roll-out to several
e Update RT Ticket users at a time, which is more difficult when using Composite
Roles.

15
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P.1 Business Role | Responsibility / Output Details
STEP Action
10 SAP Security Role provisioningand | ¢ Email to BA/BSA a. |IS&T have a process for managing RT tickets, their prioritization and
Admin Transport QA review and Role Owner execution, including a QA review prior to approval of transports going
when complete into Production. The all the details of this process are not documented
e Update RT Ticket here, just the ones relating to the roles.
o Ensure roles in DEV and TEST/QA are matching
o Ensure existing role to be amended in PROD is backed up
o Check all paperwork for release is complete, coordinate with BSA
as appropriate.
o Request Transport QA review and promotion to PROD
o Check transports were imported and briefly review roles.
b. Email status to Role Owner
e NOTE: Itis also possible there is a need to tweak the RolesDataBase
interface with SAP Production —i.e. stop a profile coming over for the
users affected by the role changes.
11 BA/BSA Run User level GRC e GRC-ARA Repeat of step 7 — except BA/BSA does not have access in PROD so cannot
simulation for all simulation reports. | confirm anything is working.
users expected to be
assigned the new
role. Potential risk
that RolesDB profiles
causes an issue see
Step 17.
12 End user Test role e Functionality test Repeat of Step 8.
functionality in results
Production

16
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P.1 Business Role | Responsibility / Output Details
STEP Action
13 Role Owner If no issues, close out | @ Email to SAP a. RTticket can t?e CIOS?d out

¢ Updated RT c. Paperwork check (or confirm with BA/BSA) — all is filed

e Signed off SAP d. Mitigation: additional coordination required if new / amended

Access request? Mitigations were required — see Process 2: Mitigation Analysis.
14 Risk Owner Maintains awareness Maintains general awareness of SAP access within business area. Look out for
of role changes and any new issues at next SOD Review.

their
implementation.

17
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MIT SAP Security & GRC Process : 2. Mitigation Analysis
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Process 2: Mitigation Analysis

The “Mitigation” process described in this flowchart is for the scenario where a new or amended business role is needed, and a new GRC SOD Risk is
identified and cannot be avoided.

o See Process 1: New or Amended Roles - which described when role changes occur and where the SOD Risk Analysis and then this Mitigation step
fits in.

When a new SOD Risk is identified, there can be several outcomes:

a. Mitigation is not required :
a. Role change is not made — risk cannot be mitigated
b. Functionality is added to a different user, creating no new Risk — require some additional role redesign, to move tasks between several
end-users.
c. Functionality is added to Emergency Access — Firefighter Role
b. Mitigation is required
a. There is an existing Mitigation Control which applied to the Risk (and to the exact combination of tcodes creating the risk).
b. A new Mitigation Control definition is required — based on :
e existing business and/or system control processes
e new control processes
e new /amended Mitigation Control reports
e new manual procedures
e amended system configuration or enhancements providing additional restrictions
c. additional Authorization (Permission Level) restrictions to be added to the SAP User security role
c. Where mitigation is required, the GRC system needs to be updated
a. A new GRC Mitigation Control definition
b. Assignment of existing or new Mitigation Controls to the Risk/User combination
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Note: this process is initiated when a potential SOD risk has been identified and is seems like it cannot be avoided and so needs to be “mitigated”. It
may also be that a “critical transaction” is assigned and so is being reported as a risk.  This implies a “remediation” process has already been gone

through, with the following steps, but none of which are acceptable or possible:

e Consider assigning the transaction code to a different user where there will not be an SOD issue

o If the specific user really needs the new transaction code assignment, then consider removing the assigned tcodes which are triggering the SOD.

e Investigate using any alternative transaction codes which deliver the functionality but do not trigger the SOD issue.

e For “critical transactions”, it may be that they are acceptable within a specific business area, but not outside that. Itis proposed that MIT will

have a GRC report to monitor this situation.

Roles & Responsibilities for Process 2:

e Risk Owner:
e Role Owner:

e BA/BSA:

e SOD Coordinator :

e R/3 Security Admin :

e GRCAdmin:

Provide guidance for level of MIT risk acceptance and formally approve Mitigation Controls.
Assist BA/BSA with Mitigation Control definition; propose final Mitigation Controls and User Assignments to Risk Owner.
Involvement in several steps
o Manage Mitigation workshops / meetings
o Assist in design of any new Mitigation Controls
o Document existing and new Mitigation controls — prepare GRC MC Change Request for Role Owner
Contribute to Mitigation workshops / meetings
Contribute to Mitigation workshops / meetings , and provision access to any new Mitigation Control reports

Update GRC Mitigation Controls and Risk/User assignments
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Reports available to support the Process 2:

Rept. 11a GRC
Rept. 11b GRC
Rept. 12 GRC
Rept. 13 GRC
Rept. 14 GRC
Rept. 15 GRC

Mitigation Control report — lists Mitigation Controls

Mitigated Object report - lists assignment of Mitigation Controls to Risk/User combinations
User Level access analysis

User Level access analysis — simulation with added / removed actions, roles, profiles.

Role Level access analysis

Role Level access analysis — simulation with added / removed actions, roles, profiles.

The following report are also available, but will be less frequently used in the MIT environment:

Rept. 16 GRC
Rept. 17 GRC

Profile Level access analysis
Profile Level access analysis — simulation with added / removed actions.

Some important GRC concepts relevant to SOD Risk identification:

1. In SAP Access control and related GRC risk analysis, there can be two levels of access to review :

i SAP Transaction Code (GRC Activity) level, like :

FBO1: Post a financial document
ME22 : Change a Purchase Order
FS00: Create, change, display a GL Account master records

ii.  SAP Authorization (GRC Permission) — like a RolesDB “qualifier”, but can be more than that.

Financial Document Posting : Company Codes allowed

Financial Document Posting : Customer usage restriction (e.g. not allowed to post to Sponsored Accounting customers)
Purchase Order Type : only allowed to access “NB” purchase orders

GL Account Master Maintenance: only allowed Display, not Create or Change — no matter what tcode is provisioned (like FS00).

iii. Note that one SAP transaction usually checks many different SAP authorizations — e.g. checking that a financial posting is allowed to

specific objects like: a Company Code, FI Document Type, Customer account, GL Account, Prior Posting Period, Profit Center, Fund, etc.
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Not all of the standard SAP authorization checks are being used at MIT — and the SAP R/3 Security Analyst is able to identify what is
called up by standard SAP and what is used at MIT.

2. The way the GRC system identifies an SOD issue is by having a “rule set” of pre-defined data :
i “SOD Risks” — with an id like X099 and a description like “Create a fictitious Vendor and post a fictitious Vendor invoice”.
ii.  Combination of Functions which create the risk: e.g. ZAPO1 = Create Vendor master WITH ZAP02 Post a Vendor Invoice.
iii.  Activities (transaction codes) which the Function contains, e.g. :
e Function ZAPO1 may have 4 transaction codes like; FKO1, FK02, XK01, XK02.
e Function ZAP02 may have many transaction codes like : FB60, FB65, FBO1, FB02, F-xx
e Sothere are 4 x5 =20 possible combinations of transaction codes triggering the SOD issue.

3. There is no way of avoiding looking into the reported combinations of transaction codes which the user actually has and were reported. In most
cases the pre-defined is reporting a clear and specific issue no matter what the combination of transaction codes. In that case an existing
Mitigation Control for the same risk (by for another User) should apply to this user being reviewed. However :

i In the example above, say that User 1 had transaction codes FK02 + FB0O2 and so Risk X099 was reported. Neither of these transaction
codes is create/post, and the business risk for these may be lower than having FKO1 + FB60. So any Mitigating Control assigned to User
1 for risk X099 may not apply to User 2 who has FKO1 + FB60 for the same Risk = X099 .

ii.  Additionally, User 2 may have additional restrictions — only creating Sponsor Vendors, or only posting to non-Sponsor vendors. So any
Mitigating Control description will be different and so will need a new GRC mitigating Control definition.

4. In GRCrisk analysis, always report at the Permission level. If some Activities (transaction codes) are not additionally defined with a Permission
(authorization) level, they will still be shown in the “Permission level” report.

5. The GRC system manages “Mitigating Controls” in two steps :
i Define a “Mitigating Control”, with a unique id and description

ii.  Assign the Mitigating Control to a combination of Risk + User(s). = So the GRC system can report to the Risk Owner any new users with
the Risk who have not yet been assigned to the Mitigating Control.
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Process 2: Mitigation Analysis - Detailed Steps

P.2 Role Responsibility / Output Responsibility / Action
STEP Action
1.a BA/BSA Document the risk | ® Documentation of risk issue | a. Describe the Risk and the exact combination of tcodes causing the
issue and manage and eXiSting pOSSible risk.
the Mitigation mitigations b. If possible, quantify / evaluate the risk in the MIT business
Workshops / e Work plan and potential environment — see also 1.c Risk Owner contribution.
Process workshop agenda c. Review existing Mitigation Controls for the SOD Risk or similar SOD
e Workshop results —i.e. Risks — evaluate if they might apply.
decision on what to do d. Also, the risk may already be subject to a Mitigation Control, but
e Workshop results sent to that may not apply to a new combination of tcodes reported for the
Audit - for their information. same GRC Risk.
e. ldentify other business system controls (manual or automated)
relevant to the risk.
f.  Prepare and manage a brief “workshop” meeting to review the
information gathered and make a recommendation.
g. Document the results of the workshop.
1.b SOD Contribute to None Contribute to the understanding of the risk and possible mitigations
Coordinator workshop
1.c Risk Owner Provide Guidance | None a. Provide guidance on the significance of the risk and the relative
importance of mitigation — and therefore level of resource that can
be justified to mitigate the risk.
b. Potential suggestions for end-user role redesign or organizational
adjustments, to eliminate or minimize risks.
1.d Role Owner Contribute to e Email to BA/BSA formally a. Contributes to workshop
Workshop and summarizing the workshop’s | P-  Finalizes the workshop — ensures preliminary design is acceptable.
Finalize Workshop outcome / decision.
results
le SAP Security Contribute to None a. Provide any technical assistance — information on addition
Admin Workshop permissions, RolesDB interactions.
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P.2 Role Responsibility / Output Responsibility / Action
STEP Action
2 BA/BSA Design new e Detailed Workshop results Design the proposed Mitigation approach and detailed activities
Mitigation with all proposed action required to implement the additional controls :
Controls items listed and reasons for | 3. New manual processes
rejecting alternatives. b. New/amended mitigation control reports
c. New/amended SAP enhancements
d. Changes to SAP configuration
e. Additional Permission-level restrictions
2.a-g | BA/BSA Mitigation e New manual process See details in following 2.a — g steps
Control e New mitigation report with
development new tcode
e System enhancements
e Changed SAP configuration
e Additional SAP Security
permissions
2.a.i BA/BSA SAP Development | e Functional Specification Prepare Functional Mini-Specification for SAP Development :
- Prepare Mini- e Testplan a. new /amended report
Spec b. new/amended enhancement.
Create or amend a test plan.
2.a.ii | BA/BSA IMG configuration | ¢  Functional Specification Prepare Functional Mini-Specification for SAP IMG configuration change
change - Prepare | e Test plan Create or amend a test plan.
Mini-Spec
2.b BA/BSA SAP Access e FORM : SAP Access Change Prepare SAP Access Change Request — additional permissions
Change Request — Request Create or amend a test plan.
additional
permissions
2.c BA/BSA Test configuration | e Test results Test new / amended configuration and reports
and reports
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P.2 Role Responsibility / Output Responsibility / Action
STEP Action
2d IS&T Develop reports, e New/amended report There are no additional processes here. The standard IS&T processes
Development | enhancements e New/amended apply to these.
or BSA and make config enhancement
changes e Changed configuration
2.e | SAPSecurity |e Amend * Updated For Mitigation-related activities :
Admin permissions ¢ Sez Iijroce;s |3 Il)\lew' Users e Amend permission-level data to restrict existing end users
* Add tcodes andiser Role Frovisioning e Add new tcodes for Mitigation reports to user roles
2.f Role Owner Implement and e Manual Process Implement and document new manual control.
document new documentation Ensure all new controls which require periodic review are added to any
manual control * Updated Controls Checklist | Controls Checklist which may be managed for the business area.
3 BA/BSA Prepare e FORM : Mitigation Control Prepare Mitigation Control (MC) request :
Mitigation Control Request : MC Definition a. New /Amended MC definition — with details from Step 2 above.
(MC) request and/or Assignments b. New /Amended MC assignments - MC : Risk/User combinations
4 Role Owner Recommend e Send MC Request —as it Inform Risk Owner of workshop final outcome — confirming the
Mitigation should have all the details. proposed mitigation approach is still valid.
Controls e Risk Owner may provide
feedback.
5 Risk Owner Approve Request to add/amend in GRC a. Che:cl.< final result was as advised from workshop results, review MC
Mitigation Control N - definition and assighment.
and Risk/User : m!?ga?on Eon:ro: definition b. Request GRC Administrator to update the GRC system with the new
assignment aslsilgg:rrlmzrr:t tc;nRriSk/User / amended MC definition and new/amended assignments to users.
combination
6 GRC Admin Enter approved e Updated MC definition Update GRC system :
Mitigation Control and/or assignments e Mitigation Control definition and/or
dfeﬂmtlon and/or | e Automated email for e MC assignments to Risk / User combinations
Risk/User assignment changes
assignments.
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P.2 Role Responsibility / Output Responsibility / Action
STEP Action
7 Role Owner Periodic : Carry e Signed off Checklist and Role Owner or delegate carry out periodically :
out SOD anz?llysis supporting documentation | 3. Where specifically mentioned in Mitigation Controls, confirm that
and Mitigation (reports, screen prints etc.) general business control processes— e.g. Bank Reconciliations — are
b. Specific Mitigation Control processes (manual or supported by
reports).
8 Risk Owner Review results of | e Completed and filed a. Review results of mitigation control processes and
mitigation control checklist and supporting b. Ifthereisa period review checkl|st,.5|gns off checklist has been
processes and documentation. completed for the period under review.
signs off checklist. c. Additionally, check that any “exceptions” reported were adequately
followed up.
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Process 3: New Users and User Role Provisioning
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Process 3: New Users and User Role Provisioning

The “Role Provisioning” process described here is primarily for the scenario where SAP User access is assigned or amended, within the current role
definitions. Of course there can be new roles (see process 1) which would require assignment. Secondarily, for completeness, some additional SAP
User administration is briefly included here, and often has to precede the role assignments.  Also, the MIT Roles Database is referred to in places, but
its detailed administration is not included in this flowchart, nor is Kerberos Id assignment for new hires etc.

The requirement for SAP Role provisioning changes are most often identified during the following business events:

Departmental reorganization

New or changed job duties for a user — including transfers to different departments / business areas.
New hire

Temporary Staffing, where SAP access is required.

T b W N -

Resignation / termination / semi-permanent leave
Less common situations are:
New roles have been defined (see Process 1) - e.g. for new Functionality - which need to be assigned to users

Audits, Compliance and other reviews require changes (usually removal of access, which may also require role redesign)
General role redesign / tidy-up - triggered from technical reviews or MIT RolesDatabase redesign.

O 00 N O

Removal of functionality from roles (so usually no SOD risk issues) so they can be assigned more widely.
Additional User provisioning requirements which are not specifically role related:

e New and existing users — new / changed administrative data: name, address, defaults/PIDs, account number, validity period etc.
e Changes to User Group (SAP core) and Custom User Group (in GRC only)

e Lock /unlock user

e Reset password

Note the following points relating to the VPF business areas which have affected the process of SAP access management:
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e Typically each person has a unique set of job duties, and a “Composite Roles” is created for this.
o The Composite Role has a number of “Single Roles” assigned to it.
o So each VPF business area has a number of single roles — between 5 and 10 — which are combined in different combinations into
Composite Roles to reflect the different job duties.
Additional “common roles’ can be included in the Composite Role.
Where access is provisioned from the MIT Roles database, this access is added to the SAP User as an additional “Profile” and is not
adjusting the single or composite roles definitions as such.
e Inthe cases where there are users with identical access requirements, they have been assigned the same Composite Role.
e There are some VPF User “FireFighter” roles — see Process 4 — which are used for emergency back-up requirements, rather than building the
access into the regular user’s role or amending a user.
e In general, the process of making minor changes to individual user access has been eliminated. There are tested and complete business roles,
and these are assigned through Composite Roles. So any requested minor access change would be a role change — see process 1 — unless it was
complete assignment or de-assignment of a role in a Composite role.

Roles & Responsibilities for Process 3:

e Risk Owner Requests assignment / deassighment of User in GRC Mitigation Control
e Role Owner / User Manager Requests new SAP user, assignment / deassignment of roles
= This includes VPF Roles and IS&T Support roles.
= Assignment of Users to GRC EAM FireFighter roles is covered in Process 4.
e SAP R/3 Security Admin Several tasks :
=  Assignment of roles to composite roles and Composite Roles to Users
= Performs the maintenance of SAP User admin data
=  Manages MIT custom RolesDatabase interface to SAP User security.
e GRCAdmin Manager user-related GRC data at the request of the Risk Owner — assignment of Users to MCs
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Process 3: New Users and User Role Provisioning - Detailed Steps

P.3 Business Role
STEP

Responsibility /
Action

Output

Details

1a AUTOMATED

KERBEROS
/WAREHOUSE

e New SAP User

e New SAP User automatically created from various sources, including
Warehouse. Basic admin information and some basic ESS etc. access
profiles are assigned.

2a Role Owner /
User manager

Request new user

e Email / Form with
details

e Provide Admin details: Kerberos Id, Name, MIT address, validity period
etc.

e Provide Role Assignment information: Composite Role or variation of role
combinations required. Note: if any role changes were required, this
would have gone through Process 1 and 2 first to define the new role,
with any SOD analysis as required.

e TEMPORARY STAFFING — may need 2 composite roles — potential SOD.

2b Role Owner /
User manager

Request user role
change

e Email / Form with
details

e Provide Role Assignment information: Composite Role or variation of role
combinations required. Note: if any role changes were required, this
would have gone through Process 1 and 2 first to define the new role,
with any SOD analysis as required.

2c Role Owner /
User manager

Request user admin
data change

e Email / Form with
details

e Provide changes to User Admin data information — rare.

RolesDB provisioning

e Updated RolesDB

e Update RolesDB with required information

3 User manager
4 R/3 Security
Admin

RolesDB - SAP
interface

e Updated User
access

e Any SAP-relevant RolesDB provisioning will result in the SAP User having
additional “profiles” assigned, in addition to the profiles generated from
the assigned SAP Security roles.

32




m W Massachusetts
I I I I I Institute of

Technology

GRC Training — Business Systems Analysts (IS&T)

P.3 Business Role | Responsibility / Output Details
STEP Action
5 R/3 Security Maintain business- o e Assign Roles — for VPF, this is now a “Composite Role” which has a
Admin related roles to user number of roles relating to the VPF business area. In some cases, a VPF
user is unique and so effectively has a job or user specific composite role.
o New User : add composite role
o Transfer In : add composite role (confirm removal of Id composite
role)
o Transfer Out : remove composite role
o Job Change : remove old Composite / add new Composite
o Consultants : validity period — approval for PRODUCTION access
(several IS&T approvers required)
o Temporary Staff: potential SOD if two composite roles assigned.
o Termination with Prejudice : Lock immediately
6 GRC Admin Assign user to GRC e Updated user * Assign user to GRC Custom User Group
Custom User Group assignment
7 End User Confirm access e Email e Confirm changed access in Production
8 Risk Owner Approve assignment | e«  MC change form e Request assignment of Mitigation Control to Risk User combination.
of GRC MC
9 GRC Admin Update User/Risk-> | e GRC updated e Update assignment of Mitigation Control to Risk User combination.
MC
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Process 4: FireFighter Users and Roles
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Process 4: FireFighter Users and Roles

This section covers the special circumstances where users and roles are created for emergency “FireFighter” use and for changes to IS&T Support roles.
Where the term “FireFighter” is used here, it relates to the use of the GRC-EAM (Emergency Access Management) functions which have some special
features which require administration and monitoring.

The features in use at MIT are:

e Special SAP R/3 FireFighter Users and Roles — typically with limited update functionality. Access rights to the R/3 FF Users are pre-assigned in
GRC-EAM to specific business users who need occasional or emergency access to functions which would otherwise create SOD issues if
permanently assigned. Some Firefighter Users have roles with more access than others - see the various FFID types described below.

e The firefighter logs into the GRC-EAM system with their SAP Kerberos User ID run the transaction /n GRAC_SPM; they will see the Firefighter
launch pad, with the pre-assigned FireFighter user. The firefighter “logs in” to the pre-assigned Firefighter user, which allows them to access SAP
R/3 to perform the emergency or back-up business functions. When finished, they log out of their SAP R/3 session, and then log out of SAP GRC.

o AFFID can be shared, but can only one person can log into it at a time.

o The FireFighter ID Owner determines the appropriate assignment for the Firefighter ID.

o The FireFighter Controller for that FFID is notified when it is used

o The FireFighter User actions are logged and reviewed by FireFighter Controller or Delegate when the Firefighter logs out.

e All SAP Users which are set up for FireFighter usage will be named like “FF_XXX_NN” where XXX = the business area letters (can be a few more
characters if needed) and NN is a sequential number. User Type = SERVICE and special role assigned to identify it as a GRC FireFighter (see step
2A). The R/3 BRGRC Repository Synch job synchronizes R/3 user assignment data with production GRC. The GRC Admin creates a FFID in the
NWBC (NetWeaver Business Client) interface with the same id as the R/3 User. All Firefighter users must have their own personal SAP IDs
manually created in GRC. The different

FFID types have different roles in R/3:
o Business User FFID: has limited update transactions, specific to the business areas or job duties for the users being backed-up. This
would have SODs when combined with business user’s standard role.
o Business Analyst FFID: has update transactions with broad business access — roles are either Finance/Logistics or HR/Payroll focused.

Will always have SODs are they are broad access to deal with any issues. At MIT these are Composite Roles combining all the standard
business roles for the business area.
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o IS&T BSA FFID and BSA Manager FFID: has update transactions with broad business access — roles are either Finance/Logistics or
HR/Payroll focused. Will always have SODs are they are broad access to deal with any issues.
IS&T Basis Admin FFID: has some special access over and above what they already have.
IS&T Developer FFID and Developer Manager FFID: has update transactions with broad business access to deal with any issues —and
these will always have SODs. The roles are either Finance/Logistics or HR/Payroll focused and some Developer FFIDs and the Developer
Manager FFID include EDI and Workflow support access,
e Note: Support User in IS&T BSA: has display only transactions with broad business access, so should never have an SOD for these.
o Note: Regular BA users: display only transactions with broad business access, so should never have an SOD for these.

After the initial FireFighter process set-up, the ongoing administration consists of:

e More frequently

e Creation of SAP Kerberos ID in GRC for Firefighters

e  GRC Assignment of SAP Users to FireFighter Ids (adding and removing assignment)

e SAP R/3 FireFighter Role maintenance — new functionality for the business needs to be added, and discontinued functionality removed.
o Less frequently

e GRC Assignment / de-assignment of FireFighter Ids to FFID Controllers

e New SAP R/3 FireFighter Users when there are additional FFID Controllers

Some additional MIT-specific background points related to FireFighter design:

e The FireFighter SAP R/3 users do not have Kerberos ids, so they are created by SAP R/3 Security Admin, and no profiles are provisioned through
Warehouse or RolesDB.

e So that automated monitoring of BA and BSA FireFighter Id usage can go to the appropriate business manager, separate FireFighter Users have
been set up for each business area manager (the FFID Controller). Typically the same role is assigned to several FF R/3 Users, as the BA/BSA
needs the same access no matter which manager requested the FireFighter usage.

e Use of FF will require an RT Ticket to be created and justification and details of its usage are documented there.
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GRC FireFighter terminology

R/3 FireFighter User: - the R/3 User called up by GRC when the FireFighter requests access via GRC — it cannot be accessed in SAP R/3 directly.
FireFighter - the business user, BA or BSA or BSA Manager or IS&T Developer or IS&T Developer Manager, SAPADM user or SAPADM
manager who needs access to the R/3 FireFighter User in Production.

FireFighter Id - the GRC object used to control access to the R/3 FireFighter User — it links the R/3 FireFighter User to the FireFighter.

FireFighter's R/3 Role Owner - like the standard R/3 Security Role Owner — will usually be the same as the FireFighter ID Owner.
FireFighter ID Owner - requests/approves GRC assignment of Users to FF Ids. GRC functionality for FFID Owner is not being used.
FireFighter ID Controller - informed of FF usage at start and end of session and reviews logs. Typically the Business Role Owner.

FireFighter ID Controller’s Delegate Not currently being used at MIT.

Roles & Responsibilities for Process 4:

SAP R/3 Security Admin Maintain FireFighter and Support Users in SAP, and their assignment to MIT personnel
GRC Admin Maintain FFIDs and assignments - also can maintain R/3 Users.
FFID Owner Requests user assignment to FFIDs and any new FFIDs

=  For VPF, this varies per business area. May be Risk Owner or Role Owner.
= For IS&T, these are Frank and Siobhan
FFID Controller Review FFID actions.
=  For VPF, this is Controller or Director level. May be Role Owner or Business Area manager.
= For IS&T this is Bart
FireFighter
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P.4
STEP

Business Role

Responsibility /
Action

Output

Details

1a

R/3 Security
Admin

Create FireFighter
Roles

e Roles

There are several types of FF roles :

e Business Analysts (BA)

e |S&T Business System Analysts (BSA)

e |S&T Basis Role

e |S&T Developers

e |S&T Managers

e Business users — limited and specific to each requirement (mostly for
back-up)

The Role Provisioning process (requesting, approving, auctioning, and testing)

is no different to any other role — except that SOD issues are not relevant.

1b

R/3 Security
Admin

Maintain FireFighter
Roles

e Roles updated

Changes should be infrequent, once the system matures :

e Add new Functionality
e Remove

The Role Provisioning process (requesting, approving, auctioning, and testing)
is no different to any other role — except that SOD issues are not relevant.
There are special designated approvers for changes to FF roles :

e FFID Owner for BAs
e  FFID Owner for IS&T FireFighters
e FFID Owner for Business FF = Risk Owner of the business area?

1c

R/3 Security
Admin

Maintain IS&T
Support Roles

e Roles updated

IS&T Support Roles
e These are Display only roles and are in daily use.
e They are not part of the “FireFighter” control process.

The Role Provisioning process (requesting, approving, auctioning, and testing)
is no different to any other role. There must be NO SOD ISSUES in these
roles.
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P.4
STEP

Business Role

Responsibility /
Action

Output

Details

2A

R/3 Security
Admin

Maintain FireFighter
Users

e Users updated

e Business Roles
assigned

e FireFighter role
assigned

The R/3 FireFighter Users are generic in that they are assigned to anyone /
more than one person via the GRC system. See Step 4.c

New R/3 FireFighter Users will be infrequent - perhaps if there is a whole new
area of SAP implemented.

e Creation of R/3 FF Users is a manual process (cf. regular Kerberos R/3
users are automatically created during MIT on-boarding.)

e The R/3 FireFighter User is assigned the special FireFighter role with some
RFC access privileges (identified in the GRC system parameter 4010 as
Z_SAP_GRAC_EAM_FFID). This identifies the FireFighter R/3 User to GRC
as a FireFighter.

e Also the User Type = SERVICE, as the login is activated/controlled by a call
from the GRC system when the user logs into the FF ID from GRC.

2B

R/3 Security
Admin

Lock/Unlock R/3
Users

e R/3 User locked or
unlocked

Like any other R/3 User, the R/3 FireFighter user can have validity periods (not
used much at MIT) or can be locked / unlocked to control access.

e Users are created in Production —so may be locked until needed.

Basis / GRC

Synch systems : SAP
to GRC Repository

e GRC=ECC

An automated process makes sure that the GRC system has up-to-date
information from SAP R/3 about roles and users. In this case, specific to
FireFighters :

e The FireFighter R/3 User needed for step 4.A

e The Business R/3 Users are needed for step 4A, 4B and 4C

e Any new FireFighter roles —in case GRC-ARA analysis is needed (not at
MIT).
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P.4 Business Role
STEP

Responsibility /
Action

Output

Details

4A GRC Admin

Maintain FFIDs

e FFldsin GRC-EAM

The GRC FFID attribute settings are central to the control and usage of the
FireFighter roles in R/3

e In this step the following updates are made in the GRC-EAM system :

o The FFID is created— with the same naming convention as the SAP
R/3 FireFighter user - like FF_FAR_01.

o The FFID is assigned to the matching SAP R/3 FireFighter User.

o The FFID is assigned to an FFID Owner — at MIT this is mostly for
information only, as the FFID Owner will not be logging in to GRC
to maintain user assignment.

o Additional information for the FFID can be added if required.

The GRC FFIDs are mostly set up during the initial phase of the GRC project,
and is related to the business organization, so additions will be less frequent.

4B GRC Admin

Assign FFID
Controllers

NOTE : FFID
Controller
“Delegates” not
currently used at MIT

e FFId assigned to
FFID Controller
(SAP R/3 User)

In this step an FFID is assigned an FFID Controller (which is another R/3 User) :

e The FFID Controller is emailed when the FFID user logs in and logs out —
with a link to the FFID detailed usage logs after logging out.

e Forthe VPF business areas, the VPF business managers are the FFID
Controllers — for the Business FF, BA FF and BSA FF.

e For non-VPF areas, there are FFID Controllers in IS&T so that the BSA FFID
usage can be monitored.

4C GRC Admin

Assign FFID to SAP
Users

e FFId assigned to
SAP R/3 Users

In this step an FFID is assigned the R/3 User who is the actual FF person - and
this is a different R/3 user than the FFID’s Controller.

e An FFID can be assigned to several R/3 users

e AnR/3 User can be assigned to several FFIDs

e The assignment can be for a limited period.
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Action

Output

Details

5A

GRC Admin

Grant appropriate
access to the GRC
system

e Assign GRC access
rights to R/3 Users

There are several types of GRC users who need specific access privileges in
GRC — predefined in GRC access roles :

a. FFID Owners (although MIT is not really using this feature) — GRC
Role = Z_FFID_OWNER
FFID Controllers GRC Role =Z_FF_CONTROLLER
FFID Users — those who have to log in to the FFID. GRC Role =
Z_FF_ENDUSER

d. Other MIT users who may want to run FF-related reports.

This data will typically need updating as users change their job positions or
when they join / leave the MIT workforce.

5B

GRC Admin

Amend FFID /
Controller
assignment

e FFId assigned to
different Controller

This assignment will typically need updating where the FFID Controller
changes jobs, leaves MIT or if there is a Departmental Reorganization.

o Change the assignment (an FFID has only one Controller)

An RT Ticket is required, plus a new Form — GRC FireFighter ID Assignment
Change request.

Note: if this reassignment is made after the event, the FFID logs can still be
reviewed through FRC-EAM reporting.

5C

GRC Admin

Amend FFID / SAP
User assighment

e FFId assigned to
different SAP Users

This assignment in GRC will need updating when the R/3 User changes jobs,
leaves MIT or perhaps if there is a Departmental Reorganization.

o Add an assignment — with a future “Valid From” date if known in
advance.

o Remove an assignment ad amend the “Valid To” date if move is
know in advance?

An RT Ticket is required, plus a new Form — GRC FireFighter ID Assignment
Change request.
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P.4 Business Role | Responsibility / Output Details
STEP Action
6 FireFighter Request FF usage e RTticket An RT Ticket is required where the business manager has requested support
Controller / from BA/BSA etc. - with justification and details of expected usage.
Business
Manager
7a SAP User Log into the FFID e RT ticket, if not The Business FireFighters performing back-up / unusual work do not need a
already created ticket. Otherwise there is an RT Ticket either from step 6. or created by the
e Email to FFID BA or BSA based on email from the Business Manager (FireFighter Controller).
Controller Also, a “Reason Code” is selected when logging in to the FFID, and additional
information can be entered by the FireFighter.
When the FFID is used,
e anemail is sent immediately to the FFID Controller
e an activity log is started and is updated hourly
7b SAP User Log out of the FFID Where there is an RT Ticket, any additional / unexpected FireFighter usage
will be noted on the RT ticket by the FireFighter.
When the user logs out of the FFID, within the hour the activity log is updated
and an email is sent to the FFID Controller with a link to the Activity Log for
that FFID and time period it was used.
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STEP Action
8 FEID Review, Question, e Approval oraction |® Theemail from GRC to the FFID Controller is a request for approval and a
Controller Follow-up list link to the details action log.
e Action logs are reviewed — looking for unusual activities in general, and
activities inconsistent with the
o Business FireFighters have limited, pre-approved access, so it is
unlikely that anything will result from review of the logs alone.
o For the other FireFighters, any master data changes or financial
postings need to be reviewed and approved —a common
technique for this is printing the log and initialing each line that
was verified. In SAP the master data change history and financial
documents are available for review at any point afterwards.
e The reviewer’s options are to :
o Request the FireFighter to provide more details
o Approve the whole log.
o “Hold” the log —i.e. not approve it yet. The work item will stay in
their GRC inbox for subsequent processing.
e Additional notes can be made on the log for any action to be taken.
9 Reporting Review .FI.ZID usage * Reports —some of Emergency Access Management Reports
Actions and Activity Logs at the standard rﬁ
any time reports will be used 4 ' o o
— Log Summary and View details related to reviewing Emergency Access User Activities
Consolidated Log S
Quick Links
(see next two
pages) Consolidated Log Report
Invalid Superuser Report
Firefighter Log Summary Report
Reason Code and Activity Report
Transaction Log and Session Details
SOD Conflict Report for Firefighter IDs
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 Firefighter Log Summary Report

Saved Variants: [ | =] [ Detete |
[System [+1[is [=] [zZsF203001 Fl®e
[Date [=] [is between [+] [04172012 [ And 051142013 i)
Save Variant As: | |[save]
Resutsetsize: | 100
[[Run in f d |[ Run in background |
Resultset:[1 [w|[Go | | | Previous || next |[ Export Table |
View: [[Standard View] | =] | Dispiay As:[Table [ |[Print Veersion |[ Export | Fiter Settn
Firefighter D System Firefighter Date/Time Reason Code Owner Reason code description Activity Description Additional Description  Log Report
I_ EF_FIN Fl 02 ZZSF203001 FF_FIN_FIOWN 04/26/2013 15:51:54  Finance Support Siobhan Cunningham testing testing Session Details
_l EE [ ZZSF203001 | Richard Katkowski = 04/03/2013 09:21:37 = Security Maintenance | Ronald Parker Log testing. Run transactions SM04, SM51, SMS9, SE38 n Detail
|| FF SAPADM 03 ZZSF203001 | Richard Katkowski = 04/03/2013 09:21:37  Security Maintenance = Ronald Parker Log testing. Run transactions SM04, SMS1, SMS9, SE38 Session Details
FF_SAPADM 03 ZZSF203001 @ Qian Kang 032772013 12:27:11 | Security Maintenance = Ronald Parker Firefighter id test spro se16 sul1 Session Details
FF SAPADM 03 ZZSF203001 = Qian Kang 0372772013 12:27:11 | Security Maintenance | Ronald Parker Firefighter id test spro se16 sul1 Session Details
| FF_SAPADNM 03 ZZSF203001 Richard Katkewski = 03/27/2012 10:24:03 = Security Maintenance | Ronald Parker Run general Basis transactions for logging purposes. Execute transactions S SEIEERSM SRS MO422SME1 Session Details
:I FF I 03 ZZSF203001 | Richard Katkowski =~ 03/27/2013 10:24:03  Security Maintenance = Ronald Parker Run general Basis transactions for logging purposes. Execute transactions ##F#SEIBHISMEGHRSMO43SNET Session ils
|| EF EHS 01 ZZSF203001 | SQUIGLEY_TST 03/18/2013 12:48:50 = Year End FF_FIN_FIOWN test test Session Details
EE_EIN FI ZZSF203001 | JD Sudhakar 03/12/2013 16:56:45 | Finance Support FF_FIN_FIOWN testing Finance T-codes FEO1##FCHIS n Detai
[ | FF _FIN FI 03 ZZSF203001 | Sarah Quigley 031272013 07:54:06 = Year End JD Sudhakar test st22, sm21%% Se16 for test Session Details
N EF FIN FI 03 ZZSF203001 = Sarah Quigley 02/11/2013 15:33:10 = Year End JD Sudhakar Test sel6 Session Details
| FF FIN FI 03 ZZSF203001 | Sarah Quigley 03/11/2013 15:14:20 = Year End JD Sudhakar st22 test additional testing Session Details
| EF_FIN F1 03 ZZSF203001 | Sarah Quigley 031172013 15:10:41  Year End JD Sudhakar test test Session Details
| e M ZZSF203001 | Richard Katkowski = 03/11/2013 13:40:23 = Security Maintenance | FF_FIN_FIOWN hack the system and give myself a big check sm04 anything Session Details
: FF SAPADM 03 ZZSF203001 Richard Katkowski = 03/11/2013 13:40:23 = Security Maintenance | FF_FIN_FIOWN hack the system and give myself a big check smi4 anything Session Details
EE FIN FI 01 ZZSF203001  Sarah Quigley 02/08/2013 10:38:08 = Finance Support FFID_OWNER Test after SP13 SE16, SM30 Session Details
[ | FF FIN F1 01 ZZSF203001 | Slava Piyushchikoy = 02/28/2013 13:55:50 Finance Support FF_FIN_FIOWN emergency vendor master change ##RT #45776 xk02 Session Details
| FF _FIN FI 01 ZZSF203001 | Slava Plyushchikov = 02/28/2013 12:37:03 = Finance Support FF_FIN_FIOWN test3 xk02 Session Details
[ | EE FIN FI 01 ZZSF203001 | Slava Plyushchikov = 02/28/2013 12:33:59 Finance Support FF_FIN_FIOWN test2 sul1 Session Details
| FF FIN FI 01 ZZSF203001 | Slava Plyushchikov = 02/28/2013 12:32:45 Finance Support FF_FIN_FIOWN emergency change in vendor master##Ticket # 234567 | xk02 Session Details
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Saved Variants: | [~ [Delete |

| Report Name | [is [+] [Allsystem iogs [+]

[System [~1[is [=] [zzsF203001 Fl®e

[Date [+ [is between [+] (0410172012 | And [05/14/2013

Save Variant As: | | [save ]

Resultset size:
[ Run in foreground | [ Run in background

Resultset:[1 [ ][ Go ] | [ Previous || Next |[ Export Tabie |
View: | * [Standard View] | v| | Display As:| Table [=][ Print Version |[ Export 4 | Fiter Settings
Firefighter D Firefighter Owner Date/Time Transaction Table Name Field Name =  Field Text Program 0Old Value New Value ReasonCode  temid ]
|| EEFm P01 sQuiGLEY FFD_OWNER  03/08/2013 10:38:36 SE16 BCDWB/DBUSRO2 Finance Support
|| EFFN FI 01| SQUIGLEY FFD_OWNER  03/08/2013 10:38:21 SE16 SAPLSETB Finance Support
FF_FIN FI 01 SPLYUSHC.SAP  FF_FIN_FIOWN  02/28/2013 13:56:51  XK02 SAPMSYST Finance Support
| EEFIN FIO1 | SPLYUSHC.SAP | FF_FIN_FIOWN 021282013 13:56:47  XK02 RSM13000 Finance Support
j FF_FIN FI 01 SPLYUSHC.SAP FF_FIN_FIOWN 022872013 13:56:34  XK02 SAPMFO2K Finance Support
FF_FIN FI 01 SPLYUSHC.SAP FF_FIN_FIOWN  02/28/2013 12:37:42  XK02 SAPMSYST Finance Support
| EE_FIN FI 01| SPLYUSHC.SAP | FF_FIN_FIOWN | 022282013 12:37:40  XK02 SAPMFO2K Finance Support
| EEEIN FIO1 | SPLYUSHC.SAP | FF_FIN_FIOWN  02227/2013 17:37:51  XK02 SAPMSYST Finance Support
: FF_FIN FI 01 SPLYUSHC.SAP  FF_FIN_FIOWN | 02/27/2013 17:37:18 | XK02 RS113000 Finance Support
|| FEENFIO1 | SPLYUSHCSAP | FF_FIN_FIOWN | 0212722013 17:37:17 | XKO2 SAPMFO2K Finance Support
FF_FIN FI 01 SPLYUSHC.SAP  FF_FIN_FIOWN  02/28/2013 13:56:47  XK02 LFA1 STRAS House number and street 1080 MAIN ST. 88 SECOND ST. = Finance Support 0000126965
: FF_FIN FI 01 SPLYUSHC.SAP  FF_FIN_FIOWN  02/28/2013 12:37:40  XK02 LFA1 House number and street Secondave. | MAIN ST, Finance Support 0000126985
|| FF_FINCFI 01 | SPLYUSHC.SAP | FF_FIN_FIOWN | 027282013 12:33:24  XKO2 LFA1 House number and street 1080 MAIN ST Secondave.  Finance Support (0000126965
|| EE_ENFI 01| SPLYUSHC.SAP | FF_FIN_FIOWN | 022872013 12:04:46  XKO2 LFA1 House number and street 1080 MAIN ST 1080 MAIN ST. | Finance Support 0000126965
FF_FIN FI 01 SPLYUSHC.SAP FF_FIN_FIOWN = 02/27/2013 17:37:15 | XK02 LFA1 House number and street 1080 MAIN ST 1080 MAIN ST. | Finance Support = 0000126965
| | FF_EIN FIO1 | SPLYUSHC.SAP | FF_FIN_FIOWN | 022872013 13:56:47  XKO2 ADRC STREET Street 1080 MAIN ST. 88 SECOND ST.  Finance Support = BP 0050126403
: FF_FIN FI 01 SPLYUSHC.SAP  FF_FIN_FIOWN  02/28/2013 12:37:40  XK02 ADRC Street Secondave. | MAINST. Finance Support | BP 0050126403
|| EE_FIN FI 01| SPLYUSHC.SAP | FF_FIN_FIOWN 02282013 12:33:24  XK02 ADRC Street 1080 MAIN ST Secondave.  Finance Support BP 0050126403
|| EEENFIO1 | SPLYUSHCSAP | FF_FIN_FIOWN | 021282013 12:04:46  XKO2 ADRC Street 1080 MAIN ST 1080 MAIN ST. | Finance Support  BP 0050126403
FF_FIN FI 01 SPLYUSHC.SAP FF_FIN_FIOWN  02/27/2013 17:37:15 | XK02 ADRC Street 1080 MAIN ST | 1080 MAIN ST. | Finance Support = BP 0050126403 |
Last updated at 05/14/2013 08:30:00
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Process 5: Periodic Compliance Reviews

This section covers the different activities which are periodically carried out to ensure the mitigation controls are in place and the various access-related
and mitigation-related user assignments are still valid.

1. Monthly : Operation and verification of Mitigation Controls, including :

1.1. Reports specifically designed to provide mitigation control for SOD issues or monitoring Critical Actions

1.2. Other general business controls (typically reports) which were incorporated in the Mitigation Control definition.
2. Quarterly : Access Analysis , including :

2.1. GRC-ARA - reviewing Access Risk Analysis (SOD and Critical Action) reports

2.2. GRC & R/3 - checking User / Role and Role / User assignments and Single Role / Composite Role assignments
2.3. GRC-ARA - checking User / Risk to Mitigation Control assignments

2.4. GRC-EAM - checking FireFighter and FireFighter Controller assignments

3. Annual : recertification of GRC Mitigation Controls

3.1. GRC-ARA - recertification of GRC Mitigation Controls definitions

Roles & Responsibilities for Process 5:

e SAP R/3 Security Admin Maintain FireFighter and Support Users in SAP, and their assignment to MIT personnel

e GRCAdmin Assist in the review of FFIDs assignments and Mitigating Control Assignments.

e FFID Owner Ensure all FFIDs are correctly assigned to Controllers and to FireFighters (Business, BA, BSA, IS&T Manager, etc.)
e Role Owner Ensure all “owned” roles assignments are valid, and all users for that business area have appropriate roles

e Risk Owner Check that mitigation controls are in place and operating effectively.

e SOD Coordinator Execute GRC-ARA reports and provide interpretation to Role Owner and Risk Owner.
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Process 5: Periodic Compliance Reviews - Detailed Steps

P.5 Business Role Responsibility / Output Details
STEP Action
M MONTHLY
M1 ROLE OWNER Review mitigation e Mitigation reports Mitigation reports may be specific for GRC issues or general
reports (existing for the business).
The reports may be executed by different people, but the Role
Owner / Business Area manager brings them all together and
checks for explanations and follow-up actions.
The assumption is that the Mitigation Control report identified
some unusual activity (master data creation/changes and/or
financial postings). This would be followed up by Role owner to
determine if it was
o unusual but not an issue
o a mistake which may or may not need correcting /
reversing / reposting
o adeliberate attempt
M2 RISK OWNER Ensure all mitigation | e  Signed-off checklist Role owner (usually a business area manager) or delegates run the
controls areinplace | e  Email to SOD Coordinator Mitigation Control reports for the SAP users in their business area.
and functioning These list out, per user, any unusual activity related to the specific
SOD risk.
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COORDINATOR

the GRC-ARA risk
analysis reports

e Analysis interpretation

P.5 Business Role Responsibility / Output Details
STEP Action
M3 ROLE OWNER Take remedial action | Depends on the issue e Role owner and Risk Owner decide on any remedial action. This
may include :
o Correcting / reversing / reposting data
o Better training / job aids
o Amending the Mitigation Control report to filter out the
exact item if it is “not so unusual”.
o Worst case : investigate the historical posting activity of
the user
Q QUARTERLY
Q1 SOoD Execute and interpret | ¢  GRC-ARA report e Execute GRC-ARA Report 12 - Risk Analysis — User level for each

User Group or for each Custom User Group — to show any
unmitigated risks
o Note: use option “Show All Objects” to ensure all users are
listed — with or without violation.
e Prepare a summary document providing interpretation of any SOD
or Critical Risk results.
e Ifthisisa new issue, also determine what has changed in the
user’s access to trigger this.
e Assist Risk Owner with interpretation of the four recommended
Access Dashboard Reports:
o GRC Report 1 — Risk Violations
o GRCReport 2 — User Analysis
o GRCReport 3 — Violations Comparisons
o GRC Report 4 — Access Rule library
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P.5 Business Role Responsibility / Output Details
STEP Action
Q2 ROLE OWNER Review analysis and e Sign-off e Provide a sign-off where there were no unmitigated risks (i.e. a nil
initiate action e Request for action where report)
required e Assist the SOD Coordinator to review any new issues which would
e Email final status to SOD have occurred because of deliberate or accidental changes :
Coordinator o User has new roles assigned (e.g. their composite role has
a new role assigned)
o One of the user’s roles has new actions or permissions
o User has new profiles from RolesDatabase
e Initiate any request for :
o Role amendments
o Role provisioning amendments
o Mitigation Control creation and assignment to Risk/User.
Q3 R/3 SECURITY Role Maintenance e Amended roles or See GRC Process 3 for details.
ADMIN Role Provisioning composite roles
e Amended user/role
assignments
Q4 ROLE OWNER GRC Mitigation e New or existing Mitigation | See GRC Process 2 for details, including :
RISK OWBER Control definition, Cor.1trols c.jefined and e Definition, review and approval (business side)
BA AND BSA approval, g assigned in GRC e Creating a new GRC Mitigation Control definition in GRC
maintenance an e Assigni T ; T
gning the Mitigation Control to the Risk / User combination.
GRC ADMIN assignment
user assignments e Ifrequired, request for e Several GRC and R/3 SUIM reports will be used for this:
role provisioning change o Roles fora User
o Users for a Role
Q6 R/3 SECURITY Amend role e Amended user access See details of Process 3: New Users and User Role Provisioning
ADMIN provisioning to user
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P.5 Business Role Responsibility / Output Details
STEP Action
Q7 FIRE FIGHTER ID Confirm FFID e Confirmation of e GRC-EAM Reports
OWNER assighments to assignments o FFID - controller assignment (business manager)
Controllers and e Ifrequired, request to o FFID —user assignment (business user, BA, BSA, BSA
FireFighters amend assignments manager, Developer etc.)
e A change request will be need for any changes :
o FFID Controllers may have transferred / resigned / retired
o Firefighters may have transferred / resigned / retired
Qs GRC ADMIN Amend FFID e Report showing updated, |® See GRCProcess 4: FireFighter Users and Roles.
assignments correct assignments
Q9 SOD Quarterly GRC e Email to Risk Owners e Summary of results and action items (closed or still open) for the
COORDINATOR Review Status & review — per risk owner.
Closure
Q10 RISK OWNER Status monitoring N/A e Maintain awareness of status of the review.
e Monitor the overall situation with the four recommended Access
Dashboard Reports (assisted by SOD Coordinator) :
o GRC Report 1 — Risk Violations
o GRC Report 2 — User Analysis
o GRC Report 3 — Violations Comparisons
o GRC Report 4 — Access Rule library
A ANNUAL
Al GRC ADMIN Provide information | e Risk / User > Mitigation | ® Generate the Risk / User - Mitigation Control report — per Risk
on MC assignments Control report Owner
o GRC-ARA Report 11a Mitigation Control Report = List
o GRC-ARA Report 11b Mitigated Object Report
= Report by User / User Group
o GRC-ARA Report 12 Risk Analysis — User level
= Run with option showing Invalid users assignments
(MC assigned but no longer have the risk).
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P.5 Business Role Responsibility / Output Details
STEP Action
A2 ROLE OWNER Review and propose | e e |dentify any MCs that are no longer in place - rare
recertification e I|dentify any assignments that are no longer valid — these will not
be recertified — should be unusual, but could be due to job
transfers / resignations not fully processed.
e Propose the recertification list to the Risk Owner
A3 RISK OWNER ° e Review and approve recertification list.
e Advise GRC Admin to recertify the MCs
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Job Aids
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PURPOSE OF THIS DOCUMENT

Procedures on execution of each of the GRC Reports in scope for Business Analysts are documented in reporting Job
Aids. The Job Aid for each report provides details on execution for each step of the report. For some reports, multiple
report execution scenarios have been identified.

CONTENTS

01 Risk Violations

02 User Analysis

03 Violations Comparisons

04 Access Rule Library

05 SUIM Roles by Role Name

06 User to Role Relationship

07 Role Relationship with User - User Group
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Job Aid 01 Risk Violations

USE
This report can be used to gain insight into MIT’s overall exposure to risk. The report provides an overview of risk violations across all MIT ECC systems.
INFORMATION
Risk count by risk level and process.
RELATED PROCESSES
e Process 5: Periodic Compliance Reviews
SPECIFIC SCENARIOS

e Step 14A: Analyze report data by Risk Level. (Pie Chart)
e Step 14B: Analyze report data by Business Process. (Table)
e Step 14C: Analyze report data by Business Process. (Bar Graph)
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Step Description Screenshot
1 Navigate to the ‘Reports
and Analytics’ tab. =
-~
Reports and Analytics
2 Click on the ‘Risk Violations’

report located in the ‘Access
Dashboards’ section.

— Access Dashboards

(E\; B N
Explore dashboards for access risk analysis, business role management and user access management
Quick Links
Access Rule Library
Mitigating Control Library
Risk Violation
User ﬁnalys&= J
Role Analysis
Violations Comparisons
Alerts
Role Library
Access Requests
Access Provisioning
Risk Viclation in Access Request
Service Level for Access Request
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The report will show risk
violations information for [ —
the latest period, across all Access Risk Violations
systems (to which GRC is
Year/Month 2013/05 6890531
connected) and user groups, ystem i o
at the user level. The count Analysis Type User
will be given by permission User Group (Al @ |
(|e each instance of a Violation Count by " permission - Bl 114365 : ::;dhium
violation will be counted, W ow
iy - Go |
even if it is a repeated D
ViOlation for a User) The Number of Users Analyzed 124297
Total Number of Violations 17896342 10591445‘"'7-—.,i
The report data must be
. . Access Risk Violations by Process

appropriately filtered to
provide information that 4000000
can be Of use tO MIT. Code Business Process Count *

BS00 Basis 2707626 5000000

CAOQ0 Cross Application 7587 4000000

FIOO  |Finance 5331095 3000000

HROO HR and Payroll 2222634

2000000

MMOO |Materials Management 608563

PMOO Plant Maintenance 1054 Lo00000

i Pro:ure 0 Pa:' FLELTEL . 0 BS00 CA00 FI00 HROOMMOOPMOO PROO SDOO
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In the report filters section,
click on the drop down for
‘Year/Month’ to select the
time period for which data

@ Risk Analysis - Risk Violations - Mozilla Firefox

8 https;//brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolute&sap-nwhc-new v

Access Risk Violations

is required. In this case, Year/Month — =
2013/05’ is selected. yotom — =
Analysis Type 2013/04 "{b
User Group [2013/03
Violation Count by 2013/02
2013/01 ]
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In the report filters section,
Select the System for WhiCh @ Risk Analysis - Risk Vielations - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_win

information is required. i

Click on the search icon next | i fusicviolations
to ‘System’. Since the | || vear/Month 2013/05
desired selection is PS1 System [al | %
(Production), select the || Anatysis Type User
connector for PS1. Click on ‘ User Group (Al | @
‘oK’. ‘ Violation Count by Permission .

‘ L Go J

\

Risk Analysis - Risk Violations D m

=T
System Description |
ALL All

{l:? ZZP3103001  MIT Logical System for PS1:030
ZZ3F203001 MIT Logical System for SF2:030
ZZ3F303001  MIT Logical System for SF3:030
ZZ3H203001 MIT Logical System for SH2:030 —|

I
Start Search
System Description
ALL All

ZZPS103001  MIT Logical System for PS1.030
ZZSF203001  MIT Logical System for SF2:030
ZZ5F303001  MIT Logical System for SF3:030
£Z5H203001 MIT Logical System for SH2:030 [

@I
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In the report filters section,
click on the drop down for
‘Analysis Type’ to select the
security object (user, role or
profile) for which data is
required. In this case, ‘User’
is selected.

@ Risk Analysis - Risk Violations - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbe-node=navigate_absolute&ssap-nwbc-new_w

Access Risk Violations

Year/Month 2013/05 B

System [ MIT Logical System for PS| €Y

Analysis Type User D

User Group |: User {'D [ -

Violation Count by Role ]
Profile v

Go
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In the report filters section,
select the user group for
which information is
required. Click on the search
icon next to ‘User Group’.

Enter search criteria to
search for the desired user
group. In this case, ‘VPF-T*
is entered to search for all
VPF user groups starting
with ‘T,

Click on ‘Start Search’.
Select the desired user
group from the search
results. In this case, ‘VPF-
TAX' is selected.

Click on ‘OK’.

@ Risk Analysis - Risk Violations - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&isap-nwbc-new
Access Risk Violations

Year/Month 2013/05

System mrIT Logical System for PS:‘ Q

User n
Al | %

Analysis Type

User Group

Violation Count by Permission

Risk Analysis - Risk Violations
U oup Description =
ALL All

AP AP
AIRGAS AIRGAS
ALUMM ALUMN -

UserGroup Description
VPF-TAX VPF-TAX
VPE-TRAVEL VPF-TRAVEL

K

win

64




I I I m W Massachusetts

jj =hieat GRC Training — Business Systems Analysts (IS&T)

Technology

In the report filters section,
CI |Ck on the drop down for @ Risk Analysis - Risk Violations - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new
‘Violation Count by’ to

select the count Access Risk Violations

methodology regwred for Year/Month 2013/05 B

the report. In this case, MIT Logical System for 7S] @

. . System ogical System for PS:

‘Access Risk’ is selected to Y

count unique violations per Analysis Type hlsa -

user. User Group VPF-TAX D
Violation Count by Permission ﬁ

Permission

“«

[ Go | Access Risk \h

Click on ‘Go’ to execute the
report based on the criteria
that have been defined.

@ Risk Analysis - Risk Violations - Mozilla Firefox

& https://brachium.mit.edu:44355/nwhc/?sap-nwbc-node=navigate_absolute8tsap-nwhc-new

Access Risk Violations

Year/Month 2013/05

System [ mIT Logical System for PS:\ Q

Analysis Type User

User Group [veF-TAX | D

Violation Count by Access Risk -
"9
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10 The report shows that there
are a total of 4 users in the | ¥ Sveion el e
‘VPF-TAX’ user group. The

p-nwhc-node=navigate absolute8isap-nwbc-new window=X

Access Risk Violations

report also shows that these

L. Year/Month 2013/05
4'Use|ts have 0 u.nmltlgated System [ MIT Logical System for PS] @
violations. No pie chart, Analysis Type User
business process table, or User Group VPF-TAX Q
business process bar graph Violation Count by Access Risk B
are shown due to the fact :
. . . Go

that the violation count is 0. &

The Number of Users Analyzed 4

Total Number of Violations 0

Access Risk Violations by Process

Code | Business Process Count
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In the report filters section,
select another user group
for which information is
required. Click on the search
icon next to ‘User Group’.

Enter search criteria to
search for the desired user
group. In this case, ‘VPF-T*
is entered to search for all
VPF user groups starting
with ‘T,

Click on ‘Start Search’.
Select the desired user
group from the search
results. In this case, ‘VPF-
TRAVEL' is selected.

Click on ‘OK’.

@ Risk Analysis - Risk Violations - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwhc-node=navigate_absolute&isap-nwbc-new_\
Access Risk Violations
Year/Month 2013/05 B
System MIT Logical System for PS; &3
Analysis Type User
User Group VPF-TAX ‘ %
| Violation Count by Access Risk n
| [ Go )
Risk Analysis - Risk Violations =8
VPF-T|
Start Reset
p Description |«
ALL All
AP AP

AIRGAS AIRGAS
ALUMM ALUMN |

Cancel

VPF-T”

IE |
UserGroup Description
VPF-TAX VPF-TAX
VPF-TRAVEL VPF-TRAVEL

@ Cancel
kY
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Click on ‘Go’ to execute the
report based on the
updated criteria that have
been defined.

@ Risk Analysis - Risk Violations - Moxzilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&ssap-nwhbc-new v
Access Risk Violations
Year/Month 2013/05
System | MIT Logical System for PS] D
Analysis Type User
User Group [ VPF-TRAVEL .
Violation Count by Access Risk n
——
Go
{‘%sk Analysis - Access Risk Violations
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The report shows that there
are a total of 8 users in the
‘VPF-TRAVEL’ user group.
The report also shows that
these 8 users have 12
unmitigated violations.

The graphic displays are
populated based on
information regarding the
12 unmitigated violations.

The User Level analysis
report (12), reports that:
e 8 users have
unimitigated Basis
Critical Transactions
e 2 users have
unmitigated Finance
SODs
e 2 users have
unmitigated
Procure to Pay SODs

0 Risk Analysis - Risk Violations - Moxzilla Firefox

& hitps://brachium.mitedu:44355/nwbc/?sap-nwbc-node=navigate absolute@isap-nwbc-new window=X

Access Risk Violations

Year/Month 2013/05
System [ MIT Logical System for Ps| & 3 | Medium
2
Analysis Type User Percent: 25%
User Group | VPF-TRAVEL (o] i
Violation Count by Access Risk B High
B Medium
Go
The Number of Users Analyzed 8
Total Number of Violations 12

Access Risk Violations by Process

Code | Business Process Count
BS00 Basis 8
FIOO Finance 2
PROO Procure to Pay 2

C B N W R OO N ® WO

BS00 FI00 PROO
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14A-1 | Analyze report data by risk
level.

Scroll over the different
pieces of the pie chart to
see information about
unmitigated violations at
each risk level.

Percent: 25%

[ High
B Medium

Click on the ‘Medium’ risk
level piece of the pie chart
for more information about
medium risks.
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Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Access Risk: The 4-digit ID
representing each medium-
risk (as defined in the
standard rule set) for which
violations exist

Description: Business
description of the Access
Risk

Business Process: The 4-
digit ID representing the
Business Process to which
the Access Risk has been
mapped in the standard rule
set

Business Process
Description: The business
description for the Business
Process to which the Access
Risk has been mapped in
the standard rule set

No. of Violations: The
number of violations for
each Access Risk that exist

I@ Risk Violation Drilldown Report - Mozilla Firefo

mit.edu:44355/nwbe/Tsap-nwhe-node

System ZZPS103001
Rule Set GLOBAL.ZAUDIT
Last Updated On  05/11/2013 14:01:35

Medium Access Risk Violations - User Level
View: | [Standard View] ~| | Display As:| Table

Access Risk ID  Description

PD37 Requisition an item and then release a requisition

[~ [Pt Versin | Export]

FO28 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using journal entries.

EO02% Adjust the AR subsidiary balance using AR payments and then conceal with journal entries

Business Process
F100

FI00

PROD

Business Process Description
Finance
Finance

Procure to Pay

Filter Settings

No. of Violations
1

1
1
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14A-3 | Click on the ‘No. of

Violations’ link for each [& Risk Violation Drilldown Report - Mozilla Firefox

ACCGSS R|Sk tO VIEW the & https://brachium.mitedu:44355/nwhbc/?sap-nwbc node=navigate_absolute&isap-nwbe-new_window=X
. . tem ZZPS103001

Users that have violations At Sot. GLOBAL ZAUDIT

for that Risk. In this case, Last Updated On  05/11/2013 14:01:35

. s Medium Access Risk Violations - User Level
clicking on ‘1’ for Access

L, X View: | [Standard View) |=| | DisplayAs:| Table | = |[ Print Version | Fitter Settings
Risk ‘F028’ shows the 7 VPF- . - . : - )
Access Risk ID  Description Business Process  Business Process Description  No. of Violations
TRAVEI— Users that have FO028 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using journal entries.  FI00 Finance \l'j
r‘elated ViOIationS. FO29 Adjust the AR subsidiary balance using AR payments and then conceal with journal entries FI00 Finance h*
PO37 Requisition an item and then release a requisition PRO0 Procure to Pay 1

Q Risk Violation Drilldown Report - Mozilla Firefox
& https://brachium.mit.edu:44355/nwhc/?sap-nwbc-node=navigate_absolute8sap-nwhc-new_window=X
System ZZPS103001
Access Risk ID F028
Last Updated On  05/11/2013 14:01:35
| Medium Access Risk Violations - User Level

View: | [Standard View] - | Display As: | Table - Filter Settings
Obiject ID Description User Group Telephone Number Department [=]
DEVINMW Mead-Ward,Devin VPF-TRAVEL 617 253-4655
D_ROTH Roth,Daniel Joseph VPF-TRAVEL 617 253-0307
| GREGLEON Leonelli,Gregory VPF-TRAVEL

KHARMON Harmon,Kimberly J VPF-TRAVEL 617 253-8360 Purchasing
| KMCGRATH McGrath,Kathleen VPF-TRAVEL 617 253-8368

SECHRIST Sechrist,Kara Byme VPF-TRAVEL 617 324-5289

SIwy Siwy,Steven VPF-TRAVEL 617 258-8679
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14B-1 | Analyze report data by
Business Process.

Code Business Process Count
. . BSO0 |Basis 8
Scroll over the different line
items of the Business FI00  [Finance 2 {5
Process Table to see e et 2

information about
unmitigated violations for
each Business Process.

Click on the ‘Finance’ risk
level row of the Table for
more information about
Finance Risks.
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Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Access Risk: The 4-digit ID
representing each Finance-
Risk (as defined in the
standard rule set) for which
violations exist

Description: Business
description of the Access
Risk

Risk Level: The risk level
defined for each Access Risk
in the standard rule set

No. of Violations: The
number of violations for
each Access Risk that exist

I@ Risk violation Drilldown Report - Morzilla Firefox

& https://brachium.mit.edw:44355/nwhe/7sap-nwhbe-node=navigate_absolute&sap-nwbe-new_window=X

System ZZPS103001

Rule Set GLOBAL.ZAUDIT

Last Updated On  05/11/2013 14:01:35
FI00 Access Risk Violations - User Level

View: | [Standard View] || | Display As:|Table | = |[ Print Versian | Filter Settings
Access Risk |ID  Description Risk Level Mo. of Violations
Fo2g Adjust the subsidiary balance using the vendor invoice entry and then cover it up using journal entries.  Medium h |
F029 Adjust the AR subsidiary balance using AR payments and then conceal with journal entries Medium i
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14C-1 | Analyze report data by
Business Process.

Scroll over the different bars
of the Business Process Bar
Graph to see information
about unmitigated
violations for each Business
Process.

O = N W H~ U1 OO N O WO

| |

BS00 FIOO0 PROO

Click on the ‘BSO0Q’ Risk bar
of the Graph for more
information about Basis
Risks.
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Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Access Risk: The 4-digit ID
representing each Basis-Risk
(as defined in the standard
rule set) for which violations
exist

Description: Business
description of the Access
Risk

Risk Level: The risk level
defined for each Access Risk
in the standard rule set

No. of Violations: The
number of violations for
each Access Risk that exist

lei Risk Violation Drilldewn Report - Mezilla Firefox
urn.mit.edu:44355,/nwhe/7sap-nwhe

System ZZPS103001

Rule Set GLOBAL.ZALUDIT

Last Updated On  05/11/2013 14.01:35
BS00 Access Risk Violations - User Lavel

View: | [Standard View] |=] | Display As:|Table
Access Risk ID Description
BSCT Basis Critical Actions

| = |[ Print Version || Export 4 | Filter Settings

Risk Level No. of Viclations
High 8
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Job Aid 02 User Analysis

USE
This report can be used to gain insight into MIT’s overall exposure to risk. The report provides an overview of user violations across all MIT ECC systems.
INFORMATION
Risk count by risk type and user.
RELATED PROCESSES
e Process 5: Periodic Compliance Reviews
SPECIFIC SCENARIOS

e Step 13A: Analyze report data by Mitigated Users. (Pie Chart)
e Step 13B: Analyze report data by Risk Level. (Pie Chart)
e Step 13C: Analyze report data by Critical Actions, Roles and Profiles. (Bar Graph)
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Step Description Screenshot
1 Navigate to the ‘Reports
and Analytics’ tab. =
-~
Reports and Analytics
2 Click on the ‘User Analysis’

report located in the ‘Access
Dashboards’ section.

— Access Dashboards

Explore dashboards for access risk analysis, business role management and user access management

Cuick Links

Access Rule Library

Mitigating Control Library

Risk Viclations

Liser Analysi

Rale Analys;\l' ]

Violations Comparisons

Alerts

Raole Library

Access Reguests

Access Provisioning

Risk Violation in Access Request
Service Level for Access Request
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The report will show risk
violations and critical
actions, roles and profiles
information for the latest
period, across all systems
(to which GRC is connected)
and user groups, at the user
level. The violation count
will be given by permission
(i.e. each instance of a
violation will be counted,
even if it is a repeated
violation for a user).

The ‘Critical Actions and
Roles’ section will state the
number of each that were
evaluated for the selected
user group.

The report data must be
appropriately filtered to
provide information that
can be of use to MIT.

@ risk Analysis - User Analysis - Mezilla Firefox

& hitps://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolute8isap-nwbc-new

window=X

Segregation of Duties

Year/Month 2013/05 B
System All D
User Group All D
Violation Count by Permission '

Go |
No. of Users Analyzed 124297
Users with no Violations 98072 78.90 %
Users with Violations 26225 21.10 %

/ \ B Medium

| High
| M Low

No Violations

33266

Critical Actions and Roles

Number of Users Analyzed 124297
Number of Critical Actions 3100
Number of Critical Roles/Profiles 3

Users with Critical Actions 26117
Users with Critical Roles/Profiles 38

30000

25000

20000

15000

10000

5000

Critical Actions Critical Roles/Profile
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In the report filters section,
click on the drop down for Q Risk Analysis - User Analysis - Mozilla Firefox
Y /M th' t | tth 8 https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute8tsap-nwbc-new
ear on O selecC e
time period for which data Segregation of Duties
is required. In this case,
2013/05’ is selected. | || Year/Month 2013/05 @
System ]2013/05 . ﬂ 1o,
User Group ‘ 2013/04 Risk Ar‘\al)ﬂs,— u
Violation Count by |2013/03 J
2013/02 =
3\
Go 2013/01 I

80




II I m W Massachusetts

jj =hieat GRC Training — Business Systems Analysts (IS&T)

Technology

In the report filters section,

Select the System for WhICh Risk Analysis - User Analysis - Mozilla Firefox
nformatlon |S requ|red & https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwhc-new
| .

Click on the Search icon ( Segregation of Duties
next to ‘System’. Since the
desired selection is PS1 Year/Month 2013/05 -
(Production), select the System ‘VAII \
Connector for PS1; if User Group Al \ gﬁ
necessary, *PS1*’ can be Violation Count by Permission -
used as search criteria to
find the correct connector P
for PS1. Click on ‘OK’. :

Risk Analysis - User Analysis =8

pstt

stem Description
ALL Al

ZZPS103001  MIT Logical System for PS1:030
ZZ5F203001 MIT Logical System for SF2:030
ZZ5F303001 MIT Logical System for SF3:030
ZZ5H203001 MIT Logical System for SH2:030 ]

Risk Analysis - User Analysis E m
"PE1*
Start Search
Systemn Description

ZZPS103001  MIT Logical System for PS1:030

Cancel
I A
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In the report filters section,
select the user group for
which information is
required. Click on the
Search icon next to ‘User
Group'.

Enter search criteria to
search for the desired user
group. In this case, ‘VPF-T*’
is entered to search for all
VPF user groups starting
with T’.

Click on ‘Start Search’.
Select the desired user
group from the search
results. In this case, ‘VPF-
TAX' is selected.

Click on ‘OK’.

P Risk Analysis - User Analysis - Mozilla Firefox

https://brachium.mit.edu:44355/nwhbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_'

Segregation of Duties

g2

Year/Month 2013/05 B
System [ MIT Logical System for PS| D
J User Group [ Al
| Violation Count by Permission
J
| [ so |
Risk Analysis - User Analysis E m
VPF-T| |
Start Reset
p Description =
ALL All
AP AP
AIRGAS AIRGAS
ALUMN ALUMN -
Cancel
Risk Analysis - User Analysis =l E3
[VPF-T |
[Reset}
UserGroup Description
VPF-TAX VPF-TAX
VPF-TRAVEL VPF-TRAVEL
L@_l Cancel
oK
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In the report filters section,

click on the drop down for P Risk Analysis - User Analysis - Mozilla Firefox
F . , & https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute8isap-nwbc-new
Violation Count by’ to

select the count Segregation of Duties
methodology required for
the report. In this case, Year/Month 2013/05 -
‘Access Risk’ is selected to System [ MIT Logical System for PS| &Y
count unique violations per User Group [VPF-TAX D
User.
Violation Count by Permission @
pormin B
2 Access Risk v |

Click on ‘Go’ to execute the
report based on the criteria F Risk Analysis - User Analysis - Mozilla Firefox

. & https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&isap-nwhc-nen
that have been defined.

Segregation of Duties

Year/Month 2013/05 B
System MIT Logical System for PS:| Q
User Group VPF-TAX I D
Violation Count by Access Risk .

( -

b

83




B Massachusetts
II I I I Institute of
Technology

GRC Training — Business Systems Analysts (IS&T)

The report shows that there
are a total of 4 Users in the
‘VPF-TAX' user group. The
report also shows that these
4 Users all have mitigated
violations.

In the ‘Critical Actions and
Roles’ section, the report
shows:
e 4 Users were
analyzed
e The users were
evaluated for
violations against
775 Critical Actions
and 1 Critical
Role/Profile
e 0 VPF-TAX Users
have Critical Actions
e 0 VPF-TAX Users
have Critical
Roles/Profiles

@ risk Analysis - User Analysis - Mozilla Firefox

& hitps://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolute8isap-nwbc-new window=X

Segregation of Duties

Year/Month 2013/05 B
System MIT Logical System for PS| QY
User Group VPF-TAX D
Violation Count by Access Risk n

Go |
No. of Users Analyzed 4
Users with no Violations 0 0.00 %
Users with Violations 4 100.00 %

B Mitigated Users

Critical Actions and Roles

Number of Users Analyzed
Number of Critical Actions
Number of Critical Roles/Profiles

Users with Critical Actions

Users with Critical Roles/Profiles

Critical Actions Critical Roles/Profile
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In the report filters section,
select another user group
for which information is
required. Click on the
Search icon next to ‘User
Group'.

Enter search criteria to
search for the desired user
group. In this case, ‘VPF-T*’
is entered to search for all
VPF user groups starting
with T’.

Click on ‘Start Search’.
Select the desired user
group from the search
results. In this case, ‘VPF-
TRAVEL' is selected.

Click on ‘OK’.

l@ Risk Analysis - User Analysis - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbe/?sap-nwbe-node=navigate_absolutedisap-nwbe-new_wind
Segregation of Duties
Year/Month 2013/05 B
System MIT Logical System for PS: QY
User Group |VPF-TAX ' %
Violation Count by Access Risk n

Go |

Risk Analysis - User Analysis @ m

[vPF-T* |
UskSroup  Description |
ALL All
AP AP
AIRGAS  AIRGAS
ALUMN ALUMN  [+]

Risk Analysis - User Analysis @ m

WPF-T*

Start Search
UserGroup Description
VPF-TAX VPF-TAX
VPF-TRAVEL VPF-TRAVEL
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11

Click on ‘Go’ to execute the
report based on the
updated criteria that have
been defined.

w Risk Analysis - User Analysis - Mozilla Firefox

& https;//brachium mitedu:44355/nwhbe,/?sap-nwbe-node=navigate_absolutefisap-nwbe-new

Segregation of Duties

Year/Month 2013/05 [+ ]
System MIT Logical System for PS: Q¥
User Group | VPF-TRAVEL | D
Violation Count by Access Risk -

-
|

Go
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The report shows that there
are a total of 8 Users in the
‘VPF-TRAVEL’ user group.
The report also shows that
these 8 Users have 11
mitigations, as well as 11
instances (9 High Risk + 2
Medium Risk) of Users with
unmitigated violations.

NOTE: Each type of
Violation — SOD, Critical
Transaction, etc. —is
counted only once per User.
Thus, a User with only 2
SOD, contributes 1 to the
violation count. And a User
with 1 SOD and 1 Critical
Action, contributes 2 to the
violation count.

In the ‘Critical Actions and
Roles’ section, the report
shows:
e 8 users were analyzed
e The users were
evaluated for
violations against 775
Critical Actions and 1
Critical Role/Profile
e 8 VPF-TRAVEL users
have Critical Actions
e (0 VPF-TRAVEL users
have Critical
Roles/Profiles

@ risk Analysis - User Analysis - Moszilla Firefox

& https://brachium.mit.edu:44355/nwhc/?sap-nwhc-node=navigate_absolute8isap-nwbc-new_wi

ndow

=X

Segregation of Duties

Year/Month 2013/05 B
System MIT Logical System for PS]| Q¥
User Group VPF-TRAVEL (2]
Violation Count by Access Risk -

Go |
No. of Users Analyzed 8
Users with no Violations 0 0.00 %
Users with Violations 8 100.00 %

B Medium
High
W Mitigated Users

Critical Actions and Roles

Number of Users Analyzed 8
Number of Critical Actions 775
Number of Critical Roles/Profiles 1
Users with Critical Actions 8
Users with Critical Roles/Profiles 0

O H N W R UO N0 W

Critical Actions Critical Roles/Profile
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13A-1

Analyze report data by
mitigated users.

Scroll over the different
pieces of the pie chart to
see information about
mitigated violations as well
as unmitigated violations at
different risk levels.

Click on the ‘Mitigated
Users’ piece of the pie chart
for more information about
VPF-TRAVEL users that have
Mitigated Risks.

11

Mitigated Users
11

Percent: 50%

B Medium
I High
B Mitigated Users
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13A-2

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

User ID: User ID of the user
with a Risk that has been
mitigated

User Name: User name
associated with the user ID

User Group: User group
code

Access Risk ID: The 4-digit ID
representing each medium-
risk (as defined in the
standard rule set) for which
violations exist

Risk Description: Business
description of the Access
Risk

Control: The 10-digit ID
representing the Mitigating
Control applied for the User
with the Access Risk

Monitor: The user ID of the
Monitor responsible for the
Mitigating Control

& https://brachium.mit.edu:443

User ID
SIwy
SIwy
SIWY
KHARMON
DEWINMW
DEWVINMW
DEWVINMW
D_ROTH
D_ROTH
D_ROTH

Mitigated Usars - User Analysis
View: | [Standard View]

User Name
Siwy,Steven

Siwy, Steven

Shwy, Steven
Harmon, Kimberly J
Mead-Ward,Devin
Mead-Ward,Devin
Mead-Ward,Devin
Roth,Daniel Joseph
Roth,Daniel Joseph
Roth,Daniel Joseph

@ User/Role Violations Mgmt Drilldown - Mezilla Firefox

| =] | [Print Version || Export 4 |

User Group

VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPE-TRAVEL

sap-nwbe-node=navigate_absolute8isap-nwbc-new window=X

Risk Description

Adjust the subsidiary balance using the vendor invoice entry and then cover it up using journal entries.

Adjust the AR subsidiary balance using AR payments and then conceal with joumnal entries

Create fictitious vendor invoice and initiate payment for it

Adjust the subsidiary balance using the vendor invoice entry and then cover it up using joumal entries,

Adjust the subsidiary balance using the vendor invoice entry and then cover it up using joumal entries.

Adjust the AR subsidiary balance using AR payments and then conceal with journal entries

Create fictitious vendor invoice and initiate payment for it

Adjust the subsidiary balance using the vendor invoice entry and then cover it up using journal enfries.

Adjust the AR subsidiary balance using AR payments and then conceal with journal entries

Create fictitious vendor invoice and initiate payment for it

Control

MC_TRV_002
MC_TRV_001
MC_TRV_002
MC_TRV_002
MC_TRV_002
MC_TRV_001
MC_TRV_D02
MC_TRV_002
MC_TRV_001
MC_TRV_002

Filter Settings

Maonitor -
KMCGRATH
KMCGRATH
KMCGRATH
KMCGRATH
KMCGRATH
KMCGRATH
KMCGRATH
KMCGRATH
KMCGRATH
KMCGRATH [+
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13B-1 | Analyze report data by risk
level.

Click on the ‘High’ risks

piece of the pie chart for
more information about
VPF-TRAVEL Users that have High M Medium

. . . High
high risk level risks. S =
Percent: 40.91% W Mitigated Users
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Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

User ID: User ID of the user
with a Risk that has been
mitigated

User Name: User name
associated with the user ID

User Group: User group code

Access Risk ID: The 4-digit ID
representing each medium-risk
(as defined in the standard rule
set) for which violations exist

Risk Description: Business
description of the Access Risk

Business Process: The 4-digit ID
representing the Business
Process to which the Access
Risk has been mapped in the
standard rule set

Business Process Description:
The business description for
the Business Process to which
the Access Risk has been
mapped in the standard rule
set

iﬁ User/Role Violations Mgmt Drilldown - Mozilla Firefox

View: | [Standard View]

User ID User Name
GREGLEON  Leoneli Gregory
GREGLEON | Leoneli Gregory
SIWyY Shary, Steven
KHARMOMN = Harmen, Kimberly J
DEVINMW Mead-Ward,Devin
D_ROTH Raoth,Cianiel Joseph
SECHRIST Sechrist,Kara Byme
FANDER Andersen, Paul
KMCGRATH = McGrath, Kathleen

brachium.mit.edu:44355/nwbe/7sap

High Access Risk Violations - User Analysis

User Group

VPF-TRAVEL
VPF-TRAVEL
VPE-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL

whe-node=na

= | | [ Print Version || Export 4 |

vigat
J

utedisap-nwbc-new_window=Xx

Access Risk ID  Risk Description

BSCT
F003

Basis Critical Actions
Create fictitious vendor invoice and initiate payment for it
Basis Critical Actions
Basis Critical Actions
Basis Critical Actions
Basis Critical Actions
Basis Critical Actions
Basis Critical Actions

Basis Critical Actions

Business Process
BS00
PROO
BS00
BS00
BS00
BS00
BS00
BS00
BS00

Filter Seftings

Business Process Description
Basis

Procure to Pay

Basis

Basis

Basis

Basis

Basis

Basis

Basis
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13C-1

Analyze report data by
Critical Actions, Roles and
Profiles.

Scroll over the different bars
of the Bar Graph to see
information about Critical
Actions and Critical
Roles/Profiles.

Click on the ‘Critical Actions’
bar of the Graph for more
information about Critical
Actions violations.

= B e L "L I+ DN B v - ¥ ]

Count
Critical Actions

8
0

Critical Actions Critical Roles/Profile
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Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

User ID: User ID of the user
with a Risk that has been
mitigated

User Name: User name
associated with the user ID

User Group: User group
code

Access Risk ID: The 4-digit ID
representing each medium-
risk (as defined in the
standard rule set) for which
violations exist

Risk Description: Business
description of the Access
Risk

User ID
KHARMOMN
SIWY
PANDER
GREGLEON
KMCGRATH
D_ROTH
DEVINMW
SECHRIST

brachium.mit.edu:44355/nwbc/?
Critical Actions - User Analysis
View: | [Standard View]

User Name
Harmon.Kimberly J
Shwy, Steven
Andersen,Paul
Leoneli, Gregory
MecGrath, Kathleen
Roth,Daniel Joseph
Mead-Ward, Devin

Sechrist Kara Byme

User Group

VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL
VPF-TRAVEL

Sap- NWBC-NoC

@ User/Role Violations Mgmt Drilldown - Mozilla Firefox

= | | [ Print Version || Export 4 |

avigate_abs

olutedisap-nwbc-new

Filter Settings

Access Risk ID  Risk Description

BSCT
BSCT
BSCT
BSCT
BSCT
BSCT
SC
SC

(]
4

cD
v}

Basis Critical Actions
Basis Critical Actions
Basis Critical Actions
Basis Critical Actions
Basis Critical Actions
Basis Critical Actions
Basis Critical Actions

Basis Critical Actions
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Job Aid 03 Violations Comparisons

USE

This report can be used to gain insight into the progress MIT is making with respect to reducing and mitigating risk exposure. The report provides an
overview of violations remediation/mitigation progress.

INFORMATION
Violation count and comparison over time.
RELATED PROCESSES

e Process 5: Periodic Compliance Reviews
SPECIFIC SCENARIOS

e N/A
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Step Description Screenshot
1 Navigate to the ‘Reports
and Analytics’ tab. B
-~
Reports and Analytics
2 Click on the ‘Violations

Comparisons’ report located
in the ‘Access Dashboards’
section.

Access Dashboards

M

Explore dashboards for access risk analysis, business role management and user access management

Quick Links

Access Rule Library
Mitigating Control Library
Risk Viclations

User Analysis

Role Analysis

Violations Comparisons
Alerts \] )

Rale Library

Access Reguests

Access Provisioning

Risk Viclation in Access Request
Service Level for Access Request
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The report will show risk

@ risk Analysis - Comparison - Mozilla Firefox

& hitps://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolutegisap-nwbc-new window=X

violations information over

time, across all systems (to Quarterly/Monthly Comparison

which GRC is connected) on

a monthly basis, at the user 18000000 P
level. The count will be cetendertyee e o - '/
giver; by permission (i.e From 201301 [l to | 2013505 [g 16000000 @

each instance of a violation system A L py— @

will be counted, even if it is SR vser 2 @

a repeated ViOlation for a Violation Count by Permission . 12000000 +

USGI’). Geo 10000000

2013/01 2013/02 2013/03 2013/04 2013/05

The report data must be
appropriately filtered to

Remediation Progress

provide information that
can be of use to MIT.

Progress as of 2013/05 4 .
Percentage Complete 0
100

Percentage Complete
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In the report filters section,
click on the drop down for e oo gte shrolutebnp e

{ 7
Calem.jar Typ.e to SeleCt' the Quarterly/Monthly Comparison
reporting periods by which
data will be reported. In this
case, ‘Monthly’ is selected. ColondarType  ‘wRiiiki L
Monthly “
From |
Quarterly {b v
System All Q]
Analysis Type User n
Violation Count by Permission n
[ Go
l

97




I I I m W Massachusetts

jj =hieat GRC Training — Business Systems Analysts (IS&T)

Technology

In the report filters section,
click on the drop down for
‘From’ to select the start of
the time period for which
data is required. In this case,
2013/01’ is selected. Next, ||

. | Calendar Type Monthly .
click on the drop down for
‘to’ to select the end of the From 2013/01 @ to 201305 K3

time period for which data | | " |

W Risk Analysis - Comparison - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbec-node=navigate_absolute&sap-nwhc-new

Quarterly/Monthly Comparison

System ‘ @
. . . 12013/02
is required. In this case, Aalveia T =
. natys SEYRE 2013/03
2013/05’ is selected.
Violation Count by | 2013/04 ™ B
2013/05 [+
Go ]
0 Risk Analysis - Comparison - Mozilla Firefox
8 https://brachium.mit.edu:44355/n nwbc-node=navigate_absolute&sap-nwbc-new
Quarterly/Monthly Comparison
Calendar Type Monthly
From 2013/01 [Ell to 201305 @
2013701 [*]
System All
2013/02
Analysis Type User |2013/03
Violation Count by Permission 2013/04 |

| \ 2013/05 @

Go
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In the report filters section,
select the System for which
information is required.
Click on the Search icon
next to ‘System’. Since the
desired selection is PS1
(Production), select the
Connector for PS1; if
necessary, ‘“*PS1*’ can be
used as search criteria to
find the correct connector
for PS1. Click on ‘OK’.

Risk Analysis - Comparison - Mozilla Firefox
& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwhc-new

Quarterly/Monthly Comparison

Calendar Type

Monthly .
B to | 201305 KB

System ‘ All \ %
-

Analysis Type . User

From 2013/01

Violation Count by | Permission [~ ]

y Go

Risk Analysis - Comparison u
Start Search, | | Reset

Syste Description

ALL All

ZZPS103001  MIT Logical System for PS1:030 |
ZZSF203001 MIT Logical System for SF2:030
ZZSF303001 MIT Logical System for SF3:030
ZZSH203001 MIT Logical System for SH2:030 [

ok | [cancel ]

Risk Analysis - Comparison

!
x

Start Search | | Reset

System Description
ZZPS103001  MIT Logical System for PS1:030

(%) Ccorel
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In the report filters section,
C“Ck on the drop down for U Risk Analysis - Comparison - Moxzilla Firefox

P . , & https://brachium.mit.edu:44355/nwbc/?sap-nwhc-node=navigate_absolute&sap-nwhc-nev
Analysis Type’ to select the

Security Object (User, Role Quarterly/Monthly Comparison

or Profile) for which datais | |
required. In this case, ‘User

’

is selected. | || calendar Type Monthly B
From 201300 Kl to 201305 K
System |MIT Logical System for PS1:030 | @3
Analysis Type User 'E

[a

Violation Count by — r
Role {ljﬂ

I Go Profile v

In the report filters section,
click on the drop down for

@ Risk Analysis - Comparison - Mozilla Firefox

e . , & https://brachium.mit.edu:44355/nwhbc/?sap-nwhbc-node=navigate_absolute8tsap-nwhbc-nev
Violation Count by’ to
select the count Quarterly/Monthly Comparison
methodology required for |
the report. In this case,
‘Access Risk’ is selected to | || calendar Type Monthly B
count unique violations per From 2013/01 n to 2013/05 n
User.
System | MIT Logical System for PS1:030 | Y
Analysis Type User n
Viclation Count by Permission @
B B
Go | =
J Access Risk '{b v
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Click on ‘Go’ to execute the
report based on the criteria @ Risk Analysis - Comparison - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new,
that have been defined.

Quarterly/Monthly Comparison

Calendar Type Monthly n
From 2013/01 [ te | 201305 K
System [ MIT Logical System for PS1:030 | &Y
Analysis Type User
Violation Count by Access Risk -
[ Go )
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The report shows the steady
decrease in Access Risk
violations in MIT’s
Production System since the
start of the SOD/GRC
initiative. A cleanup of the
majority of the VPF Areas
has yeilded a cleanup of
12% of the PS1 system.

@ risk Analysis - Comparison - Mozilla Firefox

& hitps://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolute8isap-nwbc-new window=X

Quarterly/Monthly Comparison
64000
Calendar Type Monthly - 62000 O
@
From 201301 Bl to [ 201305 B 60000
System [ MIT Logical System for PS1:030 | @y 58000 ®
Analysis Type User B 2E000 - @
Violation Count by Access Risk n S
52000
‘
Se. 50000
2013/01 2013/02 2013/03 2013/04 2013/05
Remediation Progress
X \ Vol ‘ i/ / .
W .
Progress as of 2013/05
Percentage Complete 12
0 100
Percentage Complete
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Job Aid 04 Access Rule Library

USE
This report can be used to understand MIT’s GRC rule set. The report provides an overview of risk rules in GRC.
INFORMATION
Rule count by risk level and process.
RELATED PROCESSES
e Process 5: Periodic Compliance Reviews
SPECIFIC SCENARIOS

e Step 5A: Analyze report data by Risk Level. (Pie Chart)
e Step 5B: Analyze Access Rules by Business Process. (Table)
e Step 5C: Analyze report data by Business Process. (Bar Graph)
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Step Description Screenshot

1 Navigate to the ‘Reports
and Analytics’ tab.

r
L=

Reports and Analytics

2 Click on the ‘Access Rule
Library’ report located in — 1 s00ss Dachiboands
the ‘Access Dashboards’ @)
t_ Explore dashboards for access risk analysis, business role management and user access management
section.

Quick Links

Access Rule Libra

Mitigating Controf :Fjrar;.l

Risk Viclations

User Analysis

Role Analysis

Viclations Comparisons

Alerts

Raole Library

Access Requests

Access Provisioning

Risk Viclation in Access Request
Service Level for Access Request
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The report will show
information on rules that
are defined within all rule
sets within the GRC
environment.

& https://tabitmit.edu:44365/nwbc/?sap-nwhbc-node=navi nwbc-new window=X

e 0000000 A

Group Rule Level Action -
B Medium
. [ High
Number of Active Rules 83609 W Low
Number of Disabled Rules 0
Number of Functions 151
25000
| Code | Business Process Count
BSO0 |Basis 20902 20000
FIO0O  Finance 16712
15000
HROO |HR and Payroll 12215
MMOO Materials Management 5273 10000
PROO Procure to Pay 16649
5000
SD00 |Order to Cash 11858
BS00 FIOO HROO MMOO PROO SDOO
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4 The report data can be
filtered to provide @ Risk Analysis - Rule Library - Mozilla Firefox
. . . . & https: //tabit. mitedu:44365/nwbe/7sap-nwbe-node=nav gate_absolutefisap-nwbc-new_w
information pertaining to
rules that are specific to Rule by Risk Level
Actions and Permissions.
The report can also be Group Rule Level Action

filtered to provide ‘

information on Critical Permission
Actions, Critical Permissions,
and Access Risks, including
how many of each exist. In
this case, ‘Actions’ is Number of Active Rules
selected.

Critical Action
Critical Permission

Access Risk v

5A-1 Analyze report data by risk

level.
52877

Scroll over the different
pieces of the pie chart to Low
see information about 364
unmitigated violations at Percent: 0.44% g Medium

each risk level. High
/ B Low
Click on the ‘Low’ risk level )

piece of the pie chart for
more information about
rules that pertain to Low

Level Risks.
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5A-2 Analyze the data. This data

can aIso be eXpOfted. See W Rule Library Risk Management Report - Mezilla Firefox
the 'Export Data from GRC, & httpsy//tabitmitedu:44365/nwbe/?sap-nwhbc- node=navigate_absolute&sap-nwbe-new_window=X
Access Risks with Risk Level Low
referen(‘:e document (R8) for View: | [Standard View] ~| | DisplayAs:|Table |+ |[ Print Version || Export 4 | Fitter Settings
fU rth eri nfo rm atl on. E. AccessRisk ID Description Business Process Business Process Description Risk Level Active Rule Count
E009 Allocate costs to unauthorized cost centers FI00 Finance Low [v] 3
Access RiSk 1D: The 4-digit ID MOD3 Ine production to reduce cost var due to productivity loss | MMOO Materials Managerment Low % 91
representing eaCh LOW RISk (aS MOo2 Production Order Processing & Confirmation MMOO Materials Management Low 2 56
. . Fo10 Settle expenses from an unauthorized order FI00 Finance Low [w 20
dEfI ned n the sta ndard rUIe MOo4 Move stock to GR to meet delivery schedule MMOO Materials Management Low 2 78
Set) fOf Wh ICh violations eXiSt Foi1 Alter activity type used for cost allocation purposes FI00 Finance Low 2 12
Moo Increase preduction to reduce cost variances MMOD Materials Management Low 2 104

Description: Business
description of the Access Risk

Business Process: The 4-digit ID
representing the Business
Process to which the Access
Risk has been mapped in the
standard rule set

Business Process Description:
The business description for
the Business Process to which
the Access Risk has been
mapped in the standard rule
set

Risk Level: The risk level
defined for each Access Risk in
the standard rule set

Active: Whether the rule is
active

Rule Count: The number of
rules for each Access Risk that
exist
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5A-3

Click on the ‘Rule Count’ link
for each Access Risk to view
the actual rule definitions.
In this case, clicking on ‘3’
for Access Risk ‘FO09’ shows
the details of the 3 rules
that make up that Risk.

l@ Rule Library Risk Management Report - Mozilla Firefox

& https://tabit mitedu:44365/nwb

View: | [Standard View]

Access Risks with Risk Level Low

c/?sap-nwbc-node=navigate_absolute.

[+ | Display As: | Table

nwbe-new_windo

(| Pt version [ 0

E. Access Risk ID Description Process Process Descrip
E009 Allocate costs to unauthorized cost centers F100 Finance
MO03 Inc production to reduce cost var due to productivity loss =~ MMOD Materials Management
MO02 Production Order Processing & Confirmation MMOD Materials Management
FO10 Settle expenses from an unauthorized order Floo Finance
MOo4 Move stock to GR to meet delivery schedule MMOD Materials Management
Fo11 Alter activity type used for cost allocation purposes. FI00 Finance
MOO1 Increase production to reduce cost variances MMOD Materials Management
Rule Detalls =B
Rule Details
View: :[Standard View] |v] Filter
Display As: | Table | = |[ Print Version || Export 4 | Settings
E. AccessRisk|D Rule|D Function|D Target Connector  Action Active ||
F008 0001 ccot SAP_NHR_LG FCOEX
Fo09 0001 cCco4 SAP_NHR_LG KSV5 [v]
F009 0002 ccom SAP_NHR_LG K3v1 [v]
FO09 0002 CCD4 SAP_NHR_LG KSV3 |v!
FO09 0003 cco SAP_NHR_LG KSv2 [v|
F009 0003 CCo4 SAP_NHR_LG KSVS v

Risk Level

Filter Settings

Active  Rule Count

2
[
2]
4]
v
v
[

0

56
20
8
12
104
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5B-1 Analyze Access Rules by

Business Process. -
Code Business Process Count
Scroll over the different line | |BS00 Basis 20902
items of the Business FIOO  Finance 16712
Process Table to see HROO HR and Payroll 12215 {k
i i Risk A
m'formatlon about rules for MMOO Materials Management 5273 “ |
Risks mapped to each
Business Process PROO | Procure to Pay 16649
SDO0 |Order to Cash 11858
Click on the ‘HR and Payroll’
Risk row of the Table for

more information about
rules for HR/Payroll Risks.
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5B-2

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Access Risk: The 4-digit ID
representing each Finance-Risk
(as defined in the standard rule
set) for which violations exist

Description: Business
description of the Access Risk

Business Process: The 4-digit ID
representing the Business
Process to which the Access
Risk has been mapped in the
standard rule set

Business Process Description:
The business description for
the Business Process to which
the Access Risk has been
mapped in the standard rule
set

Risk Level: The risk level
defined for each Access Risk in
the standard rule set

Active: Whether the rule is
active

Rule Count: The number of
rules for each Access Risk that
exist

@ Rule Library Risk Management Report - Mozilla Firefox

& https://tabit mitedu:44365/nwbc/?sap-nwbe-node=navigate_absolute8isap-nwbe-new_window=X
Access Risks with Business Process HRO0
View: | [Standard View] || | Display As:| Table | = |[ Print Version |[ Export 4 |
E. Access Risk ID Description Business Process  Business Process Description  Risk Level Active
Hoo4 Enter and approve time which could result in fraudulent payroll amounts. HROD HR and Payroll High vl
Hoos Changing payroll master data and modifying PD Structure HRO0 HR: and Payroll High v
Hoog Maintaining Time Data and performing payroll maintenance HRO0 HR and Payroll High =)
Ho18 Perform time evaluations and perform payroll maintenance HROO HR and Payroll Medium =)
Hoo2 Change HR Benefits and process payroll without authorization HROO HR and Payroll High =)
HO15 Meodify payroll master data and perform payroll maintenance HROO HR and Payrall High I
Ho20 Perform time evaluations and process payroll HROO HR and Payroll Medium I
HO10 Change payroll and processing payroll without authorization HROO HR and Payroll High I
HO17 Perform time evaluations and maintain time data HRO0 HR: and Payroll Medium vl
Ho18 Perform time evaluations and modify PD structure HRO0 HRE and Payroll Medium =)
HOo11 Change payroll config and maintain payroll settings HROO HR and Payroll High =)
HOo05 Meodify time data and process payroll without authority HROO HR and Payroll High =)
HO0& Change configuration of payroll then process payroll HROO HR and Payroll High I
HO13 Entering false time data and maintaining PD Structure HROO HR and Payroll High v
Hoay Change config of payroll then modify payroll master data HROO HR and Payroll High I
HO18 Maintain schemas for payroll and maintain time data HROO0 HR: and Payroll High v
Hoz21 Perform time evaluations and work schedule evaluations HROO HR and Payrall Medium ¥
HO03 Master data & remittance could result in fraudulent payments HROO HR and Payroll High =)
HO01 Meadify payroll master data and then process payroll HROO HR and Payroll High =)
HO12 Enter false time data and modify payroll configuration HROO HR and Payroll High v

Filter Settings

Rule Count |
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5C-1 Analyze report data by

Business Process. 25000

Scroll over the different bars | 20000

of the Business Process Bar

Graph to see information 15000

about Rules for Risks tied to FI00

each Business Process. 10000 16712

Click on the ‘FIO0Q’ Risk bar 5000 |

of the Graph for more I i I
information about Rules 0

i ) BSO0O FIOO HROO MMOO PROO SDOO
related to Finance Risks.
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5C-2

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Access Risk: The 4-digit ID
representing each Finance-Risk
(as defined in the standard rule
set) for which violations exist

Description: Business description
of the Access Risk

Business Process: The 4-digit ID
representing the Business
Process to which the Access Risk
has been mapped in the
standard rule set

Business Process Description:
The business description for the
Business Process to which the
Access Risk has been mapped in
the standard rule set

Risk Level: The risk level defined
for each Access Risk in the
standard rule set

Active: Whether the rule is
active

Rule Count: The number of rules
for each Access Risk that exist

@ Rule Library Risk Management Report - Mozilla Firefox

& https://tabit mitedu:44365/nwbc/?sap-nwhc-node=navigate_absolute&isap-nwbc-new_window=X
Access Risks with Business Process FIO0
View: | [Standard View] || | DisplayAs:|Table | = |[ Print Version || Export 4 |
E. Access Risk ID Description
[E005 Maintain bank account and post a payment from it
Foo8 Hide cash deposited and cash collections differences
FoOg Allocate costs o unauthorized cost centers
FO13 Maintain an asset and manipulate the receipt of the asset
FO15 Use fictitious projectWBS to allocate overages
FO17 Maintain bank account and divert incoming payments
Fo18 Open closed periods and inappropriately post entries
ED19 Open closed periods and post payments after month end
F020 Open closed periods previously enter incoming payments
Fo30 Adjust the AR subsidiary balance using cash application and then conceal with journal entries
Fo01 Maintain fictitious GL account & hide activity via postings
Foo2 Alter & cost center and process unauthorized cost transfers
FoO7 Create an invoice via ERS GR & hide via asset depreciation
FD14 Post overhead expenses and seffle project without approvals
F022 Maintain fictitious GL account & hide activity via currency or tax postings
FO26 Open closed periods and post manual checks after month end
FO31 Adjust the AR subsidiary balance using billing documents and then conceal with journal entries
Foo4 Manipulate cc reports to hide inappropriate journal entries
Fo21 Open closed period & receive or issue goods after month end
FO029 Adjust the AR subsidiary balance using AR payments and then conceal with journal entries

Process Process D
FI00 Finance
Floo Finance
Flo0 Finance
FI00 Finance
FI00 Finance
FI00 Finance
FI00 Finance
FI00 Finance
Floo Finance
Flo0 Finance
FI00 Finance
FI00 Finance
Fl00 Finance
FI00 Finance
FI00 Finance
Floo Finance
Fl00 Finance
Flo0 Finance
FI00 Finance
FI00 Finance

Risk Level
High
High
Low
High
High
High
Medium
Medium
Medium
Medium
Medium
Medium
High
High
Medium
Medium
Medium
Medium
Medium

Medium

Active

[

El B E E E E E EEREEREEEEE EE R E E

Filter Settings

Rule Count =
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Job Aid 05 SUIM Roles by Role Name

USE

This report can be used to understand the mapping between single and composite roles. The report displays which single roles are assigned to a
composite role.

INFORMATION
Report shows:

e List of transaction codes included in the roles
e Other composite roles which have a selected single role
e Users assigned to the roles

RELATED PROCESSES
e Process 1: New or Amended Roles
SPECIFIC SCENARIOS

e N/A
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Step Description Screenshot
1 In SAP R/3 EEC— use
transaction code SUIM. User Information System
Then click on the ‘Roles’ % Akl &
node and double click on the
option for “By Role Name” Structure
*  User Information System
o Lser
Or use Transaction Code v Roles
e S BCE_68001418 . @ _ﬁu_:u_lgg_!:u_}f_ _t;gfljplex Selection Criteria
* (& By Role Marne|
2 Select the Composite Role or

Roles to be analyzed
—e.g. Z_ VPF*

Also, check the “Composite
Roles” selection only, so that
single roles are not listed at
this point.

Roles by Complex Selection Criteria
@ &' b Update Applications

Standard selection
Rale I z_wer » Ed

Role Short Text
Description | & |
Language ID

Show Role Long Text
Single Roles

V| Compiosite Roles
Orly Chsolete Roles
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The report will show a list of
Composite Roles matching Roles by Complex Selection Criteria
the selection criteria. It
shows : (=] 3 & o @ Transaction Assignments | & T F | ¢ [ TF B &
e Roleid
e Role name
. Number of Selected Roles: 93
From this report, you can
drill down to get the System SF2  Client 030 Checkedby  SICHERNY 05/16/2013  13:27:02
following information : Selection Criteria:
Raole I o] el =
e Administrative Details Composite Roles b
e Transaction Assignments
e Contained Single roles -
e Users Assigned the il = Loz ikl Lol .
. Z_WPF_C_ADMIM_APPROWER [c| P Cormposite role for YPF Admin Approwver
composite role = _ :
Z_NWPF_C_ADMIN_COMMOMN a9 Cornposite role for YPF admin
Z_WPF_C_ADMIN_COMMOMN_ORIG a9 Cornposite role for YPF admmin
Z_WPF_C_ADMIN_COMMOMN_ROLES i Caornrmon roles for WPF Admin
£_WPF_C_ADMIMN_HR_P&Y @ YWPF Adrnin HR. Pay for FireFighter
Z_WPF_C_ADMIN_MGR_APPROWER a9 Cornposite role for YPF Admin Approver
£ NWPF_C_AR_ACCOUNT _MAIMTEMAMCE @ YPF AR Account Maintenance Composite Role
£ NWPF_C_AR_DOCLUMENT _REWERSE @ WPF AR Document Reverse Cormposite Role
£ _WPF_C_AR_FINAMCIAL @ WPF AR Financial
Z_WPF_C_AR_GEMERAL a9 YPF AR General Composite Role
Z_WPF_C_AR HR DATA i WPF AR HR Data Composite Rols
£_WPF_C_AR_IMNWOICE_PROCESS # WRF 4R Invoice Process
£_WPF_C_AR_MAMAGER @ YPF AR Manager Role
£ WPF_C_ AR MASTER_DATA MAINTEM .@ YWPF AR Master Data Maintenance Role
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3a ADMINISTRATIVE DETAILS
Display Roles
Double click on a Composite
i+
role or ‘ﬁ"' 05 Other role DG’
Role
Click on a Composite Role to Role Z ¥PF_C_ADMIN APPROVEER
highlight it, then : Diescription Composite rale for YPF Admin Appraver
Menu : GoTo 2 Dlsplay _/ @Description | Q%'RDIES @ Menu @ Lser F‘ersc:nalization
details
= Adrinistration Information
or lcon
Created Changed
. . . RGHEYER GEORGEP
To exit back to the list, click il
on Date 02/12/2013 | 0472272013
el Time 07:01:12 16:19:07
Back (F3).
Long Text
Click on Roles tab to see a list %[O () M)k =)
of roles — but this the long 2013/01/04 RGMEVEE Set up per SoD Role Design Specs
way — see 3.c instead.
Change Log (Newest to Oldest):
2013/mm/dd (userid)] BT XXHEEXXHEX @ vevwaneeas
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3b

TRANSACTIONS

For the Transaction List, click
on a Composite Role to
highlight it, then :

Menu : Role = Transaction
Assignments
or lcon

Transaction Assignments

There is no more drill down
from here.

To exit the list, click on

& Back (F3).

Roles by Complex Selection Criteria

@ &% F (& TF 0% B« &

Transactions in Menu of Z VPF_ C_ADMIN_APPROVER

Transaction Code Lahguage (Transaction Text

103 Display Waork Breakdown Structure
CJ31 Display Project Original Budget
FEOZ2 Cisplay Docurment

FEY2 Change Parked Document
FEY3 Cisplay Parked Docurnent
FDO3 Display Custormer (Accounting)
FD10 Custormer Account Balance
FO10mM Custormer Balance Display
FRZI Index of Funds Centers

FrAZ Index of Cornrmitrment Tterns
FlASM Index of Funds

Fs03 Display Master Record
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3c ROLES CONTAINED
, . _ Roles by Complex Selection Criteria
For the quick Role List, click
on a Composite Role to = (& @& o @B Transaction Assignments & T F B @ T B8 g
highlight it, then :
Menu : Role = Contained
Single Roles Number of Selected Roles: 93
or @ System SF2 Client 030 Checked by SICHERMY 05/16/2013 13:52:55
Click on Icon Selection Criteria:
Role I P Z_WPF_*
Cornposite Roles X
To drilldown further on the
single role — see Step 4 for <
details. Fole Type|Role name
Z_NWPF_C_ADMIN_APPROYER g Composite role for WPF Admin Approver
To exit the list, click on Z_WPF_C_ADMIN_COMMOMN 4P Cornposite role for WPF adrmin
@ Z_WPF_C_ADMIN_COMMOMN_ORIG g9 Composite role for WPF admin
Back (F3). Z_WPF_C_ADMIN_COMMON_ROLES g# Cornmon roles for VPF Admin
3d USERS ASSIGNED

Menu : Role = User
Assignment
or

Click on Icon B

Roles by Complex Selection Criteria

& Droles  ®rrofles  Change documents | = F B T B

User Assignment for Role Z_VPF_C_ADMIN_COMMON: O

System SFZ  Client 030  Checked by SICHERNY 03/16/2013 141425

User name” Complete name User group | Account no. | Locked Reason Valid From | valid through | User Type Reference user |Security Policy
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From the list of Single Roles
you can click on a role to
highlight it and use the icons
or menuto:

a. Display (Administrative)
Details

b. See transactions for the
single role.

c. Find which other
Composite Roles include
this single role

Roles by Complex Selection Criteria

@'J B @' E‘é’ @ Transaction Assignments

ST F G BHERBT B+

Single Roles Contained in Z_ VPF_C_ADMIN_APPROVER

Role

£ A 5 BUS FURMCS COMMON_TO_BLIS
£ A 5 COMMOM_BACKGROUND 108

£ A 5 COMMOR_CO B FUND RPTIMNG
£ A 5 LUTILITIES _COMMOMN_TO_ALL

£ WPF_S_ADMIM_APPROVER

| Type Rale name

CC0eS

C& Commmon to ALL MIT S&P Bus, Users  RolesDB: Mfa
C& Create & Monitor Background Jobs RolesDB: Mfa
C& Cost Object & Fund Repting Trans &cc,  RolesDE: MfA
C& Utils Cornmon to ALL MIT SAP Users  RolesDB: MfA
WPF Admin role for Approver

Act,

Doooao
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43

DATE LAST CHANGED

Click on a role to highlight it
then

Click on Icon 2 or use
Menu : GoTo > Display
(Administrative) Details

Or double click on the role.

To exit, click on

& Back (F3).

Target System

Display Roles

"2 By Other role s

Role

Role E _Ca & BUS FUNCS COMMON TO EUS

Diesctiption CA Comrnoh to ALL MIT SAP Bus, Users  RolesDB: MfA

@ Mo destination

@DESEriDtiDr‘I @ rMenu @ wiarkflow @ Authorizations @ User Mini&pps

Adrinistration Information Transaction Inheritance
Created Changed Derive from Role

sy GEORGEFP RGMEYEE.
Date 09/06/2012 0571372013
Tirmne Z2:02: 36 15:41:13
Long Text
WEE P W e

F‘E

2012708721 georgep Set up Lo cohtain functions that previously were assigned via
ZHAT: COMMON. Only the Crosz-Application functionsz, and Business Area functionz,
that hawe bheen determined to be necesary for all 3AP Business Users are in this
role.

Change Log [(Newezt to O0ldeszt):

2013402706 georgep RTZ171038 Added M _MATE 3Ta 03, *

2013401430 georgep RTZ215720 Added 3 _WFAR 0BT auths req'd by all Bus Users

2013701703 georgep added authz discoverd by MIRELLAY and IMEYEER during Testing
in 5H2, such as F_KNAl ETP w/HEUS, 03
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4b

TRANSACTION ASSIGNMENT

Click on a role to highlight it
then

Click on Icon
Transaction Assignments

or use Menu : Role >
Transaction Assignments

To exit, click on

& Back (F3).

Roles by Complex Selection Criteria

T &9 F & T0n B

Transactions in Menu of Z CA S BUS FUNCS COMMON_TO BUS

Transaction Code
103

131
FBO3
FOO3
FD10
FO10rM

= Language

Transaction Text

Display Work Breakdown Structure
Display Project Criginal Budget
Display Document

Display Custormer (Accounting)
Custormer Account Balance
Customer Balance Display
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4c

WHERE USED IN COMP
ROLES

Click on a role to highlight it
then

N

Click on Icon

To exit, click on

& Back (F3).

Roles by Complex Selection Criteria

@ L_ﬂ' @' D:L) 95 Tran=action Assignments

& T E BHEHT HEw

Number of Selected Roles: 67

System SF2  Client 030 Checked by SICHERMY 05/16/2012 140711
Role * Type Role name
Z_AP C_ADMIMISTRATOR AP Roles of &P Administrator RolesDB: ?
Z_8P C MAMAGER AP Roles of &P Manager RolesDB: ?
Z_8P C _MASTER DATA AP Roles of &P Master Data RolesDBE: 2
Z_8P C OPER_LWL_1 AP Roles of &P Operations 1 RolesDB: ?
Z_AP C_OPER_LWL_ 2 AP Roles of AP Operations 2 RolesDB: ?

£_CA C WPF & IST_BUSMES_AMLYST
Z_SUP_C_R3ADMIN
Z_WPF_C_ADMIN_APPROWER
£_WPF_C_ADMIMN_COMMOMN
£_VPF_C_ADMIN_COMMON_ORIG
£_WPF_C_ADMIN_COMMOMN_ROLES
£_WPF_C_ADMIM_HR_PAY
£_WPF_C_ADMIM_MGR_APPROVER
Z_VWPF_C_AR_ACCOUNT _MAINTEMAMNCE

' PRV LLRLLR

WPF & IST Business Analysts Functions  RolesDB: ?
IST Support Role for the R3 Admin Basis Team
Cornposite rale for YPF Admin Approver

Composite role for WP admin

Composite role for YPF adrmin

Corrmon rakes for YPFE Admin

WPF Adrnin HR. Pay for FireFighter

Composite role for YPF Admin Approver

WPF AR Account Maintenance Composite Role

122




W W Massachusetts
I|||| Institute of GRC Training — Business Systems Analysts (IS&T)

Technology

Job Aid 06 User to Role Relationship

USE
This report can be used to determine all users assigned to a role.
INFORMATION
List of all users with access to a particular role or set of roles.
RELATED PROCESSES

e Process 1: New or Amended Roles
SPECIFIC SCENARIOS

e Step 5A: Analyze for a single role.
e Step 5B: Analyze for multiple roles by specific role names.
e Step 5C: Analyze for multiple roles by using a wild card (*) in the role name.
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Relationship’ report located
in the ‘Role Management
Reports’ section.

Step Description Screenshot
1 Navigate to the ‘Reports
and Analytics’ tab. =
-~
Reports and Analytics
2 Click on the ‘User to Role

Role Management Reports

View details related to management of roles

Quick Links

List Action in Roles

Compare Action in Menu and Authorization
Compare User Roles

User to Role Relationshij

Role Relationship with u\_) User Group
PFCG Change History

Master to Derived Role Relationship
Single to Composite Role Relationship
Role by date of generation

Risk Terminator Log Report
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Select the system for which

information is required_ In n User to Role Relationship - Mozilla Firefox
thIS case the selection iS |° https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute8isap-nwbc-new_window=X
’

PS1 - User to Role Relationship

Analysis Criteria

Saved Variants: | || [Delete |

| system [=][is [+] | [*lme

| Include Expired Roles [=][is [*]

MIT Logical System for PS1:030 ( ZZPS103001 ) b
| Role Name [=][is [=]|MIT Logical System for SF2:030 ( ZZSF203001 )
MIT Logical System for SF3:030 ( ZZSF303001)
MIT Logical System for SH2:030 ( ZZSH203001 )

Save Variant as: | Save

[ Run in Foreground | [ Run in Background |
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4 Select whether to include
information on role Q User to Role Relationship - Mozilla Firefox
aSSignmentS WhICh haVe 8 https://brachium.mit.edu:44355/nwhbc/?sap-nwbc-node=navigate_absolute&ssap-nwhc-new_window=X
expired for users (i.e. that - User to Role Relationship
have assignment end-dates
prior to the current date). In
. . . Al is Criteri
this case, the selection is nalysts Crieria
,Yes, Saved Variants: [+ [Delete |
[System [=][i [+ [MIT Logical System for PS1:030 (22F[ | @) (=)
| Include Expired Roles [+][is [=] | YES h®e
YES ——
| Role Name [+][is =l {no ®E
Save Variant as:
[ Run in Foreground | [ Run in Background |
5A-1 | Analyze for a single role.
Add the role name. In thIS P User to Role Relationship - Mozilla Firefox
@ https://brachium.mit.edu:44355/nwhc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new window=X
case, = 5
7 VPF_S_AR_GENERAL - User to Role Relationship
was typed in. The search
option can also be used to Anaiysis Crierla
search for a role. Please Saved Variants: [ [eieke]
refer to the ‘Search for -
Inout Values’ reference [System FE [+ [MIT Logical System for P$1:030 ( ZZF| v @) (=)
p | Include Expired Roles |v is ['\ LYES [=] ®
document (R3) for further frens rame FE 5] [Z.VPF_S AR GENERAL Bee

information.

Run in Foreground | | Run in Background

Save Variant as:
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5A-2 | Runthe reportin the
foreground. |f the report iS Q User to Role Relationship - Mozilla Firefox

. a https::;'bra:h\u\'r"mit.eduéMBEE nwhbc/?sap-nwbc-node=navigate_absolute&isap-nwbc-new_window=X
expected to yield a large
amount of data, execute the

~ User to Role Relationship

report by running a [Gose]
background job. See the | Anaysis Criteria
‘Execute a Background Job’ | Saved Variants: | =
reference document (R5) for l - 1) [T Lo Sy o P510%0 22F1%] ) &
; . System = = ogical System for PS1: I ®E
further information. (ociie Expred e EE =] [YES e
[Role Name =lE "IZﬁVPFﬁSiARfsENERAL ®E
Save Variant as: |:

Run in Foreground || Run in Background
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5A-3

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Role Name: SAP role name

Role Description: Business
name for SAP role

Profile Name: Name of SAP
profile associated with SAP
role (technical information)

User: User ID of the user
with access to the role

Full Name: User name of
user with access to role

Valid From: Date on which
assignment of the role to
the user begins

Valid To: Date on which
assignment of the role to
the user ends

System: The system in
which the role is assigned to
the user

&) User to Role Relationship - Mozilla Firefox

& https://brachium.mit.edu:44355/nwhbe

User to Role Relationship

p-nwbc-node=navigate_absolutedisap-nwbc-new_window=X

¥ Analysis Criteria

~ Analysis Results

Result Set: | Result Set1

[=[co] | [P

view:
Role Name Role Description
Z_VPF_S_AR_GENERAL VFF AR General
Z_VPF_S_AR_GENERAL VPF AR General
Z_VPF_S_AR_GENERAL VPF AR General

Z_VPF_S_AR_GENERAL VPF AR General

t || Export Result Sets

| Display As: | Table

= |[ Print ersion |[ Export 4 |

Profile Name
T-52732272
T-82732272
T-52732272
T-52732272

Full Name
Donna J Caimns

User

DCAIRNS ( Donna J Cairns )
DLLAG ( Donna L Lagrotteria )
JASMINKA | Jasminka Velagic )
JSMITHZE { Jarvis Smith )

Donna L Lagrotteria
Jasminka Velagic

Jarvis Smith

Valid From
01/24/2013
01/24/2013
01/23/2013
01/22/2013

Valid To

12/31/9999
12/31/9999
12/31/9999
12/31/9999

Filter Settings
System
ZZP5103001
ZZP5103001
ZZP3103001
ZZPS103001
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Analyze for multiple roles by
specific role names. To do
this, we can add the first
role name. In this case,
‘Z_VPF_S_AR_GENERAL’
was typed in. The search
option can also be used to
search for a role. Please
refer to the ‘Search for
Input Values’ reference
document (R3) for further
information.

Next, add an additional
Search Line. See the ‘Add or
Remove Search Lines to a
Report’ reference document
(R2) for further information.

W User to Role Relationship - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-ne

| User to Role Relationship

-

| Analysis Criteria

Run in Foreground || Run in Background

| Saved Variants: [=] [Delete
| 'System El [is

[Include Expired Roles El [is

Role Name m |i5

w_window=X

El MIT Logical System for PS1:030 ( ZZF v|\;u_;|

El YES

I~ [zZ_vPF_S_AR_GENERAL|

1@

Bae
g
Eopy this Search Line

Save Variant as:
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5B-2 | Add the additional role
name. |n thlS case n User to Role Relationship - Mozilla Firefox
’Z VPF S AR MA’NAGER' ;- https://brachium.mit.edu:443 ?sap-nwbc-node=navigate absolute&sap-nwbc-new window=X
- === ~ User to Role Relationship
was typed in. The search
. [Ciose |
option can also be used to =
search for arole. Analysis Criteria
Saved Variants: | | > | [ Delete
[System [=l[is = [MIT Logical System for P$1:030 ( ZZF| | @) (=)
| Include Expired Roles [+][is [+]LYES "} ®
| [Role Name [ [+][2_VPF_S_AR_GENERAL e
[Role Name =[s T+ [Z_VPF_S_AR_MANAGER]| Oee
s
Save Variant as: \
Run in Foreground | | Run in Background
5B-3 | Runthereportin the
foreground' |f the report is @ User to Role Relationship - Moxzilla Firefox
t d t . |d | | & https://brachium.mit.edu:44355/nwhbc/?sap-nwbc-node=navigate_absolute&sap-nwhbc-new_window=X
expected to yield a large . .
P y 8 ~ User to Role Relationship
amount of data, execute the
. -CI
report by running a o=
background job. See the | Analysis Criteria
‘Execute a Background Job’ Saved Varnres [¥] [Deete]
reference document (R5) for , o
f h . f t | [system ti is :HM\T Logical System for PS1:030 ( ZZF v‘ (OIO)]
urther information. [include Expred Roles = L'HYES l®e
T FE = [Z_VPF_S_AR_GENERAL [a]fo)e)
[Role Name [+][is [+] [Z_VPF_S_AR_MANAGER ﬁ‘ﬁ’i )=

Save Variant as:

| [Runin Forgro% Run in Background
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5B-4

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Role Name: SAP role name

Role Description: Business
name for SAP role

Profile Name: Name of SAP
profile associated with SAP
role (technical information)

User: User ID of the user
with access to the role

Full Name: User name of
user with access to role

Valid From: Date on which
assignment of the role to
the user begins

Valid To: Date on which
assignment of the role to
the user ends

System: The system in
which the role is assigned to
the user

&) User to Role Relationship - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwhc-node=navigate_absolutedsap-nwbc-new_window=X

User to Role Relationship

b Analysis Criteria

= Analysis Results

Result Set: | Result Set1

[S]Cco] | [Previous ][ Nex

View: | [Standard View] w| | Display As:| Table w |[ Print Version |[ Export « |
Role Name Role Description  Profile Name  User Full Name alid From  Valid To
Z_ VPF_S_AR_GENERAL VPF AR General T-32732272 DCAIRNS ( Donna J Caims ) Donna J Caims 01/24/2013  12/31/9999
Z_VPF_S_AR_GENERAL VPF AR General = T-82732272 DLLAG { Donna L Lagrotteria | Donna L Lagrotteria  01/24/2013 | 12/31/9999
Z_VWPF_S_AR_GENERAL VPF AR General = T-S2732272  JASMINKA ( Jasminka Velagic ) | Jasminka \Velagic 01232013 | 12/31/9999
Z_VPF_S_AR_GENERAL VPF AR General @ T-S52732272 JSMITH2E ( Jarvis Smith ) Jarvis Smith 012212013 | 12/31/9999
Z_VPF_S_AR_MANAGER VPF AR Manager T-52732266 DCAIRNS ( Donna J Caims ) Donna J Caims 012412013 12/31/9999

Filter Settings
System
ZZPS103001
ZZPS103001
ZZP3103001
ZZPS103001
ZZPS103001
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Analyze for multiple roles by
using a wild card (*) in the
role name. In this case,
‘Z_VPF_S_AR¥ is the
selection.

Alternatively, the operand
for the ‘Role Name’ search
criteron can be changed
from ‘is’ to ‘starts
with’/‘contains’ and
‘Z_VPF_S_AR’ can be used
as the selection.

P User to Role Relationship - Mozilla Firefox
&

https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

~ User to Role Relationship

Analysis Criteria

Saved Variants:

[ =] [Delete |

[System =l I~ [MIT Logical System forps1;030(zzp\v|.7§,.\5l
\Include Expired Roles \' ‘IS \v| |YES “'l 'E,' E,J
[Role Name [=][is [=] [z_VPF_S_ART ®0E
Save Variant as: {
[ Run in Foreground | | Run in Background |
Role Name [=][is “'H O®e
is
is not
starts with Save Variant as:
contains E}
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5C-2

Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

O User to Role Relationship - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

User to Role Relationship

Analysis Criteria

Saved Variants: [+] [Delete |

[System [=][is [~] [MIT Logical System for PS1:030 ( ZZF| | (#) (=)
[Include Expired Roles [=][is =] [YEs Fe®oe
[Role Name [=][is =] [2_vPF_s_AR® Oee

Run in Fore)ground Run in Background

Save Variant as:
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Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Role Name: SAP role name

Role Description: Business
name for SAP role

Profile Name: Name of SAP
profile associated with SAP
role (technical information)

User: User ID of the user
with access to the role

Full Name: User name of
user with access to role

Valid From: Date on which
assignment of the role to
the user begins

Valid To: Date on which
assignment of the role to
the user ends

System: The system in
which the role is assigned to
the user

&) User to Role Relationship - Mozilla Firefox

@ https:/ um.mit.edu:4:

User to Role Relationship

» Analysis Criteria

= Analysis Results
Result Set: | Resut Sett | »|[Go| | [P [ Export Result Sels |
View:  [Standard View] =] Display As: | Table | [ Print Version || Export «
Role Name Role Description Profile Name
Z_VPF_S_AR_ACCOUNT_MAINTENANCE VPF AR Account Maintenance T-82732271
Z_VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments  T-52732296
Z_VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments  T-52732296
Z_VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments  T-52732298
Z_VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments  T-52732296
Z VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments  T-52732296
Z_VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments  T-52732296
Z_VPF_S_AR_CR_ZC10 VPF ZC10 T-52732297
Z_VPF_S_AR_CR_ZG10 VPF ZC10 T-82732297
Z_VPF_S_AR_DOCUMENT_REVERSE VPF AR Document Reverse T-52732270
Z VPF_S_AR_DOCUMENT_REVERSE VPF AR Document Reverse T-52732270
Z_VPF_S_AR_FINANCIAL_LCP1_ACC VPF AR Display access for LCP1 T-82732328
Z_VPF_S_AR_FINANCIAL_LCP1_ACC VPF AR Display access for LCP1 T-52732328
Z_VPF_S_AR_GENERAL VPF AR General T-52732272
2_VPF_S_AR_GENERAL VPF AR General T-52732272
Z_VPF_S_AR_GENERAL VPF AR General T-82732272

User.

DCAIRNS ( Donna J Caims )
CWHELAN ( Cheryl A Whelan )
DCAIRNS ( Donna J Caims )
DLLAG ( Donna L Lagrotieria |
JASMINKA ( Jasminka Velagic )
JSMITH28 ( Jarvis Smith )
PCROSBY ( Patricia M Crosby )
JSMITH26 ( Jarvis Smith )
PCROSEY ( Patricia M Crosby )
DCAIRNS ( Donna J Caims |
DLLAG ( Donna L Lagratteria )
JASMINKA ( Jasminka Velagic )
JSMITH28 ( Jarvis Smith )
DCAIRNS ( Donna J Caims )
DLLAG ( Donna L Lagrotteria )
JASMINKA ( Jasminka Velagic )

Full Name

Donna J Gaims
Cheryl A Whelan
Donna J Caims
Donna L Lagrotteria
Jasminka Velagic
Jarvis Smith
Patricia M Crosby
Jarvis Smith
Patricia M Crosby
Donna J Caims
Donna L Lagrotteria
Jasminka Velagic
Jarvis Smith

Donna J Caims
Donna L Lagrotteria

Jasminka Velagic

Valid From
01/24/2013
01/23/2013
01/24/2013
01/24/2013
01/23/2013
01/22/2013
01/22/2013
051012013
01222013
01/24/2013
01/24/2013
011232013
01/22/2013
01/24/2013
01/24r2013
01/23/2013

Valid To

12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
05/13/2013
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999

Filter Settings
System &)
ZZPS103001
2ZPS103001
Z2PS103001
ZZPS103001
22PS103001
ZZPS103001
22PS$103001
Z2PS103001
ZZPS103001
ZZPS103001
ZZPS103001
2ZP$103001
ZZPS103001
ZZPS103001
2ZPS103001
ZZP5103001 [+
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5C-4 | Sorting on role by clicking
on the ‘Role Name’ column

1/ User to Role Relationship - Mozilla Firefox
# https://brachium.mitedu:44355,

/?sap-nwhc-node=navigate_absolute&sap-nw new_window=X

header will show the users e
» Analysis Criteria
grouped by role. = Analyis Rosuts

Result Set: [Resuit Sett  [+|[Go | | [ Previous [ Next [ Export Result Sets

View | Display As: | Tabie  |[ Print Version || Export « Fiter Settings
Role Name Role Description Profile Name  User Full Name Valid From  Velid To  System [a]
| ZWPF_S_AR_ACCOUNT_N pole Name 3E  VPF AR Account Maintenance T-82732271 DCAIRNS (Donna J Caims)  Donna J Caims 012412013 12/31/9999  ZZPS103001
Z_VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments  T-S2732296  CWHELAN ( Cheryl A Whelan ) | Cheryl A Whelan Q1/23/2013 | 12131/9999  ZZPS103001
Z_VPF_S_AR_ARCH_INV VPF A/R Access for Archived Document Afttachments  T-52732296  DCAIRNS (Donna J Caims ) | Donna J Caims 012412013 12/31/9999  ZZPS103001
| ZVPF_S AR ARCH INV VPF A/R Access for Archived Document Attachments  T-S2732296  DLLAG ( Donna L Lagrotteria ) Donna L Lagrotteria  01/24/2013  12/31/3999  2ZPS103001
Z_WPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments  T-S2732296  JASMINKA ( Jasminks Velagic ) | Jasminka Velagic ~ 01/23/2013 | 12/31/9999 ZZPS103001
| 2_VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments  T-S2732296  JSMITH28 ( Jarvis Smith ) Jariis Smith 01222013 | 12/31/9999  ZZPS103001
2Z_VPF_S_AR_ARCH_INV VPF A/R Access for Archived Document Attachments  T-S2732296  PCROSBY ( Patricia M Crosby | | Palricia M Crosby | 01/2212013 | 12/31/9999  2ZPS103001
Z_VPF_S_AR_CR_ZC10 VPF ZC10 T-52732297 | JSMITH26 ( Jarvis Smith ) Jariis Smith 05/10/2013 | 05/13/2013 ZZPS103001
| ZVPF_5 AR CR ZC10 VPF ZC10 T-80732297 PCROSBY ( Patricia M Crosby | | Pafricia M Crosby  01/22/2013  12/31/3999  2ZPS103001
| 2_VPF_S_AR_DOCUMENT_REVERSE VPF AR Document Reverse T-82732270  DCAIRNS ( Donna J Caims ) Donna J Caims 01/24/2013 | 12/31/8999  ZZPS103001
Z_VPF_S_AR_DOCUMENT_REVERSE VPF AR Document Reverse T-82732270 | DLLAG (Donna L Lagrotieria) | Donna L Lagrotteria  01/24/2013 | 12/31/3999  ZZPS103001
| Z_VPF_S_AR_FINANCIAL_LCP1_ACC VPF AR Display access for LCP1 T-S2732328  JASMINKA ( Jasminka Velagic ) | Jasminka Velagic  01/23/2013 12/31/9999 2ZPS103001
Z_VPF_S_AR_FINANCIAL_LCP1_ACC PF AR Display access for LOP1 T-52732328  JSMITH2E ( Jarvis Smith ) Jarvis Smith 0172212013 | 12131/9999  ZZPS103001
| Z_VPF_S_AR_GENERAL VPF AR General T-82732272 DCAIRNS (Donna J Caims ) | Donna J Caims 01242013 12/31/9999  ZZPS103001
7| Z_WPF_S_AR_GENERAL VPF AR General T-80732272  DLLAG (Donna L Lagrotieria)  Donna L Lagrotteria  01/24/2013  12/31/3999  2ZPS103001
| z_vPF_s_AR_GENERAL VPF AR General T-52732272 | JASMINKA ( Jasminke Velagic ) | Jasminka Velagic  01/23/2013 | 12131/9999  ZZPS103001 [+

new_wind:

User to Role Relationship

» Analysis Criteria
~ Analysis Results

Result Set [Resutt Set1 | w|[Go | | | Previous || Next |[ Export Result Sets

View:[* [Standard View] | |[cy | Display As:| Table | |[Print Version || Export « Filter Settings
Role Name 2 Role Description Profile Name  User Full Name Valid From  ValidTo  System [a]
Z_VPF_S_AR_ACCOUNT_MAINTENANCE =~ VPF AR Account Maintenance T-52732271  DCAIRNS ( Donna J Caims ) | Donna J Caims 0172472013 | 12/31/9999 | 2ZPS103001
Z_VPF_S_AR_ARCH_INV VPF AIR Access for Archived Document Attachments | T-S2732206  CWHELAN (Cheryl A Whelan) | Cheryl AWnelan  01/232013 | 12/31/9999  ZZPS103001

VPF AIR Access for Archived Document Attachments  T-52732296  DCAIRNS ( Donna J Caims ) | Donna J Cairns 0172412013 | 12/31/9999 | 2ZP$103001

VPF AR Access for Archived Document Attachments = T-S2732296  DLLAG ( Donna L Lagrotteria) = Donna L Lagrotteria  01/24/2013 | 12/31/9999 | ZZPS103001
VPF AR Access for Archived Document Attachments  T-S2732296 ~ JASMINKA ( Jasminka Velagic ) = Jasminka Velagic 01/23/2013  12/31/9999  ZZPS103001

VPF AR Access for Archived Document Attachments = T-S2732296 ~ JSMITH26 ( Jarvis Smith ) Jarvis Smith 01/22/2013  12/31/9999 ZZPS103001
i VPF AR Access for Archived Document Attachments = T-S2732296  PCROSBY ( Patricia M Crosby ) = Patricia M Crosby 01/22/2013  12/31/9999 = ZZPS103001
Z_VPF_S_AR_CR_ZC10 VPF ZC10 T-52732297  JSMITH26 ( Jarvis Smith ) Jarvis Smith 051102013 | 05/1312013 | 2ZPS103001 | |
VPF ZC10 T-S2732297 PCROSBY ( Patricia M Crosby ) = Patricia M Crosby 01/22/2013 = 12/31/9999 | ZZPS103001
2_VPF_S_AR_DOCUMENT_REVERSE  VPF AR Document Reverse T-52732270 DCAIRNS (DonnaJ Caims)  DonnaJCaims  01/2412013 | 121319999 | 2ZPS103001
| VPF AR Document Reverse T-82732270  DLLAG ( Donna L Lagrotteria ) Donna L Lagrotteria  01/24/2013  12/31/9999 = ZZPS103001
| Z_VPF_S_AR_FINANCIAL_LCP1_ACC VPF AR Display access for LCP1 T-52732328  JASMINKA ( Jasminka Velagic ) | Jasminka Velagic  01/23/2013 | 12131/9999 | 2ZPS103001
VPF AR Display access for LCP1 T-S2732328  JSMITH26 ( Jarvis Smith ) Jarvis Smith 01/22/2013  12/31/9999 ZZP$S103001
Il Z_VPF_S_AR_GENERAL VPF AR General T-82732272  DCAIRNS ( Donna J Caims ) Donna J Caimns 01/24/2013 | 12/31/9999  ZZPS103001
VPF AR General T-S2732272  DLLAG ( Donna L Lagrotteria ) Donna L Lagrotteria  01/24/2013 ' 12/31/9999  ZZPS103001
H VPF AR General T-52732272  JASMINKA ( Jasminka Velagic ) | Jasminka Velagic  01123/2013 | 12/31/9999 | ZZPS103001 [v:
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Sorting on user by clicking
on the ‘User’ column header
will show the roles grouped
by user.

User to Role Railﬁonshlp - Mozilla Firefox
/brachium mitedu:44355

& https: ‘nwbc/?sap

whc-node=navigate_absolute&sap-nwhc-ne:

User to Role Relationship

» Analysis Criteria
~ Analysis Results
Resut Set: Resut Set1 | »|[Go] | |
View|[Standar View] || | OisplayAsi[Tave [ =|[ PrintVersion | Export ]
Role Name Role Description Profile Name  User
| Z_VPF_S_AR_ACCOUNT_MAINTENANCE VPF AR Account Maintenance T-52732271  DCAIRY User bna J Caims )
Z_VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments ~ T-S2732296 ~ CWHELAN ( Cheryl A Whelan )
| Z_VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments ~ T-S2732296  DCAIRNS ( Donna J Caims )
Z_VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments  T-S2732296  DLLAG ( Donna L Lagrotteria )
| Z_VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments ~ T-S2732296  JASMINKA ( Jasminka Velagic )
| Z_VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments ~ T-S2732296  JSMITH26 ( Jarvis Smith )
Z_VPF_S_AR_ARCH_INV VPF AR Access for Archived Document Attachments = T-S2732296  PCROSBY ( Patricia M Crosby )
i} Z_VPF_S_AR_CR_ZC10 VPF ZC10 T-82732297  JSMITH26 ( Jarvis Smith )
Z_VPF_S_AR_CR_2C10 VPF ZC10 T-82732297  PCROSBY ( Patricia M Crosby )
| Z_VPF_S_AR_DOCUMENT_REVERSE VPF AR Document Reverse T-S2732270  DCAIRNS ( Donna J Caims )
Z_VPF_S_AR_DOCUMENT_REVERSE VPF AR Document Reverse T-$2732270 | DLLAG ( Donna L Lagrotteria )
Z_VPF_S_AR_FINANCIAL_LCP1_ACC VPF AR Display access for LCP1 T-S2732328  JASMINKA ( Jasminka Velagic )
| Z_VPF_S_AR_FINANCIAL_LCP1_ACC VPF AR Display access for LCP1 T-52732328  JSMITH26 ( Jarvis Smith )
Z_VPF_S_AR_GENERAL VPF AR General T-$2732272 = DCAIRNS ( Donna J Caims )
Z_VPF_S_AR_GENERAL VPF AR General T-52732272  DLLAG ( Donna L Lagrotteria )
I Z_VPF_S_AR_GENERAL VPF AR General T-82732272  JASMINKA ( Jasminka Velagic )

Full Name

Donna J Caims
Cheryl A Whelan
Donna J Caims
Donna L Lagrotteria
Jasminka Velagic
Jarvis Smith
Patricia M Crosby
Jarvis Smith
Patricia M Crosby
Donna J Caims
Donna L Lagrotteria
Jasminka Velagic
Jarvis Smith

Donna J Caims
Donna L Lagrotteria
Jasminka Velagic

Valid From
01724/2013
0112312013
0112412013
0112412013
01/23/2013
011222013
011222013
051012013
0112212013
01/24/2013
0112412013
011232013
0112212013
0112412013
01/24/2013
011232013

Valid To

12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
05/13/2013
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999
12/31/9999

Filter Settings.
System |-
22P$103001
22p$103001
2ZP$103001
2ZPs$103001
2zP$103001
2ZP$103001
ZZP$103001
ZZP$103001
2ZPs$103001
22P$103001
2ZP$103001
2ZPs$103001
ZZPS$103001
2ZP$103001
2zp$103001
2ZP$103001 [+

) User to Role Relationship - Mezilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-ny

node=navigate absolute8isap-nwhe-new window=X

User to Role Relationship

» Analysis Criteria

~ Analysis Results

Result Set:| Resuit Set1

[+l[Go]

Previous || Mext || Export Result Sets |

Role Name
Z_VPF_S_AR_ARCH_INV
Z_VPF_S_AR_SOD_REPORTING

| Z_VPF_S_AR_ACCOUNT_MAINTENANCE
Z_VPF_S_AR_ARCH_INV

| Z_VPF_S_AR_DOCUMENT_REVERSE
Z_VPF_S_AR_GENERAL
Z_VPF_S_AR_MANAGER
Z_VPF_S_AR_MASTER_DATA_MAINT
7_VPF_S_AR_SOD_REPORTING
Z_VPF_S_AR_ARCH_INV
Z_VPF_S_AR_DOCUMENT_REVERSE

| Z_VPF_S_AR_GENERAL
Z VPF_S_AR_MASTER_DATA_MAINT
Z_VPF_S_AR_ARCH_INV
Z_VPF_S_AR_FINANCIAL_LCP1_ACC
Z_VPF_S_AR_GENERAL

View:Sandara View] ][5y | Displey As [ Tave

Role Description

VPF AR Access for Archived Document Attachments.
VPF SoD Reparts: Accounts Receivable RolesDB: 7
VPF AR Account Maintenance:

VPF AR Access for Archived Document Attachments
VPF AR Document Reverse

VPF AR General

VPF AR Manager

VPF AR Master Data Maintenance

VPF SoD Reports: Accounts Receivable RolesDB: 7
VPF AR Access for Archived Document Attachments.
VPF AR Document Reverse

VPF AR General

VPF AR Master Data Maintenance

VPF AIR Access for Archived Document Attachments
VPF AR Display access for LCP1

VPF AR General

|+ |[ Print Version || Export «

Profile Name  User &
T-82732286 | CWHELAN ( Cheryl A Whelan )
T-82732294
T-82732271
T-82732296

DCAIRNS ( Donna J Caims )

T-S2732270
T-82732272
T-82732266
T-52732267
T-82732284
T-82732286
T-82732270

DLLAG { Donna L Lagrotteria )

T-s2732272
T-82732267
T-82732296
T-52732328

JASMINKA ( Jasminka Velagic )

T-82732272

Ful Name

Cheryl A Whelan
Cheryl A Whelan
Donna J Caims
Donna J Cairns
Donna J Caims
Donna J Cairms
Donna J Caims
Donna J Caims
Donna J Caims
Donna L Lagrotteria
Donna L Lagrotteria
Donna L Lagrotteria
Donna L Lagrotteria
Jasminka Velagic
Jasminka Velagic
Jasminka Velagic

Valid From
01/23/2013
01/23/2013
01/24/2013
01/24/2013
01/24/2013
01/24/2013
01/24/2013
01/24i2013
01/24/2013
01/2412013
01/24/2013
01/24/2013
01/24/2013
01/23/2013
01/23/2013
01/23/2013

Valid To

123119999
12/31/9999
12/31/9999
12/31/9998
12/31/9999
12/31/9998
12/31/9999
12/31/9999
12/31/9998
123119999
12/31/9999
12/31/9999
12/31/9998
12/31/9999
12/31/9999
12/31/9999

Filter Settings
System [a]
22PS$103001
ZZP$103001
ZZPS103001
ZZP3103001
Z2PS103001
ZZP3103001
ZZP$103001
ZZP$103001
ZZP3103001
22P$103001
ZZP$103001
Z2Ps103001
ZZP3103001
ZZP$103001
ZZPS$103001
ZZPS103001 lﬂ
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Job Aid 07 Role Relationship with User - User Group

USE
This report can be used to determine what roles are assigned to a user.
INFORMATION
List of all roles assigned to a user or users in a user group.
RELATED PROCESSES
e Process 1: New or Amended Roles
SPECIFIC SCENARIOS

e Step 4A: Analyze for a single user group.
e Step 4B: Analyze by for a single user by user ID.
e Step 4C: Analyze by for multiple users by user ID.
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Relationship with User /
User Group’ report located
in the ‘Role Management
Reports’ section.

Step Description Screenshot
1 Navigate to the ‘Reports
and Analytics’ tab. »
-
Reports and Analytics
2 Click on the ‘Role

Role Management Reports

View details related to management of roles

Quick Links

List Action in Roles

Compare Action in Menu and Authorization
Compare User Roles

User to Role Relationship

Role Relationship with User / User Grou
PFCG Change History N ]
Master to Derived Role Relationship
Single to Composite Role Relationship
Role by date of generation

Risk Terminator Log Report
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Select the system for which
information is required. In
this case, the selection is
PS1.

@ Role Relationship with User / User Group - Moxzilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new window=X
Role Relationship with User / User Group

Analysis Criteria

Saved Variants: [ =] [Delete
| system [=]lis |vH Fl@®
User Type: (s UserID User Group MIT Logical System for PS1:030 ( ZZPS103001 )
MIT Logical System for SF2:030 ( ZZSF203001 ) }
[User ID [=][is [=] MIT Logical System for SF3:030 ( ZZSF303001 )

MIT Logical System for SH2:030 ( ZZSH203001 )

Save Variant as:

[ Run in Foreground | [ Run in Background |
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4A-1

Analyze for a single user
group. Click on the dial

button next to ‘User Group’.

NOTE: The report can also
be executed for multiple
user groups by following
steps similar to those
outlined for multiple user
IDs in steps 4C.

Close

Analysis Criteria

@ Role Relationship with User / User Group - Mozilla Firefox

Saved Variants;

[=][Delete |

|System |v | 15
User Type: User ID (& User Group

| User Group |' | [is

& https://brachium.mit.edu:44355/nwhc/7sap-nwhc-node=navigate_absolute&isap-nwbc-new

Role Relationship with User / User Group

| Run in Fol d | | Runin

Close

Save Variant as:
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4A-2

Add the user group name. In
this case, ‘VPF-TAX’, the
user group containing all
users in VPF who are part of
the Tax area, was typed in.
The search option can also
be used to search for user
groups. Please refer to the
‘Search for Input Values’
reference document (R3) for
further information.

@ Role Relationship with User / User Group - Morzilla Firefox

& https://brachium.mit.edu:443 c/?sap-nwbc-node=navigate_absolute&isap-nwbc-new_window=X

' Role Relationship with User / User Group

Analysis Criteria

Saved Variants:

w | [ Delete |

System ‘v ‘ |is

User Type: UserID (& User Group

[~ [MIT Logical System for PS1:030 ( 2ZF[ = | (%)

User Group [=][is

\ Run in Foreground ] \ Run in Background ]

I,I\VPF-TAX O®

Save Variant as:
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4A-3 | Runthe reportin the

foreground_ If the report is @ Role Relationship with User / User Group - Mozilla Firefox

. @ https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X
expected to yield a large - - = =
amount of data, execute the | | Role Relationship with User / User Group
report by running a .

background job. See the

‘Execute a Background Job’
reference document (R5) for || S« [=] (Deiee]
further information.

Analysis Criteria

[system I=1[is [~ [MIT Logical System for PS1:030 ( ZZF| = | (3)

User Type: UserID (s User Group

| User Group I+ [is [~ | VPF-TAX g ®

[Runin Foreground | [ Run in Background |
I

142

Save Variant as: |




BB Massachusetts

Institute of
Technology

GRC Training — Business Systems Analysts (IS&T)

4A-4

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

System: The system in
which the role is assigned to

the user

User: User ID of the user
with access to the role

User Group Name: User
group code

Role Name: SAP role name

Role Description: Business
name for SAP role

& Role Relationship with User / User Group - Mozilla Firefox
rachium mitedu44355,

Role Relationship with User / User Group

} Analysis Criteria
= Analysis Resuits
Result Set: [ Resutt Sett | w|[ Go | | [ Previous [ Export Result Sets |

View[[Stencard View] __[=] . | DispleyAs:[Tatle || Print Version || Export Fiter Sottings
System User User Group Name  Role Name Role Description z
ZZPS103001  Long Tran ( LCTRAN ) VPF-TAX ZPRTL_C_LEARNER Portal Grp: Access for LSO Leamer + RolesDB: NIA
ZZPS103001  Long Tran ( LCTRAN ) VPE-TAX Z_CA_S_BUS_FUNCS_COMMON_TO_BUS CA Common to ALL MIT SAP Bus. Users RolesDB: NIA
2ZPS103001  Long Tran (LCTRAN ) VPF-TAX Z_CA_S_COMMON_CO_&_ FUND_RPTING = GA Cost Object & Fund Repting Trans Acc. RolesDB: N/A
ZZPS103001 Long Tran ( LCTRAN ) VPF-TAX Z_CA_S_UTILITIES_COMMON_TO_ALL CA Utils Common ta ALL MIT SAP Users RolesDB: N/A
ZZPS103001  Long Tran (LCTRAN ) | VPF-TAX Z_FAC_S_ATTACH_EQUIP_DOCS PR Attach External Docs. to Equip. Recs. RolesDB: 7
ZZPS103001 Long Tran ( LCTRAN ) VPF-TAX Z_FAC_S_SEMO_ORDERS FAC Semo Web Orders RolesDa: ?
ZZPS103001  Long Tran ( LCTRAN ) VPF-TAX Z_HRLSO_S_GREATE_HR_ENTRY Portal Grp: Access for LSO Create HR Ent RolesDB: NIA
ZZPS103001 Long Tran ( LCTRAN ) VPF-TAX Z_HRLSO_S_LEARNER Portal Grp: Access for LSO Leamer RolesDB: NIA
ZZPS103001  Long Tran ( LCTRAN ) VPF-TAX Z_MIT_ESS_BASIC_FUNCTIONS MIT Employee Seif-Service (HR Benefits Incl.)
ZZPS103001 Long Tran ( LCTRAN ) VPF-TAX Z_MIT_ESS_BEN_DEPENDENTS_UPD MIT Employee Seff-Service (HR Benefits Incl)
ZZPS103001 Long Tran (LCTRAN ) VPF-TAX Z_MIT_ESS_BEN_ENROLLMENT_DIS MIT Employee Seif-Service (HR Benefits Incl.)
ZZPS103001 Long Tran { LCTRAN ) VPF-TAX Z_MIT_ESS_DIRECT_DEPOSIT MIT - ESS Access to Update Bank Details
ZZPS103001 Long Tran (LCTRAN ) VPF-TAX Z_MIT_ESS_DIR_ADDRESS_UPD Person Directory Entry Lookup, Maintain Own Directory Entry
ZZPS103001 Long Tran { LCTRAN ) VPF-TAX Z_MIT_ESS_DIR_PERSDATA_UPD Person Directory Entry Lookup, Maintain Own Directory Entry
ZZPS103001 Long Tran ( LCTRAN ) VPF-TAX Z_MIT_ESS_TEM_USER_ACCESS HR Acc. assigned to ALL SAP User IDs RolesDB: N/A
ZZPS103001  Long Tran { LCTRAN ) VPF-TAX Z_MIT_ESS_TUITION_ASSISTANCE MIT - Employee Self-Service Access: Tuition Assistance v
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4A-5 | Sorting on role by clicking
on the ‘Role Name’ column g Ak
header W|” ShOW the users Role Relationship with User | User Group

b Analysis Criteria
grouped by role.

& Role Relationship with User / User Group - Morzilla Firefox
& hitp

5/nwbc/7sap-nwbc-node= ate_absolutedisap.

~ Analysis Results

Result Set:| Result Set1

| [Frevious || Next | Export Result Sefs |

View: | [Standard View]  |w| | DisplayAs:|Table w [ Print Version || Export + Filter Settings

System User User Group Name  Role Name Role Description |=

| ZzPS103001 Long Tran (LCTRAN) VPF-TAX ZPRTL_C_LEARNER Portal Grp: Access for LSO Learner + RolesDB: N/A
ZZP$103001 | Long Tran (LCTRAN )  VPF-TAX Z_CA_S_BUS_FUNCS_COMMON_TO_BUS = CA Common to ALL MIT SAP Bus. Users RolesDB: NIA
ZZPS103001  Long Tran { LCTRAN )  VPF-TAX _COMMON_CO_&_FUND_RPTING | CA Cost Object & Fund Repting Trans Acc. RolesDB: NiA
ZZPS103001  Long Tran ( LCTRAN ) VPF-TAX Z_CA_S_UTILITIES_COMMON_TO_ALL CA Utils Common to ALL MIT SAP Users RolesDB: N/A

| 2zPS103001 Long Tran (LCTRAN)  WPF-TAX Z_FAC_S_ATTACH_EQUIP_DOCS PR Atach External Docs, to Equip. Recs. RolesDB: 7

] ZZPS103001  Long Tran ( LCTRAN ) VPF-TAX Z_FAC_S_SEMO_ORDERS FAC Semo Web Orders RolesDB: 7

| 2zPS103001  Long Tran (LCTRAN)  WPF-TAX Z_HRLSO_S_CREATE_HR_ENTRY Portal Grp: Access for LSO Create HR Ent RolesDB: N/A

] ZZPS103001  Long Tran ( LCTRAN )  VPF-TAX Z_HRLSO_S_LEARNER Portal Grp: Access for LSO Leamer RolesDB: NIA

| ZZPS103001  Long Tran ( LCTRAN )  VPF-TAX Z_MIT_ESS_BASIC_FUNCTIONS MIT Employee Self-Service (HR Benefits Incl.)

i ZZPS$103001  Long Tran ( LCTRAN ) VPF-TAX Z_MIT_ESS_BEN_DEPENDENTS_UFD MIT Employee Self-Service (HR Benefits In

| ZZPS103001  Long Tran ( LCTRAN )  VPF-TAX Z_MIT_ESS_BEN_ENROLLMENT_DIS MIT Employee Sell-Service (HR Benefits Incl.)

| Z2ZP$103001  Long Tran (LCTRAN ) VPF-TAX Z_MIT_ESS_DIRECT_DEPOSIT MIT - ESS Access to Update Bank Details

— ZZPS$103001  Long Tran (LCTRAN ) VPF-TAX Z_MIT_ESS_DIR_ADDRESS_UFD Person Directory Entry Lookup, Maintain Own Directory Entry

| ZzPS103001 Long Tran (LGTRAN)  VPF-TAX Z_MIT_ESS_DIR_PERSDATA_UPD Person Directory Entry Lookup, Maintain Own Directory Entry

| 2zPS103001 Long Tran (LCTRAN)  VPF-TAX Z_MIT_ESS_TEM_USER_ACCESS HR Acc. assigned to ALL SAP User IDs RolesDB: N/A

] ZZP3103001  Long Tran (LCTRAN )  VPF-TAX Z_MIT_ESS_TUITION_ASSISTANCE MIT - Employee Self-Service Access: Tuition Assistance [+

& Role Relationship with User / User Group - Mozilla Firefox

& https://brachium mit.edu:44355,

whc/?sap-nwhc-node=navigate_absolute&isap-nwhbc-new_windo

Role Relationship with User / User Group

¥ Analysis Criteria

~ Analysis Results

Result Set [Result Set! |« |

View: | * [Standard View] = |G | Display As:| Tabie | =|[Print Version || Export « | Filter Settings
System User User Group Name  Role Name = Role Description =]
ZZPS103001  Long Tran ( LCTRAN ) VPE-TAX Z_CA_S_BUS_FUNCS_COMMON_TO_BUS CA Common to ALL MIT SAP Bus. Users RolesDB: N/A
ZZPS103001 Rebecca Berger (RCBERGER ) VPF-TAX CA Common to ALL MIT SAP Bus. Users RolesDB: NIA
ZZPS103001 Robert Sochoo (RSOOHOO)  WPF-TAX CA Common to ALL MIT SAP Bus. Users RolesDB: N/A
ZZPS103001  Victoria Wu ( VWU ) VPF-TAX CA Common to ALL MIT SAP Bus. Users RolesDB: N/A
ZZPS103001  Long Tran ( LCTRAN ) VPE-TAX Z_CA_S_COMMON_CO_& FUND_RPTING  CA Cost Object & Fund Repting Trans Acc. RolesDB: NIA

B ZZPS103001 Rebecca Berger (RCBERGER ) VPF-TAX CA Cost Object & Fund Repting Trans Acc. RolesDB: N/A
B ZZPS103001  Robert Sochoo (RSOOHOO ) VPF-TAX CA Cost Object & Fund Repting Trans Acc. RolesDB: N/A
| zzPs103001  Victoria W (VWU ) WPE-TAX CA Cost Object & Fund Repting Trans Acc. RolesDB: N/A
2ZZPS103001  Long Tran (LCTRAN |} WPF-TAX Z_CA_S_UTILITIES_COMMON_TO_ALL CA Utils Common to ALL MIT SAP Users RolesDB: NIA
ZZPS103001 Rebecca Berger ( RGBERGER )  VPF-TAX CA Utils Commen fo ALL MIT SAP Users RolesDB: N/A
ZZPS103001 Rober Sochoo (RSOOHOQ)  VPF-TAX CA Utils Common to ALL MIT SAP Users RolesDB: NA
ZZPS103001  Victoria Wu ( VWU ) WPF-TAX CA Utils Comman to ALL MIT SAP Users RolesDB: NJA
ZZPS103001  Long Tran ( LCTRAN ) VPF-TAX Z_FAC_S_ATTACH_EQUIP_DOCS PR Attach External Docs. to Equip. Recs, RolesDB: 7
B ZZPS103001  Rebecca Berger (RCBERGER ) VPF-TAX PR Attach Extemal Docs. to Equip. Recs. RolesDB: 7
| | zzPS103001  Rober Sochoo (RSOOHOO)  VPF-TAX PR Attach Extemal Docs. to Equip. Recs. RolesDB: 7
ZZPS103001  Victoria Wu ( VWU ) VPE-TAX PR Attach Extemnal Docs. to Equip. Recs. RolesDB: 7 -
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4B-1 | Analyze by for a single user
by user ID. Cllck on the dlal @ Role Relationship with User / User Group - Mozilla Firefox
b tton ne t to lUSer |D' @ https://brachium.mit.edu:44355/nwhc/?sap-nwbc-node=navigate_absolute&sap-nwhc-new_window=X
u X . = = =
~ Role Relationship with User / User Group
Analysis Criteria
Saved Variants: | -
System [=|[is [=] [MIT Logical System for P$1:030 ( 22F| = (3)
User Type -%UserlD User Group
User ID F is tH |‘.§,'
Save Variant as:
Run in Foreground | | Run in Background
4B-2 | Add the user ID. In this case,

‘FF_AR_01’, an AR Cashiers
FireFighter ID, was typed in.
The search option can also
be used to search for an ID.
Please refer to the ‘Search
for Input Values’ reference
document (R3) for further
information.

@ Role Relationship with User / User Group - Mozilla Firefox

& https://brachium mitedu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwhc-new_window=X
‘ Role Relationship with User / User Group

Analysis Criteria

Saved Variants: | | =|[Delete |

System FE [+ [MIT Logical System for PS1:030 ( 2ZF[ ] (&)

User Type: (s User ID User Group

User ID [=]1[is [~] [FF_AR_O1] =] (O]

%

Save Variant as:

| Run in Foreground | [ Run in Background |
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4B-3

Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

P Role Relationship with User / User Group - Mozilla Firefox
&t

https.//brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute8tsap-nwbc-new window=X

\ Role Relationship with User / User Group

Analysis Criteria

Saved Variants: = |[Delete

J [System [+][is [+ \MIT Logical System for PS1:030 ( ZZF| = ®

J User Type: (s User ID User Group

J \User\D \-H\s \v ‘FF—AR-M &

J Save Variant as:

J [[Runin Foreground | [ Run in Background |
d
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4B-4

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

System: The system in
which the role is assigned to
the user

User: User ID of the user
with access to the role

User Group Name: User
group code (not relevant for
this scenario)

Role Name: SAP role name

Role Description: Business
name for SAP role

& hitp:

//brachium.mit.edu:44355/nwhbc/?sap

Role Relationship with User | User Group

nwhbc-node=navigate_absolute&isap-nwhc-new_windov

) Role Relationship with User / User Group - Mozilla Firefox

b Analysis Criteria

= Analysis Results.

Result Set:  Resuit Set1

vious

[=llGe]| [

Mext || Export Result Sets |

View: [ [Standard View] -

System

ZZPs5103001
ZZPS103001
2ZPS103001
2ZPS$103001
ZZPS103001
ZZPS103001
22PS$103001
22PS103001
22PS103001
ZzPS103001
ZZPS103001
ZZPS103001
ZZPS103001
ZZP$103001
ZZP$103001
ZZPS103001

| Display As:  Table

« [ Print Version |[ Export 4

User

Firefighter id FF_AR_01 ( FF_AR_01)
Firefighter id FF_AR_01 ( FF_AR_01)
Firefighter id FF_AR_01 ( FF_AR_01)
Firefighter id FF_AR_01 ( FF_AR_01)
Firefighter id FF_AR_01 (FF_AR_01)
Firefighter id FF_AR_01 ( FF_AR_01)
Firefighter id FF_AR_01 ( FF_AR_01)
Firefighter id FF_AR_01 ( FF_AR_01)
Firefighter id FF_AR_01 ( FF_AR_01)
Firefighter id FF_AR_01 ( FF_AR_01)
Firefighter id FF_AR_01 ( FF_AR_01)
Firefighter id FF_AR_01 { FF_AR_01)
Firefighter id FF_AR_01 ( FF_AR_01)
Firefighter id FF_AR_01 ( FF_AR_01)
Firefighter id FF_AR_01 ( FF_AR_01)
Firefighter id FF_AR_01 ( FF_AR_01)

User Group Name  Role Name

IS Z_CA_S_BUS_FUNCS_COMMON_TO_BUS
IS Z_CA_S_COMMON_BACKGROUND_JOB
18 Z_CA_S_COMMON_CO_8_FUND_RPTING
1S Z_CA_S_UTILITIES_COMMON_TG_ALL

IS Z_DEV_SUPT_ZZARBATCH001_SPOOL

IS Z_SAP_GRAC_EAM_FFID

Is Z_VPF_C_AR_FINANCIAL

Is Z_VPF_C_AR_MANAGER

Is Z_VPF_C_AR_SENIOR_FINANGIAL

Is Z_VPF_C_CR_FINANCIAL

IS Z_VPF_C_CR_MANAGER

IS Z_VPF_S_ACTNG_CLAIMS

1S Z_VPF_S_AR_ACCOUNT_MAINTENANCE
IS Z_VPF_S_AR_ARCH_INV

IS Z_VPF_S_AR_CR_ZC10

IS Z_VPF_S_AR_DOCUMENT_REVERSE

Filter Settings
Role Description la]
CA Common o ALL MIT SAP Bus. Users RolesDB: NiA
CA Create & Monitor Background Jobs RolesDB: N/A
CA Cost Object & Fund Repting Trans Acc. RolesDB: N/A
CA Utils Common to ALL MIT SAP Users RolesDB: NIA
DEV Access for DEV Support to access ZZARBATCH001 Spool
GRC Firefighter ID
VPF AR Financial
VPF AR Manager Role
VPF AR Senior Financial Role
VPF CR Cashiers Financial
VPF CR Manager Composite Role
VPF Accounting: Claims
VPF AR Account Maintenance
VPF A/R Access for Archived Document Attachments
VPF ZC10
VPF AR Document Reverse -
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4C-1

Analyze by for multiple
users by user ID. Click on
the dial button next to ‘User
ID’.

@ Role Relationship with User / User Group - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwhc/?sap-nwbc-node=navigate_absolute&sap-nwhc-new_window=X

~ Role Relationship with User / User Group

Analysis Criteria

Saved Variants:

System F is

<] [Deeie]

= [MIT Logical System for PS1:030 ( ZZF| =] (&)

User Type -%L}ser ID User Group

User ID F is

il

8@

Run in Foreground | | Run in Background

Save Variant as:

4C-2

Click on the ‘+‘ at the end of
the ‘User ID’ row to add an
additional user ID search
criterion row for each ID. In
this case, one additional
row is added; thus, we can
analyze for a total of two
user IDs.

@ Role Relationship with User / User Group - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwhbc-node=navigate absolute&sap-nwbc-new w

Role Relationship with User / User Group

|

| Analysis Criteria

Saved Variants: |

[ ] [Delete

ndow=X

[+] [MIT Logical System for PS1:030 ( ZZF[+] (#)

System |V\ is
User Type: (= UserID User Group
User ID [=][is

| [Run'in Foreground | [ Runin Background |

[=][FFAR 01

[u] &
opy this Search Line

Save Variant as: |
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4C-3

Add the user IDs. In this
case, ‘FF_AR_01’ and
‘FF_BFT_01’, two FireFighter
IDs, were typed in. The
search option can also be
used to search for IDs.
Please refer to the ‘Search
for Input Values’ reference
document (R3) for further
information.

@ Role Relationship with User / User Group - Mozilla Firefox

brachium.mit.edu:44355

& https: nwhe/7sap-nwhe-node=navigate_absolutedsap-nwbe-new
Role Relationship with User / User Group
Close
Analysis Criteria
Saved Variants; [+ [Delete |

[~ [MIT Logical System for PS1:030 ( ZZF| = |

|System |v | 5

User Type: (s User ID User Group

[user D [=][is [=] [FFLAR_O1 ]
|User D [=][is [=] [FF_BFT_01

Run in Foreground | | Run in Background

Close

Save Variant as: |

&

[N O]
DNO)
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4C-4 | Runthe reportin the
foreground. If the report iS WRole Relationship with User / User Group - Mozilla Firefox

. @ https://brachium.mit.edu:44355/nwbc/?sap-nwhbc-node=navigate_absolute@isap-nwbc-new_window=X

expected to yield a large Role Relationship with User / User Group

amount of data, execute the | |

report by running a

background job. See the | Analysis Critoria

‘Execute a Background Job’ | Saved Variants: ~| [ Delete |

reference document (R5) for | | G ] [MIT Logical System for PS030 (22 %] @)

further information.

User Type: (e User ID User Group

User ID ~|[is [~ [FF_AR o1 ®E
User ID ~|[is [+l [FF_BFT_01 [m] ®E=

Save Variant as:

Run in FDI‘EEI’OI.II'Id Run in Eackgmund
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4C-5

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

System: The system in
which the role is assigned to
the user

User: User ID of the user
with access to the role

User Group Name: User
group code (not relevant for
this scenario)

Role Name: SAP role name

Role Description: Business
name for SAP role

& Role Relationship with User / User Group - Mozilla Firefox

/brachium.mit.edu:44355/ny nwbc-new_window=X

& https:/, ap-nwhc-node=navigate_absolute&sal

Role Relationship with User / User Group

b Analysis Criteria

* Analysis Results

Result Set: [Result Set1 | = | [ Previous || Next |[ Export Result Sets

View: | [Standard View] - Display As: | Table | |[ Print Version || Export 4 | Filter Settings
System User User Group Name  Role Name Role Description Z
ZZPS103001 Firefighter id FF_AR_01 (FF_AR_01) IS Z_CA_S_BUS_FUNCS_COMMON_TC_BUS CA Common to ALL MIT SAP Bus. Users RolesDB: N/A
ZZPS103001 | Firefighter id FF_AR_01 (FF_AR_01) IS Z_CA_S_COMMON_BACKGROUND_JCB CA Create & Monitor Background Jobs RolesDE: N/A
ZZP3S103001  Firefighter id FF_AR_O1 (FF_AR_01) IS Z_CA_S_COMMON_CO_& FUND_RPTING  CA Cost Object & Fund Repting Trans Acc. RolesDB: N/A
ZZPS103001 | Firefighter id FF_AR_01 (FF_AR_01) IS Z_CA_S_UTILITIES_COMMON_TO_ALL CA Utils Common to ALL MIT SAP Users RolesDB: N/A
ZZPS103001  Firefighter id FF_AR_O1 (FF_AR_01) IS Z_DEV_SUPT_ZZARBATCHO001_SPOOL DEV Access for DEV Support to access ZZARBATCHO01 Spool
ZZPS103001  Firefighter id FF_AR_O1 (FF_AR_01) IS Z_SAP_GRAC_EAM_FFID GRC Firefighter ID
ZZPS103001 | Firefighter id FF_AR_01 (FF_AR_01) IS Z_VPF_C_AR_FINANCIAL VPF AR Financial
ZZPS103001  Firefighter id FF_AR_O1 (FF_AR_01) IS 2Z_VPF_C_AR_MANAGER VPF AR Manager Role
ZZPS103001  Firefighter id FF_AR_01 (FF_AR_01) IS Z_VPF_C_AR_SENIOR_FINANCIAL VPF AR Senior Financial Role
ZZPS103001  Firefighter id FF_AR_01 (FF_AR_01) IS Z_VPF_C_CR_FINANCIAL VPF CR Cashiers Financial
ZZPS103001 = Firefighter id FF_AR_01 (FF_AR_01) IS Z_VPF_C_CR_MANAGER VPF CR Manager Composite Role
ZZPS103001 | Firefighter id FF_AR_01 (FF_AR_01) IS Z_VPF_S_ACTNG_CLAIMS VPF Accounting: Claims
ZZPS103001  Firefighter id FF_AR_O1 (FF_AR_01) IS Z_VPF_S_AR_ACCOUNT_MAINTENANCE  VPF AR Account Maintenance
ZZPS103001  Firefighter id FF_AR_01 (FF_AR_01) IS Z_VPF_S_AR_ARCH_INV VPF A/R Access for Archived Document Attachments
ZZPS103001  Firefighter id FF_AR_01 (FF_AR_01) IS Z_VPF_S_AR_CR_ZC10 VPF ZC10
ZZP3103001  Firefighter id FF_AR_01 (FF_AR_01) IS Z_VPF_S_AR_DOCUMENT_REVERSE VPF AR Document Reverse -

151




BB Massachusetts
I I Institute of
Technology

GRC Training — Business Systems Analysts (IS&T)

4C-6

Sorting on role by clicking
on the ‘Role Name’ column
header will show the users
grouped by role.

&) Role Relationship with User / User Group - Mozilla Firefox
55/nwhe/?:

rachium mitedu p-nwhc-node=|

igate_absolute&sap-nwbc-new_wind:

Role Relationship with User / User Group

» Analysis Criteria

~ Analysis Results

Result Set: Result Setf Previous | Next |[ Export Result Sets
View: | * [Standard View] =[5 | Display As: | Table | = | Print Version | Export 4 | Filter Settings

System User User Group Name  Role Name = Role Description -
ZZP5103001  Firefighter id FF_AR_01 ( FF_AR_01) s Z_CA_S_BUS_FUNCS_COMMON_TO_BUS CA Common to ALL MIT SAP Bus. Users RolesDB: N/A
ZZPS103001  Firefighter id FF_BFT_01 (FF_BFT_01) IS CA Common to ALL MIT SAP Bus. Users RolesDB: N/A.
ZZPS103001  Firefighter id FE_AR_01(FF_AR_01) IS 7_CA_S_COMMON_BACKGROUND_JOB  CA Create & Monitor Background Jobs RolesDB: N/A

B ZZPS103001  Firefighter id FF_BFT_01 (FF_BFT_01) IS CA Create & Monitor Background Jobs RolesDB: N/A

| zzps103001 Firefighter id FF_AR_01(FF_AR 01) IS Z_CA_S_COMMON_CO_& FUND_RPTING = CA Cost Object & Fund Repting Trans Acc. RolesDB: N/A

| ZZPS103001  Firefighter id FF_BFT_01 (FF_BFT_01) IS ‘CA Cost Object & Fund Repting Trans Acc. RolesDB: N/A i

| zps103001 Firefighter id FF_AR_01(FF_AR_01) IS Z_CA_S_UTILITIES_COMMON_TO_ALL CA Utils Common to ALL MIT SAP Users RolesDB: N/A
ZZPS103001  Firefighter id FF_BFT_01(FF_BFT_01) IS CA Utils Common to ALL MIT SAP Users RolesDB: N/A
ZZPS103001  Firefighter id FF_AR_01 (FF_AR_01) IS Z_DEV_SUPT_ZZARBATCHO01_SPOOL DEV Access for DEV Support to access ZZARBATCHO01 Spool
ZZPS103001  Firefighter id FF_AR_01 (FF_AR_01) IS Z_SAP_GRAC_EAM_FFID GRC Firefighter ID
ZZPS103001  Firefighter id FF_BFT_01( FF_BFT_01) IS GRC Firefighter ID
ZZPS103001  Firefighter id FF_AR_01(FF_AR 01) IS Z_VPF_C_AR_FINANCIAL VEF AR Financial
2ZZPS103001  Firefighter id FF_AR_01(FF_AR_01) IS Z_VPF_C_AR_MANAGER VPF AR Manager Role
ZZPS103001  Firefighter id FE_AR_01(FF_AR_01) IS 7_VPF_C_AR_SENIOR_FINANCIAL VPF AR Senior Financial Role
ZZPS103001  Firefighter id FF_BFT_01(FF_BFT_01) IS Z_VPF_C_BFT_SR_BDGT_TRES_ANLST VPF BFT Senior Budget and Treasury Analyst

| zzpst03001 Firefighter id FF_BFT_01 (FF_BFT_01) IS Z_VPF_C_BFT_SR_FIN_BDGT_ANLYST VPF BFT Senior Financial & Budget Analyst -
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Job Aid 08 SUIM Users by User ID

USE
This report can be used to display which roles users have and compare their access by sorting by role.
INFORMATION
Roles and profiles assigned to users.
RELATED PROCESSES
e Process 1: New or Amended Roles
SPECIFIC SCENARIOS

e N/A
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Step | Description Screenshot
1 In SAP R/3 EEC— use transaction

code SUIM. i

User Information System
Then click on the “User” node % a kO

and then “Users by Complex
Selectlon'Crlterla - th<.3n finally ek
double click on the option for > Lser Information System
“ByUserld” vl s
¥ Cross-Systern Information (Central User Administration)
" @ Users by Address Data
Or use Transaction Code *  Leers by Complex Selection Criteria
e S BCE_68001394 « (Eb Users by Complex Selection Criteria

- (T iEh; User 1Dj

2 Select the Users to be analyzed
Users by Complex Selection Criteria

Use the “Multiple Selection”
@ & =

button IE\ to specify the

Selection criteria for user

users, then D t0 save and exit User (=]
the multiple selection screen. Group for autharization | & |
Liser group (general) | 5 | .
T [= Multiple Selection far Lser
Selection by Locks
User Locks (administrator) v -
Password Lock (Incorrect Logon Att - _/SE|EE1: Single Yalues (2) L
Forrnat List "
1, |Single value
Title 2| [—
; | RCasEY
ayout e
| Levie
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The report will show a list of
Users matching the selection
criteria. It shows:

e Userld and name

e User Group

From this report, you can drill
down to get the role
assignments.

Users by Complex Selection Criteria

@ @ roles @F‘ruﬁlez Change docurments = ¥ Ei ST ===

Number of Users Selected: 2

System SF2 Client 020 Checked by SICHERMY 05202013 09:46:41
Selection Criteria:
I lzer I EQ RCASEY
I EQ LEWIE
User name ™~ Cornplete narme Lser group Account no Locked Reason|valid from Walid to/User Type Ref. User F
LEVIE KEMMETH F LE VIE JR CAD 422200 & Dialog
RCASEY Robert Casey MREFD 422200 & Dialog
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4a =
Click on to select both (all)
users Users by Complex Selection Criteria
& @Droes @Profles Change documments | & B ¥ BB T BHa 4
Number of Users Selected: 2
System SF2 Client 030 Checked by SICHERMY 05202013 09:47:36
Selection Criteria:
zer I EQ RCASEY
I EQ LEVIE
Uzer * Complete name Group Account no Locked Reason Walid from Walid to User Type Ref, User Policy
LEVIE KEMMETH F LE VIE IR CAOD 422200 & Dialog
RCASEY Robert Casey MREFD 422200 & Dialog
4b . B roles )
Click on to list all the Users by Complex Selection Criteria

roles for the selected users

& &% F E> Roviil i [ =e R

Role assignments: 2 of 2 users have assignments.

User ™| Complete name “role Type Assignment Type Assighment Start date End date Role Mame

LEWVIE KEMMETH F LE WIE JR YXAL:DEVELPR_T-52730072 D = 05/07/2013 12319999  AA Al Authorizations § Profiles Cormmon to All Der
Y¥_ZUTTREQ_SFZ2_2_SFS D = 05/07/2013  12/31/9999  ¥(Transport) Req. Transport via ZUTTRED: SF2s»
ZAP1 D & 05/07/2013  12/31/9999  MIT Accounts Payable Clerk
ZAPA D & 05/07/2013  12/31/9999 MIT Accounts Payable Administrator
ZAPA W1 D & 05/07/2013 12319000 MIT - ZAP& - MIT Accounts Payable Administrato
ZISP D = 05/07/2013  12/31/9999 MIT Internal Service Providers
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4c Click on the Role Column header
. Role assignments: 2 of 2 users have assignments,
and then click on the = Sort 9 9 < - -
. Rk User | Complete name Role Type Assignment Type Assignment Start date End date Role Mame
(Ascendlng) Icon . RCA  Robert Casey Y _FI_TEAM_PROFS <2 = 04/24/2012  12/31/9999  Admin Comp - FI Team Profies assigned to all Te.
LEY  KENMETHF LE VIE R ¥_ZUTTREQ_SF2_2_SFS B = 0S/07/2013  12/31/9999  ¥(Transport) Req. Transport via ZUTTREQ: SF2s
. . . RCA  Robert Casey <2 = 01/24/2002 12/31/9999  X(Transport) Req. Transport via ZUTTRED: SF2s=
This gives a list of Users per role LEY  KEMMETHF LE VIE R YXAADEVELPR_T-52730072 &) = 0S/07/2012  12/31/9999  AA Al Authorizations [ Profies Carmmon to Al Der
ShOWi ng: RCA  Robert Casey <2 = 01/24/2002 12/321/9999  AA Al Authorizations [ Profiles Commaon to &Il Der
RCA_ Robert Casey Z_ALL_HR_BUS_FUNCS B = D1/24/2008 12319999  MIT - ALL HR Authorizations
o User Id and name RCA . Robert Casey Z_ALL_HR_S_EXCEPT _TEAM D = O1j24/20028 12/31/9999  MIT - ALL HR. Autharizations -Mo Sal access 4 CAC
e Roleld and name LEY  KEMMETHF LE VIE R Z_ALL_REAL_ESTATE o = 05/07/2013  12/31/9993  MIT - &ll Real Estate Act?v?t?es
RCA  Robert Casey <2 & 01/07/2011  12/31f9999  MIT - All Real Estate Activities
o Type of role RCA  Robert Casey Z_AM_ASSET_REPCRTS D & 01/07/2011  12/31/9999  User role for SAP Asset Reports
@ . RCA  Robert Casey Z_AM_ASSET_REPORTS_ALL_CLASSES <2 & 01/07/2011  12/31/9999  User role for SAP Asset Reports - For Property Of
o Composite RCA, . Robert Casey Z_AM_ASSET_REPORTS_CLASS_ACE @ & 01/07/2011  12/31/9999  User role for SAP Asset Reports
o @ Si ng|e RCA  Robert Casey Z_AM_SCMA <2 & 01/07/2011  12/31/9999  AM Schedule Manager
RCA_ Robert Casey Z_AM_VIEW_POSTING_RUN_LOG D @ 01/07/2011  12/31/9999  AM View Posting Run Log Using AFEP
e Start & end date LEW. KEMMETH F LE VIE JR Z_AP_1042_PROCESSING ) = 05/07/2013  12/31/9999 AP 1042 Processing
LEY . KENMETH F LE VIE IR Z_AP_CHECK_PROCESSING B = 0S/07/2013  12/31/9999 AP Access for AfP ACH Processing
. . LEY  KENMETHF LE VIE R Z_&P_CK_REG_DISP @ = 05/07/2013  12/31/9999 AP Auth to DISPLAY the A/P Check Register
Analysis : either one or both the LEV_ KENMETH F LE VIE IR Z_AP_MGR_CHECKRUN_ACCESS <) & 05/07/2013  12/31/9999 AP Exec Checkrun - INC. ZMIT Yendars _RESTR
users have a role.
There is no more detailed
drilldown from this report.
4d If this report is to be used
frequently, change and save ; ;
equently, 8 Role assignments: 2 of 2 users have assignments.
dlsplay |aYOUt' Role “Rale Mame User Mame Type Start date End date Assignment Type
Y _FI_TEAM_PROFS Adrin Comp - FI Tearn Profiles assiogned to all Team Members RCASEY @ 04j24j2012  12/31/9999 =
Use the standard layout ¥_FUTTREQ_SFZ_2_SFS ¥(Transport) Req. Transport via PUTTREQ: SF2:5F3,5,6; SH1,2 LEVIE @ o0s/07f2012  12/31j9999 =
) ¥(Transport) Req. Transport via ZUTTREQ: SF2:=5F3,5,6; SH1,2 RCASEY @ 01/24f2008  12/31/9999 =
management icons : XA DEVELPR_T-52730072 A4 Al Authorizations f Profiles Common to All Developers LEVIE @ 05/07/2013  12/31/9999 =
@ o & A4 Al Authorizations f Profiles Cornmon to all Developers RCASEY @ 01/24f20028  1231/0000 =
7_ALL_HR_BUS_FUMNCS MIT - ALL HR Authorizations RCASEY € 01/24/2008 12/31/99399 =
Z_ALL_HR_S_EXCERPT_TEAM MIT - ALL HR Authorizations -No Sal access 4 CAOD, FSS, HR, IS RCASEY @ 01/24/2008  12/31j0999 =
Example layout — sorted on Role 7 _ALL_REAL_ESTATE MIT - all Real Estate .&ct!\r!t!es LEVIE @ o0g/07f2012  12/31j9999 =
MIT - &ll Real Estate Activities RCASEY @ 01072011 12/31/9399 &
then User Z_AM_ASSET_REPORTS User role for SAP Asset Reports RCASEY @ 0L07/2011 12/31/9999 &
7_AM_ASSET_REPORTS_ALL_CLASSES  User role for SAP Asset Reports - For Property Office OMLY RCASEY @ 01/07f2011  12/31j9999 &
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5a

Back to the User list —an
alternative display for a single
user shows all profiles (not just
those from roles)

Click on to select both (all)
users

Profiles
Then click on @ to list

the profiles

Users by Complex Selection Criteria
& Droes  BProfies Change docurments = ¥ H (3 TF | B 48 £

Number of Users Selected: 2

System SF2 Client 030 Checked by SICHERMY 05/20/2012  09:47:36
Selection Criteria:
zer I EQ RZASEY
I EQ LEVIE
User * Complete name Group  Account no Locked Reason Walid from valid to User Type Ref, User Policy
LEVIE EEMMETHF LE YIE JR. CAQ 422200 & Dialog
RCASEY Robert Casey MREFD 422200 A Dialog
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5b

Report shows :

e Userld
e User Group
e Profile Id

e Profile text (may include
Role Id if generated
from a role)

Note :

The profiles starting with “Z” are
mostly related to manual profiles
(MIT Custom RolesDB
assignment)

The profiles starting with “T-S”
are from the SAP Profile
Generator (based on SAP
Security Roles — one profile per
role).

Profile assignments: 2 of 2 users have assignments.

User ™ Group| Cormplete name
LEVIE Ca0  KEMMETH F LE WIE IR

CAD
CAD
CAD
CaD
CAO
Ca0
CAD
CAO
CAD
CAD
CAD

“ Profile

T-52170002
T-52170005
T-52170016
T-52170023
T-52170024
T-52170050
T-52170038
T-52170063
T-52170071
T-52730018
T-52730061
T-52730072

Profie Text

Frofile for role £2_MEW _PURCH_TRAMS
Profile for role Z_MIRD

Profie for role Z_PFCG_DEVELOPER

Frofile for role £_SMART_FORMS

Profie for role Z_SMART _STYLES

Profile for role 2_INWOICE_WERIFY

Profile for role Z_MIT_EHES

Profile for role 2_ASSESSMEMTS_DISPLAY
Frofile for role £_IMNWOICE_WERIFY AP
Profile for role Z_RUN_CATT_SCRIPTS
Profie for role Z2_MIT_DIRECTORY _SERWICES
Profie for role ¥ #42 DEVELPR_T-S2730072

Ref. User

159




W W Massachusetts
I] I Institute of
Technology

GRC Training — Business Systems Analysts (IS&T)

5¢c

Sort by Profile / User columns to
get a different view.

Only one or both the users have
the profiles.

Profile assignments: 2 of 2 users have assignments,

Llsar Mame
RCASEY

LEWIE
RCASEY
RCASEY
LEWIE
RCASEY
RCASEY
LEWIE
RCASEY
LEWIE
LEWIE
RCASEY
RCASEY
RCASEY
LEWIE
RCASEY
LEWIE
RCASEY
LEWIE
RCASEY
RCASEY
RCASEY

Group
MREFD

CAD
MREFD
MREFO
CAaD
MREFD
MREFD
CAD
MREFO
CAD
CAD
MREFO
MREFD
MREFD
CAD
MREFD
CAO
MREFD
CAD
MREFO
MREFD
MREFD

Carnplete narme
Robert Casey

KEMMETH F LE WIE R
Fobert Casey
Robert Casey
KEMMETH F LE WIE IR
Robert Casey
Robert Casey
KEMMETH F LE WIE IR
Robert Casey
KEMMETH F LE WIE R
KEMMETH F LE WIE IR
Robert Casey
Robert Casey
Robert Casey
KEMMETH F LE WIE IR
Robert Casey
KEMMETH F LE WIE JR.
Robert Casey
KEMMETH F LE WIE IR
Robert Casey
Robert Casey
Robert Casey

Priofile
T-P1730153

T-52170002

T-52170003
T-52170005

T-52170009
T-52170016

T-52170023
T-52170024
T-52170028
T-521700281
T-52170043
T-52170050

T-52170052

T-52170063

T-52170064
T-52170062

F Y

Profie Text
Profile for role Z_CA_ZPMATS PRICEL

Profile for role Z_MEW _PURCH_TRAMS

Frofile for role ZPUR
Profile for role Z_MIRO

Frofile for role £_FS10M
Profile for role Z2_PRCG_DEWVELOPER

Profile for role Z_SMART _FORMS
Profile for role Z_SMART _STYLES
Profile for role ZTECR

Profie for role £_CROSS_COMPAMY T4
Frofie for role Z_IMWOICE _WERIFY

Profile for role Z_MIT_EHES

Profile for role 2_ASSESSMEMTS_DISPLAY

Profie for role £_REPOSTING_COSTS_REVEMUES
Profile for role 2_COLLECTIVE_ORDER_MGMMNT
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Job Aid 09 Count Authorizations for Users

USE
This report can be used to view the roles and profiles assigned to a user.

INFORMATION

Roles and profiles assigned to a user/users (composite roles are not included; however, single roles assigned via composite roles are) along with the
number of authorizations in each.

RELATED PROCESSES
e Process 1: New or Amended Roles
SPECIFIC SCENARIOS

e Step 4A: Analyze for a single user.
e Step 4B: Analyze for a multiple users by user ID.
e Step 4C: Analyze for a multiple users by user group.

161



BB Massachusetts
I I Institute of

Technology

GRC Training — Business

Systems Analysts (IS&T)

information is required. In
this case, the selection is
PS1.

Step Description Screenshot
1 Navigate to the ‘Reports
and Analytics’ tab. =
Reports and Analytics
2 Click on the ‘Count
authorization for Users’ & Security Reports
. ))
report located in the I&UU”
‘ . , . View details related to user, role, and profile security
Security Reports’ section.
Quick Links
Action Usage by User, Role and Profile
Count authorization in Roles
Count authorization for User:
List Expired and Expiring Rd\ ’for Users
3 Select the system for which

D Count autherization for users - Mozilla Firefox

8 https://brachium.mit.edu:44355/nwb

Analysis Criteria

Saved Variants:

?sap-nwbc-node=navigate absolute&sap-nwhc-new window=X

| Count authorization for users

[+] [ Delete |

=] Fl@®e

‘ x ‘ MIT Logical System for PS1:030 ( ZZPS103001 )

| System [=][is
[User [+][is
[ User Group [+][is

‘ - ‘ MIT Logical System for SF2:030 ( ZZSF203001 )

[ Run in Foreground | [ Run in Background |

MIT Logical System for SF3:030 ( ZZSF303001 )
MIT Logical System for SH2:030 ( ZZSH203001 )

S

A3

Save Variant as: |
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4A-1

Analyze for a single user.
Click on the *-* at the end of
the ‘User Group’ row to
delete the user group
search criterion.

P Count authorization for users - Mozilla Firefox
i

https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolute&sap-nwhc-new window=X

| Count authorization for users

Analysis Criteria

Saved Variants: | =] [Delete |

[System =l [+ [MIT Logical System for PS1:030 (2ZF[ =] ) ()
[User [l[ is ]L] | “ '3;) ‘E)
| User Group [=]is \v\l [m] 'i){:ﬁ

Save Variant as:

[ Run in Foreground | [ Run in Background |
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4A-2 | Add the user ID. In this case,
‘F F_AR_O]_" an AR Cashiers @ Count authorization for users - Mozilla Firefox

FireFighter |D' was typed in. & https://brachium.mit.edu 441355')7-\;.{:("75;.;3 nwhc-node=navigate_absolute&sap-nwbc-new_window=X
The search option can also Count authorization for users

be used to search for an ID.

Please refer to the ‘Search
for Input Values’ reference

Analysis Criteria

Saved Variants: w || Delete

document (R3) for further —

information. [System [=][is [+|[MIT Logical System for PS1:030 ( ZZF| = | ®E
[User [+][is [=] LEF-ARO1 B®c

Save Variant as:
\ Run in Foreground H Run in Background |
4A-3 | Run the report in the
foreground' If the report is Count authorization for users - Mozilla Firefox
. 8 https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute8isap-nwbc-new_window=X
expected to yield a large ‘ ——
‘ Count authorization for users
amount of data, execute the
report by running a
background job. See the
. , Analysis Criteria
Execute a Background Job ,
| saved variants: | [+] [Delete |
reference document (R5) for
fu rther information. \System 'l ‘ s ,‘ MIT Logical System for PS1:030 ( ZZF| » | ®E=
[User [=][is [+] FF_AR_01] @G

Save Variant as:

[Runin Faregmuw| Run in Background |
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4A-4

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

User: User ID of the user
with access to the role

Role Name: SAP role name

Role Description: Business
name for SAP role

System: The system in
which the role is assigned to
the user

) Count authorization for users - Mozilla Firefox

& https.//brachium.mit.edu:44355/nwbc/?sap-r

‘Count authorization for users

¢ node=navigate_absolute&sap-nwbc-new

¥ Analysis Criteria

~ Analysis Results

Result Set:| Result Set1 -

Previous || Next || Export Result Sets

View: | * [Standard View] |=|[E | Display As: Table
Role Name
Z_CA_S_BUS_FUNCS_COMMCN_TC_BUS
Z_CA_S_COMMON_BACKGROUND_JOB
Z_CA_S_COMMON_CO_&_FUND_RPTING
Z_CA_S_UTILITIES_COMMON_TO_ALL

User

FF_AR_O1
FF_AR_01
FF_AR_O1
FF_AR_O1
FF_AR_01
FF_AR_O1
FF_AR_O1
FF_AR_O1
FF_AR_O1
FF_AR_O1
FF_AR_01
FF_AR_O1
FF_AR_01
FF_AR_01
FF_AR_01
FF_AR_O1

2_DEV_SUPT_ZZARBATCHO001_SPOOL
Z_SAP_GRAC_EAM_FFID
Z_VPF_S_ACTNG_CLAIMS
Z_VIPF_S_AR_ACCOUNT_MAINTENANGCE
Z_VPF_S_AR_ARCH_INV
Z_VPF_S_AR_CR_ZC10
Z_VPF_S_AR_DOCUMENT_REVERSE
Z_VPF_S_AR_FINANCIAL_LCP1_ACG
Z_VPF_S_AR_GENERAL
Z_VPF_S_AR_HR_DATA
2_VPF_S_AR_INVOICE_PROCESS
Z_VPF_S_AR_MANAGER

[Pt verson
Role Description
CA Common to ALL MIT SAP Bus. Users RolesDB: N/A
CA Create & Manitor Background Jobs RolesDB: N/A
CA Cost Object & Fund Repting Trans Acc. RolesDB: N/A
CA Utils Common to ALL MIT SAP Users RolesDB: N/A
DEV Access for DEV Support ta access ZZARBATCHO01 Spool
GRC Firefighter ID
VPF Accounting: Claims
VPF AR Account Maintenance
VPF AR Access for Archived Document Attachments
VPF ZC10
VPF AR Document Reverse
VPF AR Display access for LCP1
VPF AR General
VPF AR HR Data
VPF AR Invoice Process
VPF AR Manager

Filter Settings
System :
ZZPS103001
ZZPS103001
ZZPS103001
ZZPS103001
ZZPS103001
ZZPS103001
Z7PS103001
ZZPS103001
ZZPS103001
Z7ZPS5103001
2ZPS103001
ZZPS103001
ZZP5103001
2ZPS$103001
ZZPS103001
ZZPS103001 ||
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4B-1 | Analyze for a multiple users
by user |D Cllck on the ‘¢ at WCount authorization for users - Mozilla Firefox
th q f.th U G , & https;//brachium.mit.edu:44355/nwhc/?sap-nwhc-node=navigate_absolute&sap-nwbc-new window=X
n r Gr = :
eendotthe Use oup ‘ Count authorization for users
row to delete the user
. . [Close |
group search criterion.
Analysis Criteria
Saved Variants: | [ Delete |
System [=][is M|MIT Logical System for PS1:030 ( 2ZF[»| (&) (=)
User ~|[is [= \l
User Group -|[is \v\l Bl®aG
g—#lemove this Search Line
Save Variant as: | [=
| Run in Foreground | | Run in
4B-2 | Click on the ‘+* at the end of
the ‘User’ row to add an Count authorization for users - Mozilla Firefox
additional user ID Search & https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&isap-nwhec-new_window=X
criterion row for each ID. In | | Count authorization for users
this case, one additional
row is added; thus, we can
analyze for a total of two e
user |DS Saved Variants: |v_ Delete
| [system [=[is |"|MIT Logical System for PS1:030 ( 22F| » | () (=)
[User [=1[is =l g®e
| \
| Save Variant as:

| [Runin Foreground | [ Run in Background |

I
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4B-3

Add the user IDs. In this
case, ‘FF_AR_01’ and
‘FF_AR_MGR_01’, two AR
Cashiers FireFighter IDs,
were typed in. The search
option can also be used to
search for IDs. Please refer
to the ‘Search for Input
Values’ reference document
(R3) for further information.

@ Count authorization for users - Mozilla Firefox

& https://brachium.mit.edu:44355/nwhc/?sap-nwbc-node=navigate_absolute&sap-nwhbc-new_window=X

Count authorization for users

Analysis Criteria

Saved Variants:

|+ | [Delete |

System

[+ [MIT Logical System for P$1:030 (2ZF[~| @) (=)

=] |FF_AR_D1

[~][is
User I'His
User [=][is

B®e

= [FF_AR_MGR_01

[ Run in Foreground | [ Run in Background |

B®e

Save Variant as:
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4B-4

Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

| Saved Variants:

P Count authorization for users - Mozilla Firefox
a

https://brachium.mit.edu:44355/nwbc/?sap-nwbec-node=navigate_absolute&tisap-nw

‘ Count authorization for users

] Analysis Criteria

[~] [Deite]

[System =l[s [+] [MIT Logical System for PS1:030 ( ZZF[ v | () (=)
[User [=][is [+ [FF_AR 01 Bee
[User == [+ [FF_AR_MGR 01 O®e

Run in Foreground | | Run in Background

Save Variant as:
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4B-5 | Analyze the data. This data

can also be exported. See Tf‘}’_j'_ff::‘f"‘f."‘j’f;j:e*:u’”‘“'M""““ Firetex
the ‘Export Data from GRC’ Count authortzaton fo usors
reference document (R8) for | |’ Arbstscreda
further information. mimenims

nwhc-node=navigate absolute&sap-nwbc-new window=X

Result Set: | Resut Seti | = | [ Previous || Next |[ Export Result Sets |
User: User ID of the user

Wlth access to the rOIe View: | * [Standard View] = [ | Display As: | Table | = |[ Print Version || Export 4 | Filter Settings
User Role Name Role Description System [
FF_AR_01 Z_CA_S_BUS FUNCS_COMMON_TO_BUS CA Common to ALL MIT SAP Bus. Users RolesDB: NIA 72PS103001
Role N - SAP rol FF_AR 01 Z CA S COMMON_BACKGROUND JOB  CA Create & Monitor Background Jobs RolesDB: NI 7zPS103001
ole Name: role name FF_AR_01 | Z_CA_S_COMMON_CO_8 FUND_RPTING = CA Cost Object & Fund Repting Trans Acc. RolesDB: N/A 2ZP3$103001
FF_AR_01  Z_CA_S_UTILITIES_COMMON_TO_ALL  CA Utis Common to ALL MIT SAP Users RolesDB: N/A 22PS$103001
. . . FF_AR_01  Z_DEV_SUPT_ZZARBATCHO001_SPOOL DEV Access for DEV Support to access ZZARBATCHO001 Spool  ZZPS103001
Role Description: Business FF_AR_O1 | Z_SAP_GRAC_EAM_FFID GRC Firefighter ID 22P$103001
n a m e fo r SA P ro | e FF_AR_01 Z_VPF_S_ACTNG_CLAIMS VPF Accounting: Cla\.ms ZZPS103001
FF_AR_D1  Z_VPF_S_AR_ACCOUNT_MAINTENANGE VPF AR Account Maintenance ZZPS103001
FF_AR_O1 _AR_ARCH_INV VPF AR Access for Archived Document Altachments. ZzPS103001
. FF_AR_01 | Z_VPF_S_AR_CR_ZC10 VPF ZC10 2ZZPS103001
SyStem : The system in FF_AR 01  Z_VPF_S_AR_DOCUMENT_REVERSE VPF AR Document Reverse 7zPS103001
which the role is assi gn ed to FF_AR_O1  Z_VPF_S_AR_FINANCIAL_LCP1_ACC VPF AR Display access for LCP1 72PS103001
FF_AR 01  Z VPF_S_AR GENERAL PF AR General 7zPS103001
the user FF_AR_O1 _AR_HR_DATA VPF AR HR Data ZZPS103001
FF_AR_01  Z_VPF_S_AR_INVOICE_PROCESS VPF AR Invoice Process 22PS$103001
FF_AR_01 Z_VPF_S_AR_MANAGER VEF AR Manager ZZPS103001 [w
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4C-1

Analyze for a multiple users
by user group. Click on the ‘-
‘ at the end of the ‘User’
row to delete the user ID
search criterion.

Iw Count authorization for users - Mozilla Firefox

Analysis Criteria

& https://brachium.mit.edu:44355/nwbc/?sap

Saved Variants: [

[+ [ Delete |

| System

nwbe-node=navigate_absolute&isap-nwhbc-new_window=X

Count authorization for users

| Run in Foreground | | Run in

L

Close

[=][is [+] [MIT Logical System for PS1:030 (ZZF|*| @) (=)
[User [+][is = :U:&!)lﬁ
[User Group [+][is =11 ﬂ-&)t: emove this Search Line

Save Variant as: | |_{
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4C-2

Add the user group. In this
case, ‘'VPF-TAX’, the user
group containing all user in
VPF who are part of the Tax
area, was typed in. The
search option can also be
used to search for user
groups. Please refer to the
‘Search for Input Values’
reference document (R3) for
further information.

NOTE: The report can also
be executed for multiple
user groups by following
steps similar to those
outlined for multiple user
IDs in steps 4B.

@ Count authorization for users - Mozilla Firefox
vbe/Psap-nwbe

be-node=navigate_abso

Count authorization for users
Close

& https://brachium.mitedu:44355/r ute8isap- nwbc-new_window=X

Analysis Criteria

Saved Variants;

[+=][Delete |

[System [~ [MIT Logical System for P51:030 ( ZZF|* | () (=)

[User Group [+] [vPF-TAX J®o

[ Run in Foreground | | Run in Background |

[ Close |
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Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

lﬁl Count authorization for users - Maozilla Firefax

& https://brach um.mitedu:44355/nwhc/?sap-nw

Count authorization for users

Close

Analysis Criteria

be-node=nav igate abs

olutedisap-nwbe-new window=X

Saved Variants:

[=][Delete |

[ system [=][is
[User Group [=][is
[Runin F 1d | [ Run in Background |

F

U

[ Close |

[+ [MIT Logical System for P$1:030 { ZZF| ¥ | (&) (=)

[+] [vPF-TAX [=lfO1O]

Save \ariant as:
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4C-4 | Analyze the data. This data
&) Count autherization for users - Mezilla Firefox
can also be exported. See
p um.mit.edu:44355/nw avigate absolute&isap-nwbc-new
the IEXpOrt Data from G RC' Count authorization for users
reference document (R8) for  Analysis Criteria
. . ~ Analysis Results
further information.
Result Set: | Result Set1 [ Previous || Next
User: User ID of the user
with access to the role View: [~ [Standard View] | =|Eu | Displey As:| Table = | [Print Version || Exporia] Fiter Settings
User Role Name Role Description System -
LCTRAN Z_CA_S_BUS_FUNCS_COMMON_TO_BUS CA Commen to ALL MIT SAP Bus. Users RolesDB: N/A ZZPS103001
RO | e N ame: SA P r0| e hame LCTRAN  Z_CA_S COMMON_CO_& FUND_RPTING CA Cost Object & Fund Repting Trans Acc. RolesDB: NiA ZZPS103001
LCTRAN | Z_CA_S_UTILITIES_COMMON_TO_ALL CA Utils Common to ALL MIT SAP Users RolesDB: NiA 2ZP$103001
LCTRAN | Z_FAC_S_ATTACH_EQUIP_DOCS PR Attach Extenal Docs. to Equip. Recs. RolesDB: 7 2ZP$103001
Role Descri pt| on: Business LCTRAN | Z_FAC_S_SEMO_ORDERS FAC Semo Web Orders RolesDB: 7 2ZP$103001
f SAP | | LCTRAN | Z_HRLSO_S_CREATE_HR_ENTRY Portal Grp: Access for LSO Create HR Ent RolesDE: N/& Z2ZP$103001
name tor role LCTRAN | Z_HRLSO_S_LEARNER Portal Grp: Access for LSO Leamer RolesDE; N/A 2ZP$103001
LCTRAN | Z_MIT_ESS_BASIC_FUNCTIONS MIT Employee Self-Service (HR Benefits Incl.) 2ZP$103001
. LCTRAN | Z_MIT_ESS_BEN_DEPENDENTS_UPD MIT Employee Self-Service (HR Benefits Incl) 2ZP$103001
SyStem :The system in LCTRAN | Z_MIT_ESS_BEN_ENROLLMENT_DIS MIT Employee Self-Service (HR Benefits Incl) 22PS103001
which the role is ass |g ned to LCTRAN | Z_MIT_ESS_DIRECT_DEPOCSIT MIT - ESS Access to Update Bark Details 2ZP$103001
LCTRAN | Z_MIT_ESS_DIR_ADDRESS_UPD Person Directory Entry Lookup, Maintain Own Directory Entry = ZZPS103001
the user | LCTRAN | Z_MIT_ESS_DIR_PERSDATA_UPD Person Directory Entry Lookup, Maintain Own Directory Entry | 2ZP$103001
LCTRAN | Z_MIT_ESS_TEM_USER_ACCESS HR Acc. assigned o ALL SAP User |Ds RolesDB: N/A 2ZP$103001
LCTRAN  Z_MIT_ESS_TUITION_ASSISTANCE MIT - Employee Self-Service Access, Tuition Assistance 2ZPS103001
LCTRAN | Z_MIT_ESS_VACATION_ENTRY MIT - ESS Vacation Entry 2ZPS103001 [
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Sorting on role by clicking
on the ‘Role Name’ column
header will show the users

& Count authorization for users - Mozilla Firefox

@ hitps://brachium.mit.edu:44355/nwhb

Count authorization for users

sap-nwbc-node=navigate_absclute&sap-nwbc-new_window=X

¥ Analysis Criteria
grouped by role. —
Result Set:| Result Set1 Previous |[ Next
View: [ [Stendard View] | w|[cy | Display Asi[Table [=|[ Print Veersion |[ Export « Filter Settings
User Role Name Role Description System B
| LCTRAN Z_CA_S_BUS_FUNCS_COMMON_TO_BUS CA Commeon to ALL MIT SAP Bus. Users RolesDB: N/A 2ZPS103001
LCTRAN | Z_CA_S_COMMON_CO_& FUND_RPTING ~CA Cost Object & Fund Repting Trans Acc. RolesDB: N/A  ZZPS103001
LCTRAN | Z_CA_S_UTILITIES_COMMON_TC_ALL CA Utiis Common to ALL MIT SAP Users RolesDB: NiA ZZPS103001
LCTRAN | Z_FAC_S_ATTAGH_EQUIP_DOCS PR Attach External Docs. to Equip. Recs. RolesDB: 7 2ZPS$103001
LCTRAN | Z_FAC_S_SEMO_ORDERS FAC Sema Web Orders RolesDB: 7 2ZPS103001
LCTRAN | Z_HRLSO_S_CREATE_HR_ENTRY Portal Grp: Access for LSO Create HR Ent RolesDB: N/A 2ZPS103001
| LCTRAN | Z_HRLSO_S_LEARNER Portal Grp: Access for LSO Learner RolesDB: NiA 2ZP3$103001
LCTRAN | Z_MIT_ESS_BASIC_FUNCTIONS MIT Employee Self-Service (HR Benefits Incl.) 2ZPS103001
LCTRAN | Z_MIT_ESS_BEN_DEPENDENTS_UPD MIT Employes Self-Service (HR Benefits Incl) 2ZPS103001
LCTRAN | Z_MIT_ESS_BEN_ENROLLMENT_DIS MIT Employes Seff-Service (HR Benefits Incl) ZZPS103001
LCTRAN | Z_MIT_ESS_DIREGT_DEPOSIT MIT - ESS Access to Update Bank Details 2ZPS$103001
LCTRAN | Z_MIT_ESS_DIR_ADDRESS_UPD Person Directory Entry Lookup, Maintain Own Directory Entry ~ ZZPS103001
LCTRAN | Z_MIT_ESS_DIR_PERSDATA_UPD Person Directory Entry Lookup, Maintain Own Directory Entry  2ZPS103001
| LCTRAN | Z_MIT_ESS_TEM_USER_ACCESS HR Acc. assigned 1o ALL SAP User IDs RolesDB: NiA 2ZP$103001
| LCTRAN | Z_MIT_ESS_TUITION_ASSISTANCE MIT - Employee Self-Service Access: Tuition Assistance 2ZPS103001
LCTRAN | Z_MIT_ESS_VACATION_ENTRY MIT - ESS Vacation Entry 2ZPS103001 [+

& Count authorization for users - Morzilla Firefox

Count authorization for users

» Analysis Criteria
~ Analysis Results
Result Set: | Result Set1 [ Previous ][ Next
View: [* [Standard View] ||y | Displey As:| Table [=|[Print Version | Export 4 | Filter Settings.
User Role Name = Role Description system (4]
LCTRAN  Z_CA_S_BUS_FUNCS_COMMON_TO_BUS CA Common to ALL MIT SAP Bus, Users RolesDB: N/A  ZZPS103001
RCBERGER CA Common to ALL MIT SAP Bus. Users RolesDB: /A ZZPS103001
RSOOHOO CA Common to ALL MIT SAP Bus. Users RolesDB: N/A ~ ZZPS103001
VWU CA Common to ALL MIT SAP Bus. Users RolesDB: N/A  ZZPS103001
LCTRAN Z_CA_S_COMMON_CO_&_FUND_RPTING  CA Cost Object & Fund Repting Trans Acc. RolesDB: NIA | ZZPS103001
| RCBERGER CA Cost Object & Fund Repting Trans Acc. RolesDB: /A ZZPS103001
] RSOOHOO CA Cost Object & Fund Repting Trans Acc. RolesDB: A ZZPS103001
vwu CA Cos! Object & Fund Repting Trans Acc. RolesDB: NIA | ZZPS103001
LCTRAN  Z CA_S UTILITIES_COMMON_TO_ALL  CA Utils Common to ALL MIT SAP Users RolesDB: N/A  ZZPS103001
RCBERGER CA Utils Common to ALL MIT SAP Users RolesDB: /A ZZPS103001
RSOOHOO CA Utils Common to ALL MIT SAP Users RolesDB: N/A  ZZPS103001
vwu CA Utils Common to ALL MIT SAP Users RolesDB: N/A  ZZPS103001
LCTRAN  Z_FAC_S_ATTACH_EQUIP_DOCS PR Attach External Docs. to Equip. Recs. RolesDB: 7 ZZPS103001
| RcaERGER PR Attach External Docs. to Equip. Recs. RolesDE: 7 ZZPS103001
| RsOOHOO PR Attach External Docs. to Equip. Recs. RolesDB: 7 ZZPS103001
vwu PR Attach External Docs. to Equip. Recs. RolesDE: 7 ZZPS103001 [+
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Job Aid 10 Action Usage by User Role and Profile

USE
This report can be used to determine transaction usage by a user.
INFORMATION
Count and last execution of transaction usage by a user or set of users during a period or on a particular date.
RELATED PROCESSES
e Process 1: New or Amended Roles
SPECIFIC SCENARIOS

e Step 8A: Analyze by for a single user by user ID.
e Step 8B: Analyze by for multiple users by user ID.
e Step 8C: Analyze by for a single user group.

e Step 8D: Analyze by for a single role.

e Step 8E: Analyze by for a single profile.
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information is required. In
this case, the selection is
PS1.

Step Description Screenshot
1 Navigate to the ‘Reports
and Analytics’ tab. =
Reports and Analytics
2 Click on the ‘Action Usage
1A’
by User, Role a.nd Profile \ Securty Reports
report located in the @3;})
’Secu rity Reports' section. View details related to user, role, and profile security
Quick Links
Action Usage by User, Role and Profil
Count authorization in Roles !
Count authorization for Users
List Expired and Expiring Roles for Users
3 Select the system for which

I@ Action usage by user, role, and profile - Mozilla Firefox

& https://brach um.mitedu:44355/nwhbc/Tsap-nwhc IIUL'E—"."\ILJ-.I'.I:‘

Analysis Criteria

Saved Variants: [=][Delete |
[system [+][is

[Action Usage Date [=] [is

|Anhnn El | is

[Action Description [+][contains

absolutedisap-nwbc-new window=X

Action usage by user, role, and profile

|v|. Fl&c

| b | |MIT Logical System for P$1:030 ( ZZPS$103001 )
E| MIT Logical System for SF2:030 ( ZZSF203001 )

MIT Logical System for SF3:030 { ZZSF303001 )
| = | MIT Logical System for SH2:030 [ ZZSH203001 )

3
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Select the period for which
the report will be executed.
The operand for the ‘Action
Usage Date’ search criteron
can be changed from ‘is’ to
‘is between’, ‘is earlier
than’, and ‘is later than’.
Most often, analysis will be
needed for a period of time;
therefore, the ‘is between’
perand is recommended.

Click on the calendar icons
to select a period. In this
case, a period is defined of
04/01/2013 to 04/30/2013.

@ Action usage by user, role, and profile - Mozilla Firefox

& https://brachium.mit.edu:44355/nw

c/?sap-nwbc-node=navigate_absolute8isap-nwbc-new window=X

Action usage by user, role, and profile

Close
Analysis Criteria
Saved Variants: [ =] [Delete ]
System Fls [+ [MIT Logical System for PS1:030 (ZZF]*| @) (&
| Action Usage Date [=]1[is 1! 1s] (1)
f is
Action =| D®e
is between =
Action Description | =] is earlier than | [O1C)]
is later than
Report By: (& User Role Profile
U Action usage by user, role, and profile - Mozilla Firefox
4 https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute8isap-nwbc-new window=X
Action usage by user, role, and profile
Analysis Criteria
Saved Variants: | -
System I+ [is [] [MIT Logical System for P$1:030 (2ZF[] 3) (=)
Action Usage Date 1 [is between 5 [camir2013 I3 And [ Beo
- “ April 2013 b » al
Action ~[is 1| i v ) e — 2 €
Action Description ~| [ contains | R 7 2 [
1.2 3 4 5 6 7
Report By: (e User Role Profile 15 H}B 10 11 12 13 14
15 16 17 18
User ID ~|[is I+ 2 23 24 25
20 30
User Group [=][is =
Only display actions that are not used |+ | [is I~]
0 Action usage by user, role, and profile - Mezilla Firefox
& https;//brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate _absolute&isap-nwbc-new window=X
Action usage by user, role, and profile
Analysis Criteria
Saved Variants: =
System =l T [MIT Logical System for PS1:030 ( ZZF| =] (&) (=)
Action Usage Date =] [is between < [04/01/2013 [T] And [04730/2013
T April 2013 >
Action >[is = Bl®¢ Mo Tu We Th Fr Sa Su
Action Description [=] [contains =1 J@q 13|25 26|27 28 =
“ 1 2/3 45 6 7
Report By: (& User Role Profile 15 8 9 10 11 12 13 14
1615 1617 18 19 20 21
User ID - [is < OI®Gv 2 2324 25 % 27 3
L
User Group ~1[is = Blet
Orly display actions that are notused | [is IE3 r

=
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Click on the ‘- at the end of

row.

B E— 1

[System [=1[is [ [MIT Logical System for PS1:030 ( 2ZF|¥] @) (=)
[Action Usage Date [=]is between [=] (040172013 I And [o4/3012013
[Action Description [ =] [contains [=] [C] ,E;)
ReportBy: @ User (" Role (" Profie
[User i == = e
[User Group [=1[is [=] gdac
Only display actions that are notused || [is - D@E
2o
Report Type: (& Actions Defined in Risks Al
[Aceess Risk ID =1 [=] Oae
[Access Risk ID Description [ =] [contains [~ [CIS]

Run in Background

Save Variant as: Save

the ‘Action’ row to remove | & s e e e

the Action search criterion Actionjusage,byuserarolejandiproftile

row; this criterion can be

used for scenarios where Anabss itera

L. . Sevedvaiems: [ |v][Ceee
analysis is required for a . :
; R [System F[s [ [MIT Logical System for PS1:030 ( 22F[ %] (3) (=)

particular transaction only. [3cton Usage oee [+ (s etveen [ [osoz013 I o R L Iolc)
[Action =] I~ g‘y;j
[Action Description [=] [contains =L @000 @
Report By: & User Role Profile
[User iD [=1[is =l D@
[user Group [=1[is = O®E
[Only display actions that are notused  [w| [is =l [O]C]
Report Type: (e Actions Defined in Risks All
[Access Risk 1D [+1[is HL 000 0®e
[Access Risk 1D Description [+ [contains [+] [©]5]

SmeVeranas [ |[saw]

Click on the ‘-“ at the end of

the ‘Action Description’ row | [&/@e b s sdpetis wsteier 0

to remove the Action Action usage by user, role, and profile

Description search criterion
Analysis Criteria

Beo

178




m W Massachusetts

I I Institute of
Technology

GRC Training — B

usiness

Systems Analysts (IS&T)

In the ‘Report Type’ section,
click on the dial button next
to ‘All’; if necessary, this
criterion can be used to

@ Action usage by user, role, and profile - Mozilla Firefox
& hitps:/brachium.mit.edu:44355/nwbc/?sap

Action usage by user, role, and profile

vbe-node=navigate absolutefisap-nwbc-ne

limit report information to R
. Savedvariants: [ |=|[Delete
only transactions that are
. . . . . System "‘ is " MIT Logical System for PS1:030 ( ZZF| (=)
defined in risks within the Acton Usage Dote 5] [Bbstween [ [owerz013 15 v 03302013 Beoo
GLO BAL rule Set. ReportBy: e User Role Profile
User ID =l |- O @®E
User Group [=1[is [+ DE
Cnly display actions that are notused | =] [is [+ DE
Report Type: Actions Defined in Risks xﬁu
Save Variant as: | Save
[Ciose]
8A-1 | Analyze by for a single user
by user ID. In the ‘Report R —
By' Sectlon' C||Ck on the d|a| Action usage by user, role, and profile
button next to ‘User’. Click el
on the -* at the end of the Anabss e
P , SavedVarants: [ [~|[Delete
User Group’ row to remove
System ‘-‘ is ‘. MIT Logical System for PS1:030 ( ZZF| *(=)
the user group search Aeon Usags e 5] [t [ [B#072073 I A [ 04302073 Heoe
Criterion rOW. ReportBy: @ User Role Profile
User ID [=l[is = DR
User Group [=][is [+ DR
Cnly display actions thal are notused | =] [is [+ )
Report Type: Actions Defined in Risks @& All
Save Variant as: | Save

Run in Foreground | [ Run in Background

Close
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8A-2

Click on the ‘-“ at the end of
the ‘Only display actions

@ Action usage by user, role, and profile - Moxzilla Firefox

& https://brachium.mit.edu:44355/nwhbc/?sap-nwbc-node=navigate_absolutedisap-nwbc-new_window=X
that are not used’ row to Action usage by user, role, and profile
remove the option; if
necessary, this criterion can Anaeie tora
Saved Variants: || Delete
be used to limit report . :
: K System F[s =] [MIT Logical System for PS1030 ( 22F[ =] (3) (=)
|nf0rmat|0n tO Only Action Usage Date [+] [is between [] [04/0172013 (5] And 0473012013 Oee
transactions that have not
. iser = [ - clo)]
been executed (i.e. have 0 P o og
. N\
exeCUtIOI’l COUI’ltS). Report Type: Actions Defined in Risks @@ All
Save Variant as: Save
8A-3 | Add the user ID. In this case,
‘FF_AR_01’, an AR Cashiers | B s e
FireFighter |D' was typed in. Action usage by user, role, and profile
The search option can also el
be used to search for an ID. Arabes Citera _
‘ Saved Variants: || Delete
Please refer to the ‘Search
System ‘-‘ is ‘. MIT Logical System for PS1:030 ( ZZF| » * (=
for Input Values’ reference Ao Usag D Bl [5) wmraors L e Bee
document (R3) for further Report By: (@ User Role Profile
. f . User ID [=1[is [=] [FE_FAR 01 ®
In Ormatlon Report Type:  Actions Defined in Risks (@ Al [N
Save Variant as: | Save

Run n Background

[ciose]]
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8A-4 | Run the reportin the
foreground. If the report is QM:tionusagebyusenmle.andprof\\%-MazillaFwelox

& https://brachium.mitedu:44355/nwbc/7sa wbc-node=navigate absolute8isap-nwbc-new window=X

expected to yie|d al arge Action usage by user, role, and profile
amount of data, execute the | | =

1 Analysis Criteria
report by runnlng a SavedVarentss [ |~|[Dekete]
background job. See the : :
. , System [=1[is [ [MIT Logical System for PS1:030 (22F[] @) @)
Execute a Background Job Acton Usage Date =] [is between =] (0472013 1T And (047502013 isfo¥e)

reference document (R5) for | | feener wue croe oo

. . User D FE [=] [FF_FAR 01 o
further information.
Report Type: Actions Defined in Risks - Al
Save Variant as: | Save
Wm round | __Run in Background
Close
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8A-5

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

System: The system in
which the role is assigned to
the user

Action: SAP transaction

Action Description: SAP
transaction name

User: User ID

User Name: User name
associated with user ID

Execution Count: Number of
times transaction was
executed for a specified
time period

Last Executed On: Date of
last execution of transaction

&) Action usage by user, role, and profile - Mozilla Firefox
um.mit.edu:44355, /7

& htps://bracl 355/nwbc/?sap-nwhe-node=navigate abs:

Action usage by user, role, and profile

» Analysis Criteria

~ Analysis Results

Fitter Settings

Last Executed on +|

Result Set:[Resut Set1 | w|[ Go | | | Frevious || nex: | Export Result Sets
View: [Standard View] ~| | DisplayAsi[Tale [=][Print Version || Export 4] Format:[Summary|~]
System Action  Action Description User User Name Execution Count
22PS102001 FBO3  Display Document FF_FAR_01 Firefighter id FF_FAR_01 1 0412612013 10:02:17
77PS103001  FBL3N ~ GIL Account Line ltems FF_FAR_01 | Firefighter id FF_FAR_01

ZZPS103001 SM3T
ZZPS103001  SUS3
ZZPS103001  +C03
ZZPS103001  +CO05
ZZPS103001 BKEA

Overview of job selection FF_FAR_(M | Firefighter id FF_FAR_01
FF_FAR_01 | Firefighter id FF_FAR_01
FF_FAR_01 | Firefighter id FF_FAR_01
FF_FAR_01  Firefighter id FF_FAR_01
FF_FAR_O1 | Firefighter id FF_FAR_01
FF_FAR_01 | Firefighter id FF_FAR_01
FF_FAR_01 | Firefighter id FF_FAR_01

3
2

Evaluate Authorization Gheck 1
0

0

0

0

0

FF_FAR_01 | Firefighter id FF_FAR_01 0
o

0

0

0

0

0

ZISP: Call area menu ZISP
MIT Reports

Profit Center: Display Changes
ZZPS103001 AAVN
7ZPS103001 ABO1
ZZPS103001 ABO2
7ZPS103001  ABO3
7ZPS103001 ABOB
Z2PS103001 ABAA  Unplanned depreciation FF_FAR_01  Firefighter id FF_FAR_01
ZZPS103001 ABAD  Asset Retire. frm Sale w/ Customer FF_FAR_01  Firefighter id FF_FAR_01
2ZPS103001 ABADO  Derivation: Initial Screen
7ZPS103001 ABAO

Recalculate base insurable value
Create asset transactions
Change asset document
Display Asset Document FF_FAR_01  Firefighter id FF_FAR_01

Reverse Line ltems FF_FAR_O1  Firefighter id FF_FAR_01

FF_FAR_01  Firefighter id FF_FAR_01

Asset Sale Without Customer FF_FAR_(1 | Firefighter id FF_FAR_01

04/26/2013 10:02:42
04/26/2013 10:03-08
04/26/2013 10:02:33
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8B-1

Analyze by for multiple
users by user ID. In the
‘Report By’ section, click on
the dial button next to

§&) Action usage by user, role, and profile - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwhe-node=navigate_absc

Action usage by user, role, and profile

‘User’. Click on the ‘- at the Anabss itera
. , Saved Variants: | Delete
end of the ‘User Group’ row . :
System [+[is ] [MIT Logical System for PS1:030 ( 22F[ %] () (=)
to remove the user group Action Usage Date [ =] [is between [+ [040172013 [ And 04302013 O®e
Search Cr|ter|on I‘OW. Report By: (@ User Role Profile
User ID =l >
User Group [=l[is [+
Only display actions that are notused || [is [+
Report Type: Actions Defined in Risks @@ All
Save Vanant as: Save
[Ciose]
8B-2 | Click on the *-* at the end of
the ‘Only display actions e —
that are not used' row to Action usage by user, role, and profile
remove the option; if el
necessary, this criterion can Analyle ctera
L. Saved Variants: [=] [Delete
be used to limit report
. K System F[s ] [MIT Logical System for P31030 (22F| | &) (=)
information to only Acion Usage Ovs 5] (Ebemwesn [z [ose2073 15 va[o3302013 Boo
transactions that have not RoporiBy:| Gueerl R Oiose
. jser = [is - ole]
been executed (i.e. have 0 e = o
. \
execution CountS) Report Type:  ( Actions Defined in Risks = Al
Save Vanant as. Save

Run in Foreground | [ Run in Background

Close
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8B-3

Add the user ID. In this case,
‘FF_AR_01’, an AR Cashiers
FireFighter ID, was typed in.
The search option can also
be used to search for an ID.
Please refer to the ‘Search
for Input Values’ reference
document (R3) for further
information.

@ Action usage by user, role, and profile - Moxzilla Firefox

8B-4

Click on the ‘+ at the end of
the ‘User ID’ row to add an
additional user ID search
criterion row for each ID. In
this case, one additional
row is added; thus, we can
analyze for a total of two
user IDs.

R Beciground

Close

& https://brachium.mit.edu:44355/nwbc/?sap-nwbe-node =navigate absolutedisap-nwbc-new window=X
Action usage by user, role, and profile
Close
Analysis Criteria
Saved Variants: = [Delete
Sysiem = ] [MIT Logical System for PS1.030 { ZZF|%] @) (=)
Action Usage Date [ =] [is between =] (040172013 [ And [ 0413012013 Bee
ReportBy: (e User ("Role (" Profile
User ID [=l[is [=] [FF_FAR_01 ]
Report Type: " Actions Defined in Risks (&' All NS
Save Variant as: | Save
Runin Background
Close
{@ Action usage by user, role, and profile - Mozilla Firefox
& https://brachium mitedu:44355/mwbe/?sap- nwhbe-node=navigate absoluteisap-nwbe new window=X
Action usage by user, role, and profile
Close
Analysis Criteria
Saved Variants: ~][Delete ]
System E= ] (MIT Logical System for PS1:030 (22F %] @) (=)
Action Usage Date [ =] [is between [=] 0410172013 I And [04/3012013 Oe®e
ReportBy: @ User (“Role (" Profile
User ID [=[is |=| FF_FAR 01 5
Report Type: (~ Actions Defined in Risks (s All
Save Variant as: | Save
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8B-5

Add the second user ID. In
this case, ‘FF_EHS_01’, an
EHS FireFighter ID, was
typed in. The search option
can also be used to search
for an ID. Please refer to the
‘Search for Input Values’
reference document (R3) for
further information.

@ Action usage by user, role, and profile - Mozilla Firefox

& hitps://brachium.mitedu:44355/nwbc/?sap-nwhbe-node=navigate absolutedisap-nwbc-new window=X

Action usage by user, role, and profile

Analysis Criteria

Saved Variants:

T e[t

System [=][is =

Action Usage Date [ =] [is between [] Loa/0tr2013

ReportBy: (@ User Rale Profile

User ID == [=] [FE_FAR_ 01

User ID [=][is

Report Type: (" Actions Defined in Risks (&' All

Run in Background

Close

[+ [FFERs 01

Save Variant as:

MIT Logical System for PS1.030 ( ZZF| %] (&) (=)

[ And [ 04/3012013

o 2

® ®

[ON0]

[Save |

8B-6

Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

E) Action usage by user, role, and profile - Mozilla Firefox

& https:/brachium mitedu:44355/nwbc/?sa node=navigate_absolutedisap-n

Action usage by user, role, and profile

Analysis Criteria

Saved Variants:

~ | [ Delete

System [=][is [=

Action Usage Date [=][is between [] 0410172013

Report By: (@ User Role Profile

User ID [=][is |-

User ID [=][is [+ [FF_EHs 01

Report Type:  (~ Actions Defined in Risks & Al

Close

Save Variant as:

MIT Logical System for PS1:030 ( 22F| ¥ (3) (=)

[[] Ana[04/30/2013 Bee

FF_FAR_01

(w]
@

m]
@
®a

Save
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8B-7

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

System: The system in
which the role is assigned to
the user

Action: SAP transaction

Action Description: SAP
transaction name

User: User ID

User Name: User name
associated with user ID

Execution Count: Number of
times transaction was
executed for a specified
time period

Last Executed On: Date of
last execution of transaction

&) Action usage by user, role, and profile - Mozilla Firefox

& https://brachium.mit.edu:

Action usage by user, role, and profile

bc-node=navigate

nwbc-new

» Analysis Criteria

~ Analysis Results

Result Set | Result Setl

View: || DispleyAs:[Tae _______[=[Primtversion || Export 4 | Formet:| Summary [~]
System Action Action Description User
2ZPS103001 CBIHO2 EHS: Edit Work Area FF_EHS_01
ZZPS103001  CBIHO3 EHS: Display Work Area FF_EHS_01
72PS103001  CBIHE3 EHS: Display Inc/Ace. Log Entry  FF_EHS_01
2ZPS103001 SESSION_MANAGER ~ Session Manager Menu Tree Display  FF_EHS_01
72PS103001  +C05 MIT Reports. FF_EHS_01
22PS103001 CADO Time Sheet. Display Data FF_EHS_01
72PS103001  CAT2 Time Sheet Maintain Times FF_EHS_01
22PS103001  CAT3 Time Sheet Display Times FF_EHS_01
Z2PS103001  CAT? CATS: Transfer Data to 0O FF_EHS_01
72PS103001  CBHR11 EHS-INT. Create Extemal Person ~ FF_EHS_01
ZZPS103001  CBHRZ1 EHS-INT: Create Autharity FF_EHS_01
22PS103001  CBIH12 EHS: Edit Risk Assessment FF_EHS_01
ZZPS103001  CBIH13 EHS: Display Risk Assessment FF_EHS_01
72PS103001  CBIH42 EHS: Edit Pattem FF_EHS_01
22PS103001  CBIH43 EHS: Display Pattern FF_EHS_01
Z2PS103001  CBIHS1 EHS: Call Question Catalog FF_EHS_01

=(Ga] | [Frex

ous || Next |[ Export Result Sets

User Name

EHES Firefighter ID FF_EHS_01
EH&S Firefighter ID FF_EHS_01
EH&S Firefighter ID FF_EHS_01
EH&S Firefighter ID FF_EHS_01
EH&S Firefighter ID FF_EHS_01
EH&S Firefighter ID FF_EHS_01
EH&S Firefighter ID FF_EHS_01
EH&S Firefighter ID FF_EHS_01
EH&S Firefighter ID FF_EHS_01
EH&S Firefighter ID FF_EHS_01
EH&S Firefighter ID FF_EHS_01
EH&S Firefighter ID FF_EHS_01
EHES Firefighter ID FF_EHS_01
EH&S Firefighter 1D FF_EHS_01
EH&S Firefighter ID FF_EHS_01
EH&S Firefighter ID FF_EHS_01

Execution Count

oo o cocoooooolos®sa

Fitter Settings
Last Executed on [~
04/07/2013 19:25:42 B
04/07/2013 19:17:01
04/23/2013 11:21:20
04/07/2013 19:25:20

186




II I m W Massachusetts

jj =hieat GRC Training — Business Systems Analysts (IS&T)

Technology

8B-8 | Sorting on transaction by
clicking on the ‘Action’ N et o S35 s ma mode”
column header will show

dowr=

wbc/?sap-nwhc-node=navigate absolute@isap-nwbc-new

Action usage by user, role, and profile

¥ Analysis Criteria
the users grouped by ~ analyis Rosuls
transaction. Resutt Set |Result Setl | = Previous | Next
View: | [Standard View] - | Display As: | Table [ Print Version |[ Export 4 | Format: | Summary [+ | Filter Settings
System Action Action Description User User Name [Execution Count Last Executed on E
| zzPsi03001 CBIHZ EHS: Edit Work Area FF_EHS_01 EH&S Firefighter ID FF_EHS_01 6 04107/2013 19:25:42
ZZPS103001  CBIHO3 EHS: Display Work Area FF_EHS 01 | EH&S Firefighter ID FF_EHS_01 1 0410712013 19:17.01
77PS103001  CBIHSE3 EHS: Display IncJAce. Log Entry  FF_EHS_01 | EH&S Firefighter ID FF_EHS_01 6 0412372013 11:21:20
2ZPS103001 SESSION_MANAGER ~ Session Manager Menu Tree Display FF_EHS_01 | EHES Firefighter ID FF_EHS_01 1 0410712013 19:25:20
ZZPS103001  +C05 MIT Reports. FF_EHS_01  EH&S Firefighter ID FF_EHS_01 o
| zzPsi03001  CADD Time Sheet Display Data FF_EHS_01 | EHES Firefighter ID FF_EHS_01 [
| zzesi03001 | CAT2 Time Sheet. Maintain Times FF_EHS_01 | EH&S Firefighter 1D FF_EHS_01 o
7ZPS103001 CAT3 Time Sheet Dispiay Times FF_EHS_01 | EHES Firefighter ID FF_EHS_01 [
ZZPS103001  CAT? CATS: Transfer Data to GO FF_EHS 01 | EH&S Firefighter ID FF_EHS_01 [
77PS103001  CBHR11 EHSINT Create Extemal Person  FF_EHS_01 | EH&S Firefighter ID FF_EHS_01 0
2ZPS103001  CBHRZ1 EHS-INT. Create Autharity FF_EHS_O1 | EHES Firefighter ID FF_EHS_01 [
ZZPS103001  CBIHI2 EHS: Edit Risk Assessment FF_EHS_01 | EH&S Firefighter ID FF_EHS_01 0
2ZPS103001  CBIH13 E£HS: Display Risk Assessment FF_EHS_01 | EHES Firefighter ID FF_EHS_01 o
DECE EHS: Edit Patter FF_EHS_01 | EH&S Firefighter ID FF_EHS_01 [
| zzesi03001 | CBIH43 EHS: Display Patter FF_EHS_01 | EHES Firefighter ID FF_EHS_01 [
ZZPS103001  CBIHS1 EHS: Gall Question Catalog FF_EHS_01 | EH&S Firefighter ID FF_EHS_01 [ -

&) Action usage by user, role, and profile - Mozilla Firefox

wbc/?sap-nwbe-node=navigate_absolute&isa

& hitps://brachium.mitedu:44:

Action usage by user, role, and profile

b Analysis Criteria
~ Analysis Results
Result Set[Result Set1 | = Previous ][ Nex
View: | * [Standard View] ~|[i | Display As:| Table [ Print Version || Export 4 | Format:| Summary [+ Fiter Settings
System Action & Action Description User User Name Execution Count  Last Executed on &
7ZPS103001 | +€03 2ISP: Call area menu ZISP FF_FAR_01  Firefighter id FF_FAR_D1 0 N
22PS103001  +C05 MIT Reports FF_EHS_01 EHAS Firefighter ID FF_EHS_01 0
22PS103001 MIT Reports FF_FAR_O1  Firefighter id FF_FAR_O1 0
ZZPS103001  6KEA Profit Center: Display Changes FF_FAR_O1  Firefighter id FF_FAR_D1 0
ZZPS103001  AAVN Recalculate base insurable value | FF_FAR_O1  Firefighter id FF_FAR_01 0
| zzPsios001 | ABOY Create asset transactions. FF_FAR_O1  Firefighter id FF_FAR_01 0
REE Change asset document FF_FAR D1  Firefighter id FF_FAR_01 0
72PS103001  ABO3 Display Asset Document FF_FAR_O1  Firefighter id FF_FAR_O1 0
22PS103001  ABOB Reverse Line ltems FF_FAR_O1  Firefighter id FF_FAR_01 0
ZZPS103001  ABAA Unplanned depreciation FF_FAR_O1  Firefighter id FF_FAR_O1 0
2ZPS103001  ABAD Asset Retire. frm Sale w/ Customer | FF_FAR_O1  Firefighter id FF_FAR_D1 0
2ZPS103001  ABADO Derivation: Initial Screen FF_FAR_O1 _ Firefighter id FF_FAR_01 0
2ZPS103001 ABAC Asset Sale Without Customer FF_FAR_O1  Firefighter id FF_FAR_01 0
| Z2PS103001  ABAP_DOCU_SHOW  Call ABAP Keyword Documentation FF_FAR_01 | Firefighter id FF_FAR_01 0
| zzesi0a001 | ABAV Asset Retirement by Scrapping FF_FAR_O1  Firefighter id FF_FAR_01 0
22PS103001  ABAVN Asset Retirement by Scrapping FF_FAR_O1  Firefighter id FF_FAR_01 0 -
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8B-9 | Sorting on execution count
by clicking on the ‘Execution
Count’ column header twice

&) Action usage by user, role, and profile - Mozilla Firefox

wbc/?sap-nwhc-node=navigate absolute@isap-nwbc-new

Action usage by user, role, and profile

» Analysis Criteria
will show the transactions ~ Anabsis Rosuls
sorted from highest e A
execution count to lowest.
View: | [Standard View] - | Display As: [ Table |[ Print Viersion |[ Export 4 | Format: | Summary [ | Fiter Settings.
SYSM’\ Action Action DISCFIPIIOH User User Name ‘Execution Count Last Executed on E
‘ ZZPS103001  CBIHO2 EHS: Edit Work Area FF_EHS_01 EH&S Firefighter ID FF_EHS_01 6 04/07/2013 19:25:42
ZZPS103001 CBIHO3 EHS: Display Work Area FF_EHS_01 = EH&S Firefighter ID FF_EHS_01 1 04/07/2013 19:117:01
ZZPsS103001 CBIH83 EHS: Display Inc/Acc. Log Entry FF_EHS_01  EH&S Firefighter ID FF_EHS_01 6 04/23/2013 11:21:20
ZZPS103001 SESSION_MANAGER = Session Manager Menu Tree Display FF_EHS_01 = EH&S Firefighter ID FF_EHS_01 1 04/07/2013 19:25:20
ZZPS103001 +C05 MIT Reports. FF_EHS_01 EH&S Firefighter ID FF_EHS_01 0
ZZPS103001 CADO Time Sheet: Display Data FF_EHS_01 | EHSS Firefighter ID FF_EHS_01 [
| zzpsios001 CAT2 Time Sheet: Maintain Times FF_EHS_01 EH&S Firefighter ID FF_EHS_01 [\
ZZPS103001 CAT3 Time Sheet. Display Times FF_EHS_01  EH&S Firefighter ID FF_EHS_01 0
ZZPS103001 CATT? CATS: Transfer Data to CO FF_EHS_01 EH&S Firefighter ID FF_EHS_01 0
ZZPsS103001 CBHR11 EHS-INT: Create Extenal Person FF_EHS_01  EH&S Firefighter ID FF_EHS_01 o
ZZPS103001 CBHR21 EHS-INT: Create Authority FF_EHS_01  EH&S Firefighter ID FF_EHS_01 o
ZZPsS103001 CBIH12 EHS: Edit Risk Assessment FF_EHS_01 EH&S Firefighter ID FF_EHS_01 0
ZZPS103001  CBIH13 EHS: Display Risk Assessment FF_EHS_01 | EH&S Firefighter ID FF_EHS_01 0
| zzesio3001 CBIHZ EHS: Edit Pattem EF_EHMS_01 | EHA&S Firefighter ID FF_EHS_01 0
ZZPS103001 CBIH43 EHS: Display Patter FF_EHS_01  EH&S Firefighter ID FF_EHS_01 o
ZZPS103001 CBIH51 EHS: Call Question Catalog FF_EHS_01 EH&S Firefighter ID FF_EHS_01 0 -

&) Action usage by user, role, and profile - Mozilla Firefox

rachium.mitedu:44355/nwbc/?sap-nwhe-node=navigate_absolutedisap-nwhbe-new_window
Action usage by user, role, and profile
» Analysis Criteria
~ Analysis Results
Result Set: | Result Sett
View: [~ Standard View] | ~|(Esi | DisplayAsi[Toble || [[Print Version ][ Export 4] Format: [ Sumery [ = Fiter Settings
System Action Action Description User User Name Execution Count s LastExecuted on |~
22PS103001  CBIHO2 EHS: Edit Work Area FF_EHS_01  EHAS Firefighter ID FF_EHS_01 6 040712013 192542 |
72PS103001  CBIHE3 EHS: Display Inc/Acc. Log Entry  FF_EHMS 01 EHAS Firefighter ID FF_EHS_01 6 04232013 11:21:20
Z7PS103001  SM3T Overview of job selection FF_FAR_O1  Firefighter id FF_FAR_01 2 04126/2013 10:03:08
22PS103001  GBIHO3 EHS: Display Work Area FF_EHS_01 | EH&S Firefighter ID FF_EHS_01 1 0410712013 19:17:01
22PS103001 SESSION_MANAGER ~Session Manager Menu Tree Display FF_EHS_01 EH&S Firefighter ID FF_EHS_01 1 0410712013 18:25:20
22PS103001  FBO3 Display Document FF_FAR_O1  Firefighter icl FF_FAR_O1 1 041262013 10,0217
- zzesios001 FeLN GIL Account Line hems FF_FAR_O1 | Firefighter i FF_FAR_01 1 0412612013 10:02:42
22PS103001  SUS3 Evaluate Authorization Check FF_FAR_O1  Firefighter id FF_FAR_01 1 0412612013 10:02:33
27PS103001  +C05 MIT Reports FF_EHS_01 | EHAS Firefighter ID FF_EHS_01 0
72PS103001 CADO Time Sheet. Display Data FF_EHS_01  EH&S Firefighter ID FF_EHS_01 0
ZZPS103001  CAT2 Time Sheet: Maintain Times FF_EHS_01  EH&S Firefighter ID FF_EHS_01 0
7ZPS103001 CAT3 Time Sheet: Display Times FF_EHS_01  EH&S Firefighter ID FF_EHS_01 0
2ZPS103001  CATT CATS: Transfer Data to CO FF_EHS_01  EH&S Firefighter ID FF_EHS_01 0
| zzpsioa00n GBHRT EHS-INT. Create Extemal Person ~ FF_EHS_01  EH&S Firefighter ID FF_EHS_01 0
22PS103001 CBHRZ1 EHS-INT. Create Authority FF_EHS_01  EHAS Firefighter ID FF_EHS_01 0
ZZPS103001 CBIH12 EHS: Edit Risk Assessment FF_EHS_01 EH&S Firefighter ID FF_EHS_01 0 -
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8C-1 | Analyze by for a single user
group. In the ‘Report By’ e g o e
Section' click on the dial Action usage by user, role, and profile
button next to ‘User’. Click el
on the -“at the end of the A s —
‘User ID’ row to remove the | E——————
user ID search criterion row. Acton Usage Duie 5 (Ebemiess E 15 ana 03302013 Hoo
Report By: (s User Role Profile
NOTE: The report can also — S E
be executed fOF multlple :nly:iiﬂuyacmnslhalu:;:ulusedﬁ [=][is 2
eport Type: Actions Defined in Risks @@ All
user groups by following
. . Save Variant as: [Save]
steps similar to those
outlined for multiple user
IDs in steps 8B. —
8C-2 | Click on the *-* at the end of
the ‘Only display actions e g s e
that are not used' row to Action usage by user, role, and profile
remove the option; if el
necessary, this criterion can Analyle ctera
. . Saved Variants: w | Delete
be used to limit report
System =l [=] [MIT Logical System for PS1:030 (22| @) (=)
information to Only ‘Action Usage Date. [=][is between = 5] And [04/30/2013 6o
transactions that have not A CIRL ) Gl
. ser Grou [=1[is = ole)
been executed (i.e. have 0 Sr—rorrrTm o = o
executlon CountS) Report Type:  ( Actions Defined in Risks (@ Al
Save Variant as: Save

Run in Foreground | [ Run in Background

Close
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8C-3 | Add the user group name. In
this case, ‘VPF-TAX’, the et somsseat o em i
user group Containing all Action usage by user, role, and profile
user in VPF who are part of el
the Tax area, was typed in. Anabss Citera
Saved Variants: || Delete
The search option can also | | — :
System = [is <] [MIT Logical System for PS1:030 ( Z2F| =] () (=)
be used to search for user Action Usage Date =] [is betwesn [+ (040172013 175 Ana [047302073 Heo
groups. Please refer tO the Report By: (@ User Role Profile
'ser Group =|[is - ®
‘Search for Input Values’ e ‘ ‘
Report Type: Actions Defined in Risks ° Al
reference document (R3) for
. . Save Variantas: | [Save]
further information.
8C-4 | Runthereportin the
foreground. If the report is | & e e
expected to yleld a |arge Action usage by user, role, and profile
amount of data, execute the | | =
7
H Analysis Criteria
report by rur?nlng a Saved Variants: [ [+|[Celete
background job. See the
System ‘v is " MIT Logical System for PS$1:030 ( ZZF w =
‘Execute a Background Job’ Acton Usage Duie 5] (bemwess [ [o¥otzors 16 Ana 08302013 Heoo
reference document (R5) for || Femer «uer Crae oo
. . User Group & ] [VPFTAX o
further information. .
eport Type: Actions Defined in Risks - Al
Save Variant as: | Save
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8C-5 | Analyze the data. This data
can also be exported. See

&) Action usage by user, role, and profile - Mozilla Firefox
& hitps://brachium.mitedu:44355/mbc/?

bc/?sap-nwhe-node=navigate_abs: w_window=X

Action usage by user, role, and profile

‘ ’
the ‘Export Data from GRC
» Analysis Criteria
reference document (R8) for | || = s esuns
further |nf0rmat|0n Result Set: | Result Set w|[Go ] | | Previous || Next |[ Export Resuit Sets
S t m . Th t m . n View: | [Standard View] - | Display As: | Table = || Print Version || Export 4 | Format: Summary | = | Filter Settings
ys em: € Sys € I System Action Action Description User User Name ~ Execution Count  Last Executed on [+
h B h h I H H d 72PS103001 FBV2 Change Parked Document LCTRAN  Long Tran 2 041242013 09:43:02
which the role is assi g ned to 22PS103001 ZITSDELETE  ITS: Delete Sessions LETRAN | Long Tran 1 0412412013 09:41:40
h ZZPS103001  CJO3 Display Work Breakdown Structure LCTRAN | Long Tran o
the user 7zPS103001  CJ31 Display Project Criginal Budget LCTRAN | Leng Tran 0
22PS103001  FBO3 Display Document LCTRAN | Long Tran 0
72PS103001  FDO3 Display Gustomer (Accounting) LCTRAN | Long Tran 0
H . H 22PS103001  FDI10 Customer Account Balance LCTRAN | Long Tran o
ACtI on: SA P transaction 72P5103001  FDION Customer Balance Display LCTRAN | Leng Tran 0
27PS103001  FM2M Index of Funds Centers LETRAN | Leng Tran 0
ZZPS103001  FM3M Index of Commitment ltems LCTRAN | Long Tran 0
ACtIOI’l DESCI’IptIOI’l . SAP ZZPS103001  FM5M Index of Funds LCTRAN | Long Tran L]
* 2zPS103001  FS03 Display Master Record LCTRAN | Long Tran 0
i ZZPS103001  KAOS Display Cost Element LCTRAN | Long Tran 0
ransaction name
7ZPS103001  KAH3 Display cost element group LCTRAN | Long Tran 0
ZZPS103001  KCH3 Display profit center hierarchy LCTRAN | Leng Tran 0
77PS103001  KDH3. Display Aceount Group LCTRAN | Leng Tran 0 =

User: User ID

User Name: User name
associated with user ID

Execution Count: Number of
times transaction was
executed for a specified
time period

Last Executed On: Date of
last execution of transaction
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8C-6 | Sorting on transaction by
clicking on the ‘Action’
column header will show

&) Action usage by user, role, and profile - Mozilla Firefox

wbe/?sap-nwhbc-node=navigate_absolute&isap-nwbc-new_window=X

Action usage by user, role, and profile

» Analysis Criteria
the users grouped by - AnayisRosuls
transaCt|0n~ Result Set.| Result Set! s | Next
View [ [Standard View) ~| | Display As:[ Table ~ | Print Version | Export 4] Fomat:| Summary [~ | Filer Settings
System Action Action Description User UserName ~ Execution Count  Last Executed on [+
‘ 22P5103001  FBV2 Change Parked Document LCTRAN  Long Tran 2 041242013 09:43:02 =
22PS103001 ZITSDELETE  ITS: Delete Sessions LETRAN | Long Tran 1 0412412013 09:41:40
ZZPS103001  CJO3 Display Work Breakdown Structure LCTRAN | Long Tran o
7zPS103001  CJ31 Display Project Criginal Budget LCTRAN | Leng Tran 0
22PS103001  FBO3 Display Document LCTRAN | Long Tran 0
72PS103001  FDO3 Display Gustomer (Accounting) LCTRAN | Long Tran 0
BE D Customer Account Balance LCTRAN | Long Tran 0
72P5103001  FDION Customer Balance Display LCTRAN | Leng Tran 0
27PS103001  FM2M Index of Funds Centers LETRAN | Leng Tran 0
ZZPS103001  FM3M Index of Commitment Items LCTRAN | Long Tran 0
77PS103001  FMSM Index of Funds LCTRAN | Leng Tran 0
2zPS103001  FS03 Display Master Record LCTRAN | Long Tran 0
ZZPS103001  KAO3 Display Cost Element LCTRAN | Long Tran o
| zzps103001  KAHS Display cost element group LCTRAN | Long Tran 0
ZZPS103001  KCH3 Display profit center hierarchy LCTRAN | Leng Tran 0
77PS103001  KDH3. Display Aceount Group LCTRAN | Leng Tran 0 =

&) Action usage by user, role, and profile - Mozilla Firefox

& https://brachium.mitedu:44355/nwbc/?sap nwhe-node=navigate absolute&tsap-nwbc-nev
Action usage by user, role, and profile
b Analysis Criteria
= Analysis Results
Result Set | Result Set
View: | [Standard View] v (G | Display As: [ Table | [Print Version |[ Export 4 | Format: | Summary [+ | Filter Settings.
System Action 2 Action Description User User Name Execution Count Last Executed on [«
2ZPS103001  CJO3  Display Work Breakdown Structure | LCTRAN Long Tran 0 =
2ZPS 103001 Display Work Breakdown Structure = RCBERGER | Rebecca Berger 0
2zPS103001 Display Work Breakdown Structore | RSOOHOO | Robert Soohoa 0
2zPS 103001 Display Work Breakdown Structure | VWU Victoria Wu 0
2ZPS103001 | CJ31 Display Project Original Budget LCTRAN Long Tran 0
ZZPS103001 Display Project Original Budget RCBERGER | Rebecca Berger 0
| zzesiozont Display Project Original Budget RSOOHOO  Robert Sochoo 0
2ZPS103001 Display Project Original Budget | VWU Victoria Wu 0
7ZPS103001 | F65 Preliminary Posting LOTRAN Long Tran 0
2ZPS103001 Preiiminary Posting RCBERGER ~ Rebecca Berger 2 04126/2013 08:59:35
2ZPS103001 Preiiminary Posting RSOOHOO  Robert Soohoo 2 041252013 18:37:39
72PS 103001 Preliminary Posting vwu Victoria Wu 4 04117/2013 10:15:00
ZZPS103001 | FBO3 Display Document LCTRAN Long Tran 0
B 2ZPS103001 Display Document RCBERGER  Rebecca Berger 0
22PS103001 Display Document RSOOHOO  Robert Soohoo 0
2zPS 103001 Display Document vwu Victoria Wu 0
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8C-7 | Sorting on execution count
by clicking on the ‘Execution
Count’ column header twice

&) Action usage by user, role, and profile - Mozilla Firefox

wbc/?sap-nwhc-node=navigate absolute@isap-nwhbc-new

Action usage by user, role, and profile

» Analysis Criteria
will show the transactions - Aot Rosuts
sorted from highest Resal S [ Resu St
execution count to lowest.
View: | [Standard View] - | Display As: [ Table | [ Print Version || Export 4 | Format: | Summary [ = | Fiter Settings
System Action Action Description User UserName  Execution Count LastExecuted on [~
‘ ZZPS103001 FBV2 Change Parked Document LCTRAN  Long Tran 2 0412412013 09:43:02 =
ZZPS103001 ZITSDELETE  ITS: Delete Sessions LCTRAN | Long Tran 1 04/24/2013 09:41:40
ZZPS103001  CJO3 Display Work Breakdown Structure ~ LCTRAN | Long Tran 0
ZZPS103001  CJ31 Display Project Original Budget LCTRAN | Long Tran 0
ZZPS103001  FBO3 Display Document LCTRAN | Long Tran 0
2ZPS103001 | FDO3 Display Customer (Accounting) LCTRAN | Long Tran 0
| zzesi03001 | FD10 Gustomer Account Balance LCTRAN | Long Tran [)
ZZPS103001  FD1ON Customer Balance Display LCTRAN | Long Tran 0
ZZPS103001  FM2M Index of Funds Centers. LCTRAN | Long Tran 0
ZZPS103001  FM3M Index of Commitment ltems LCTRAN | Long Tran 1]
ZZPS103001  FMSM Index of Funds LCTRAN  Long Tran 0
ZZPS103001  FS03 Display Master Record LCTRAN | Long Tran 0
2ZZPS103001 | KAD3 Display Cost Element LCTRAN | Long Tran )
B ZZPS103001  KAH3 Display cost element group LCTRAN  Long Tran 0
ZZPS103001  KCH3 Display profit center hierarchy LCTRAN | Long Tran )
ZZPS103001 KDH3 Display Account Group LCTRAN | Long Tran 0

&) Action usage by user, role, and profile - Mozilla Firefox
& https://bras

m.mitedu:44355,

wibc/?sap-nwbe-node=navigate absolutedisap-nwbe-new window=X

Action usage by user, rols, and profile

b Analysis Criteria

- Analysis Results

Result Set | Result Set!

T

View: | * [Standard View] v |[a | Display As: [ Tabie  |[_Print Version || Export « | Format: | Summary [+ Filter Settings.
System Action Action Description User User Name Execution Count ¥ Last Executed on |~
ZZPS103001  ZSTM Statement RSOOHOOD  Roben Soohoo 16 04232013 1814553 |
77PS103001 SESSION_MANAGER ~ Session Manager Menu Tree Display RCBERGER | Rebecca Berger 5 04122/2013 11:32:54
2ZPS103001 ZDTR Detail Transaction Report RCBERGER Rebecca Berger 5 04122/2013 11:34:03
7ZPS103001  FS10N Balance Display RSOOHOO  Robert Soohoo 5 0472302013 17:55:16
7ZPS103001  KAO3 Display Cost Element RCBERGER  Rebecca Berger 4 041812013 14:04:52

|| ZzPs103001  FBV1 Park Document RSOOHOO | Robert Sochoo 4 04/24/2013 09:32:56
ZZPS103001  KAO3 Display Cost Element RSOOHOO | Robert Soohoo 4 041202013 16:27:11
ZZPS103001 SESSION_MANAGER ~ Session Manager Menu Tree Display RSOOHOO | Roben Soohoo 4 04/23/2013 17:55:19
7ZPS103001 F-65 Preliminary Posting WU Victoria Wu 4 0411772013 10:15:00
ZZPS103001 FEV2 Change Parked Document LCTRAN Long Tran 2 0472412013 09:43:02
7ZPS103001  F-65 Preliminary Posting RCBERGER ~ Rebecca Berger 2 0472672013 DB:58:35
2ZPS103001 F-65 Preliminary Posting RSOOHOO  Robert Soohoo 2 04/25/2013 18:37:39

|| ZZP$103001 | FBV2 Change Parked Document RSOOHOO | Robert Sochoo 2 04/24/2013 09:41:00
ZZPS103001 ZITSDELETE ITS: Delete Sessions LCTRAN Long Tran 1 04/24/2013 08:41.40
2ZPS103001  FBV1 Park Document RCBERGER | Rebecca Berger 1 04/232013 16:35:22
7ZPS103001 FS1ON Balance Display RCBERGER  Rebecca Berger 1 0410412013 145035 |3
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8D-1 | Analyze by for a single role.

In the ‘Report By’ section, | [ ot e

click on the dial button next Action usage by user, role, and profile

to ‘Role’. —

Arsyls Gt

NOTE: The report can also o

be executed for multiple e s —ire feo
roles by following steps Roporl&y. O ser (ool CProle

similar to those outlined for || e - - =

multiple user IDs in steps R —
8B.

[Ciose]
8D-2 | Click on the ‘-* at the end of

the ‘Only display actions T ot st o ren i

that are not used’ row to Action usage by user, role, and profile

remove the option; if el

necessary, this criterion can :"d:“‘“ S

be used to limit report

information to only e }: - }: ol Heoo
transactions that have not SnfA CLL Ol (Chad

been executed (i.e. have 0 e = ‘
execution counts). S 2 _

Run in Foreground | [ Run in Background

Close
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8D-3 | Add the role name. In this
case, e ———
’Z_Vp F_S_ A R_G ENERAL’ Action usage by user, role, and profile
was typed in. The search =
option can also be used to m— ——
search for a role. Please — == ” e
refer to the ‘Search for Acion Usoge e TS b [ [os02073 15 A [o4302073 o5
Input Values’ reference femiSy Otew G Roe Obsle
document (R3) for further e WESEm———————a
information. S Saee
[Runin Foreground | [ Run in Background |
[Giose]
8D-4 | Runthereportin the
foreground. If the reportis | ¥/ obuesemipelie wesloiter =
expected to yie|d a |arge Action usage by user, role, and profile
amount of data, execute the | |
report by running a :"d'v“"" ——
background job. See the — e ' e
‘Execute a Background Job’ Acvon Usag oo ] e 5] [owoi2013 5 v [o407073 Beo
reference document (R5) for | | feoner e coe Cote
further information. e - i
e oD
Run in Background |
[Giose]
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8D-5 | Analyze the data. This data
can also be exported. See

&) Action usage by user, role, and profile - Mozilla Firefox

& https://brachium.mit.edu:

bc/?sap-nwbe-node=navigate_abs nwbe-new window=X

Action usage by user, role, and profile

‘ ’
the ‘Export Data from GRC
» Analysis Criteria
reference document (R8) for | || = mass s
further information. e T | I AT e
S t m: Th t m . n View: | [Standard View] - | Display As: | Tatie | [ Print Version || Export 4 Filter Settings
yS em: € Sys € I System Action  Action Description Role Name Role Description  Execution Count
R H H d 77PS103001 F150  Dunning Run 7_VPF_S_AR_GENERAL VPF AR General 5
WhICh the r0|e IS aSSIgne to ZZPS103001 FBO4  Document Changes Z_VPF_S_AR_GENERAL VPF AR General 1
th e user 72PS103001 FBLSN  Customer Line ltems Z_VPF_S_AR_GENERAL | V/PF AR General 1
22PS103001 FDO4  Customer Changes (Accounting) | Z_VPF_S_AR_GENERAL VPF AR General 5
72PS103001 FS1ON  Balance Display 2_VPF_S_AR_GENERAL V/PF AR General 177
2ZPS103001 SM37  Overview of job selection 2_VPF_S_AR_GENERAL VPF AR General 3
H . H 7ZPS103001 SUS  Maintain Users Own Data 2_VPF_S_AR_GENERAL | VPF AR General 3
ACtI on: SA P transaction 72PS103001 SUS3  Evaluate Authorization Gheck 2_VPF_S_AR_GENERAL VPF AR General 2
ZZPS103001 ZAR1  Monthiy Statements 2Z_VPF_S_AR_GENERAL VPF AR General 148
77PS103001 ZAR2 AR Aging Report Z_VPF_S_AR_GENERAL | V/PF AR General 158
ACtIOI’l DESCI’IptIOI’l . SAP ZZPS103001 2AS2 AR & SR: Cust open items & O bal. | Z_VPF_S_AR_GENERAL VPF AR General 6
: 7ZPS103001 2C13  Display Cashier's Document 2_VPF_S_AR_GENERAL V/PF AR General 22
tra nsaCtlon name ZZPS103001  ZCBO List of checks Z_VPF_S_AR_GENERAL VPF AR General 43
ZZPs103001  ZCO3  Display Cost Object Z_VPF_S_AR_GENERAL VPF AR General 28
72PS103001  ZFBLSN  MIT Customer Line ltems 2_VPF_S_AR_GENERAL VPF AR General 540
2ZPS103001 ZMITID  Maintain the ZMITID table 2Z_VPF_S_AR_GENERAL VPF AR General 12
Role Name: SAP role name

Role Description: Business
name for SAP role

Execution Count: Number of
times transaction was
executed for a specified
time period
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8D-6 | Sorting on execution count
by clicking on the ‘Execution | ¥/ et es mepele e ies
Count’ column header twice

5/ node=navigate_absolutefisap-nwbc-new window=X

Action usage by user, role, and profile

» Analysis Criteria
will show the transactions ~ Anatsis Rosuls
sorted from highest o TN I | O
execution count to lowest.
View: | [Standard View] - | Display As: | Tabie ~ |[ Print Version | Export 4 Filter Settings
System Action  Action Description Role Name Role Deseription  Execution Count | |
\ ZZPS103001 F150 Dunning Run 2_VPF_S_AR_GENERAL VPF AR General 5
ZZPS103001 FBO4 Document Changes Z_VPF_S_AR_GENERAL VPF AR General 1
ZZPS103001 FBLSN Customer Line Items Z_VPF_S_AR_GENERAL VPF AR General 1
ZZPS103001  FDO4 Customer Changes (Accounting) Z_VPF_S_AR_GENERAL VPF AR General 5
ZZPS103001 FS10N Balance Display Z_VPF_S_AR_GENERAL VPF AR General 177
ZZPS103001 SM37  Overview of job selection 2Z_VPF_S_AR_GENERAL WPF AR General 3
| zzesi0a001 | sUs Maintain Users Own Data 2Z_VPF_S_AR_GENERAL VPF AR General 3
ZZPS103001 SU53 Evaluate Authorization Check Z_VPF_S_AR_GENERAL VPF AR General 2
ZZPS103001  ZAR1 Monthly Statements Z_VPF_S_AR_GENERAL VPF AR General 148
ZZPS103001 ZAR2 AR Aging Report Z_VPF_S_AR_GENERAL VPF AR General 158
ZZPS103001  ZAS2 AR & SR: Cust. open items & 0 bal. Z_VPF_S_AR_GENERAL VPF AR General [:3
ZZPS103001 2C13 Display Cashier's Document Z_VPF_S_AR_GENERAL VPF AR General 22
ZZPS103001  ZCB0 List of checks Z_VPF_S_AR_GENERAL VPF AR General 43
B ZZPS103001  ZCO3 Display Cost Object Z_VPF_S_AR_GENERAL VPF AR General 28
ZZPS103001 ZFBLSN  MIT Customer Line ltems. Z_VPF_S_AR_GENERAL VPF AR General 540
ZZPS103001 ZMITID  Maintain the ZMITID table Z_VPF_S_AR_GENERAL VPF AR General 12 \

&) Action usage by user, role, and profile - Mozilla Firefox
be-

& hitps://brachium.mitedu:443 je=navigate_absolute8isa

Action usage by user, role, and profile

b Analysis Criteria
~ Analysis Results
Result Set.| Result Set1 s | Nex
View: | * [Standard View] ~|[i | Display As:| Table [ Print Version || Export 4 Filter Settings

System Action  Action Desription Role Name Role Description  Execution Count v |
72PS103001 ZFBLSN  MIT Customer Line ltems 2_VPF_S_AR_GENERAL  VPF AR General 540
ZZPS103001 FS1ON  Balance Display Z_VPF_S_AR_GEMERAL VPF AR General 77
7ZPS103001 ZAR2 AR Aging Report 2_VPF_S_AR_GENERAL VPF AR General 158
2ZPS103001 ZAR1  Monihly Statements 2_VPF_S_AR_GENERAL VPF AR General 148
ZZPS103001 ZC60  Listof checks. 2_VPF_S_AR_GENERAL | VPF AR General 43
22PS103001 2CO3  Display Cost Object 2_WPF_S_AR_GENERAL VPF AR General 28

| Z2Ps103001 2013 Display Cashiers Document 2_VPF_S_AR_GENERAL VPF AR General 2
7ZPS103001 ZMITID  Maintain the ZMITID table 2_VPF_S_AR_GENERAL | VPF AR General 12
ZZPS103001 ZAS2 AR & SR:Cust openitems &0bal. 2 WPF_S_AR_GENERAL VPF AR General 6
77PS103001 F150  Dunning Run 2_VPF_S_AR_GEMERAL VPF AR General 5
2ZPS103001 FDO4  Customer Changes (Accounting)  Z_VPF_S_AR_GENERAL VPF AR General 5
ZZPS103001 SM37  Overview of job selection 2_VPF_S_AR_GENERAL | VPF AR General 3
2ZPS103001 SU3  Maintain Users Own Data 2_WPF_S_AR_GENERAL VPF AR General 3

| ZzPS103001 SUS3  Evaluate Auhorization Check 2Z_VPF_S_AR_GENERAL | VPF AR General 2
72PS103001 FBO4  Document Changes 2_WPF_S_AR_GENERAL VPF AR General 1
ZZPS103001 FBLSN  Customer Ling Items 2_VPF_S_AR_GENERAL  VPF AR General 1
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8E-1 | Analyze by for a single

profile. In the ‘Report By’ e s st o o

section, click on the dial Action usage by user, role, and profile

button next to ‘Role’. el

Analysis Criteria

NOTE: The report can also =

be executed for multiple e = = oo
profiles by following steps

similar to those outlined for | | mrem o - & -

multiple user IDs in steps s -
8B.

[Ciose ]
8E-2 | Click on the -* at the end of

the ‘Only display actions e

that are not used’ row to Action usage by user, role, and profile

remove the option; if ol

necessary, this criterion can :"ﬂ‘:“‘“ S

be used to limit report S _— . Boc

information to only Aton gs s o =l P feo
transactions that have not sid GRSl e
been executed (i.e. have 0 - ———— =
execution counts). R —

Run in Foreground | [ Run in Background

Close
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8E-3 | Add the profile name. In this
case, Z#AA:ALL_FAX' was Q“‘“""“””:T;’:'f b e L e o
typed in. The search option Action usage by user, role, and prof'le
can also be used to search ]
for arole. Please refer to foes e —
the ‘Search for Input Values’ s i o e o
reference document (R3) for e e = [ow012073 5 Ao 507575 Beo
further information. PAeiS Qlew Clok @t
EE e o —- 1
[Runin Foreground | [ Run in Background |
[Giose]
8E-4 | Run the reportin the
foreground. If the report js | ¥/ byl mipolie eslomeer ™ =0
expected to yie|d a |arge Action usage by user, role, and prof'le
amount of data, execute the | | “*
report by running a v
background job. See the — == r————
‘Execute a Background Job’ [t e e o 3 oworaors I o 50725 Hoo
reference document (R5) for | | feener e cRoe @ ote
further information. e = S
Save Veriantas: |
Run'n Background |
Close |
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8E-5

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

System: The system in
which the role is assigned to
the user

Action: SAP transaction

Action Description: SAP
transaction name

Profile: SAP profile name

Profile Description: Business
name for SAP profile

Execution Count: Number of
times transaction was
executed for a specified
time period

NOTE: This report is not as
efficient for profiles and
may need to be executed as
a background job for any
profile analysis.

Action usage by user, role, and profile - Mozilla Firefox
hity ?sap-nwhc-node=navigate absolute@sap-nwbc

& htps://brachium.mit.edu:44355/nwbc
Action usage by user, role, and profile

» Analysis Criteria

~ Analysis Results

et || Export Result Sets |

View: | [Standard View] -

System  Action

| Display As: | Tabie  |[ Print Version || Export 4 | Fiter Settings

Action Description Profile Profile Description Execution Count
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Job Aid 11 Mitigation Control Report

USE
This report can be used to find information on the mitigating controls defined in GRC.
INFORMATION
Approvers, monitors and risks mitigated by a mitigating control as defined in the system.
RELATED PROCESSES

e Process 2: Mitigation Analysis
SPECIFIC SCENARIOS

e N/A

201



m W Massachusetts

ID. In this case,
‘MC*TAX*'was typed in to
include all Mitigating
Controls for the VPF-TAX
area. The search option can
also be used to search for a
specific ID. Please refer to
the ‘Search for Input Values’
reference document (R3) for
further information.

Il s GRC Training — Business Systems Analysts (IS&T)
Step Description Screenshot
1 Navigate to the ‘Reports
and Analytics’ tab. )
Reports and Analytics
2 Click on the ‘Mitigation
Control Report' report A Access Risk Analysis Reports
located in the ‘Access Risk ﬁ
Analysis Reports' section View details related to access risk analysis
Quick Links
Access Rule Summary
Access Rule Detail
Mitigation Contral Repo
User Risk Violation Rep?b
Rele Risk Viclation Report
Profile Risk Viclation Report
HR Object Risk Violation Report
Mitigated Object Repont
3 Add the Mitigating Control

@ Mitigating Control Report - Moxzilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwhc-node=navigate_absolute&sap-nwhbc-new_window=X

1 Mitigating Control Report

Analysis Criteria

Saved Variants: |

| = [Delete |

[Mitigating Control ID [~1[is [=] [McrTAX]
Short Description [=][is |v\|
Access Risk ID [=[is =
Organization ID [=][is |v\l

| Runin Foreground | [ Run in Background |

Save Variant as:
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Click on the ‘-* at the end of
the ’Short Description' row Mitigating Control Report - Mozilla Firefox

8 https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X
to remove the row for that
search criterion; this

1 Mitigating Control Report

criterion can be used with | Analysis Criteria

wild cards (*) for scenarios | | Savedvarans [] [Delte |

where information is only [Witigating Gorrol 1D FE [ [MCTAX" B®e

required for Mitigating [Short Description Fl[s &l |® b

Controls relating to some | [Access Risk ID [l =l clc
IOrgamzhon ID \LI ‘ is ﬂ | ‘l ®E

specific criteria noted in the

short description.
p Save Variant as:

[ Run in Foreground | [ Run in Background |

Click on the ‘-“ at the end of
the ’Access R|Sk |D' row to Mitigating Control Report - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X
remove the row for the ————

. - | Mitigating Control Report

Access Risk search criterion; |
this criterion can be used
for scenarios where |  saved Variants: [ [+][ Delete |
information is only required | [Wiioaing Gontro oiE %] [MCTAX" e
for Mitigating Controls [Access Risk ID FE = Bl®@E
relating to specific Access | [organzaton D [+][is -] Do
Risks. |

Analysis Criteria

Save Variant as:

| Run in Foreground [ Run in Background
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Click on the *-* at the end of
the ‘Organization ID’ row to
remove the row for the
Organization search
criterion; this criterion can
be used for scenarios where
information is only required
for Mitigating Controls
mapped to a certain
Organization in the
Organizational Structure
defined in GRC. At this initial
phase, this criterion will
likely not be of use to MIT.

n} Mitigating Control Report - Mozilla Firefox

Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X
| Mitigating Control Report
| Analysis Criteria
Saved Variants: | = | [ Delete
Mitigating Control ID ‘v ‘ | is - ‘ MC*TAX* . "E‘»' 5
Organization 1D \1[ [ is = ‘ ® \{i’j
Save Variant as:
[ Run in Foreground | [ Run in Background |
Mitigating Control Report - Moxzilla Firefox
& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute8sap-nwhc-new_window=X
‘ Mitigating Control Report
Analysis Criteria
Saved Variants: | | = [ Delete |

[ Mitigating Control ID [=][is [+ [MCTAX" u] ®

Save Variant as:

| [[Run'in Foreground | [ Run in Background |
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Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Control ID: The 10-digit ID representing
the Mitigating Control applied for the
User with the Access Risk

Control Description: Business
description of the Mitigating Control

Org Unit ID: Numerical code of Org
Unit defined in GRC

OrgUnit Description: Business name of
Org Unit

Approver: The user ID of the Approver
responsible for the Mitigating Control

Monitor: The user ID of the Monitor
responsible for the Mitigating Control

Name: Name tied to the user ID of the
Monitor

Access Risk ID: The 4-digit ID
representing each medium-risk (as
defined in the standard rule set) for
which violations exist

Access Risk Description: Business
description of the Access Risk

System: The system in which the role is
assigned to the user

Access Risk Level: The risk level
defined for each Access Risk in the
standard rule set

&) Mitigating Contrel Report - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap

nwbc-node=navigate_absolute8isap-nwbc-new_windc

Multiple Selection

¥ Analysis Criteria

- Analysis Results

Result Set: |Resut Set! | = |[Go | | | Previous || Next Export Reslt Sets
View: | Display As: | Table = | Print Version |
Contral ID Control Description Org Unit ID  OrgUnit Description  Approver Monitor
MC TAX 001 Cannot Park Fl Doc & Use FBVO to Approve 50000001 GRC MIT ARA-O1
MC TAX 001 Cannot Park Fl Doc & Use FBVO to Approve | 50000001  GRC MIT ARA-01  STEWARTB STEWARTB

Name Access Risk ID  Access Risk Description
FO28 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using journal entries.
\RTE Basil Stewart
B~

Filter Settings

Access Rule D Access RiskLevel System Actien SODObject Emall Frequency | |
Medium 0
]

1en cover it up using journal entries.  *

205




W W Massachusetts
I|||| Institute of GRC Training — Business Systems Analysts (IS&T)

Technology

Job Aid 12 User Level

USE

This report can be used analyze for risk violations at the user level. The report can also be used to find the mitigating controls assigned to users, as well
as any invalid mitigating control assignments.

INFORMATION
SODs, critical actions or permissions and critical roles or profiles.
RELATED PROCESSES

e Process 1: New or Amended Roles
e Process 2: Mitigation Analysis

SPECIFIC SCENARIOS

e Step 10A: Analyze for SODs based on User ID.

e Step 10B: Analyze for SODs based on User Group.

e Step 10C: Analyze for SODs based on Custom Group.

e Step 10D: Carry out an Access Risk Assessment by User ID.

e Step 10E: Carry out an analysis of Mitigating Controls by User ID.
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report located in the ‘Access
Risk Analysis’ section.

III it GRC Training — Business Systems Analysts (IS&T)
Step Description Screenshot
1 Navigate to the ‘Access
Management’ tab.
‘1:6
Access Management
2 Click on the ‘User Level’

Access Risk Analysis

p el

Analyze systems for access risks across user, role, HR object and organization levels

Quick Links

User Lew

User Levk jimulation
Raole Level

Role Level Simulation
Profile Leve|

Profile Level Simulation
HR Objects

HR Cbijects Simulation
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In the ‘Analysis Criteria’

Section, Select the SyStem @ Rigk Analysis : User Level - Mozilla Firefox
& https://brachium.mit.edu:44355/nwbc/7sap-nwbec-node= avigate_absolutefisap-nwbc-new_window=X
for which information is Risk Analysis : User Level
required. Since the desired anayss ot
selection is PS1 )
(Production), “*PS1*’ was [Sysem e 7] (Pt 1 Dee
. [User [=[s = ofe)

typed in as the system. e = = oG
The search option can also [Custom Group [=I[is = dec

[Risk Level [=][is [+ Al *l®mE
be used to search for the — S — oo
correct system. Please refer [User Tyoe GIn ] [Daiog 106
to the ‘Search for Input Report Options

Format: Summar [=] Business View [=]
Values’ reference document || ’

e = Access Risk Analysis | Action Level [ Critical Action
(R3) for fu rther Informatlon, ) Permission Level [ Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria: Include Mitigated Risks Show All Objects
Consider Org Rule
Run in Furgrnund Run in Elaclcgroumi
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In the ‘Analysis Criteria’
section, select the ‘Risk
Level’ drop down and select
the risk level for which
information is required. In
this case, ‘All’ was selected
so that the report evaluates
for all risk levels.

0 Risk Analysis : User Level - Mozilla Firefox

& https://brachiummit.edu:44355/nwhc/7sap

Risk Analysis : User Level

nwhe-node=navigate absolute8isap-nwbc-new

window=X

[ ] Consider Org Rule

Run in Foreground | | Run in Background

Show All Objects

Analysis Criteria
[System = [e]lPsr lfole
[User [=1[is [=] O®e
| User Graup [=1[is [+] O @ =
[Custom Group =l [+] O®E
[Risk Level =1[is [=] [ @
Medium ~
| Rule Set =l[s = | High e
|user Type [=][is [=] Low ®E
Critical
Report Qptions ‘ Al l:}
Format: Summary [=] Business View bl
Type & Access Risk Analysis [ Action Level [ Critical Action
/| Permission Level || Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria: | Incluge Mitigated Risks
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In the ‘Analysis Criteria’

section. select the ‘Rule Set’ &) Risk Analysis : User Level - Morilla Firefox
4 @ https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolute8isap-nwbc-new window=X

drop down and select the Risk Analysis : User Level
Rule Set against which the Anatyei Gt
report should be executed.
In this case, ‘Global’, the [System [=I[= [=] 2ot f 2E

= 2IE = )
MIT Rule Set, was selected. (oo - = 20
Unless advised otherwise, [Custom Grows [=s [~ Dee

. [Risk Level [=][is [=] LAt @G

thelselectl'on sho.uld always o — 5 B =
be ‘Global’ for this report. [User Tyge = = 2aor Yeoe

Report Options

Format: Summary F‘ Business View ?

Type: © Access Risk Analysis Action Level [] Critical Action

| Permission Level [] Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria: | Include Mitigated Risks Show All Objects
Consider Org Rule
Run in Foreground | | Run in Background
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In the ‘Analysis Criteria’

section, select the User K& Risk Analysis : User Level - Mozilla Firefox
’ & https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolutedisap-nwbc-new_window=X
Type’ drop down and select Risk Analysis : User Level
the type of users for which anatyis Crtora
information is required. In
this case, ‘Dialog’ was [System [l [7] s Je®e
[User [=l[is =l @6
selected so that the report [sor o = = Bee
only evaluates for dialog [Cusiom Grows F[ = dee
[Risk Level [=][is [=] LAt *l@®e
users. [ Sot i [] [icbal Fac
[User Type [=][is [=] [Dialog Feo
Al
Report Options ‘ Dialog I:}
Format: 'Summary ,T‘ System o
Type: & Access Risk Analysis  Action Level :::::2:3““
| Permission Ll seryice ision
Access Risk Assessment
Mitigation Analysis
Additional Criteria: [] Include Mitigated Risks | Show All Objects
[] Consider Org Rule O n
Run in Foreground | | Run in Background
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In the ‘Report Options’
section, select the first drop
down for ‘Format’ and
select the level of detail at
which information is
required. In this case,
‘Detail’ was selected so that
the report will show
information about why Risks
exists.

w Rigk Analysis : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/7sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

Risk Analysis : User Level

Run in Foreground | | Run in Background

Analysis Criteria
| System [=][is [+ CPst® O @@
[User [=][is =] Jd®e
| User Group [=][is [+] O®E
[ Custom Group [=][is [~ O®ec
| Risk Level [=][is = l®e
[ Rule set [=][is =] [5iobal MIOIO
[User Type [=][is [+] [ Dialog "@Q
Report Options
Format: 'Summary m [Business View [=]
e 0 g;:rw [ Gritical Action
Management Summary evel [ Critical Permission
Executive Summary
Mitigafion Analysis
Additional Criteria® Include Mitigated Risks | Show All Objects
[ ] Consider Org Rule ]
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In the ‘Report Options’

section, select the second AR ——
& hups /{brachium mit.edu:44355/mwbc/7sap-nwhc-node=| navigate_absol u'e&'sap nwbe-new window=X
{ ’

drop down for ‘Format’ and Risk Analysis : User Level
select the type of N
information that is required.
In this case, ‘Technical View’ :Sfm :':: :': — f': s

User - |lis - O (® (=
was selected so that the (e —m = Boe
report will show technical [Custom Growp =i =l Dee
. . . [Risk Level =[is =]l @
mformatlon about why Risks — B - ——
exists. [User Type [=1[is [=] | Diaiog Feoe

Report Options

Format; [Detail m Business View b

Type: & Access Risk Analysis [ Action Level ;:::Zzl\:l:: !

[w] Permission Level TG ion
Access Risk Assessment
Mitigation Analysis
Additional Criteria: [ ] Include Mitigated Risks | Show All Objects
| Consider Org Rule ] r
Run in Fcrgrmmd Run in Bacngroum

213




BB Massachusetts
I I Institute of
Technology

GRC Training — Business Systems Analysts (IS&T)

In the ‘Report Options’
section, check ‘Show All
Objects’ under ‘Additional
Criteria’. This will ensure
that Users with no
violations are explicitly
listed as such (i.e. ‘No
Violations’ will be listed as a
line item for such users’
IDs).

0 Rigk Analysis : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=nav

Risk Analysis : User Level

igate_absolute&isap-nwbc-new_window=X

Run in Foreground | | Run in Background

[ Consider Org Rule b

Analysis Criteria
[System [=[is | |HR =lclo
[User [=][is =] 0 ®c
| User Group [+][is [+ ﬁ-:).a
[Custom Group =1[is I~ e
[Rik Lovel == A Fee
[Rule Set [=][is [+ [Glabal F@®eE
[User Type [=1[is J=] [ Dislog Fleo
Repon Options
Format: [Detail [=] [Technical View Ia
Type: » Access Risk Analysis Action Level [] Critical Action
| Permission Level [ Critical Permission

Access Risk Assessment

Mitigation Analysis
Additional Criteria® | Include Mitigated Risks | Show All Objects
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10A-1

Analyze for SODs based on
user ID.

In the ‘Report Options’
section, select the first dial
button for ‘Access Risk
Analysis’. Next, select the
type of analysis that is
required. The options
available are:

Action Level: SODs at the
transaction level (will include false
positives eliminated at the
authorization level)

Permission Level: SODs at the
authorization level

Critical Action: Critical transactions
that limited/no users should have

Critical Permission: Critical
authorizations that limited/no
users should have

Critical Role/Profile: Critical
Roles/Profiles that limited/no
users should have

In this case, ‘Permission
Level’ was selected so that
the report will show SODs
that exist at the Permission
Level.

e) Risk Analysis : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwhc/Tsap-nwbe-node=navigate absclute&sap-nwbc-new window=X
Risk Analysis : User Level

Analysis Criteria
System [=[is [=]Pst
User [+ [is [+
| User Group =] [is [= &l
Custom Group [=][is = m)
| Risk Level [=][is = A >|
[Rule Set =i [+ | Global Fl®
[User Type [+ [is |+ | Dialog @
Report Options
Format: Detail [+ Technical View =]
i + Access Risk Analysis Action Level [ Eritical Action

v Permission Level
Access Risk Assessment :‘s
Mitigation Analysis
Additional Criteria: Include Mitigated Risks

| Show All Objects
Consider Org Rule ]

[[Run in Foreground | [ Run in Background |

| Critical Permission

[ Critical Role/Profile
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10A-2 In the ‘Analysis Criteria’

: : I & Risk Analysis : User Level - Mozilla Firefox
SeCtlon' CIICk on the at & https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolutedisap-nwhc-new_window=X
‘ ,
the end of the ‘User Group Risk Analysis : User Level
row to remove the row for Anatysi
that search criterion; this
criterion is not needed for :SYS‘“ :':: :‘::'m 2'1 =
. . User - ||is - ®E
this scenario. (oer G =t = DeR
[Custom Group [=][is |-|| 0@
[Risk Level [=1[is [=] [ Fl®e
| Rule Set [=][is F‘lGlm’a‘ Feae
[User Type [=][is |v||'3i5‘Ug Flee
Report Options.
Format: [Detai =] [Technical View =]
Type: & Access Risk Analysis Action Level [7] Critical Action
v| Permission Level [ ] Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria: Inclide Mitigated Risks v| Show All Objects
[ ] Consider Org Rule O n
Run in Foreground | [ Run in Background
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10A-3

In the ‘Analysis Criteria’
section, click on the *-* at
the end of the ‘Custom
Group’ row to remove the
row for that search
criterion; this criterion is not
needed for this scenario.

W& Risk Analysis : User Level - Mozilla Firefox

& https://brachiummit.edu:44355/nwihc/?sap-nwhe-node=navigate absolute8izap-nwbc-new window=X

Risk Analysis : User Level

Analysis Criteria
| System [=][is |-|\'P51' 3@ =
[user [=[is [=! e
| Custom Group [=][is |v|‘ O® G
[Risk Level [=1[is [ (A [¥] @ (rter
[Rule Set =1[is [=] [ Global Fl@e
|user Type =] [is =] | Dialog MICIO
Report Options
Format; Detail [=] Technical View -
Type = Access Risk Analysis [ "] Action Level [] Critical Action
/| Permission Level [] Critical Permission

Access Risk Assessment

Mitigation Analysis
Addifional Criteria: []Include Mitigated Risks [ Show All Objects

["] Gonsider Org Rule Oc

Run in Foreground || Run in Background

217




BB Massachusetts
I I Institute of
Technology

GRC Training — Business Systems Analysts (IS&T)
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Add the user ID. In this case,
‘ANNAK’ was typed in. The
search option can also be
used to search for an ID.
Please refer to the ‘Search
for Input Values’ reference
document (R3) for further
information.

&) Risk Analysis : User Level - Mozilla Firefox

& https://brachiu

Risk Analysis : User Level

n.mit.edu:44355/nwbc/?sap-nwbe-node=navigate absclute8isap-nwbc-new window=X

[ "] Consider Org Rule

| Runin Foreground | | Run in Background |

Analysis Criteria
[System [~ [=]Pst* - Ol@® =
[User =1 [=] [ANNAK + ®E
[Risk Level =1 [is [=] AN r@®EC
[Rule Set =l [+] [Global @
[User Type [=][is |'|_D|alng @i
Report Options
Format: Detail [=] Technical View -
Type % Access Risk Analysis [ ] Action Level [ Critical Action
[w] Permission Level [] Critical Permission
Access Risk Assessment
~ Mitigation Analysis
Additional Criteria: [ Include Mitigated Risks [ Show All Objects

10A-5

Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

@) Risk Analysis : User Level - Moxzilla Firefox

& https://brachium.mit.edu:44355/nwhc/7sap

Risk Analysis : User Level

nwhe-node=navigate absolute8isap-nwbc-new window=X

Consider Org Rule

Run in Foreground | | Run in Background

Analysis Criteria
| System [=][is [=]"Ps1* Ol®E
|User [=][is [&] [ANNAK @)=
[Risk Level [=]is [=] A T@®C
[Rute Set [=]s [=] [Globel rl@®E
[User Type [=]is [=] Dialog F@®E
Report Options
Format: Detail [+ Technical View -
Type: + Access Risk Analysis ["] Action Level [T] Critical Action
[w| Permission Level [ Critical Permission
Access Risk Assessment
"~ Mitigation Analysis
Additional Criteria: Include Mitigated Risks v| Show All Objects
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Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

User ID: User ID of the user with a Risk that has
been mitigated

Access Risk ID: The 4-digit ID representing each
medium-risk (as defined in the standard rule
set) for which violations exist

Rule ID: The ID representing the particular rule
that was triggered for that Risk

Risk Level: The risk level defined for each Access
Risk in the standard rule set

Function: The ID representing the particular
function that was triggered

System: The system in which the role is assigned
to the user

Action: SAP transaction

Last Executed On: Date of last execution of
transaction

Execution Count: Number of times transaction
was executed for a specified time period

Resource: SAP authorization object
Resource Extn: SAP authorization object field

Value From: SAP authorization object field value
(start value for a range)

Value To: SAP authorization object field value
(end value for a range)

Role/Profile: The single role/profile causing the
SoD

Composite Role: The composite role containing
the SOD-causing single role (if any exist)

Control: The 10-digit ID representing the
Mitigating Control applied for the User with the
Access Risk

Monitor: The user ID of the Monitor responsible
for the Mitigating Control

Multiple Selection = E3
¥ Analysis Criteria
 Analysis Results
Result Set: | Result Set 1 [+1[Ge revious || Mext | | [Expert Result Sets
Result
View: |[Standard View] |=| | Display As: | Tanle | = |[ Print Version || Export | | Type:| Permission Level | = | Format:| Detail [=] | [Mitigate Risk Filter Settings

B, UserID AccessRiskID RulelD Risk Level

ANNAK

Function System

Action Last Executed On

Count

ZZPS103001  No Violations

0

Exin  Value From Value To Role/Profile

Composite Role

Control  Monitor

Org Rue ID
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In the ‘Report Options’
section, select the second
drop down for ‘Format’ and
select the type of
information that is required.
In this case, ‘Technical View’
was selected so that the
report will show technical
information about why Risks
exists.

i] Risk Analysis : User Level - Mozilla Firefox

Risk Analysis : User Level

& https://brachium.mit.edu:44355/nwbc/7sap-nwbc-node=navigate_absolute&sap-nwbc-new

window=X

ORONONO]

a4
(CNONONONO)

@©

wmuds Mitigated Risks | Show All Objects

onsider Org Rule

| Run in Foreground | [ Run in Background |

Analysis Criteria
| system [=][is [=]'PST* )
|User [=1[is [=] [ANNAK
[Risk Level [+][is [=] (A0 =
| Rule Set [=1[is [=] | Giobal
[User Type [=1[is [=] |Disog [+
Report Options
Format: Detail [=] Technical View -
Type: & Access Risk Analysis Action Level [] Critical Action
w Permission Level [ Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria:

10A-8

Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

0 Risk Analysis : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/7sap

Risk Analysis : User Level

whe-node=navigate_absolutegisap-nwbe-nev

v_window=X

Analysis Criteria
[System =i [ i O®o
[User [=1is [ [AnAK @
[Risk Level [=]is [=] A @Q
[Rule Set [=]1[is [ [Giobal @
| User Type [=][is [+] Dialog ®e
Report Options
Format Detail [=] Technical View -
Type: & Access Risk Analysis Action Level [] Critical Action
| Permission Level [ ] Critical Permission

Access Risk Assessment

Mitigation Analysis
Additional Criteria [w Include Mitigated Risks

| Show All Objects
Consider Org Rule

Run in Fowﬁ Run in Backgreund

220




BB Massachusetts

Institute of
Technology

GRC Training — Business Systems Analysts (IS&T)

10A-9

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

User ID: User ID of the user with a Risk that has
been mitigated

Access Risk ID: The 4-digit ID representing each
medium-risk (as defined in the standard rule

set) for which violations exist

Rule ID: The ID representing the particular rule
that was triggered for that Risk

Risk Level: The risk level defined for each Access
Risk in the standard rule set

Function: The ID representing the particular
function that was triggered

System: The system in which the role is assigned
to the user

Action: SAP transaction

Last Executed On: Date of last execution of
transaction

Execution Count: Number of times transaction
was executed for a specified time period

Resource: SAP authorization object
Resource Extn: SAP authorization object field

Value From: SAP authorization object field value
(start value for a range)

Value To: SAP authorization object field value
(end value for a range)

Role/Profile: The single role/profile causing the
SoD

Composite Role: The composite role containing
the SOD-causing single role (if any exist)

Control: The 10-digit ID representing the
Mitigating Control applied for the User with the
Access Risk

Monitor: The user ID of the Monitor responsible
for the Mitigating Control

ple Selection

» Analysis Criteria

~ Analysis Results

Result

B UseriD
ANNAK
ANNAK
ANNAK
ANNAK
ANNAK
ANNAK
ANNAK
ANNAK
ANNAK
ANNAK

Result Set: | Result Set 1 |

View: | [Standard View]

Access Risk ID Rule ID

Fo0z8

[~| | Display As:|Table

0oLW
oow
Q0L
ooLwW
00LW
0OLW
oow
ooLw
0oL
ooLw

Risk Level
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Medium

Export Result Sets

| =|[Print Version |[ Export | | Type:[Permission Level | = | Format: | Detail

Action  Last Executed On  Execution Count

Function System

APO2

ZZPS103001
ZZPS103001
ZZPS103001
ZZP$103001
ZZPS103001
ZZPS$103001
ZZPS103001
ZZPS103001
ZZPS103001
ZZPs103001

F43
F-43
F-43
F-43
F-43
F-43
F-43
F-43
F43
FBO1

o
o
o
o
o
o
0
o
o
o

Resource
F_BKPF_BUK
F_BKPF_BUK
F_BKPF_BUK
F_BKPF_BUK
F_BKPF_BUK
F_BKPF_BUK
F_BKPF_BUK
F_BKPF_BUK
S_TCODE

F_BKPF_BUK

Resource Exin

Value From Value To Role/Profile
ZREDP.V
ZEDP.JV FY

01

02
02
0z
a2
02
02
02
02

02

AP

S MATL

S OPER

S ADMINISTRATOR

VL 1

Compesite Role

Z_AP_C_ADMINISTRATOR
Z_AP_C_ADMINISTRATOR
Z_AP_C_ADMINISTRATOR
Z_AP_C_ADMINISTRATOR
Z_AP_C_ADMINISTRATOR
Z_AP_C_ADMINISTRATOR
Z_AP_C_ADMINISTRATOR

Contral
MC APY 002

APY
APY

C_APY

APY

C APY

APY

002
002
Q02
002
002
002
002

APY
c 002

APY

002

002

Monitor

JLARKIN
JLARKIN
JLARKIN
JLARKIN

JLARKIN
JLARKIN
JLARKIN
JLARKIN
JLARKIN
JLARKIN

Filter Se|

Org Rule |
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Click on the ‘+‘ at the end of
the ‘User’ row to add an
additional user ID search
criterion row for each ID. In
this case, one additional
row is added; thus, we can
analyze for a total of two
user IDs.

0 Rigk Analysis : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/7sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

Risk Analysis : User Level

Additional Criteria Include Mitigated Risks | Show All Objects
[ ] Consider Org Rule ]

| Run in Foreground | | Run in Background |

Analysis Criteria
| system [=][is [+] aci O @ =
| User [=][is [E] (ANNAK 'irjla
[RakLevei =[G Bl Sty
[Rule Set [=1[s [~ Global | @ (=
[User Type [=1[s [+] | Dialog l@®E
Report Options
Format Detail [=] Technical View -
Type: ® Access Risk Analysis [ | Action Level ["] Critical Action
[w] Permission Level [] Critical Permission
Access Risk Assessment
Mitigation Analysis

10A-11

Add the additional user ID.
In this case, ‘ANNAK’ was
entered previously and
‘MFLAHERT was then typed
in as an additional ID. The
search option can also be
used to search for IDs.
Please refer to the ‘Search
for Input Values’ reference
document (R3) for further
information.

0 Risk Analysis : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwhbc/?sap-nwbc-node= navigate absolute&isap-nwbc-new window=X

Risk Analysis : User Level

| Consider Org Rule

Run in Foreground | | Run in Background

Analysis Criteria
[System [=[is =P allcfle
|user [=][is [5] [ANNAK ®E
[User =1[is =] [MFLAHERT| Fee
|Risk Level [=][is =] LA @
[Rulle Set [=1[is [+ [ Global @@
[User Type [=1[is ’T‘.D“"“g v (@)=
Report Options.
Format: Detail [=] Technical View -
Type « Access Risk Analysis Action Level [] Critical Action
| Permission Level [] Critical Permission

Access Risk Assessment

Mitigation Analysis
Additional Criteria: | Include Mitigated Risks + Show All Objects
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Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

0 Rigk Analysis : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwhc/?sap-nwbc- node=navigate_absclute&sap-nwbe-new_window=X

Risk Analysis : User Level

| Consider Org Rule

Run in Fomyf ][ Run in Background

Analysis Criteria
| system [=][is [=]"Pst” Ol®E
[User [=][is [5] [ANNAK ®E
[User [=[is [=] [MFLAHERT de®e
[Risk Level [=1[is =] L LdlCIS
[Rule Set [=1[is =] Global Tl®E
[User Type = [+] [Dialog T.;..:
Report Options.
Format: Detail [=] Technical View -
Type: + Access Risk Analysis Action Level || Critical Action
| Permission Level [ ] Critical Permission

Access Risk Assessment

Mitigation Analysis
Additional Criteria: | Include Mitigated Risks. v| Show All Objects

223




II I m W Massachusetts

jj =hieat GRC Training — Business Systems Analysts (IS&T)

Technology

10A-13 | Analyze the data. This data
can also be exported. See

‘ ) b Analysis Criteria
the ‘Export Data from GRC |
~ Analysis Results
reference document (R8) for |
fU rther Informatlon. Result Set.[Resul Set1 | | [Previous |[Next | | [Export Result Sets
User ID: User ID of the user with a Risk that has
been mitigated Result
View | [Stancarg View] | | | Display As:| Tavie | [ Print Version |[ Export4 | | Type:|Pemmission Level || Fomat: Detai =1
Access Risk ID: The 4-digit ID representing each EL UseriD Access RiskID RuleID  Risk Level Function System Action Last Executed On  Execution Count  Resource Resource Exin  Value From  Valus To  Role/Profile Composite Role Co
medium-risk (as defined in the standard rule ANNAK ZZPS103001 No Violations o
set) for which violations exist MFLAHERT | FO06 002U High AP0Z  ZZPS103001 FBO1 0 F_BKPF_BUK ACTVT o1 02 ZHDPV
F006 002U High APOZ  ZZPS103001 FEO1 0 F_BKPF_BUK ACTVT o1 02 ZHOP.JY FY
Rule ID: The ID representing the particular rule MFLAHERT | FO06 0020 High APO2 | ZZPS103001 FBO1 0 F_BKPF_BUK ACTVT o1 02 Z WPE S ACTNG TRANSACT FINANCE Z_VPF_C_PY_FI_FO_ACTNT
that was triggered for that Risk MFLAHERT = F006 002U High APO2 ZZPS103001 | FBO1 0 F_BKPF_BUK ACTVT ot 02 Z VPF S FAR FIXED ASSETS Z_VPF_C_FAR_INTERNAL_RPT
MFLAHERT = F006 002U High AP02  ZZPS103001 FEO1 0 F_BKFF_BUK ACTVT 01 02 ZVPF S FAR JV PARK Z_\VPF_C_FAR_INTERNAL_RPT
Risk Level: The risk level defined for each Access MFLAHERT = FO06 002U High APOZ  ZZPS103001 FBO1 0 S_TCODE TCD FBO1 Z VPF S ACTNG TRANSACT FINANCE Z_VPF_C_PY_FI_FO_ACTNT
Risk in the standard rule set MFLAHERT = FO0& 002U High FAO1 ZZPS103001  ABOS 0 A_B ANLKL  ACTVT o1 Z VPF S FAR FIXED ASSETS Z_VPF_C_FAR_INTERNAL_RPT
MFLAHERT = FO06 002U High FAQ1  ZZPS103001 ABOS 0 S_TCODE TCD ABOB ZVPE S Z_VPF_C_FAR_INTERNAL_RPT
Function: The ID representing the particular MFLAHERT | FO08 0032  High APOZ  ZZPS103001 FBVO 0 F_BKPF_BUK ACTVT o1 0z ZHDPIV

function that was triggered

System: The system in which the role is assigned
to the user

Action: SAP transaction

Last Executed On: Date of last execution of
transaction

Execution Count: Number of times transaction
was executed for a specified time period

Resource: SAP authorization object
Resource Extn: SAP authorization object field

Value From: SAP authorization object field value
(start value for a range)

Value To: SAP authorization object field value
(end value for a range)

Role/Profile: The single role/profile causing the
SoD

Composite Role: The composite role containing
the SOD-causing single role (if any exist)

Control: The 10-digit ID representing the
Mitigating Control applied for the User with the
Access Risk

Monitor: The user ID of the Monitor responsible
for the Mitigating Control
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Analyze for SODs based on
user group.

In the ‘Report Options’
section, select the first dial
button for ‘Access Risk
Analysis’. Next, select the
type of analysis that is
required. The options
available are:

Action Level: SODs at the
transaction level (will include false
positives eliminated at the
authorization level)

Permission Level: SODs at the
authorization level

Critical Action: Critical transactions
that limited/no users should have

Critical Permission: Critical
authorizations that limited/no
users should have

Critical Role/Profile: Critical
Roles/Profiles that limited/no
users should have

In this case, ‘Permission
Level’ was selected so that
the report will show SODs
that exist at the Permission
Level.

& Risk Analysis : User Level - Mozilla Firefox

& https://brachiummitedu:44355/nwhbe/

o-nwbe-node=navigate_absolut

Risk Analysis : User Level

ed&isap- nwbe-new_window=X

Analysis Criteria
System [=][is =] Ps1® =
| User [=][is [+ + =
| User Group |=]is [+ =] (=
Custom Group [=]is [+ d®e
Risk Level [=]is =] LA T @®E
| Rule Set [=][is [= [Global =] +) (=
[User Type [=][is [+ |Dialog |®E
Repon Options
Format: Detail | - [Technical View [+]
Type & Access Risk Analysis Action Level Critical Action
v Permission Level Critical Permission
Access Risk Assessment -
Mitigation Analysis
Additional Criteria: Include Mitigated Risks | Show All Objects

[ Run in Foreground | [ Run in Background |

Consider Org Rule

Critical Role/Profile
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10B-2 In the ‘Analysis Criteria’

: : ‘« 1@ Risk Analysis : User Level - Mozilla Firefox
SeCtlon' CIICk on the at & https://brachium.mitedu:44355/nwbc/?sap-nwbc-node =navigate_absolute&tsap-nwbc-new_window=X
‘ ’
the end of the ‘User’ row to Risk Analysis : User Level
remove the row for that R
search criterion; this
. . . em - |[is =| PS1*
criterion is not needed for = o -
this scenario. [User Growp FlE =
[ Custom Group [=1[is Eal
[Risk Level [=1[is [=] ™
[Rule Set [=1[is [+ Global
[User Type [*1[s =] [Daioa Flee
Report Options
Format: Detail F‘ Technical View =
= « Access Risk Analysis [ Action Level [] Critical Action
| Permission Level [ ] Eritical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria [ Include Mitigated Risks. | Show All Objects
[ ] Consider Org Rule |
[ Run in Foreground | [ Run in Background |
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10B-3

In the ‘Analysis Criteria’
section, click on the *-* at
the end of the ‘Custom
Group’ row to remove the
row for that search
criterion; this criterion is not
needed for this scenario.

w Risk Analysis : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

Risk Analysis : User Level

Analysis Criteria
[System [=[= [F] et
| user Group [=][s [=]
| Custom Group [=][is [=] m) EJ'@
| Risk Level [=][is [=] AN Fl®E
[Rule Set [=1[s [] [ Global @
[User Type [=1[is [+] Dialog (@
Report Options
Format; Detail [=] Technical View -
Type: & Access Risk Analysis ["] Action Level [ Critical Action
| Permission Level || Critical Permission

Access Risk Assessment

Mitigation Analysis
Additional Criteria: ["] Include Mitigated Risks.

| Show All Objects
Consider Org Rule I

Run in Foreground | | Run in Background

10B-4

Add the user group name. In
this case, ‘VPF-TAX’, the
user group containing all
users in VPF who are part of
the Tax area, was typed in.
The search option can also
be used to search for user
groups. Please refer to the
‘Search for Input Values’
reference document (R3) for
further information.

0 Risk Analysis : User Level - Mozilla Firefox

& https://brachium.mit.edu:d4355/mwhc/?sap-nwbc-node=navigate absoluteisap-nwbc-new window=X

Risk Analysis : User Level

Analysis Criteria
[ system [=][is [=]L"Ps1* O®E
| User Group [=][is |'||VFF-TA)q [
[Risk Level [=1[is [=] A *l@®C
| Rule Set [=][is [=] L Global *"l®E
[User Type [=][is [] LDislog *|@®E
Report Options
Format Detail [+] Technical View -
Type: + Access Risk Analysis Action Level [ ] Critical Action
[ Permission Level | ] Critical Permission
Access Risk Assessment
"~ Mitigation Analysis

Additional Criteria: [ ] Include Mitigated Risks

| Show All Objects
["] Consider Org Rule ]

| Run in Foreground | | Run in Background |
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Run the report in the
foreground.

&) Risk Analysis : User Level - Mozilla Firefox

Risk Analysis : User Level

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

|| Consider Org Rule

Run in FOEM; | Run in Background

[ Cffine

Analysis Criteria
[System == [=[Pst allolE]
[ User Group =] [is [=] [VPF-TAX ol ®E=
[Risk Level =l [=][An MICIC)]
Rule Set e [=] [ Global Fleae
[User Type =l [+ [Dialog Fee
Report Options
Format: Detail =] Technical View -]
T & Access Risk Analysis [] Action Level [ Critical Action
| Permission Level [ Critical Permission
Access Risk Assessment
" Mitigation Analysis
Additional Criteria: [~ Include Mitigated Risks. [v] Show All Objects
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You may receive a message
stating that running the
report in the foreground
“could take much time and
system resources usage”
and asking, “Do you want to
continue?”

If the report is expected to
yield a large amount of
data, click on ‘Cancel’ and
execute the report by
running a background job.
See the ‘Execute a
Background Job’ reference
document (R5) for further
information.

Otherwise, click ‘OK’ to
continue.

Running analysis for all Users could take much time and
system resources usage. Do you want to continue?

(5] [Carel]
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10B-7 Analyze the data. This data
can also be exported. See

the ‘Export Data from GRC’ b Analysis Citteria
reference document (R8) for + Analysis Rosults
further information.

Result Set: | Result Set 1 [Fl[Ge] revious || Mext | | [ Export Result Sets
User ID: User ID of the user with a Risk that has
been mitigated

Result

Access Risk ID: The 4-digit ID representing each Wiew: | [Standard View] |= | Display As: | Table | = |[ Print Version |[ Export 4 | | Type:|Pemission Level || Format: | Detail | =] | [Mitigate Risk Filter Settings
medium-risk (as defined in the standard rule E. UserlD Access Risk|D Rule|D RiskLevel Function System Action Last Executed On  Execution Count  Resource  Resource Exin  Value From  Value To  Role/Profle  Composite Role  Contral  Monitor  Org Rule ID
set) for which violations exist LCTRAN ZZPS103001  No Violations 0

BCBERGER ZZPS103001  No Violations 0
Rule ID: The ID representing the particular rule RSOGHOD ZZP5103001 | No Viclations )
that was triggered for that Risk

88 VWU 2ZP$103001  No Violations 0

Risk Level: The risk level defined for each Access
Risk in the standard rule set

Function: The ID representing the particular
function that was triggered

System: The system in which the role is assigned
to the user

Action: SAP transaction

Last Executed On: Date of last execution of
transaction

Execution Count: Number of times transaction
was executed for a specified time period

Resource: SAP authorization object
Resource Extn: SAP authorization object field

Value From: SAP authorization object field value
(start value for a range)

Value To: SAP authorization object field value
(end value for a range)

Role/Profile: The single role/profile causing the
SoD

Composite Role: The composite role containing
the SOD-causing single role (if any exist)

Control: The 10-digit ID representing the
Mitigating Control applied for the User with the
Access Risk

Monitor: The user ID of the Monitor responsible
for the Mitigating Control
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10C-1

Analyze for SODs based on
Custom Group.

In the ‘Report Options’
section, select the first dial
button for ‘Access Risk
Analysis’. Next, select the
type of analysis that is
required. The options
available are:

Action Level: SODs at the
transaction level (will include false
positives eliminated at the
authorization level)

Permission Level: SODs at the
authorization level

Critical Action: Critical transactions
that limited/no users should have

Critical Permission: Critical
authorizations that limited/no
users should have

Critical Role/Profile: Critical
Roles/Profiles that limited/no
users should have

In this case, ‘Permission
Level’ was selected so that
the report will show SODs
that exist at the Permission
Level.

@ risk Analysis : User Level - Mozilla Firefox
& https://brachium.mit.edu:44355/nwhe/?: indow=X

Risk Analysis : User Level

>-nwbe-node=navigate_absoluteSisap-nwhbc-new

Analysis Criteria

System [=1]is [+ PS1*
|User [=[is [+

| User Group [=][is |+
Gustor Group [=1[is =l ()

| Risk Level [=[is [+ |Al bt

[Rule Set [=1[is [+ [Giobal Fla
[User Type [+ [is [+ |Dialog @ E
Report Options

Format: Detail [= Technical View -

e + Access Risk Analysis Action Level [ Critical Action [ Critical Role/Profile

wi Permission Level
Access Risk Assessment -

Mitigation Analysis

Additional Criteria Include Mitigated Risks

Show All Objects
Consider Org Rule ]

[[Run in Foreground | [ Run in Background |

[ Critical Permission
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10C-2 In the ‘Analysis Criteria’
: : ‘« 1@ Risk Analysis - User Level - Mozilla Firefox
SeCtlon' CIICk on the at & https://brachium.mitedu:44355/rwbe/?sap-nwhe-nede=navigate absoluteisap-nwbe-new window=X
‘ ’

the end of the ‘User’ row to | | Risk Analysis : User Level

remove the row for that Anatyse Crtora

search criterion; this

Hapion [System s [=[PsT wfole
criterion is not needed for =0s
) . [User = = Y

this scenario. (Gser o Bl = 0 @ idemove
[Custom Group [=1[is [=] Gdese
[Risk Level [=]is =]l *l®E
[Rule Set =] [is i LGiobel Fleec
[User Type [=][is [+ [ Dialog Fleoe
Report Options
Format: Summary F‘ Business View T
LS @ Access Risk Analysis [] Action Level [ Critical Action

|| Permission Level [_] Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria: ] Include Mitigated Risks. | Show All Objects
| Consider Org Rule ]

Run in Foreground | [ Run in Background
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In the ‘Analysis Criteria’
section, click on the *-* at
the end of the ‘User Group’
row to remove the row for
that search criterion; this
criterion is not needed for
this scenario.

& https://brachi

um.mitedu:4435

0 Risk Analysis : User Level - Mozilla Firefox

5/nwbc/?sap-nwbc-node=navigate_absolute8isap-nwbc-new_window=X

Risk Analysis : User Level

| Show All Objects
Consider Org Rule ]

Run in Foreground | | Run in Background

Analysis Criteria
[system [=][= [=]Psi* O®E
[User Group [=1[is =] ®
[ Gustom Group [+][is [+] 0@
[Risk Level =1l [=] A Lfere]
[Rule Set [=][is [+] Global @
[User Type Fl[s [=][Diatog | ®E
Report Options.
Format: Summary [=] Business View -
Type: « Access Risk Analysis Action Level [ Critical Action
[w] Permission Level [ Critical Permission

Access Risk Assessment

Mitigation Analysis
Additional Criteria Include Mitigated Risks

10C-4

Add the custom group
name. In this case, ‘VPF’,
the custom group
containing all users in VPF,
was typed in. The search
option can also be used to
search for custom groups.
Please refer to the ‘Search
for Input Values’ reference
document (R3) for further
information.

9 Risk Analysis : User Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-n

whbe-node=navigate_absolute&isap-nwbc-new_window=X

Risk Analysis : User Level

v| Show All Objects
[ ] Consider Org Rule ]

['Run in Foreground | [ Run in Background |

Analysis Criteria
| system [=][is [+] *PS1* &3
| custom Group [=][is |'||\‘IIpF @C
[Risk Level [=][is [=] LAY r@®C
[Rule Set =1 [+] [ Global F@e
[User Type =1 [ | Distog @3
Report Options
Format Summary [+] Business View -
Type & Access Risk Analysis [[] Astion Level [ Gritical Action
[ Permission Level [ Critical Permission
Access Risk Assessment
~ Mitigation Analysis

Additional Criteria: ["] Include Mitigated Risks
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Run the report in the
foreground.

[& Risk Analysis : User Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwhe-node=navigate_absolute&sap-nwbc-new_window=X
Risk Analysis : User Level
Analysis Criteria
| system [=][is |'||'P31l d®e
| custom Group [=][is |-||VPF d®e
[Risk Level [=[is [=] A0 Flee
[Rule Set =1[s [=] [ Global Flae
[User Type [=l[is [] [Disleg Flee
Report Options
Format, Sumrmary [+] Business View -|
Type: « Access Risk Analysis [] Action Level [ Critical Action
|w| Permission Level || Critical Permission
Access Risk Assessment
" Mitigation Analysis
Additional Criteria; [ Include Mitigated Risks. [ Show All Objects
["] Cansider Org Rule
RuninFol [ Runin Background |
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10C-6 You may receive a message

stating that running the cotim 0

Running analysis for all Users could take much time and

report in the foreground system rsources usags. Do you want to continue?

“could take much time and

system resources usage”

and asking, “Do you want to

continue?” @E
\

If the report is expected to
yield a large amount of
data, click on ‘Cancel’ and
execute the report by
running a background job.
See the ‘Execute a
Background Job’ reference
document (R5) for further
information.

Otherwise, click ‘OK’ to
continue.
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10C-7

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

User ID: User ID of the user with a Risk that has
been mitigated

Access Risk ID: The 4-digit ID representing each
medium-risk (as defined in the standard rule
set) for which violations exist

Rule ID: The ID representing the particular rule
that was triggered for that Risk

Risk Level: The risk level defined for each Access
Risk in the standard rule set

Function: The ID representing the particular
function that was triggered

System: The system in which the role is assigned
to the user

Action: SAP transaction

Last Executed On: Date of last execution of
transaction

Execution Count: Number of times transaction
was executed for a specified time period

Resource: SAP authorization object
Resource Extn: SAP authorization object field

Value From: SAP authorization object field value
(start value for a range)

Value To: SAP authorization object field value
(end value for a range)

Role/Profile: The single role/profile causing the
SoD

Composite Role: The composite role containing
the SOD-causing single role (if any exist)

Control: The 10-digit ID representing the
Mitigating Control applied for the User with the
Access Risk

Monitor: The user ID of the Monitor responsible
for the Mitigating Control

ple Selection

» Analysis Criteria

* Analysis Results

Result

B UseriD
AAPAR
AFLAHERT
AKERBERG
AMARCUM
AMARCUM
AMARCUM
AMARCUM
AMARCUM
AMARCUM
AMARCUM

Result Set: | Result Set 1 -

View: | [Standard View]

User Name
Allison Parisi
Anthany J Flaherty
Wiliam Akerberg
Allen M Marcum
Allen M Marcum
Allen M Marcum
Allen M Marcum
Allen M Marcum
Allen M Marcum

Allen M Marcum

|=|| Display As: | Table

User Group
VPF-BFT
VPF-PROCURE
VPF-PROCURE
VPF-ADMIN
VPF-ADMIN
VPF-ADMIN
VPF-ADMIN
VPF-ADMIN
VPF-ADMIN
VPF-ADMIN

< |[ Next | | [Export Result Sets

| =|[Print Vrsion || Export+ | | Type: | Permission Level || Format:| Summary

Access Risk ID Risk Description

FO28 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using joumnal entries.
E028 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using journal entries.
FO28 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using joumal entries
E028 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using joumnal entries.
F028 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using joumnal entries.
Fo28 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using journal entries.
E028 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using journal entries.

System
2ZPS103001
ZZPS103001
22PS103001
2ZPS103001
2ZPS103001
ZZPS103001
2ZPS103001
ZZPS103001
ZZPS103001
22PS103001

(= | [mitigate Risk

Rule 1D

D2
0103
0103
2ra
027a
027R
027TR

Risk Level

Medium
Medium
Medium
Medium
Medium
Medium

Medium

Action
No Violations
No Violations
Ne Viclations
Favo
FEVD
Fveo
FBVO
ZIVA

ZIVA

Action Description

Post Parked Document
Post Parked Document
Park Incoming Invoices
Post Parked Document
W

Park Incoming Invoices

W

Last Executed On

Execution C
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10D-1 Carry out an Access Risk

&) Risk Analysis : User Level - Mozilla Firefox
Assessment by user ID’ & httpsy//brachium.mit.edu:44355/nwhe/7sap-nwbc-node=navigate_absolute8isap-nwbc-new window=X
Risk Analysis : User Level
In the ‘Report Options’
Analysis Criteria
section, select the second
dial button for ‘Access Risk (System Fl[= [ Pt J®c
Assessment’ = o | e
* [ User Group [=][is \v\l Vﬂ_lE)(:
[Custom Group [=1[s =l A®E
[Risk Level [=1[is =] (A Fl®e
[Rule Set [=][is [=] | Global | ®E
[User Type [=][is \v”Di“‘Ug oo
Report Options
F [ Technical View =]
Type Access Risk Analysis O Act ] AL
] |
Access Risk Assessment
“Mitigation Analysis
Additional Criteria ] : Mitigated Ris v Show All Objects
["] Consider Org Rule O ne
Run in Foreground || Run in Background
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10D-2 In the ‘Analysis Criteria’

: : ‘« & Risk Analysis : User Level - Mozilla Firefox
SeCtlon' CIICk on the at & https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&isap-nwbc-new_window=X
‘ 7
the end of the ‘User Group Risk Analysis : User Level
row to remove the row for Ayl Crtars
that search criterion; this
criterion is not needed for [Sysem e [=] 75 oo
thi . [User =i [=] .:)._
is scenario. (oo - = a) Jfgl)
[ Gustom Group [=][is [+] O @i
| Risk Level [=][is =] All > ®E=
[Rule Set [*]is [ [Gloeal F@eE
[User Type [=][is [] [ Dialog hdlO1O]
Report Options
Format [ Technical View Bl
Type: Access Risk Analysis ]
7 (m}
* Access Risk Assessment
Mitigation Analysis
Additional Criteria: ] Nitigated Ris v| Show All Objects
| Consider Org Rule r
Run in Foreground | [ Run in Background
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In the ‘Analysis Criteria’
section, click on the *-* at
the end of the ‘Custom
Group’ row to remove the
row for that search
criterion; this criterion is not
needed for this scenario.

w Risk Analysis : User Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwhbc/?sap-nwbec-node=navigate_absolute&sap-nwbc-new_window=X

Risk Analysis : User Level

Analysis Criteria
[System [=1[is [7] P d®e
|User |'H|s \‘\
| Custom Group [+][is [+ m) Ej-ﬁ)
[Risk Level [=1[is =l =@
[Rule Set [=1[is ‘_‘_G\naal *l®e
[User Type [=][is =] [Dialag Fl®e
Report Options.
F Technical View -
Type: Access Risk Analysis OA (]

] O

® Access Risk Assessment
Mitigation Analysis

Additional Criteria | Show All Objects
| Consider Org Rule O offiin

Run in Foreground | | Run in Background

10D-4

Add the user ID. In this case,
‘ANNAK’ was typed in. The
search option can also be
used to search for an ID.
Please refer to the ‘Search
for Input Values’ reference
document (R3) for further
information.

& Risk Analysis : User Level - Mozilla Firefox

& https://brachium.mitedu44355/nwbe/7sap-nwbe-node=navigate absolutedisap-nwbc-new window=X

Risk Analysis : User Level

Analysis Criteria
| system [=][is [ O @
[User [=1[is [=] [ANNAK] O®E
[Risk Level [=][is [=] [0 1®E
[Rule Set [=1[is [+ | Global “l®
[User Type [=][is "l_Dlalug F®c
Report Options
' [Technical View =]
T Access Risk Analysis (] O
] m}
= Access Risk Assessment
" Mitigation Analysis

Additional Criteria 0O t [v] Show All Objects
Consider Org Rule ]

| Run in Foreground | | Run in Background |
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10D-5 Run the report in the

foreground. If the report is &) Risk Analysis : User Level - Mozilla Firefox
& https://brachium.mit.edu:44355/nwhe/7sap-nwhc-node=navigate absolute&isap-nwbe-new window=X

expected to yield a large Risk Analysis : User Level
amount of data, execute the

Analysis Criteria
report by running a
background job. See the (Sysem [ [5] =5 See
IE t B k d J b, [user [=][is |'|.ANNAK ‘ﬂ':«]

xecute a Background Jo _— — = 500

reference document (R5) for | | s Sl [] [Giba Fee
further information. [User Type =l L=jfbess TEE

Report Options

[Technical View ||
Type Access Risk Analysis O ]
= O
 Access Risk Assessment
Mitigation Analysis
Additional Criteria 0 M | Show All Objects
["] Consider Org Rule ]
ISmEGomn] [ Fun in Gackground |
J
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Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

User ID: User ID of the user
with a Risk that has been
mitigated

Access Risk ID: The 4-digit ID
representing each medium-
risk (as defined in the
standard rule set) for which
violations exist

System: The system in
which the user has the risk

Short Description: The risk
level defined for each
Access Risk in the standard
rule set

Multiple Selection

} Analysis Criteria

« Analysis Results

[Result Set: Result Set 1

Result
View: | [Standard View]

[=][Go] | [Previous ][ Wext

|| | Display As:| Table
Access Risk ID
BsCT
BSNA
BSPF
BSSC

| Export Result Sets

| =|[Print Version || Exports | | Type:|Access Risk Assessment | = |

System

2ZPS103001
ZZPS103001
ZZPS103001
ZZPS103001

Short description
High
High
High
High

Mitigate Risk Filler Seftings
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10E-1 Carry out an analysis of
Mitigating Controls by user | [&/fskanabss: User evel - Vil Frefox - -
@ https://brachium.mit.edu:44355/nwbc/?sap-nwbec-node=navigate_absclute&sap-nwbc-new_window=X

ID. Risk Analysis : User Level

Analysis Criteria
In the ‘Report Options’
section, select the third dial :5'5‘*"' 1'“ 1‘::"'5" 2 @@

‘ ey . User w||is - _‘3) =

button for ‘Mitigation [Geraom g = Bee
Ana|ySiS'. [Custom Group [=][is = Bee

[Risk Level [=1[is [=] (A0 Flao

[Rule Set = [is =] [Giobal [=] @0

[User Type [=[is [+] [ Dialeg Flee

Report Options.

t Technical View =
Type: Access Risk Analysis (m ! (m] A
] d v m| )
Access Risk Assessment
}Mnigalmn Analysis Mitigating Controls =]
Additional Criteria O Risks | Show All Objects
[ Consider Org Rule O
Run in Foreground | | Run in Background
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10E-2 In the ‘Report Options’
H U Rigk Analysis : User Level - Mozilla Firefox
SeCtlon' Sele(:t the drop & https://brachium.mitedu:44355/nwhe/7sap-nwhe-node=navigate_absolute&isap-nwbe-new_window=X
down for ‘Mitigation Risk Analysis : User Level
L
Analysis’ and select the type | | , . . cuen
of information that is
required. The options System :'1 8 :' —
. | User -||is - O®E
available are: [Vser G =" = Hee
Custom Group [=][is [=]l D@
e . isk Leve -|[is ~| (Al @
Mitigating Controls: ::m:;.“ :_}_ia :_ - Moo
Information on all [User Type e [=] [Disiog fl®c
Mitigating Controls Report Options ,
. Technical View =
assl g nme nts Type: Access Risk Analysis | [
[
Access Risk Assessment
Invalid Mltlgatlng Controls: & Mitigation Analysis Mitigating Contrals F
. . . - Mitigating Controls
Information on all invalid Agditonal Crtera: b Mg ehd W WSgating Gl
.. . onsider 0 Rule
Mitigating Control
assignments [[Run in Foreground | [ Run in Background |
In this case, ‘Invalid
Mitigating Controls’ was
selected.
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10E-3

In the ‘Analysis Criteria’
section, click on the *-* at
the end of the ‘User Group’
row to remove the row for
that search criterion; this
criterion is not needed for
this scenario.

&) Risk Analysis : User Level - Mozilla Firefox

& hitpsy//brachiurm.mit.edu:44355/nwbe/?sap-nwhe-node=navigate_absolute&sap-nwbe-new_window=X

Risk Analysis : User Level

L | Show All Objects
[ ] Consider Org Rule ]

Run in Foreground | | Run in Background

Analysis Criteria
System [=][is =] Ps1* 0@ =
[User =[is [+] J®e
[ User Group [=][is [=]l D’_'EJ@
[Custom Group [=1[is =1l [T @) iptemaov
[Risk Level [=][is [=] A *l@ma
| Rule Set [=][is [=] [Global Fle®e
User Type ~|[is ~| | D @) (=

T Dialog Jl@e
Report Options
’ [ Technical View -
Type Access Risk Analysis ] Actior (]

=) s v [m]
Access Risk Assessment
= Mitigation Analysis Invalid Mitigating Controls =]

Additional Criteria:
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In the ‘Analysis Criteria’
section, click on the *-* at
the end of the ‘Custom
Group’ row to remove the
row for that search
criterion; this criterion is not
needed for this scenario.

0 Risk Analysis : User Level - Mozilla Firefox

& httpsy//brachium mitedu:44355/nwhbe/7sap-ny

Risk Analysis : User Level

be-node=navigate_absoluteisap-nwbe-new

window=X

10E-5

Add the user ID. In this case,
‘ANNAK’ was typed in. The
search option can also be
used to search for an ID.
Please refer to the ‘Search
for Input Values’ reference
document (R3) for further
information.

[ ] Consider Org Rule

| Run in Foreground | | Run in Background |

Analysis Criteria
| system [=][is [=]"Ps1® 0@ =
[user [=][is [+] ® =
| Custom Group [=][is [*] 0 ®
[Risk Level [=1[s [=] A v (®)0=
[Rule Set =1 [+] [ Global @@
[User Type [=][is [ | Dialog | @®E
Report Options
Technical View -
Type Access Risk Analysis (]
m]
Access Risk Assessment
= Mitigation Analysis Invalid Mitigating Controls Iﬂ
Additional Criteria v| Show All Objects
Consider Org Rule
Run in Foreground | | Run in Background
0 Risk Analysis : User Level - Mozilla Firefox
& https://brachium.mit.edu:44355/nwbe/?sap-nwbc-node=navigate absolute8izap-nwbc-new window=X
Risk Analysis : User Level
Analysis Criteria
[System [=l[is [ CPst™
[User = ) [ANnaK
[Risk Level [+][is [=] Al
[Rule Set = [=] [Globel @G
|User Type [=][is [=] Dialog I*l®E
Report Options
; [Technical View =]
Type: Access Risk Analysis (]
= [m]
Access Risk Assessment
= Mitigation Analysis Invalid Mitigating Confrols [+]
Additional Criteria O

[v] Show All Objects
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10E-6 Run the report in the
foreground. If the report is &) Risk Analysis : User Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/7sap-nwbc-node=navigate_absclute&isap-nwbc-new_window=X
expected to yield a large Risk Analysis : User Level
amount of data, execute the R

report by running a

D}

background job. See the [System _IB [¥]-25E, Jwe
, , [User [=][is [] LANNAK @
Execute a Background Job (i = 5 A Eee
reference document (R5) for | | [Riesa =0 | Fee
. . ser Type ~|[is =] L Dislo Fl@E
further information. [oser e = I == ?
Report Options
- [Technical View  |=|
Type: Access Risk Analysis O Act O
] m]
Access Risk Assessment
= Mitigation Analysis Invalid Mitigating Confrols [+]

Additional Criteria O Mi [ Show All Objects
[ ] Consider Org Rule 0O

Run in Fomf Run in Background
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10E-7

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

User ID: User ID of the user with
a Risk that has been mitigated

System: The system in which the
user has the risk

Access Risk ID: The 4-digit ID
representing each medium-risk
(as defined in the standard rule
set) for which violations exist

Rule ID: The ID representing the
particular rule that was triggered
for that Risk

Control: The 10-digit ID
representing the Mitigating
Control applied for the User with
the Access Risk

Valid From: Date on which
assignment of the control to the
user begins

Valid To: Date on which
assignment of the control to the
user ends

Monitor: The user ID of the
Monitor responsible for the
Mitigating Control

Multiple Selection

» Analysis Criteria

* Analysis Results

Result Set: | Result Set 1 -

View: | [Standard View] [ =] | Display As:| Table

E. UserlD System Mccess Risk 1D
ANNAK ZZPS103001 P001
ANNAK ZEPS5103001 P002

Export Result Sets

F‘ | Type: [Invalid Mitigating Controls

Rule ID Control Valid From
' MC APY 003 03/26/2013
MC _APY 003 03/26/2013

Tw! Filter Setting:

Valid To Monitor 30D Object
03/26/2014 JLARKIN
03/26/2014 JLARKIN
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Job Aid 13 User Level Simulation

USE

This report can be used carry out simulations at the user level for the purpose of understanding whether the addition or removal of certain access either
creates or eliminates SODs and other risks.

INFORMATION
New risk violations that will result due to changes to user access.
RELATED PROCESSES

e Process 1: New or Amended Roles
e Process 2: Mitigation Analysis

SPECIFIC SCENARIOS

e Step 15A: Simulation by Action (transaction).
e Step 15B: Simulation by Role.
e Step 15C: Simulation by Profile.
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Simulation’ report located in
the ‘Access Risk Analysis’
section.

Step Description Screenshot
1 Navigate to the ‘Access
Management’ tab.
‘lﬂ
Access Management
2 Click on the ‘User Level

Access Risk Analysis

Pl

Analyze systems for access risks across user, role, HR object and organization levels

CQuick Links

User Level

User Level Sll'l"l.lla[i{)ﬂ
Role Level ‘_:J
Role Level Simulation
Profile Level

Profile Level Simulation
HR Cbijects

HR Cbjects Simulation
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In the ‘Analysis Criteria’
section, select the System
for which information is
required. Since the desired
selection is PS1
(Production), ‘*PS1*’ was
typed in as the system.

The search option can also
be used to search for the
correct system. Please refer
to the ‘Search for Input
Values’ reference document
(R3) for further information.

G) Simulation : User Level - Moxzilla Firefox
& https://brachium.mit.edu:44355/nwhbe/?sap-nwhc-node

Simulation : User Level

> 1 = —
Define Analysis Criteria

Analysis Criteria

System == [=] LPst*

User [+ [-

User Group [=1[is =

Custom Group [=1[s [~

Risk Level [=][is [=] Al

Rule Set [=l[s [=] Global

User Type [=][is |- Dialog

Report Options

Format [ Summary [=] [Business View -]
Type: & Access Risk Analysis Action Level Critical Action

| Permission Level Critical Permission

Include Mitigated Risks
Consider Org Rule

Additional Criteria: Show All Objects.
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Run a simulation for a single
User.

In the ‘Analysis Criteria’
section, click on the *-* at
the end of the ‘User Group’
row to remove the row for
that search criterion; this
criterion is not needed for
this scenario.

0 Simulation : User Level - Mozilla Firefox

Additional Criteria:

A Previous | [Next

v Permission Level
Include Mitigated Risks Show All Objects

Consider Org Rule

@ https://brachium.mit edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwhc-new_window=
Simulation : User Level

» 1 = —

Define Analysis Criteria

& Previous | [Next b
Analysis Criteria
[system B 5 [PsT = Io1)
[user =[is - O®e
[User Group ~[is - |[m) :“\Iﬁ
[Gustom Group = [is - 0| @ @teme
[Risk Level =|[is - LAl r®E
[Rule Set =[is | LGlobal @@
[User Type =[is | Dialog Fee
Report Options
Format: Summary = [Business View [~
Type: & Access Risk Analysis. Action Level Critical Action

Critical Permission
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In the ‘Analysis Criteria’
section, click on the *-* at
the end of the ‘Custom
Group’ row to remove the
row for that search
criterion; this criterion is not
needed for this scenario.

0 Simulation : User Level - Mczilla Firefox

brachium.mit.edu: indow=X

& https: 44355/ nwhe/?sap-nwbe gate_absolute&isap-nwhc-new v

Simulation : User Level

> 1 | —
Define Analysis Criteria

[ Previous | [Next &

Analysis Criteria

System = [is = [PsT™ G®
[User =1[is = m)fo]
[Custom Group - [is & @
[Risk Level [=1[is = Fla®
[Rule Set I=l[is I+ [Global F®
[User Type ~[is +][Dielog sl®
Report Options

Format: Summary -] [Business view [+
Type: & Access Risk Analysis | Action Level [ Critical Action

| Permission Level

‘Additional Criteria: Include Mitigated Risks [] Show All Objects

Consider Org Rule

ous | [Next &

[] Critical Permission

0]

[ONONC g D}
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Add the user ID. In this case,

"ANNAK’ was typed in. The | & e e e e

search option can also be Simulation : User Level

used to search for an ID. » 1 2 53—

Define Analysis Criteria Define Simulation Criteria Confirmation

Please refer to the ‘Search

for Input Values’ reference e

document (R3) for further Analysi Crtoria

information. _— & 3 [FST Hee
[User =l [is I~ [ANNAK] =[]
[Risk Level - [is - [A1 Flee
[Rule Set [=[is ||| Global Fee
[User Type =l[is || [Dielog Flee
Report Options
Format: Summary ~] [Business view [+
Type & Access Risk Analysis ] Action Level [ Critical Action

| Permission Level | Critical Permission
Additional Criteria: Include Mitigated Risks []'Show All Objects
Consider Org Rule
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In the ‘Analysis Criteria’
section, select the ‘Risk
Level’ drop down and select
the risk level for which
information is required. In
this case, ‘All’ was selected
so that the report evaluates
for all risk levels.

e Simulation : User Level - Mozilla Firefox

wbc/?sap-nwhc-node=na

@ https://brachium.mit.edu:4435 absolute&sap-nwhc-new_window=X

| Simulation : User Level

4 1 2 43
Define Analysis Criterla  Define Simulation Criteria  Confirmation
t
|
‘ Analysis Criteria
|
! System =|[is \'H‘PS“' Bee
‘ User ~|[is ] [ANNAK Bl®e
Risk Level == =] [An Flea
Medium ——
Rule Set ~|[is [~ High @ =
User Type I=][is [+] |Low ® @
Critical
Report Options Al
Format: Summary [+] BUSINESs View
Type: + Access Risk Analysis [ Action Level | Critical Action

|| Permission Level | Critical Permission

| Include Mitigated Risks
| Consider Org Rule

Additional Criteria: Show All Objects
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In the ‘Analysis Criteria’
section, select the ‘Rule Set
drop down and select the
Rule Set against which the
report should be executed.
In this case, ‘Global’, the
MIT Rule Set, was selected.
Unless advised otherwise,
the selection should always
be ‘Global’ for this report.

’

e Simulation : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sa

Simulation : User Level

>-nwbe-node=navigate_absolute&isap-nwbc-new_window=X

" 1 2 = |3
Define Analysis Criteria Define Simulation Criteria Confirmation

4 Previous
|
‘ Analysis Criteria
System =1[is [=][Pst
‘ User = [is [+ [ANNAK
Risk Level = [is [5] [
Rule Set ~|[is [+] |Slobal
_ | Global
User Type = [is =] zauoiT
Report Options
Format: Summary [+] [Business View [+
Type: + Access Risk Analysis [ Action Level | Critical Action

/| Permission Level

Additional Criteria: Include Mitigated Risks Show All Objects

Consider Org Rule

[ Previous |

Critical Permission
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In the ‘Analysis Criteria’
section, select the User
Type’ drop down and select
the type of users for which
information is required. In
this case, ‘Dialog’ was
selected so that the report
only evaluates for dialog
users.

e Simulation : User Level - Moxzilla Firef
& https://brachium.mit.edu:44355/nv

| Simulation : User Level

ap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

i 1 2 ]
Define Analysis Criteria Define Simulation Criteria Confirmation

Analysis Criteria

System I=l[is =] LSt Oee
User =l[s [ [Annak Dee
Risk Level [=][is =l Fee
Rule Set [=][is i LGlobal Flee
User Type [=[is '-}%—Uﬂ[g)wy
Al
Report Options Dialog 5
Format Summary [=] | System
: Communication
Type: % Access Risk Analysis | Action Level | peference
7| Permission L| Service lsion
Additional Criteria: [ Include Mitigated Risks [] Show All Objects

Consider Org Rule
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10

In the ‘Report Options’
section, select the first drop
down for ‘Format’ and
select the level of detail at
which information is
required. In this case,
‘Detail’ was selected so that
the report will show
information about why Risks
exists.

e Simulation : User Level - Mozilla Firefox
whbc

/?sap-nwhbc-node=na

& https://brachium.mit.edu:44355

| Simulation : User Level

ate_absolute&isap-nwbc-new_window=X

L 1 2 {3
Define Analysis Criteria  Define Simuiation Criteria  Confirmation
|
4 Previous
|
‘ Analysis Criteria
‘ System [=1[is [=]"Pst® Blee
| [ [ ] [ATNAK e
Risk Level =1[s =AM F®e
Rule Set I+|[is [+ [ Giokal Fee
User Type ~|[is | [ Dialog e
Report Options
Format: [Summany] [~ Business View [~
. S
Type: | ommany [ Critical Action
Detail :}
Level [ Critical Permission

Management Summary

Additional Criteria Executive Summary

[] Consider Org Rule

Dbjects
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11

In the ‘Report Options’
section, select the second
drop down for ‘Format’ and
select the type of
information that is required.
In this case, ‘Technical View’
was selected so that the
report will show technical
information about why Risks
exists.

0 Simulation : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&isap-nwbc-new_window=X
| Simulation : User Level
h' 1 2 = 3
Define Analysis Criteria Define Simulation Criteria Confirmation
Al Previous
|
‘ Analysis Criteria
| e S [=] st Bee
‘ User ~[is [=] [ANNAK Bee
Risk Level =l[is =] [ e
Rule Set =|[is I~ [Global Flee
User Type = [is [+] [Dialeg Flee
Report Options
Format Detai [=] =
Technical View
Type: n
« Access Risk Analysis Action Level Susiness View S

[ Permission Level Tommcmrrermsion

Include Mitigated Risks
Consider Org Rule

Additional Criteria: Show All Objects
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In the ‘Report Options’
section, check ‘Show All
Objects’ under ‘Additional
Criteria’. This will ensure
that Users with no
violations are explicitly
listed as such (i.e. ‘No
Violations’ will be listed as a
line item for such users’
IDs).

0 Simulation : User Level - Mozilla Firefox
& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwhbc-new_windows=.

| Simulation : User Level

h' 1 2 43
Define Analysis Criteria Define Simulation Criteria Confirmation

4 Previous
1
‘ Analysis Criteria
| Em= o o
‘ User = [is =] [ANNAK
Risk Level =l[is [=] (A
Rule Set =|[is [~ [Giobal
User Type =i || [Dialeg
Report Options
Format: Detail [+] [Technical View [+
Type: + Access Risk Analysis Action Level Critical Action
| Permission Level Critical Permission
Additional Criteria: Include Mitigated Risks v/, Show All Objects
Consider Org Rule
[ Previous |

259




I I I m W Massachusetts

J Ehiee GRC Training — Business Systems Analysts (IS&T)

Technology

Analyze for SODs (excluding

H Q Simulation : User Level - Mozilla Firefox
false positives). Y e R iows
Simulation : User Level
In the ‘Report Options’ » : 2 -3
Section' Select the dia' ‘ Define Analysis Criteria Define Simulation Criteria Confirmation
button for ‘Access Risk | WP )Rt W
AnalySiS'. NEXt, SE|eCt the | Analysis Criteria
type of analysis that is _— -
. . | [system -|[is |vH PS1 @ =
required. The options User =I5 [ [ANAK Alee
available are: Risk Love | [ e
Rule Set [ [+] [Global e
User Type - [is [ | [Dialog ~l®E
Action Level: SODs at the Report Options
transaction level (will include false Format [Deted R ci e =
Type: + Access Risk Analysis Action Level Critical Action Critical Role/Profile

positives eliminated at the Permission Level Critical Permission
authorization Ievel) Additional Criteria: Include Mitigated Risks Show All Objects

Consider Org Rule

Permission Level: SODs at the

authorization level
4 revious || Next B

Critical Action: Critical transactions
that limited/no users should have

Critical Permission: Critical
authorizations that limited/no
users should have

Critical Role/Profile: Critical
Roles/Profiles that limited/no
users should have

In this case, ‘Permission
Level’ was selected so that
the report will show SODs
that exist at the Permission
Level.
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The analysis criteria has
now been defined. Click on
‘Next’ to define the
simulation criteria.

0 Simulation : User Level - Mozilla Firefox
/nwbc/?sap-nwbec-node=navigate_absolute&tsap-nwbc-new_window=X

& https://brachium.mit.edu:443
Simulation : User Level

[w] Permission Level

Additional Criteria: | Include Mitigated Risks [v] Show All Objects

| Consider Org Rule

I» 1 2 43
Define Analysis Criteria Define Simulation Criteria Confirmation

4 Previous |

Analysis Criteria

System [=][is [=][Pst Bee
User [=]is ] [ANNAK [=)O1C]
Risk Level [=1[is =] [An Fee
Rule Set [=][is [+ [ Glabal Fleo
User Type = [is [+|[Diaicg Feae
Report Options

Format Detail =] [ Technical View [+

Type:  Access Risk Analysis ["] Action Level [ ] Critical Action

[ Critical Permission
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Simulation by Action
(transaction).

On the ‘Actions’ tab, click on
‘Add’ to define transaction
simulation criteria.

9 Simulation : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolute&sap-nv

| Simulation : User Level

» 1 2 = —
Define Analysis Criteria Define Simulation Criteria

[4 Previous | [ Next »] Run in Foreground | [ Run in Background

Simulation Criteria

Saved Variants: -

Additional Criteria: [ Exclude Values
["] Risk from Simulation only

s Roles Profiles

Action!
Fite Settngs
B

tem Action From Action To

[« Previous | [Next ®] | [Runin d | [ Run'in

262




I I I m W Massachusetts

| GRC Training — Business Systems Analysts (IS&T)

Technology

15A-2 Click the drop down on the

‘System’ field and select the | ¥ e nee
system from which a | Simulation : User Level 7
transaction must be added.
The user for the simulation |
exists in PS1; however, the ‘
simulation criteria can be \
from any system connected | = seve il (D

\

» 1 2 =
Define Analysis Criteria Define Simulation Criteria

[ Previous | [[Runiin Foreground | [ Run in Background

Simulation Criteria

to GRC. In this case, PS1is Addtional Criteria Exclude Values
Risk from Simulation only
selected.
Actions Roles Profiles
| Fiter Setings
E. System Action From Action To

-
MIT Logical System for PS1:030
MIT Logical System for SF2:030 N
MIT Logical System for SF3.030
MIT Logical System for SH2:030

Save Variant as:

[[& Previous | [Next 3] | [Runin Foreground | [ Run in Background |
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15A-3

Add the transaction. In this
case, ‘PT60’ was typed in.
The search option can also
be used to search for an
Action. Please refer to the
‘Search for Input Values’
reference document (R3) for
further information.

NOTE: If transactions should
be excluded from the User’s
authorization for the
simulation, the ‘Exclude
Values’ box must be
checked. Otherwise, any
added transactions will be
added to the User’s
authorizations for the
simulation.

&) Simulation : User Level - Mozilla Firefox

& hitps://brachium.mit.edu:44355/nwbc/?sal

| Simulation : User Level

h 1 2 =
Define Analysis Criteria  Define Simulation Criteria

4 Previous | [Next B] | [RuninForeground | [ Run in Background |

‘ Simulation Critaria

Confirmation

‘ Saved Variants:

Exclude Values

‘ Additional Criteria:
Risk from Simulation only

Actions Roles Profiles

Add || Remove Permission

B System
MIT Logical System for... + PT&0|

Action From

4 Previous | [Next ] | [Runin Foreground | [ Run in Background

Filter Seftings

Action To

[m)

Save Variant as
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Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

&) simulation : User Level - Mozilla Firefox

brachium.mit.edu:44355,

& https:

. Simulation : User Level

nwhc/7sap-nwbc

h 1 2 =+ 3
Define Analysis Criteria Define Simulation Criteria Confirmation

4 Previous | [ Next & Run in Foreground | [ Run in Background

‘ Simulation Criteria
| Saved Variants: [ =] [Geete

Exclude Values

‘ Additional Criteria:
Risk from Simulation only

Actions. Roles Profiles
B System Action From

MIT Logical System for... + PTE0

Run in Foreground | [ Run in Background

‘oreground Execution

4 Previous | | Next »

Action To

Filter Settings

Save Variant as:
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Analyze the data. This data can
also be exported. See the
‘Export Data from GRC'
reference document (R8) for
further information.

Any orange line items
represent risks occuring due to
simulation criteria.

User ID: User ID of the user with a Risk that has
been mitigated

Access Risk ID: The 4-digit ID representing each
medium-risk (as defined in the standard rule set) for

which violations exist

Rule ID: The ID representing the particular rule that
was triggered for that Risk

Risk Level: The risk level defined for each Access
Risk in the standard rule set

Function: The ID representing the particular
function that was triggered

System: The system in which the role is assigned to
the user

Action: SAP transaction

Last Executed On: Date of last execution of
transaction

Execution Count: Number of times transaction was
executed for a specified time period

Resource: SAP authorization object
Resource Extn: SAP authorization object field

Value From: SAP authorization object field value
(start value for a range)

Value To: SAP authorization object field value (end
value for a range)

Role/Profile: The single role/profile causing the SOD

Composite Role: The composite role containing the
SOD-causing single role (if any exist)

Control: The 10-digit ID representing the Mitigating
Control applied for the User with the Access Risk

Monitor: The user ID of the Monitor responsible for
the Mitigating Control

1@ Simulation : User Level - Mozilla Firefox
by

um.mit.edu:d4

Simulation : User Level

> 1 2 i 3

Define Analysis Criteria Define Simulation Criteria Confirmation

A Previous || Mext

» Analysis Criteria

= Analysis Results

Result Set: Result Set 1 - |[Gao Previous Export Result Sets

Result

View: [[Standard View] | =| | Display As:| Table = |[ Print Version || Export 4 | | Type:[Pemmission Level || Format:| Detail

= | [ Mitigate Risk

Bl UserlD AccessRiskID RulelD RiskLevel Function System Action  Last Executed On  Execution Count  Resource
ANNAK  HO1T 000 Medium HRO4 ZZPS103001 PTE0 0 P_ORGIN AUTHC w
ANNAK  HO17 oooa Medium HRO4 ZZPS103001 PTE0 0 P_ORGIN INFTY 2001
ANNAK  HO1T 0002 Medium HRO4 ZZPS103001 PT6O 0 P_ORGIN INFTY 2002
ANNAK HO17 000Q  Medium HR04 ZZPS103001 PT60 0 S_TCODE TCD PT60
ANNAK | HO17 0002 | Medium 2ZP5103001 PTe0 0 P_ORGIN | AUTHC D
ANNAK | HO17 000Q Medium ZZPS103001 PT80 0 | P_ORGIN | AUTHC E
ANNAK | HO1T 0002 Medium ZZPS103001 PTE0 0 | P_ORGIN | AUTHC s
ANNAK  HO17 000 Medium ZZPS103001 PTE0 0 P_ORGIN AUTHC w
ANNAK | HO17 0002 Medium ZZPS103001 PTE0 0 P_ORGIN | AUTHC w
ANNAK  HO17 0002 Medium ZZPS103001 PTeQ 0 P_PCLX AUTHC u

Resource Extn  Value From Value To  Role/Profile

2 MIT ESS
Z MIT ESS
Z MIT ESS

Z MIT ESS

TEM USER ACCESS
TEM USER ACCESS
TEM USER ACCESS

TEM USER ACCESS

Composite Role

ZPRTL_C_LEARNER
ZPRTL_C_LEARNER
ZPRTL_C_LEARNER

ZPRTL_C_LEARNER

Confrol

Filter Setting

Monitor Org Rule ID
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15B-1

Simulation by Role.

On the ‘Roles’ tab, click on
‘Add’ to define role
simulation criteria.

@ Simulation : User Level - Mozilla Firefox
& https://brachium.mit.edu:44355/nwbc/?sap-nwhc-node=navigate_absolute&sap-n

| Simulation : User Level

”» 1 2 4 =
Define Analysis Criteria Define Criteria o] i

4 Previous | | Next b Run in Foreground | | Run in Background

Simulation Criteria

Saved Variants: [ [=] [Delete

Additional Criteria: [ ] Exclude Values
Risk from Simulation only

Actions Roles Profiles

[Add ][ Remove | | | Permission | Filter Settings
al

B le Type System Role From Role To

[4 Previous | [Next »| | [Runin Foreground | [ Run in Back
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15B-2

Click the drop down on the
‘Role Type’ field and select
‘Technical Role’. For role-
based simulation criteria,
unless otherwise advised,
the selection will always be
‘Technical Role’.

@ Simulation : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

| Simulation : User Level

I» 1 2 Sl 3
Define Analysis Criteria Define Si lion Criteria Cc

4 Previous || Next » Run in Foreground | [ Run in Background

Simulation Criteria

Saved Variants: [=] [Delete

Additional Criteria: [ Exclude Values
[ Risk from Simulation only

Filter Settings

| save

Actions. Roles Profiles
\
E. Role Type System Role From Role To
Technical Role
Business Role
CUA Role
Save Variant as:
|4 Previous | [Next »] | [RuninF ['Run in Background |
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15B-3

Click the drop down on the
‘System’ field and select the
system from which a
technical role must be
added. The user for the
simulation exists in PS1;
however, the simulation
criteria can be from any
system connected to GRC.
In this case, PS1 is selected.

0 Simulation : User Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

Simulation : User Level

I» 1 2 = 3
Define Analysis Criteria Define Criteria G

4 Previous || Next b Run in Foreground | | Run in Background

Simulation Criteria

Saved Variants: | [Delete

Additional Criteria: | Exclude Values
[ "] Risk from Simulation only

Actions Roles Profiles
\
B Role Type System Role From Role To
Technical Role - -

MIT Logical System for PS1:030 b
MIT Logical System for SF2:030
MIT Logical System for SF3:030
MIT Logical System for 8H2:030

Filter Settings

Save Variant as:

|4 Previous | [ Next »] Run in Foreground | [ Run in Background |

| [Save
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15B-4

Add the role. In this case,
‘Z_VPF_S_AR_GENERAL’
was typed in. The search
option can also be used to
search for a Role. Please
refer to the ‘Search for
Input Values’ reference
document (R3) for further
information.

NOTE: If roles should be
excluded from the User’s
authorization for the
simulation, the ‘Exclude
Values’ box must be
checked. Otherwise, any
added roles will be added to
the User’s authorizations for
the simulation.

0 Simulation : User Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=naviga

| Simulation : User Level

I» 1 2 = 3
Define Analysis Criteria Define Criteria Cc

4 Previous | [ Next b Run in Foreground | | Run in Background

Simulation Criteria

Saved Variants: = || Delete

Additional Criteria: Exclude Values

Risk from Simulation only

Actions Roles Profiles
|
B Role Type System Role From

Technical Role w MIT Logical System for... = Z_VPF_S_AR_GENERAL

[4 Previous | [ Next B] | [Run in Foreground | [ Run in Background |

te_absolute&sap-nwbc-new windou

Filter Settings

Role To
Save Variant as:
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Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

G) Simulation : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwhe/?sap-nwbc-node=navigate_absolute&sap-nwhc-new_window=X

Simulation : User Level

» 1 2 = 3
Define Analysis Criteria Define Simulation Criteria Confirmation

E Previous | ‘ Next I] [ Run in Foreground ][ Run in Background |

Simulation Criteria

Saved Variants: ¥ | | Delete

[7] Exclude Values

Additional Criteria:
| [ ] Risk from SImulation only

Actions Roles Profiles

E. Role Type System Role From Role To
Technical Role = MIT Logical System for... v Z_VPF_S_AR_GENERAL

Filter Settings

Save Variant as:

4 Previous || Next B Run in Foregroynd | | Run in Background

\
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Analyze the data. This data can
also be exported. See the
‘Export Data from GRC’
reference document (R8) for
further information.

Any orange line items
represent risks occuring due to
simulation criteria.

User ID: User ID of the user with a Risk that has
been mitigated

Access Risk ID: The 4-digit ID representing each
medium-risk (as defined in the standard rule set) for

which violations exist

Rule ID: The ID representing the particular rule that
was triggered for that Risk

Risk Level: The risk level defined for each Access
Risk in the standard rule set

Function: The ID representing the particular
function that was triggered

System: The system in which the role is assigned to
the user

Action: SAP transaction

Last Executed On: Date of last execution of
transaction

Execution Count: Number of times transaction was
executed for a specified time period

Resource: SAP authorization object
Resource Extn: SAP authorization object field

Value From: SAP authorization object field value
(start value for a range)

Value To: SAP authorization object field value (end
value for a range)

Role/Profile: The single role/profile causing the SOD

Composite Role: The composite role containing the
SOD-causing single role (if any exist)

Control: The 10-digit ID representing the Mitigating
Control applied for the User with the Access Risk

Monitor: The user ID of the Monitor responsible for
the Mitigating Control

el Simulation : User Level - Mozilla Firefox
mit.edu:44355/r

& hitps://brachium wbe/Tsap-nwhbc-node=navigate_absclute8isap- nwbc-new_window=X

Simulation : User Level

» 1 2 = 3

Define Analysis Criteria Define Simulation Criteria Confirmation

(& Previous | [ Next »
» Analysis Criteria
~ Analysis Results

Result Set: |Result Set1 [+ |[Go |

Next | | [ Export Result Sets

Result

View:\[Slandardew] V| | DlsuhyAS:\Table w |[ Print Version || Exnnn‘| | Type: | Permission Level w | Format: | Detail - Mitigate Risk

EL UserID Access Risk|D Rule|D Risk Level Function
ANNAK

Action Lest Executed On  Execution Count  Resource
No Violations o

System Resource Exin  Value From Value To Role/Profile Composite Role  Control

ZZPS103001

Monitor

Filter Settings

Org Rule ID
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Simulation by Profile.

On the ‘Profiles’ tab, click on
‘Add’ to define profile
simulation criteria.

le] Simulation : User Level - Mozilla Firefox

brachium.mit.edu:44355/nwbe/7sap-n

& hitps:

Simulation : User Level

I 1 2

Define Analysis Criteria

|i Previous ” Next L Run in Foreg

Simulation Criteria
Saved Variants:

Additional Criteria:

Actions Roles Profiles

[Add ][ Remove |

B stem Profile From Profile To

| Exclude Values
Risk from Slmulation only

| Permission | Filter Settings

|4 Previous |[ Next »] Run in Foreground | |

Run in Background

wbe-node=navigate_absolute&isap-m
= 3
Define Simulation Criteria Confirmation
d | I Run in B
| v: Delete
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Click the drop down on the
‘System’ field and select the
system from which a profile
must be added. The user for
the simulation exists in PS1;
however, the simulation
criteria can be from any
system connected to GRC.
In this case, PS1 is selected.

'G) Simulation : User Level - Moxzilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolutedtsap-nwhbc-new window=X
Simulation : User Level
I» 1 2 S B P
Define Analysis Criteria Define Simulation Criteria Confirmation
[4 Previous | [ Next ®] | [[Run in Foreground | [ Run in Background |
Simulation Criteria
Saved Variants: w | [ Delete
Additional Criteria: Exclude Values
Risk from Simulation only
Actions Roles Profiles
[/Add |[ Remove | | [ Permission | Filter Settings
E.L System Profile From Profile To

-
MIT Logical System for PS1:030
MIT Logical System for SF2:030 a
MIT Logical System for SF3:030
MIT Logical System for SH2:030

Save Variant as:

|4 Previous | [Next #] | [RuninF | [ Run in Background |
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15C-3

Add the profile. In this case,
‘Z#DP:JV_FY’ was typed in.
The search option can also
be used to search for a
Profile. Please refer to the
‘Search for Input Values’
reference document (R3) for
further information.

NOTE: If profiles should be
excluded from the User’s
authorization for the
simulation, the ‘Exclude
Values’ box must be
checked. Otherwise, any
added profiles will be added
to the User’s authorizations
for the simulation.

e) Simulation : User Level - Moxzilla Firefox

& https://brachium.mit.edu:44355/nwhc/?sap-nwbc-node=navigate_absolute&sap-nwhbc-new_window=X
| Simulation : User Level
» 1 2 = 3

Define Analysis Criteria Define Simulation Criteria Confirmation

|1 Prewaus| Next b \ Run in Foreground | | Run in Background

Simulation Criteria

Saved Variants: w | [ Delete

Additional Criteria: Exclude Values

Risk from Simulation only

Actions Roles Profiles
[ Add |[ Remove | | [ Permission |
EL System Profile From Profile To
MIT Logical System for... = Z#DP.JV_FY

['Run in Foreground | [ Run in Background |

[4 Previous | [ Next »

Save Variant as:

Filter Settings
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15C-4 Run the report in the

foreground |f the report iS I@ Simulation : User Level - Moxzilla Firefox
: . @ https://brachium.mit.edu:44355/nwhc/?sap-nwbc-node=navigate_absolute8isap-nwbc-new_window=X
expected to yield a large

| Simulation : User Level
amount of data, execute the | |

. » 1 2 o I )
report by runni ng a Define Analysis Criteria Define Simulation Criteria Confirmation
background job. See the

|¢ Previous H Next b\ | Run in Foreground H Run in B:

‘Execute a Background Job’
reference document (R5) for | | simuaton creria
further information. Saved Variante ‘ —

Additional Criteria: Exclude Values
Risk from Simulation only

Actions Roles Profiles
[Add ][ Remove | | [Permission | Filter Settings
E. System Profile From Profile To

MIT Logical System for... = Z#DP:JV_FY

Save Variant as:

4 Previous || Next b RuninFcregrou% Run in Background

5
‘Joregruu nd Execution
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Analyze the data. This data can
also be exported. See the
‘Export Data from GRC’
reference document (R8) for
further information.

Any orange line items
represent risks occuring due to
simulation criteria.

User ID: User ID of the user with a Risk that has
been mitigated

Access Risk ID: The 4-digit ID representing each
medium-risk (as defined in the standard rule set) for

which violations exist

Rule ID: The ID representing the particular rule that
was triggered for that Risk

Risk Level: The risk level defined for each Access
Risk in the standard rule set

Function: The ID representing the particular
function that was triggered

System: The system in which the role is assigned to
the user

Action: SAP transaction

Last Executed On: Date of last execution of
transaction

Execution Count: Number of times transaction was
executed for a specified time period

Resource: SAP authorization object
Resource Extn: SAP authorization object field

Value From: SAP authorization object field value
(start value for a range)

Value To: SAP authorization object field value (end
value for a range)

Role/Profile: The single role/profile causing the SOD

Composite Role: The composite role containing the
SOD-causing single role (if any exist)

Control: The 10-digit ID representing the Mitigating
Control applied for the User with the Access Risk

Monitor: The user ID of the Monitor responsible for
the Mitigating Control

&) simulation : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/7sa whe-node=navigate_abscluteSisap-nwbc-new_window

Simulation : User Level

» 1 2 = 3
Define Analysis Criteria Define 1 Criteria C
\1 Previous| Next b
¥ Analysis Criteria
~ Analysis Results
Result Set: | Result Set 1 =|[Go] | [F Next | | [ Export Result Sets |

Result
View: | [Standard View] =| | Display As: | Tatle = |[ Print Version |[ Export | | Type:| Permission Level |+ | Format: | Detail = | | | Mitigate Risk |
Bl UserlD AccessRiskID RulelD RiskLevel Function System Action Last Executed On  Execution Count Resource Resource Extn  Value From Value To  Role/Profile  Composite Role  Centrol
ANNAK ZZPS5103001 No Violations o

Monitar

Filter Setfings

Org Rule 1D
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Job Aid 14 Role Level

USE

This report can be used analyze for risk violations at the role level.
INFORMATION

SODs, critical actions or permissions.

RELATED PROCESSES

e Process 1: New or Amended Roles
e Process 2: Mitigation Analysis

SPECIFIC SCENARIOS

e N/A
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Step Description Screenshot
1 Navigate to the ‘Access
Management’ tab.
‘1:6
Access Management
2 Click on the ‘Role Level’

report located in the ‘Access
Risk Analysis’ section.

Access Risk Analysis

Analyze systems for access risks across user, role, HR object and organization levels

Quick Links

User Level

User Level Simulation
Role Lew

Role Le'.'j Birmudation
Profile Level

Profile Level Simulation
HR Ohbijects

HR Cbjects Simulation
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In the ‘Analysis Criteria’
SeCtion Select the System @RiskAnalysis:Role Level - Moxzilla Firefox
& https://brachium.mit.edu:44355/nwhc/?sap-nwbc-node=navigate absolute8isap-nwbc-new window=X
for h'::h information is } i : :
wni | | |
required. Since the desired

Risk Analysis : Role Level

. . Analysis Criteri;

selection is PS1 el e
(Production), “*PS1*’ was | rovsem S 5[ @0
typed in as the system. | [RoleType [=1[is [ [Technical Role Fee
The search option can also Role =l =l dee

Risk by Process =] [is [+] (=]} =
be used to search for the p— FE & Feo
correct system. Please refer || [ruese = =] Globel Feoe
to the ‘Search for Input | Report options
Values’ reference document | | ::::“ Summary [F]  [oushess View =

. . g @ Access Risk Analysis | Action Level Critical Action
(R3) for fU rther |nf0rmat|0n. v| Permission Level | Critical Permission
| Access Risk Assessment
Mitigation Analysis
Additional Criteria: | Include Mitigated Risks [] Show All Objects

| Consider Org Rule O

[[Run in Foreground | [ Run in Background |
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Analysis for a single
techinical role.

In the ‘Analysis Criteria’
section, click on the *-* at
the end of the ‘Risk by
Process’ row to remove the
row for that search
criterion; this criterion is not
needed for this scenario.

@ Risk Analysis : Role Level - Moxzilla Firefox

& https://brachium.mit.edu:44355/nw be/?sap-nwbc-node=navigate_absolute8isap-nwbc-new_window=X

Risk Analysis : Role Level

Analysis Criteria

[system [=][is -] PsT [a)fo)E)
[Role Type [=][is ~] Technical Role [+ ®@E
[Role [=][is =] [alloIE)]
[Risk by Process [=][is -] [a] ® (=
[Risk Level [=][is =LA @
[Rule Set [=][is [+ [ Global Fle®e
Report Options

Format: Summary [=] |Business View [+

Type: & Access Risk Analysis | Action Level | Critical Action

v Permission Level
Access Risk Assessment

Mitigation Analysis

Additional Criteria: | Include Mitigated Risks ["] Show All Objects

| Consider Org Rule O

Run in Foreground | [ Run in Background |

| Critical Permission
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Add the Role. In this case,
'Z VPF S AR G EN ERAL' W Risk Analysis : Role Level - Mozilla Firefox
- - a . h h & https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute8isap-nwbc-new window=X

was‘ typed in. The searc | Risk Analysis : Role Level
option can also be used to

Analysis Criteria
search for arole. Please
refer to the ‘Search for [Sysiem i [ [Pst @0
Input Values’ reference [Role Type [+1[is [7) LTechnical Role fl@o
document (R3) for further [Role Fl [F] [ZVPF_ AR, GENERAL Dee
inf . | [Risk Level [=][is [=] LAl Flee
information. [Fate 5ot FE [+ [Global Feo

Report Options

Format: Summary [+] | View -

Type:  Access Risk Analysis [ Action Level [ "] Critical Action

|| Permission Level [ Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria: | Include Mitigated Risks [ ] Show All Objects
| Consider Org Rule [[] offiine Data
[[Run in Foreground | [ Run in |
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In the ‘Report Options’
SeCtion, Select the firSt drop 0 Risk Analysis : Role Level - Moxzilla Firefox

d f ’F ) d .H https://brachium mit.edu 44355/nwbc/?sap-nwhc-node=navigate_absolute8isap-nwhc-new window=X
own for ‘Format-and ' Risk Analysis : Role Level
select the level of detail at '

. . . . Analysis Criteria
which information is
required. In this case, [Sysim BE = [PsT B
‘Detail’ was selected so that | | [roetee =1 [is [ [Techmical Role Fee
the report will show [Roe E[e [§] |2-\F-3. AR SENERAL oo
. . . | [RiskLevel = [=] [Ar Fac
mformatlon about why Risks . = <) (Gt Fee
exi Sts * Report Options
Format: Summary [l | Business View [=]
Type: o E‘J’;Tary | Critical Action
M:n:lgemem Summary %,evel | Critical Permission
Executive Summary
Mitigation Analysis g g
Additional Criteria: Include Mitigated Risks | ] Show All Objects

| Consider Org Rule [] Offiine D

| Run in Foreground | [ Run in Background |
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In the ‘Report Options’
SeCtion Select the Second @ Risk Analysis : Role Level - Moxzilla Firefox
dro do'wn for ’Format’ and & https://brachium.mit.edu:44355/nw be/?sap-nwbc-node=navigate absolute8isap-nwbc-new window=X
P Risk Analysis : Role Level
select the type of
. . . . Analysis Criteria
information that is required. e
In this case, ‘Technical View" | | .. = <] [Pst* Beo
was selected so that the | [RoleType [=1[s | (Technical Role Feo
report will show technical e =l G| AR — L
. . . | |R|5kLeveI |' ||s "| Al [+ @
information about why Risks (R o —r s [Goba Feo
eXIStS' Report Options
Format: Detail [+ [Business View [
Type: « Access Risk Analysis :Actlcn Level ;::::;:‘ \\,lii:: h
/| Permission Level © rUnuar Femmssion
Access Risk Assessment
Mitigation Analysis
Additional Criteria: | Include Mitigated Risks [ ] Show All Objects
[ "] Consider Org Rule O
[[Run in Foreground | [ Run in Background |
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Analyze for SODs based on
user ID.

In the ‘Report Options’
section, select the first dial
button for ‘Access Risk
Analysis’. Next, select the
type of analysis that is
required. The options
available are:

Action Level: SODs at the
transaction level (will include false
positives eliminated at the
authorization level)

Permission Level: SODs at the
authorization level

Critical Action: Critical transactions
that limited/no users should have

Critical Permission: Critical
authorizations that limited/no
users should have

Critical Role/Profile: Critical
Roles/Profiles that limited/no
users should have

In this case, ‘Permission
Level’ was selected so that
the report will show SODs
that exist at the Permission
Level.

U Risk Analysis : Role Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

Risk Analysis : Role Level

e

Analysis Criteria

[System [+][is [=]LPS1”

[Role Type o |i5 ‘,l Technical Role

Role == [+ [Z_VPF_S_AR_GENERAL

[Risk Level [=][is =] Al

[Rule Set [+][is [+ Global

Report Options

Format: Detail [+ | Technical View [=]

Type: * Access Risk Analysis | Action Level | Critical Action

v'bPermission Level Critical Permission

Access Risk Assessment
Mitigation Analysis

Additional Criteria: | Include Mitigated Risks Show All Objects
| Consider Org Rule ]

[[Run in Foreground | [ Run in Background |

Critical Role/Profile
Analytical Report

285




I I I m W Massachusetts

jj =hieat GRC Training — Business Systems Analysts (IS&T)

Technology

In the ‘Report Options’

SeCtion CheCk IShOW A” @Rl’sk Analysis : Role Level - Mozilla Firefox

Obi " d ‘Additi | & https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new window=X
jects’ under itiona

Criteria’. This will ensure

that Users with no

Risk Analysis : Role Level

Analysis Criteria

violations are explicitly (Sysm FlE < [Pst
I|Sted as SUCh (i.e. INO [Role Type [=][is - Technical Role
Violations’ will be listed asa | | ¥l [ [] A¥PES AR SEVERS
line item for such users’ | [RiskLeve [=1[e = A
Ine ite or such users [Rule Set [=][is -] Global |"|§)El
I DS)' Report Options
Format: Detail ‘ - ‘ | Technical View |v ‘
Type: « Access Risk Analysis [ Action Level [ Critical Action
|w| Permission Level || Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria: Include Mitigated Risks | Show All Objects
Consider Org Rule I}

['Runin Foreground | [ Run in Background |
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Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

0 Risk Analysis : Role Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwhc/?sap-nwbc-node=navigate absolute&sap-nwhc-new window=X

| Risk Analysis : Role Level

Analysis Criteria

| system [=][is [+ [*pst* Bee
[Role Type [ [=] [Technical Role Fl®e
[Role == [+][2_vPF_S_AR_GENERAL Beo
[Risk Level [=][is [+ [An Fle®o
[Rule Set [=[is [=|[Groal Fle@o
Report Options

Format: Detail =] | Technical View [+]

Type: « Access Risk Analysis [ ] Action Level [ ] Critical Action

[w] Permission Level [ Critical Permission

Additional Criteria:

Access Risk Assessment
Mitigation Analysis

[ ] Include Mitigated Risks
| Consider Org Rule

Run in Focegrog Run in Background

|w] Show All Objects
[] Offine Dat
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11

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Role Name: SAP role name

Access Risk ID: The 4-digit ID representing
each medium-risk (as defined in the
standard rule set) for which violations exist

Rule ID: The ID representing the particular
rule that was triggered for that Risk

Risk Level: The risk level defined for each
Access Risk in the standard rule set

Function: The ID representing the particular
function that was triggered

System: The system in which the role is
assigned to the user

Action: SAP transaction
Resource: SAP authorization object

Resource Extn: SAP authorization object
field

Value From: SAP authorization object field
value (start value for a range)

Value To: SAP authorization object field
value (end value for a range)

Role/Profile: The single role/profile causing
the SOD

Composite Role: The composite role
containing the SOD-causing single role (if
any exist)

Control: The 10-digit ID representing the
Mitigating Control applied for the User with
the Access Risk

Monitor: The user ID of the Monitor
responsible for the Mitigating Control

&) Risk Analysis : Role Level - Mozilla Firefox

& https://brachium.mitedu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

Multiple Sslection

¥ Analysis Criteria

* Analysis Results

Result Set: | Result Set 1

[¥][Go] | [Previous [ A

]

| Export Result Sets

Result
View: | [Standard View] |w| | Display As:| Table

Access Risk D Rule ID

[~ |[Prin Version | Expor 2] | Type:Permission Leve
Risk Level Function System
ZZP$103001

| | Format: | Detail

|w| | [ Mitigate Risk

Resource Resource Extn  Value From Value To Role/Profile Composite Role Control  Monitor  Org Rule 1D |

Filter Settings

E. Role Name
VPE S AR A

Action
No Vielations.
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Job Aid 15 Role Level Simulation

USE

This report can be used carry out simulations at the role level for the purpose of understanding whether the addition or removal of certain access either
creates or eliminates SODs and other risks.

INFORMATION
New risk violations that will result due to changes to roles.
RELATED PROCESSES

e Process 1: New or Amended Roles
e Process 2: Mitigation Analysis

SPECIFIC SCENARIOS

e Step 15A: Simulation by Action (transaction).
e Step 15B: Simulation by Role.
e Step 15C: Simulation by Profile.
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Step Description Screenshot

1 Navigate to the ‘Access
Management’ tab.

f
& v

Access Management

2 Click on the ‘Role Level
. L, .
Simulation’ report located in Accoss Risk Analysis
the ‘Access Risk Analysis’ |
. Analyze systems for access risks across user, role, HR object and organization levels

section.
Quick Links
User Level

User Level Simulation
Role Level

Role Level Simulatio
Profile Level i ]
Profile Level Simulation

HR Objects
HR Objects Simulation
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In the ‘Analysis Criteria’
section, select the System
for which information is
required. Since the desired
selection is PS1
(Production), ‘*PS1*’ was
typed in as the system.

The search option can also
be used to search for the
correct system. Please refer
to the ‘Search for Input
Values’ reference document
(R3) for further information.

0 Simulation : Role Level - Mozilla Firefox
& https://brachium.mit.edu:44355/nwbc/?sap

. Simulation : Role Level

nwbc-node=navigate_absolute&sap-nwbc-new window=X

" : —
Define Analysis Criteria

& Previous || Next

|

‘ Analysis Criteria

[ [ystem -[is [=] "PST1 [a)fo15)

‘ Role Type =1 [+ Technical Role MIOI0]
Role - |is =] O0®E
Risk by Process -|[is [+] O ®E
Risk Level -|[is [ LA " ®E
Rule Set ~|[is [=] [Global > ®E
Report Options
Format: Summary =] Business View I=l
Type: & Access Risk Analysis [] Action Level Critical Action

[v] Permission Level

Additional Criteria; Include Mitigated Risks. [] Show Al Objects

[ ] Consider Org Rule

A Previous || Next b

Critical Permission
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Run a simulation for a single
& simulation : Role Level - Morzilla Firefox
ROIe' & https;//brachium.mit.edu:44355/nwbc/?sap-nwhbc-node=navigate _absolute&sap-nwhc-new window=X
Simulation : Role Level
Add the Role. In this case, » 1 +—
. ) Define Analysis Criteria
Z VPF_S AR _GENERAL
was typed in. The search o et
option can also be used to PG
search for an ID. Please — EE [ ST Bee
refer to the ‘Search for R Type Fs [ [Tocnea R Floe
Role [=][is [=] Z_\PF_S_AR_GENERAL| [a)[0]C)
Input Values’ reference Ry Froces el = Hee
document (R3) for further kLot :' : :‘: — ;'
Rule Set - [is i | Siobal @
information. RaportOptians
Format: Summary [+ Business View [+
Type: % Access Risk Analysis Action Level Gritical Action
v Permission Level Critical Permission
Additional Criteria: Include Mitigated Risks Show All Objects
Consider Org Rule
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In the ‘Analysis Criteria’

section, click on the -“ at e o motemmong i emsbteSp e m o

the end of the ‘Risk by Simulation : Role Level

Process’ row to remove the | 1 , -

Define Analysis Criteria C

row for that search

criterion; this criterion is not | 7o R

needed for this scenario. Analysis Critoria
[System [=1[is [=][*PsT* d®e
[Role Type [=1[is [ [ Technical Role Flee
[Role [=[is [+ [2_VPF_S_AR_GENERAL G®o
[Risk by Process [=][is [+ [ o) f::l
[Risk Level [=1[is [=) (A1 [+ @ (rker
Rule Set [=l[is [=] [Global ®e
Report Options
Format: Summary - Business View ~]
Type: & Access Risk Analysis Action Level Critical Action

v/| Permission Level Critical Permission
‘Additional Criteria: [Include Mitigated Risks Show All Objects
[ ] Consider Org Rule
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In the ‘Analysis Criteria’

9 Simulation : Role Level - Mozilla Firefox

SeCtion' Sele(:t the lRiSk & https;//brachium.mit.edu:44355/nwhe/?sap-nwbc-node=navigate _abscluteisap-nwbc-new wi
Level’ drop down and select Simulation : Role Level
the risk level for which » 1 s —

Define Analysis Criteria

information is required. In
this case, ‘All’ was selected
so that the report evaluates Analyal Cetoia

A Previous | | Next b

for all risk levels. Spuem s < st Heo
Role Type ~[is = Technical Role [« ®»
[Role -] [is |+ |Z_VPF_S_AR GENERAL e
[Risk Level ~|[is =] Foo

. | Medium
[Rule Set I=|[s =] | 1igh ole]
Report Options :”‘:’ |
Format [Summary By
Type % Access Risk Analysis Acionlevel [ ]Criical Ak Lor
+/ Permission Level [ Critical Permission

Additional Criteria: Include Mitigated Risks Show All Objects

Consider Org Rule

A Previous | [ Next
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In the ‘Analysis Criteria’
section, select the ‘Rule Set’ | ¥imsen et e = . -
drop down and select the Simulation : Role Level
Rule Set against which the » 1 +—
Define Analysis Criteria
report should be executed.
In this case, ‘Global’, the R
MIT Rule Set, was selected. Anaysis Crtoia
Unless advised otherwise, S _— 5 [Psr Beo
the selection should always Rol Type =l [ Crectncal Roe Fleo
. , . Role [=[is [+][Z_VPF_S_AR_GENERAL Bee
be ‘Global’ for this report. e Sh Bl Feo
Rule Set [=][is [*] g\o:: | @E
Report Options. ZAUDIT
Format: Summary |- Business View |~
Type: & Access Risk Analysis Action Level Critical Action
v Permission Level Critical Permission
Additional Criteria: Include Mitigated Risks Show All Objects
Consider Org Rule
(i Prsios | (Ve 3]
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In the ‘Report Options’
section, select the first drop
down for ‘Format’ and
select the level of detail at
which information is
required. In this case, the
default setting, ‘Summary’,
was not changed.

ﬂ Simulation : Rele Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwhe-node=navigate_absolute&sap-nwbc-new_window=X
Simulation : Role Level
v 1 2 =
Define Analysis Criteria
i Previs
Analysis Criteria
System [+l [=]L'Pst* 0@
Role Type [=[is [ [ Technical Role (O]
Roe FE [+ [ZVPF_S AR GENERAL A
Risk Level [=][is [=] A @
Rule Set [=][is [ [ Global sd[O]C)]
Report Options
Format: [Bummary -] [Business View [+
Type: | Y | Critical Action
Detail
Management Summary evel | Critical Permission
Additional Criteria: Executive Summary biects
[ Consider Org Rule
R
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In the ‘Report Options’

section, select the second '_’,ffl';"_'_“ljfjj‘l;_"";j‘mff:'uj_‘__‘3’
drop down for ‘Format’ and Simulation : Role Level

select the type of » : —
information that is required. e A e

In this case, the default
setting, ‘Business View’, was | | anaysicitera
not changed.

c/7sap-nwbc-node=navigate absolute&sap-nwbc-new window=X

[ Previous

System [=][is [+ PS1” O®E
Role Type ‘v”is -‘ Technical Role "1®@@
Role F[s +|[Z_VPF_S_AR_GENERAL A®e
Risk Level [+ [is ~ Al alo)e)
Rule Set \-||.s -‘ Global F®e
Report Options
[Tzt Summary = Business View >

- Technical View
Type: i J Action Level

 Access Risk Analysis B
v i Level [

Additional Criteria Include Mitigated Risks | Show All Objects

Consider Org Rule
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Analyze for SODs (excluding

false positives). @ Simulation : Role Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolute&sap-nwbc-new window=X

In the R t Obti , ISimuIation:Role Level
n the ‘Report Options

. . I» 1 = —
section, select the dial Define Analysis Crtria
button for ‘Access Risk
Analysis’. Next, select the i Previos
type of analysis that is Analysis Criera
required. The options
available are: System =ls SESE e
Role Type [=[is [ ] [Technical Role Fl®e
Action Level: SODs at the — =l [ [ =P 2 AR SRR dee
* 7 =lp 1Al *l@E
transaction level (will include false Risk Level =l f— H e
- - () (=)
positives eliminated at the Rtle Set = -
authorization level) aeporlaptons
Format: Summary ‘ hd ‘ ‘ Business View | o2 |
Permission Level: SODs at the Type: « Access Risk Analysis | Action Level Critical Action Critical Role/Profile
aUthOriZatiOn IeV‘el | Permission Level Critical Permission Analytical Report
Additional Criteria: Include Mitigated Risks Show All Objects

.. . . . Consider Org Rule
Critical Action: Critical transactions

that limited/no users should have

- .. e <F“c'-ws
Critical Permission: Critical [(Next B

authorizations that limited/no
users should have

Critical Role/Profile: Critical
Roles/Profiles that limited/no
users should have

In this case, ‘Permission
Level’ was selected so that
the report will show SODs
that exist at the Permission
Level.
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In the ‘Report Options’
section, check ‘Show All

0 Simulation : Role Level - Mezilla Firefox

& https://brachium.mit.edu:44355/n vbe/?sap-nwbc-node=navigate_absolute&sap-nwhc-new window=X
Objects’ under ‘Additional Simulation : Role Level
Criteria’. This will ensure . ; i —
that Users with no pefne Ayss et
violations are explicitly T Iea
listed as such (i.e. ‘No Analysis Crtoria
Violations’ will be listed as a . -
. . , System [=][is [=]'Pst Oee
line item for such users e Type BE =] [Technica Role Feo
D . Role I=][is T+ Z_VPF_S_AR_GENERAL Gee
I S) Risk Level [=][is [=] Al Fee
Rule Set [=][is [+] | Global Fl@e

Report Options

Format: Summary [« Business View =]
Type & Access Risk Analysis ] Action Level [ Gritical Action
| Permission Level [ Critical Permission
Additional Criteria: Include Mitigated Risks ‘.g\fihw All Objects
g

Consider Org Rule
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The analysis criteria has
now been defined. Click on
‘Next’ to define the
simulation criteria.

0 Simulation : Role Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolute&sap-nwbc-new window=X
Simulation : Role Level

> 1 =

Define Analysis Criteria
A Previous || Next
Analysis Criteria
[System [=][is [+ 'PST* [a)[o]5)
[Role Type s ] [ Technical Role Fee
[Role [=l[is [=][Z_VPF_S_AR GENERAL [alfo]e)
[Risk Level [=1[is [ LA Fleo
[Rule Set [=][is [=] [Global F®E
Report Options
Format: | summary [+ Business View -
Type: « Access Risk Analysis [ Action Level Critical Action
[v| Permission Level Critical Permission

Additional Criteria: []Include Mitigated Risks ~ [v Show All Objects

[ ] Consider Org Rule

&l Previous %
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15A-1

Simulation by Action
(transaction).

On the ‘Actions’ tab, click on
‘Add’ to define transaction
simulation criteria.

@ Simulation : Role Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwhc-node=navigate_absolute&sap-nwbc-new window=X

| Simulation : Role Level

I» 1 2

Define Analysis Criteria Define Simulation Criteria

|4 Previous | [ Next ®] | [Runin Foreground | [ Run in

Simulation Criteria

Saved Variants: [

[=] [Delete

Additional Criteria: [ Exclude Values [

Risk from SImulation only |

Actions Roles Profiles

Remove | | | Permission | Filter Settings
B stem

Action From Action To

Include Users || Include Business Role

Include Compaosite Roles

Save Varic

[4 Previous | [Next B] | [RuninForeground | [ Runin
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15A-2 Click the drop down on the
‘System’ field and select the

0 Simulation : Role Level - Moxzilla Firefox

system from which a | Simulation : Role Level
transaction must be added. | » i 3 i —
The user for the simulation |~ T/eere e smistoncro
exists in PS1; however, the | CPrevors (Kt i | CFim P Pororound] [ Ron i Becpotnd]
simulation criteria can be ' Simulton Crora
from any system connected | | cuw e =] (oo
to GRC. In this case, PS1 is O o v o I
selected. | Risk from Simulation only [ ] Include Gompasite Roles
Actions Roles Profiles
Fiter Setings
E.  System Action From Action To

MIT Logical System for PS1:030 b
MIT Logical System for SF2:030
MIT Logical System for SF3:030
MIT Logical System for SH2:030

Save Variant as:

4 Previous | [ Next b [[Run in Foreground | [ Run in Background
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15A-3

Add the transaction. In this
case, ‘FBO1’ was typed in.
The search option can also
be used to search for an
Action. Please refer to the
‘Search for Input Values’
reference document (R3) for
further information.

NOTE: If transactions should
be excluded from the Role
for the simulation, the
‘Exclude Values’ box must
be checked. Otherwise, any
added transactions will be
added to the Role for the
simulation.

G) Simulation : Role Level - Mozilla Firefo:

. Simulation : Role Le

Run in Foreground | | Run in Eacamund

| Risk from Simulation only [] Include Composite Roles

(e [ Remeve | | [Pemission

MIT Logical System for.., + FBO1

Run in Foreground | | Run in Background

Include Business Role

Filter Settings

Action To

Save Variant as:
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15A-4

Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

G) Simulation : Role Level - Mazilla Firefox
m.mit.edu:44355/nwhe/7s

Simulation : Role Level

» 1 2 =

Define Analysis Criteria Define Simulation Criteria

4 Previous Run in Foreground | [ Run in Background

Simulation Criteria

Saved Variants: =] [Deiete

Additional Criteria, Exclude Values

Risk from Simulation only [] Inchude Composite Roles

[ Inchude Users

Actions Roles

Permission

B System Action From
MIT Logical System for... « FBO1

Profiles

4 Previous | | Next b Run in Fgreground | | Run in Background

whe-node=navigate_absolute8isap-nwhe-r

Include Business Role

Action Ta.

Save Variant as:

Filler Settings
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15A-5

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Any orange line items
represent risks occuring due
to simulation criteria.

Role Name: SAP role name

Access Risk ID: The 4-digit ID representing each
medium-risk (as defined in the standard rule set) for
which violations exist

Risk Description: Business description of the Access
Risk

System: The system in which the role is assigned to
the user

Rule ID: The ID representing the particular rule that
was triggered for that Risk

Risk Level: The risk level defined for each Access
Risk in the standard rule set

Action: SAP transaction
Action Description: SAP transaction name

Control: The 10-digit ID representing the Mitigating
Control applied for the User with the Access Risk

Control Description: Business description of the
Mitigating Control

Monitor: The user ID of the Monitor responsible for
the Mitigating Control

Monitor Name: Name tied to the user ID of the
Monitor

Business Process: The 4-digit ID representing the
Business Process to which the Access Risk has been
mapped in the standard rule set

Business Process Description: The business
description for the Business Process to which the
Access Risk has been mapped in the standard rule
set

& simulation : Role Level - Mozilla Firefo;

c-ne ndow=X

brachium.mit.edu:44.

| Simulation : Role Level

I» 1 2 b P
Define Analysis Criteria Define Simulation Criteria Confirmation
4 Previous | [ Next b
» Analysis Criteria
~ Analysis Results
Result Set: | Result Set 1 Previous || Next | | | Export Result Sets

Result

View: | [Standard View] ~| | Display As: | Table ~ | Format: | Summary

w || Print Version | Type:| Permission Level

EX  Role Name Access Risk ID  Risk Description System
Z VPF S AR GENERAL F028 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using joumal entries.  ZZPS103001

00MO

|
Rule ID Risk Level

Medium

Action  Action Description Control

FBO1

Post Document

Control Description  Monitor

Monitor Name ~ Busine
Fl00
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15B-1 Simulation by Role.

IO Simulation : Role Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

On the "Roles” tab, click on | | gjmujation : Role Level

‘Add’ to define role
I» 1 2 = 3

simulation criteria. Define Analysis Criteria ~ Define Simulation Criteria  Confirmation

4 Previous || Next b Run in Foreground | | Run in Background

Simulation Criteria

Saved Variants: [ [=] [Delete

Additional Criteria: | Exclude Values [7] Include Users ["] Include Business Role

| Risk from Simulation only [ ] Include Composite Roles

Actions Roles Profiles

| [Pemissin] ke Setings
E 0

le Type System Role From Role Ta

Save Va

[4 Previous | [Next #] | [Runin Foreground | [ Runin Background |

306




m W Massachusetts
I I Institute of
Technology

GRC Training — Business Systems Analysts (IS&T)

15B-2

Click the drop down on the
‘Role Type’ field and select
‘Technical Role’. For role-
based simulation criteria,
unless otherwise advised,
the selection will always be
‘Technical Role’.

0 Simulation : Role Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolute&sap-nwbc-new window=X

| Simulation : Role Level

I» 1 2 = 3
Define Analysis Criteria Define Si ion Criteria Ce

4 Previous || Next b Run in Foreground || Run in Background

Simulation Criteria

Saved Variants [ [=] [ Delete

Additional Criteria Exclude Values []Include Users Include Business Role

Risk from Simulation only | | Include Composite Roles

Actions Roles Profiles

E. Role Type System Role From Role To
- -
Technical Role L\‘
Business Role .
CUA Role

Save Variant as:

[« Previous |[ Next ] | [Runin Foreground | [ Run in Background |

Filter Settings
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15B-3

Click the drop down on the
‘System’ field and select the
system from which a
technical role must be
added. The user for the
simulation exists in PS1;
however, the simulation
criteria can be from any
system connected to GRC.
In this case, PS1 is selected.

Q Simulation : Role Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

| Simulation : Role Level

» 1 2 = 3
Define Analysis Criteria Define Simulation Criteria Confirmation

4 Previous || Next b Run in Foreground || Run in Background

Simulation Criteria

Saved Variants: [ [=] [Delete

Additional Criteria: Exclude Values [ ]Include Users Include Business Role

Risk from Simulation only [ | Include Composite Roles

Actions Roles Profiles

Fiter Settngs
EX Role Type System Role From Role To
Technical Role - -

MIT Logical System for PS1:030
MIT Logical System for SF2:030 L
MIT Logical System for SF3:030
MIT Logical System for SH2:030

Save Variant as:

[4 Previous | [Next »] | [Runin Foreground | | Run in Background |
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15B-4

Add the role. In this case,
‘Z_VPF_S_AR_MASTER_
DATA_MAINT was typed in.
The search option can also
be used to search for a Role.
Please refer to the ‘Search
for Input Values’ reference
document (R3) for further
information.

NOTE: If the added role’s
authorizations should be
excluded from the original
role for the simulation, the
‘Exclude Values’ box must
be checked. Otherwise,
authorizations from any
added roles will be added to
the original role for the
simulation.

G,J Simulation : Role Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwhc-node=navigate_absolute&sap-nwbc-new_window=X

Simulation : Role Level

» 1 7 = 3

Define Analysis Criteria Define Criteria C

\1 Previous H Next b\ Run in Furegrul@ Run in Background

Simulation Criteria

Saved Variants: w | [ Delete

Include Users. Include Business Role

Additional Criteria: Exclude Values

Risk from Simulation only [ | Include Composite Roles

Actions Roles Profiles
\
B Role Type System Role From Role To
Technical Role ~ MIT Logical System for... v Z_VPF_S_AR_MASTER_DATA_MAINT| '

Save Variant as:

[« Previous | [ Next B] | [Runin Fc | [ Run in Background |

Filter Settings

[save |

309




m W Massachusetts

I I Institute of
Technology

GRC Training — Business Systems Analysts (IS&T)

15B-5

Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

Q Simulation : Role Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwhc/?sap-nwbc-node=navigate_absolute&sap-nwhbc-new_window=X

| Simulation : Role Level

» 1 2 = 3
Define Analysis Criteria Define Si ion Criteria C

4 Previous || Next b Run in Foreground || Run in Background

Simulation Criteria

Saved Variants [ [=] [Delete

Additional Criteria: Exclude Values [ "] Include Users Include Business Role

Risk from Simulation only | | Include Composite Roles

Actions Roles Profiles

B Role Type System Role From Role To
Technical Role ~ MIT Logical System for... = Z_VPF_S_AR_MASTER_DATA_MAINT] E

Save Variant as:

4 Previous || Next b Run in Fore; Run in Background
q

Filter Settings

310




m W Massachusetts
I I Institute of
Technology

GRC Training — Business Systems Analysts (IS&T)

15B-6

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Any orange line items
represent risks occuring due
to simulation criteria.

Role Name: SAP role name

Access Risk ID: The 4-digit ID representing each
medium-risk (as defined in the standard rule set) for
which violations exist

Risk Description: Business description of the Access
Risk

System: The system in which the role is assigned to
the user

Rule ID: The ID representing the particular rule that
was triggered for that Risk

Risk Level: The risk level defined for each Access
Risk in the standard rule set

Action: SAP transaction
Action Description: SAP transaction name

Control: The 10-digit ID representing the Mitigating
Control applied for the User with the Access Risk

Control Description: Business description of the
Mitigating Control

Monitor: The user ID of the Monitor responsible for
the Mitigating Control

Monitor Name: Name tied to the user ID of the
Monitor

Business Process: The 4-digit ID representing the
Business Process to which the Access Risk has been
mapped in the standard rule set

Business Process Description: The business
description for the Business Process to which the
Access Risk has been mapped in the standard rule
set

® Simulation : Role Level - Mozilla Firefox

& https: urn.mit.edu:44

* 1 2
Define Analysis Criteria

4 Previous | [ Next

b Analysis Criteria

* Analysis Results

bc/?sap-nwhc-node=navigate_absolut be-ne
Simulation : Role Level
= 3
Define Simulation Criteria Confirmation
Result Set: | Result Set 1 *|[Go] ous |[N Export Result Sets

Result
View: | [Standard View]

B Role Name

ZVPF S AR GEMERAL S004
ZVPF S AR GENERAL S004
ZVPF S AR GENERAL S04
L NPE S AR ERAL  S004
L VPF S AR GENERAL $004
Z VPF S AR GENERAL S004
Z VPF S AR GENERAL S004
ZVPE S AR S004
ZVPE S AR 5004
ZVPF S AR GENERAL SO

-1 Display As: | Table

= |[ Print Version || Export.4 | |

Access Risk ID  Risk Description

Change customer master and enter inappropriate invoice
Change customer master and enter inappropriate invoice
Change customer master and enter inappropriate invoice
Change customer master and enter inappropriate invoice
Change customer master and enter inappropriate invoice
Change customer master and enter inappropriate invoice
Change customer master and enter inappropriate invoice
Change customer master and enter inappropriate invoice
Change customer master and enter inappropriate invoice

Change customer master and enter inappropriate invoice

Type: | Permission Level

= | Format: | Summary

= | | [ Mitigate Risk |

Syslem
2ZPS103001
2ZPS103001
2ZPS103001
ZZPS103001
ZZPS103001
ZZPS103001
ZzPS103001
2ZPS103001
2ZPS103001
2ZPS103001

Rule ID
000K
DO0K
0010
0010
001Q
001Q
0026
0026
oo2w
oo2w

Risk Level
High
High
High
High
High
High
High
High
High
High

Action

FBLSN
FDO1
FDO1
ZFBLSN
FBLSN
FDO2
FDO2
ZFBL5N
FBLSN
FDOS

Action Description
Customer Line ltems

Create Customer (Accounting)
Create Customer (Accounting)
MIT Customer Line ltems
Customer Line ltems.

Change Customer {Accounting)
Change Customer (Accounting)
MIT Customer Line ltems
Customer Line Items

Block Customer (Accounting)

Control ~ Control Description

Monitor  Manitor Name:

Business Process
SD00
SDo0
SD00
S0D00
3000
SD00
SD00
SDo0
SD00
SDo0

Business Prot
Order to Cask
Order o Cask
Order to Cash
Order o Cash
Order to Cast
Order to Cast
Order to Cask
Order to Cask
Order to Cask
Order to Cask
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15C-1 Simulation by Profile.

@ Simulation : Role Level - Mozilla Firefox

8 https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

On the ‘Profiles’ tab, click on  Simulation : Role Level

‘Add’ to define profile L
. . o 1 2 =+
simulation criteria. Define Analysis Criteria  Define Criteria  C

4 Previous || Next b Run in Foreground | | Run in Background

Simulation Criteria

Saved Variants: [ ~|[Delete

Additional Criteria: [ ] Exclude Values | Include Users [} Include Business Role

| Risk from Simulation only | | Include Composite Roles

Actions Roles Profiles

A%E Remove | | | Permission | Filter Settings
B

stem Profile From Profile To

Save Vari

|4 Previous | [Next »| | [Runin Foreground | [ Run in Background |
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15C-2

Click the drop down on the
‘System’ field and select the
system from which a profile
must be added. The user for
the simulation exists in PS1;
however, the simulation
criteria can be from any
system connected to GRC.
In this case, PS1 is selected.

G) Simulation : Role Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwhbc/?sap-nwbc

Simulation : Role Level

ode=naviga!

» 1 2 43

Define Analysis Criteria Define Simulation Criteria Confirmation

[4 Previous |[Next B] | [Runin Foreground | [ Run in Background

Simulation Criteria

Saved Variants: [=] [Dekete

Additional Criteria: | Exclude Values Include Users Include Business Role

| Risk from Simulation only [ ] Include Gomposite Roles
Actions. Roles Profiles

B System Profile From Profile To

MIT Logical System for PS1:030
MIT Logical System for SF2:030
MIT Logical System for SF3.030
MIT Logical System for SH2:030

Save Variant as: |

4 Previous || Next b Run in Foreground | | Run in Background

Filter Settings.
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15C-3

Add the profile. In this case,
‘Z#DP:JV’ was typed in. The
search option can also be
used to search for a Profile.
Please refer to the ‘Search
for Input Values’ reference
document (R3) for further
information.

NOTE: If the added profile’s
authorizations should be
excluded from the original
role for the simulation, the
‘Exclude Values’ box must
be checked. Otherwise,
authorizations from any
added profiles will be added
to the original role for the
simulation.

G) Simulation : Role Level - Mozilla Firefox
um.mit.edu:44355/r

. Simulation : Role Level

8 https://brac bc/2sap-nwbc-node=navigate_absolutedisap-nwhe-nev

» 1 2 =+ s

Define Analysis Criteria Define Simulation Criteria Confirmation

i
4 Previous | [Next ] | [Runin Foreground | [ Run in Background

Simulation Criteria

Additional Criteria: Include Users

|
‘ Saved Variants. [ | [Deiete
‘ Exclude Values

Risk from Simulation only [ ] Include Composite Roles

Actions Roles Profiles
[Acd | Remove ] | [ Pemission |
E. System Profile From Profile To
MIT Logical System for... w Z#DP:V a

[4 Previous | [Mext B] | [Run in Foreground | [ Run in Background

Include Business Role

Filter Setlings

Save Variant as: |
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15C-4

Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

G) Simulation : Role Level - Moxzilla Firefox

»

brachium.mit.edu:44355/nwbc/?sap-nwhc-node=naviga

Simulation : Role Level

1 2 = 3
Define Analysis Criteria  Define Simulation Criteria  Confirmation
Run in Foreground | [ Run in Background

Simulation Criteria

Saved Variants | [Delete

Additional Criteria Exclude Values Include Users

Risk from Simulation only [ ] Include Composite Roles

Actions Roles Profiles.
Add | [Permissian
EL  System Profile From

MIT Logical System for... = Z#DP.V

Run in Foreground | [ Run in Background

‘oreground Execution

Include Business Role

Profile To

Filter Settings.

Save Variant as:
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Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Any orange line items
represent risks occuring due
to simulation criteria.

Role Name: SAP role name

Access Risk ID: The 4-digit ID representing each
medium-risk (as defined in the standard rule set) for
which violations exist

Risk Description: Business description of the Access
Risk

System: The system in which the role is assigned to
the user

Rule ID: The ID representing the particular rule that
was triggered for that Risk

Risk Level: risk level defined for each Access Risk in
the standard rule set

Action: SAP transaction
Action Description: SAP transaction name

Control: The 10-digit ID representing the Mitigating
Control applied for the User with the Access Risk

Control Description: Business description of the
Mitigating Control

Monitor: The user ID of the Monitor responsible for
the Mitigating Control

Monitor Name: Name tied to the user ID of the
Monitor

Business Process: The 4-digit ID representing the
Business Process to which the Access Risk has been
mapped in the standard rule set

Business Process Description: The business
description for the Business Process to which the
Access Risk has been mapped in the standard rule
set

e Simulation : Role Level - Moxzilla Firefox

@ https://brachium.mit.edu:44355/nwbe, -nwhe-node

| Simulation : Role Level

|14 1 2 o
Define Analysis Criteria Define Simulation Criteria Confirmation
4 Previous | [ Next &

| » Analysis Criteria

~ Analysis Results

Result Set: | Result Set 1 ¥|[Go] | [Previous ][ Next Export Result Sets
Result
View: | [Standard View] |w| | Display As:| Table - | Type:| Permission Level
E. Role Name Access Risk D Risk Description
Z VPF S AR GENERAL F028 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using journal entries.
Z VPF S AR GENERAL FO028 Adijust the subsidiary balance using the vendor invoice entry and then cover it up using journal entries.
Z VPF S AR GENERAL F028 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using journal entries.

whe-ne! ndov

Control Description  Monitor

‘_.|@'E

Monitor Name  Busin

Fioo
Floo
Floo
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Job Aid 16 Profile Level

USE

This report can be used analyze for risk violations at the profile level.
INFORMATION

SODs, critical actions or permissions.

RELATED PROCESSES

e Process 1: New or Amended Roles
e Process 2: Mitigation Analysis

SPECIFIC SCENARIOS

e N/A
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report located in the ‘Access
Risk Analysis’ section.

III i GRC Training — Business Systems Analysts (IS&T)
Step Description Screenshot
1 Navigate to the ‘Access
Management’ tab.
‘u&
Access Management
2 Click on the ‘Profile Level’

Access Risk Analysis

p ol

Analyze systems for access risks across user, role, HR object and organization levels

Quick Links

User Level

User Level Simulation
Role Level

Role Level Simulation

Profile Lew
Profile Lewi,Bimulation

HR Objects
HR Objects Simulation
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In the ‘Analysis Criteria’
section, select the System
for which information is
required. Since the desired
selection is PS1
(Production), ‘*PS1*’ was
typed in as the system.

The search option can also
be used to search for the
correct system. Please refer
to the ‘Search for Input
Values’ reference document
(R3) for further information.

@ Risk Analysis : Profile Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwhc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X
Risk Analysis : Profile Level
| Analysis Criteria

System [=][is _"|'P51’
Profile [=1[is v\l
Risk by Process [=][is ~| [

Access Risk ID s =l
Risk Level [=][is =] [A 2
Rule Set [=][is -] [Global

Report Options

Format: [ summary [+ Business View [=]
Type: « Access Risk Analysis || Action Level [ Critical Action

Access Risk Assessment
Mitigation Analysis

Additional Criteria: | Include Mitigated Risks

| Run in Foreground | [ Run in Background |

|w| Permission Level

[ ] Show All Objects
O

|| Critical Permission
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Analysis for a single profile.

D Risk Analysis : Profile Level - Mozilla Firefox
& https://brachium.mit.edu:44355/nwbc/?sap-nwhbc-node=navigate_absolute&sap-nwhc-new_window=X

In the ‘Analysis Criteria I Risk Analysis : Profile Level

section, click on the *-* at

the end of the ‘Access Risk Analysts Crera
7
ID’ row to remove the row | (o S 5 [PST* Ao
for that search criterion; Profie s = Bee
this criterion is not needed Access Risk D =1[is = ||‘-£“{5
for this scenario. Risk Level [=1[= = Fed
Rule Set [=][is "HGIDbaI |'|&,| =
Report Options
Format: [Summary m | Business View |T|
Type « Access Risk Analysis Action Level [ Critical Action
v| Permission Level | ] Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria: ["]Include Mitigated Risks [ "] Show All Objects

0o

| Run in Foreground | [ Run in Background |
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Add the Profile. In this case,
’Z#DPJV’ was typed in. The PRisk Analysis : Profile Level - Moxzilla Firefox

h t I b & https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwhbc-new_window=X
search option can ailso be s = =

P - . Risk Analysis : Profile Level
used to search for a profile.

Please refer to the ‘Search Analysis Cterta
’
for Input Values’ reference e S _ rpar Aee
document (R3) for further | [Profie Fs < [z#DPM e
information. [Risk Level [=][is - | LAl *l®e
[Rule Set [=][is ~||Gloval F®e
Report Options
Format: Summary m |Business View m
Type: « Access Risk Analysis [] Action Level [ Critical Action
| Permission Level | ] Critical Permission
Access Risk Assessment
Mitigation Analysis g
Additional Criteria: [ ] Include Mitigated Risks [ "] Show All Objects

[Run in Foreground | [ Run in Background |
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In the ‘Report Options’
section, select the first drop
down for ‘Format’ and
select the level of detail at
which information is
required. In this case,
‘Detail’ was selected so that
the report will show
information about why Risks
exists.

P Risk Analysis : Profile Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new window=X

. Risk Analysis : Profile Level

Analysis Criteria

[system [=][is [LI“PS“' Bee

[Profile [=][is [+] [z#DPV Oeo

|Risk Level [=][is {v]‘A" F®e
‘I [Rule set [=][is \v|‘G'Dbﬂ‘ F®e
| Report Options

Format: Summary - | ‘ Business View I ']
J Type: . Sumhary [ Critical Action

Detail

Additional Criteria:

['Run in Foreground | [ Run in Background |

Management Summary
Executive Summary

I,}-,eve\

Mitigation Analysis

| lInclude Mitigated Risks

|| Show All Objects

[ Offiine

["] Critical Permission

322




m W Massachusetts
I I I I I Institute of
Technology

GRC Training — Business Systems Analysts (IS&T)

In the ‘Report Options’
section, select the second
drop down for ‘Format’ and
select the type of
information that is required.
In this case, ‘Technical View’
was selected so that the
report will show technical
information about why Risks
exists.

ﬂ Risk Analysis : Profile Level - Mozilla Firefox

Risk Analysis : Profile Level

Analysis Criteria

[system [=][is =] ['Pst* e
[Profile [=1[is [+][2#0P:v Ble®e
[Risk Level [+1[is = A Flee
[Rule Set [=][is =] [Global Moo
Report Options
Format: | Detail \7‘ Busi View ﬂq
. . Technical View
Type: Action Level
« Access Risk Analysis ‘ ction Level BRess Vigi ]>
v| Permission Level ocarT =sion

" Access Risk Assessment

Mitigation Analysis

Additional Criteria: | Include Mitigated Risks

[[Run in Foreground | [ Run in Background |

[ ] Show All Objects
Oof t
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Analyze for SODs based on

Profile & Risk Analysis : Profile Level - Mozilla Firefox
& htty brachium.mit.edu:44355/nwhc/?sa 1ode=navigate absolute&isap -nwbc-new_wind

Risk Analysis : Profile L /
In the ‘Report Options’ 5% ANAIYSIS ; LIOe Love

section, select the first dial Atalyale Crithria
button for ‘Access Risk

., [System |=|lis [~] PST* Ol@
Analysis’. Next, select the — BE 5] (2P
type of analysis that is R ™0 =] A “ @
required. The options [Rule Set =l [+ [Global vl
available are: Report Options

Format: Detail | Technical View -
Action Level: SODs at the Type: « Access Risk Analysis Action Level Critical Action Critical Role/Profile

. s vi Permission Level | | Critical Permission
transaction level (will include false T

e L. Access Risk Assessment
positives eliminated at the Mitigation Analysis
aUthOFIZatIOI’] Ievel) Additional Criteria: Include Mitigated Risks | Show All Objects

Permission Level: SODs at the

authorization level [[Run'in Foreground | [ Run in Background |

Critical Action: Critical transactions
that limited/no users should have

Critical Permission: Critical
authorizations that limited/no
users should have

Critical Role/Profile: Critical
Roles/Profiles that limited/no
users should have

In this case, ‘Permission
Level’ was selected so that
the report will show SODs
that exist at the Permission
Level.
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In the ‘Report Options’
section, check ‘Show All
Objects’ under ‘Additional
Criteria’. This will ensure
that a Profile with no
violations is explicitly listed
as such (i.e. ‘No Violations’
will be listed as a line item
for such Profiles).

I& Risk Analysis : Profile Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwhbc/?sap-nwbe-node=navigate absolute&isap-nwhec-new_window=X
Risk Analysis : Profile Level
Analysis Criteria
[ system [=1[is [+ Ps1 al®E
[Profile [=1[is [+] [2#DPV =
[Risk Level [=1[is [=] A " ®C
[Rule Set =] =] [Giobel Fle®e
Report Options
Format: Detail [=] Technical View v|
Type: + Access Risk Analysis | Action Level [ Critical Action
w| Permission Level [] Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria: [ Include Mitigated Risks jbshow All Objects
[[Run in Foreground | [ Run in Background |
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Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

l@ Risk Analysis : Profile Level - Mozilla Firefox

& https://brachium mit.edu:44355/nwhc/?sap-nwbe-node=navigate_absolutedisap-nwbc-new_window=X
Risk Analysis : Profile Level
Analysis Criteria
[System =l [=] LSt = {CIO]
[Profile [+l [+][Z#OPIV @
|Risk Level [=]is [&] LA M [O]O]
[Rule Set [=1[is [=] [ Giobal TI®E
Report Options
Format: Detail [=] Technical View -
Type: + Access Risk Analysis | Action Level [ Critical Action
| Permission Level [] Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria: Include Mitigated Risks | Show All Objects
| Run in Background |
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Analyze the data. This data
can also be exported_ See &) Risk Analysis : Profile Level - Moxzilla Firefox
the IEXpOI’t Data from GRC, & https://brachium.mit.edu:44355/nwbc,?
reference document (R8) for
further information.

/7sap-nwhbc-node=navigate_absolute&sap-nwbc-new

Multiple Selection

b Analysis Criteria

= Analysis Results
Profile ID: SAP profile name

Next @n Result Sets

Access Risk ID: The 4-digit ID representing Result Set:[Resutt Set 1| =|[Go] | [Previous
each medium-risk (as defined in the
standard rule set) for which violations exist

. . Result
Rule ID: The ID representing the particular . . :
rule that was triggered for that Risk View: | [Standard View] || | Display As:| Table =] | Type:| Permission Level || Format:| Detail = | | Mitigate Risk Filter Settings
EL Profile ID AccessRiskID RulelD RiskLevel Function System Action  Resource Resource Extn  Value From \Value To Role/Profile Composite Role Control  Monitor  Org Rule ID |
isk Level: . )
Risk Level: The risk level defined for each ZHOP.V  FO28 0102 Medum  AP02  2ZPS103001 FBVO F_BKPF_BUK ACTVT 01 02 ZEDP.V
Access Risk in the standard rule set
Z#DP:.JV | EO2B 01D2 Medium APO2 2ZPS103001 FBVO S_TCODE TCD FEVO ZeDP-JV
Function: The ID representing the particular ZHDPJV | FD28 01D2 | Medium | GLO1 | ZZPS103001 FBVO F_BKPF_BUK ACTVT 01 02 ZEDPIY
function that was triggered Z#0OPJV | FO28 01Dz Medium GLO1 ZZP5103001 FBVO S_TCODE TCD FEVD ZEDPJV
. . . Z#DP.V | EO28 027¢ Medium AP02 ZZP5103001 FBVO F_BKPF_BUK ACTVT 01 02 ZEDP-JV
SysFem. The system in which the role is Z#0OP.JV | FO28 0270 Medium APD2 ZZP5103001 FBVO S_TCODE TCD FEVD ZEDPJV
assigned to the user
Z#OPJV | EOZE 027G Medium GLO1 ZZP5103001 ZJVA  F_BKPF_BUK ACTVT 01 0z LEDEJY
Action: SAP transaction Z¥DP.JV | FOZB 0270 | Medium GLO1 2ZP5103001 ZJMWA  S_TCODE TCD ZJVA, ZEDPY

Resource: SAP authorization object

Resource Extn: SAP authorization object
field

Value From: SAP authorization object field
value (start value for a range)

Value To: SAP authorization object field
value (end value for a range)

Role/Profile: The single role/profile causing
the SOD

Composite Role: The composite role
containing the SOD-causing single role (if
any exist)

Control: The 10-digit ID representing the
Mitigating Control applied for the User with
the Access Risk

Monitor: The user ID of the Monitor
responsible for the Mitigating Control

327




W W Massachusetts
I|||| Institute of GRC Training — Business Systems Analysts (IS&T)

Technology

Job Aid 17 Profile Level Simulation

USE

This report can be used carry out simulations at the profile level for the purpose of understanding whether the addition or removal of certain access
either creates or eliminates SODs and other risks.

INFORMATION
New risk violations that will result due to changes to profiles.
RELATED PROCESSES

e Process 1: New or Amended Roles
e Process 2: Mitigation Analysis

SPECIFIC SCENARIOS

e 14A:Simulation by Action (transaction).
e 14B: Simulation by Role.
e 14C: Simulation by Profile.
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Simulation’ report located in
the ‘Access Risk Analysis’
section.

III it GRC Training — Business Systems Analysts (IS&T)
Step Description Screenshot
1 Navigate to the ‘Access
Management’ tab.
‘1:6
Access Management
2 Click on the ‘Role Level

Access Risk Analysis

Analyze systems for access risks across user, role, HR object and organization levels

Quick Links

User Level

User Level Simulation
Role Level

Role Level Simulation
Profile Level

Profile Level Sumulahnq
HR Objects W
HR Obijects Simulation
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In the ‘Analysis Criteria’
section, select the System
for which information is
required. Since the desired
selection is PS1
(Production), ‘*PS1*’ was
typed in as the system.

The search option can also
be used to search for the
correct system. Please refer
to the ‘Search for Input
Values’ reference document
(R3) for further information.

e Simulation : Profile Level - Mozilla Firefox

& https c-node=na

brachium.mit.edu:44355/nwhc/?sap-nv vigate_absolute&isap-nwhc-new_window=X
| Simulation : Profile Level
ad 1 =
Define Analysis Criteria
4 Previous | [Next b
Analysis Criteria
| [system -|[is [+ 'Ps1] B®ec
[ Profile -|[is [+ Bl®eE
| [Riskby Process =& [~ Bl®e
[Access Risk ID =i [v Bee
|Risk Level I=|[is [=]A Flec
[Rule Set ~[is [+] [Giobal RIS
Report Options
Format: [ summary =] Business View [=]
Type: & Access Risk Analysis [] Action Level Critical Action

[w] Permission Level

Additional Criteria: Include Mitigated Risks Show All Objects.

4 Previous

Next »

Critical Permission
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Run a simulation for a single
Profile.

Add the Profile. In this case,
‘Z#DP:JV_FY’ was typed in.
The search option can also
be used to search for a
profile. Please refer to the
‘Search for Input Values’
reference document (R3) for
further information.

»

® Simulation : Profile Level - Morzilla Firefox

Additional Criteria:

(& Prevoss | (Wt 8]

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolu window=X
Simulation : Profile Level
1 = —
Define Analysis Criteria

4 Previous | [Next b

Analysis Criteria

System *lls F[Psr Dee
Profile [=][is [+ [2#0Pv_FY| Beoo
Risk by Process =i [+ [a)fo]e)]
Access Risk ID [=][is =] Bee
Risk Level [=[is =] LA Fee
Rule Set =l [+ [Global Fee
Report Options.

Format: Summary [+ Business View |~

Type: & Access Risk Analysis Action Level Critical Action

v| Permission Level Critical Permission

Include Mitigated Risks Show All Objects
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In the ‘Analysis Criteria’

section, click on the ‘- at e v nateer g st ety o ree =

the end of the ‘Risk by Simulation : Profile Level

Process’ row to remove the » 1 _ i

Define Analysis Criteria S 2 C

row for that search

criterion; this criterion is not || <7 e

needed for this scenario. Analysis Critoria
[system ~|[is =] LPS1” Bee
[Profile =|[is [=] [2z7OPav_FY [a)fC]E)
[Risk by Process =l = D@‘_l
[Access Risk ID ~|[is ~| [a] @uf:[er
[Risk Level =[s [=) A Feo
[Rule Set ~|[is = [Global Fl®e
Report Options
Format: [ Summary =] [Business View [=
Type % Access Risk Analysis Action Level [] Critical Action

| Permission Level [] Critical Permission

Additional Criteria: Include Mitigated Risks Show All Objects
4 Previous | [Next ]
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In the ‘Analysis Criteria’
section, click on the *-* at
the end of the ‘Access Risk
ID’ row to remove the row
for that search criterion;
this criterion is not needed
for this scenario.

illa Firefox

w Simulation : Profile Level - M
/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

& https://brachium.mit.edu:44355/nv

Simulation : Profile Level

I» 1 2 =
Define Analysis Criteria a eria

4 Previous

Analysis Criteria
System [=1[is [=]PS™ Bee
Profile =1[is [¥] [ Z#DP-V_FY G®e
Access Risk 1D ~|[is [+ [m] ) (z
Risk Level ~1[is [=] A Fl@®¢
Rule Set [=1[is [+ [ Global Fe@e
Report Options
Format: [Summary [+] | Business View [+]
Type: + Access Risk Analysis [ ] Action Level [ "] Critical Action

[v] Permission Level [7] Critical Permission
Additional Criteria: [ Include Mitigated Risks [ ] Show All Objects

4 Previous
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In the ‘Analysis Criteria’
section, select the ‘Risk
Level’ drop down and select
the risk level for which
information is required. In
this case, ‘All’ was selected
so that the report evaluates
for all risk levels.

e Simulation : Profile Level - Mozilla Firefox
& https://brachium.mit.edu:4435

| Simulation : Profile Level

5/nwhe/?sap-nwhbc-node=nav

gate

‘D 1
Define Analysis Criteria

4 Previous

Analysis Criteria

absolute8tsap-nwhc-new_window=X

‘ | system I=[is ’?|"PSW‘ [a)foT=)
[ Profile >|[is v |z#DPv_FY [a)[o)e)
[Risk Level ~|[is [=] A

Medium -
[Rule Set I=l[is I=1| High O1O)]
Report Options Low

Critical
Format: Summary ~] Al
Type: « Access Risk Analysis Action Level TCritical Ac%n

Additional Criteria:

4 Previous

Include Mitigated Risks

| Permission Level

| Show All Objects

| Critical Permission
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In the ‘Analysis Criteria’
section, select the ‘Rule Set’

0 Simulation : Profile Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nw nwbc-node=navigate absolute&sap-nwhbc-new window=X

drop down and select the | Simulation : Profile Level
Rule Set against which the N - —
report should be executed. | =~ peneAnabsis i
In this case, ‘Global’, the i Frevos
MIT Rule Set, was selected. |

. . Analysis Criteria
Unless advised otherwise,

,‘|’FS1'

the selection should always | | [ssen =

] |z#DPV_FY

‘ ) . [Profile I=[is
be ‘Global’ for this report. : A
|Risk Level ~|[is -
[Rule Set =|[is =] | Global
Global
Report Options ZAUDIT e
Format: [Summary [~ | Business View 2
Type: % Access Risk Analysis Action Level Critical Action
w| Permission Level Critical Permission
Additional Criteria: Include Mitigated Risks | Show All Objects
4 Previous || Next Jb
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In the ‘Report Options’
SeCtion' SeIGCt the firSt drop ??:;:ula:\lfjﬂupznf:?;:e'l;r?zma Fir?e":)*‘ nwbc-node=navigate absolute8isap-nwbc-new_window=X
down for ‘Format’ and | Simulation : Profile Level
select the level of detail at s . —
which information is B
required. In this case, oo
‘Detail’ was selected so that | |
. Analysis Criteria
the report will show
information about why Risks | | [ssem =[is g ST Dee
. [Profile =i =] [z#0P-v_FY ®e
exists. : A
Risk Level ~|[is -]
Rule Set -|[is -‘\G\cba\ w4[C]0]
Report Options
Format: Summary [ [ Business View =
Type: 0 EUZTBW Critical Action
M‘Zn;gamenlSummary L} evel Critical Permission
Additional Criteria: Executive Summary bjects
&l Provious
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In the ‘Report Options’
section, select the second
drop down for ‘Format’ and
select the type of
information that is required.
In this case, ‘Technical View’
was selected so that the
report will show technical
information about why Risks
exists.

0 Simulation : Profile Level - Mozilla Firefox

@ https://brachium.mitedu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X
| Simulation : Profile Level
I» 1 = —
Define Analysis Criteria
[ Previous
Analysis Criteria
| [system [=][is [+ LPst alfole}
| Profile [=1lis [& (Z#OPV.FY Od®e
| [Risk Level [=1is [=] LA Feoe
| Rule Set [=][is [+] LGlobal dlcle]
Report Options
Format: | Detail [=] Business View| -|
D= @« Access Risk Analysis Action Level |Tem_'"'°a‘ Vo
Business View
| Permission Level o orraSion

Additional Criteria:

4 Previous

| 1include Mitigated Risks

|1 Show All Objects
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Analyze for SODs (excluding

fa|se pOSitiveS). @ Simulation : Profile Level - Moxzilla Firefox

& https://brachium.mit.edu:44355/nwhbc/?sap-nwhc-node=navigate_absolute8isap-nwbc-new window=X

. | Simulation : Profile Level
In the ‘Report Options’ L
1 = 7

section, select the dial e
button for ‘Access Risk

Analysis’. Next, select the
type of analysis that is | Anaysis Criora
required. The options ‘

4| Previous

H [System [=][is = ['PS1* D®e
available are: : -
[Profie = <[ Z#DPuv_FY O®e
[Risk Level [=][is = (Al F®e
Action Level: SODs at the [Rule Set FE [ [Global Flee
transaction level (will include false R
. L. eport Options
positives eliminated at the Format: Detail ~] [Technical View [~
authorization IeVeI) Type: * Access Risk Analysis [ ] Action Level [ Critical Action Critical Role/Profile
| |v] Permission Level Critical Permission
Permission Level: SODs at the Additional Criteria: Include Mitigated Risks Show All Objects

authorization level

Critical Action: Critical transactions 4 Previous
that limited/no users should have

Critical Permission: Critical
authorizations that limited/no
users should have

Critical Role/Profile: Critical
Roles/Profiles that limited/no
users should have

In this case, ‘Permission
Level’ was selected so that
the report will show SODs
that exist at the Permission
Level.
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In the ‘Report Options’
section, check ‘Show All
Objects’ under ‘Additional
Criteria’. This will ensure
that Profiles with no
violations are explicitly
listed as such (i.e. ‘No
Violations’ will be listed as a
line item for such Profiles).

0 Simulation : Profile Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwhbc-node=navigate_absolute&sap-nwhc-new window=X

‘_ Simulation : Profile Level

1 & B

I 1 = —
Define Analysis Criteria
A, Previous
Analysis Criteria
| |system [=][is |-||'PS"
Profile [=][is |,||Z#DP‘JV_FV
| [Risk Level [=][is [=] [
[Rule Set [+][is IlllGlohal
Report Options
Format: | Detail [=] [Technical View [+
T2 + Access Risk Analysis [ Action Level | Critical Action
[¥| Permission Level | Critical Permission
Additional Criteria [_] Include Mitigated Risks \‘t\:how All Objects.
| Previous
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13

The analysis criteria has
now been defined. Click on
‘Next’ to define the
simulation criteria.

0 Simulation : Profile Level - Mozilla Firefox

»

@ https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolute&sap-nwbc-new window=X
| Simulation : Profile Level
1 =
Define Analysis Criteria D C
Analysis Criteria
System [+][is [+] [-Pst [a] @G
[Profile ‘V is |v‘ IZ‘DP‘J\LFV ﬁ \;J ‘E)
Risk Level [+][is [+] [ [~ @G
Rule Set [=[is [=] [Global Flee
Report Options
Format: [Detail [=] [ Technical View [+
Type: * Access Risk Analysis [] Action Level | Critical Action

Additional Criteria

[ ] Include Mitigated Risks.

|v Permission Level

[w] Show All Objects

| Critical Permission
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14A-1 Simulation by Action
(tl‘a nsact|0n ) i 0 Simulation : Profile Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwhbc/?sap-nwbc-node=navigate_absolute&isap-nwbc-new_window=X
| Simulation : Profile Level
On the ‘Actions’ tab, clickon | |,

1 2 =
’Add' to define transaction Define Analysis Criteria  Define Simulation Criteria
Simulation Criteria. 4 Previous Next b Run in Foreground || Run in Background
Simulation Criteria
Saved Variants: -|| Delete

Additional Criteria: | Exclude Values
| | Risk from SImulation only

Actions. Roles Profiles
% Fiter Setings
B tem Action From Action To
-

Save Variant as

|4 Previous | [ Next »] | [Runin Foreground | [ Run in Background |
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14A-2

Click the drop down on the
‘System’ field and select the
system from which a
transaction must be added.
The user for the simulation
exists in PS1; however, the
simulation criteria can be
from any system connected
to GRC. In this case, PS1 is
selected.

® Simulation : Profile Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwhc/?sap-nwbc-no:

| Simulation : Profile Level

» 1 2 =1

Define Analysis Criteria Define Simulation Criteria

4 Previous || Next b Run in Foreground || Run in Background

Simulation Criteria

Saved Variants:

Additional Criteria [] Exclude Values

Risk from Simulation only

Actions Roles Profiles

E. System Action From
MIT Logical System for PS1:030

MIT Logical System for SF2:030 h

MIT Logical System for SF3:030

MIT Logical System for SH2:030

[4 Previous | [ Next »

['Run in Foreground | [ Run in Background |

de=navigate absoluteBisap-nwbc

ne

Action To

Save Variant as:

Filter Settings
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14A-3

Add the transaction. In this
case, ‘FBVQ’ was typed in.
The search option can also
be used to search for an
Action. Please refer to the
‘Search for Input Values’
reference document (R3) for
further information.

® Simulation : Profile Level - Mozilla Firefox

& https

| Simulation : Profile Level

» 1 2 =

Define Analysis Criteria Define Simulation Criteria

Run in Foreground | [ Run in

A Previous || Next b

Simulation Criteria

Saved Variants: | [Delete

Additional Criteria: Exclude Values

Risk from Simulation only
Actions

B System Action From
MIT Logical System for...  FBVQ|

Roles Profiles

4 Previous || Next b

Run in Foreground | [ Run in Background |

brachium.mit.edu:44355/nwt ap-nwhbc-node=navigate_absolute8isap-nwhc

Filter Settings

Action To
g

Save Variant as:
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14A-4

If transactions should be
excluded from the Profile
for the simulation, the
‘Exclude Values’ box must
be checked. Otherwise, any
added transactions will be
added to the Profile for the
simulation.

The ‘Exclude Values’ box is
checked in this example.

@ Simulation : Profile Level - Mozilla Firefox

brachium.mit.edu:44355

| Simulation : Profile Level

nwhc,

I 1 2 =

Define Analysis Criteria Define Simulation Criteria

['Runin Foreground | [ Run in Background |

[4 Previous | [ Next »

Simulation Criteria
Saved Variants: [ [=][Delete
Additional Criteria: Exclude Values
‘;iwsk from Simulation only
Actions Roles Profiles
 [Pemission]
E.  System Action From

MIT Logical System for... = FBVO

['Run in Foreground | [ Run in Background |

[ Previous |

?sap-nwbc-node=navigate absolute&tsap-nwhe

Action To

Filter Seftings.

Save Variant as:
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14A-5

Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

& simulation : Profile Level - Mozilla Firefox

brachium.mit.edu:44355/nwbc/?sap-nwbc-no

@ https:

| Simulation : Profile Level

I» 1 2 =

Define Analysis Criteria Define Simulation Criteria

4 Previous | [ Next b Run in Foreground | | Run in Background
Simulation Criteria
Saved Variants: « | [ Delete

Additional Criteria: /| Exclude Values

Risk from Slmulation only

Actions. Roles Profiles

E. System Action From
MIT Logical System for... + FBVO

[4 Previous | [[Next &

[[Runin Foregraund | [ Run in ]

[\
\

de=navigate_absolute8isap-nwbc

Action To

new_windo

Save Variant as:

Filter Seftings
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14A-6

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Any orange line items
represent risks occuring due
to simulation criteria.

Profile ID: SAP profile name
Access Risk ID: The 4-digit ID representing each
medium-risk (as defined in the standard rule

set) for which violations exist

Rule ID: The ID representing the particular rule
that was triggered for that Risk

Risk Level: The risk level defined for each Access
Risk in the standard rule set

Function: The ID representing the particular
function that was triggered

System: The system in which the role is assigned
to the user

Action: SAP transaction
Resource: SAP authorization object
Resource Extn: SAP authorization object field

Value From: SAP authorization object field value
(start value for a range)

Value To: SAP authorization object field value
(end value for a range)

Role/Profile: The single role/profile causing the
SoD

Composite Role: The composite role containing
the SOD-causing single role (if any exist)

Control: The 10-digit ID representing the
Mitigating Control applied for the User with the
Access Risk

Monitor: The user ID of the Monitor responsible
for the Mitigating Control

'e) Simulation : Profile Level - Mozilla Firefox

brachium.mit.edu:44355/nwhe/? whbce-node

Simulation : Profile Level

» 1 2

Define Analysis Criteria Define Simulation Criteria

|i Previou5| Next b

¥ Analysis Criteria

* Analysis Results

Result Set [Resut Set1  [=|[Go | | | Previous

Result
View: | [Standard View] w| | Display As: | Table
B\ Profike ID Access Risk ID Rule ID  Risk Level

Z#DPV_FY

= 3

Confirmation

w |[ Print Version || Export« | | Type:| Permission Level

Function System
ZZPS5103001

Next Export Result Sets |

Action
Mo Violations.

| »| Format: | Detal v]

Resource Resource Extn  Value From Value To Rele/Profile  Composite Role

| mitigate Risk |

Control  Monitor

Filter Settings

Org Rule ID
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14B-1

Simulation by Role.

On the ‘Roles’ tab, click on
‘Add’ to define role
simulation criteria.

@ Simulation : Profile Level - Mezilla Firefox

& https://brachium.mit.edu:44355/nwhbc/7sap-nwbe-node=navigate_absolute8isap-m

Simulation : Profile Level

I* 1 2 = 3

Define Analysis Criteria Define Simulation Criteria Confirmation

|i Previous. H Next L Run in Foreground H Run in Background

Simulation Criteria
Saved Variants: [=] [Delete

Additional Criteria: | Exclude Values

| Risk from Simulation only
Actions Roles Profiles

| Permission | Filter Settings

%meove]
B Type System Role From Role To

[4 Previous | [ Next »] Run in Foreground | [ Run in Background
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14B-2

Click the drop down on the
‘Role Type’ field and select
‘Technical Role’. For role-
based simulation criteria,
unless otherwise advised,
the selection will always be
‘Technical Role’.

@ Simulation : Profile Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwbc-new_window=X

_ Simulation : Profile Level

I» 1 2 = 3
Define Analysis Criteria Define Criteria C

[4 Previous | [ Next B] | [Runin Foreground | [ Run in Background |

Simulation Criteria

Saved Variants: = || Delete

Additional Criteria: Exclude Values
Risk from Simulation only

Actions. Roles Profiles
\
E. Role Type System Role From Role To
- -

Technical Role
Business Role [k
CUA Role

Save Variant as:

4 Previous | [ Next & [ Run in Foreground | [ Run in Background |

Filter Settings
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14B-3

Click the drop down on the
‘System’ field and select the
system from which a
technical role must be
added. The user for the
simulation exists in PS1;
however, the simulation
criteria can be from any
system connected to GRC.
In this case, PS1 is selected.

G) Simulation : Profile Level - Mozilla Firefox

@ https://brachium.mit.edu:44355/nwbe/?sap-nwbe-node=navigate_absolute8sap-nwbc-new window=X

Simulation : Profile Level

I» 1 2 =i 3
Define Analysis Criteria Define Simulation Criteria Confirmation

4 Previous || Next bk Run in Foreground | | Run in Background

Simulation Criteria
Saved Variants: ¥ || Delete

Additional Criteria | Exclude Values
| | Risk from SImulation only

Actions Roles Profiles

Fiter Setings
B Role Type System Role From Role To
Technical Role - -

MIT Logical System for PS1:030
MIT Logical System for SF2:030 I:}
MIT Logical System for SF3:030
MIT Logical System for SH2:030

Save Variant as: Save

[« Previous |[Next »] | [Runin Foreground | [ Run in Background |
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14B-4

Add the role. In this case,
‘Z_VPF_S_AR_GENERAL’
was typed in. The search
option can also be used to
search for a Role. Please
refer to the ‘Search for
Input Values’ reference
document (R3) for further
information.

NOTE: If the added role’s
authorizations should be
excluded from the original
Profile for the simulation,
the ‘Exclude Values’ box
must be checked.
Otherwise, authorizations
from any added roles will be
added to the original Profile
for the simulation.

0 Simulation : Profile Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolute&sap-nwbc-new

| Simulation : Profile Level

I» 1 2 = 3

Define Analysis Criteria Define Si ion Criteria Cor

|4 Previous | [ Next ®] | [Runin Foreground | [ Run in Background |

Simulation Criteria

Saved Variants: Delete

Additional Criteria Exclude Values

Risk from Simulation only

Actions Roles Profiles

[ Add |[ Remove | | [ Permission |

E. Role Type System Role From

Technical Role ~ MIT Logical System for... v Z_VPF_S_AR_GENERAL|

[4 Previous | [ Next »] | [Runin Foreground | [ Run in Background |

window=X

Role To
gl

Save Variant as:

Filter Settings.

\
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14B-5

Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

0 Simulation : Profile Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwhc-new_window=X

Simulation : Profile Level

I» 1 2 = 3
Define Analysis Criteria Define Simulation Criteria Confirmation

4 Previous || Next b Run in Foreground | | Run in Background

Simulation Criteria

Saved Variants: hd

Additional Criteria: [ ] Exclude Values
|| Risk from Simulation only

Actions Roles Profiles

[Add | Remove | | [ Parmision |

E. Role Type System Role From Role To
Technical Role = MIT Logical System for... =+ Z_ VPF_S_AR_GENERAL

Save Variant as:

[4 Previous | [Next '»] | [Runin Foregroung ] [ Run in Background |

Filter Settings
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14B-6

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Any orange line items
represent risks occuring due
to simulation criteria.

Profile ID: SAP profile name

Access Risk ID: The 4-digit ID representing each
medium-risk (as defined in the standard rule

set) for which violations exist

Rule ID: The ID representing the particular rule
that was triggered for that Risk

Risk Level: The risk level defined for each Access
Risk in the standard rule set

Function: The ID representing the particular
function that was triggered

System: The system in which the role is assigned
to the user

Action: SAP transaction
Resource: SAP authorization object
Resource Extn: SAP authorization object field

Value From: SAP authorization object field value
(start value for a range)

Value To: SAP authorization object field value
(end value for a range)

Role/Profile: The single role/profile causing the
SoD

Composite Role: The composite role containing
the SOD-causing single role (if any exist)

Control: The 10-digit ID representing the
Mitigating Control applied for the User with the
Access Risk

Monitor: The user ID of the Monitor responsible
for the Mitigating Control

@ Simulation : Profile Level - Mozilla Firefox

brachium.mit.edu:44:

& http: sap-nwhc vigate DC =)
Simulation : Profile Level
2 1 2 4 s
Define Analysis Criteria Define Simulation Criteria Confirmation

|4 Previous || Hest &

b Analysis Criteria

= Analysis Results

Result Set: | Result Set 1 [=][o] | [ Previous || Nest | | [ Export Result Sets |

Result

WView: | [Standard View] = | | Display As:| Tabie | = |[ Print version || Exporta | | Type:|Pemission Level | | Format: | Detail

E. Profile ID Access RiskID Rule ID RiskLevel Function System Action Resource Resource Extn  Value From Value To Role/Profile
ZRDP:V_FY  FO028 01D2  Medium APOZ ZZPS103001 FBVO F_BKPF_BUK ACTVT o 0z ZHDPLIYV FY
ZRDP:V_FY  E028 01D2  Medium  APOZ2 ZZPS103001 FBVO F_BKPF_BUK ACTVT 01 0z VPE S AR GENERA
ZRDPIV_FY  E028 0102 Medium APO2 2ZPS103001 FBVO S_TCODE TCD FBEVO ZHDPJV FY
ZHDP.UV_FY  F028 o102 Medium GLO1 ZZPS103001 FBVO F_BKPF_BUK ACTVT 01 0z ZHDP.JV FY
ZHEDP:V_FY  F028 0102 Medium  GLO1 Z7PS103001 FBVD F_BKPF_BUK ACTVT o1 0z Z VPF S AR GENERAL
ZEDPV_FY  FD2 01D2 Medium GLO1 ZZPS103001 FBVD S_TCODE TCD FBVOD ZEDPJV FY

= | | [ mitigate Risk |

Composite Rols

Control  Monitor

Filter Settings

Org Rule ID
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14C-1 Simulation by Profile.

@ Simulation : Profile Level - Mezilla Firefox

& https://brachium.mit.edu:44355/nwhc/?sap-nwbe-node=navigate_absolute8isap-n

On the ‘Profiles’ tab, click on = = =
Simulation : Profile Level

‘Add’ to define profile

simulation criteria. I» 1 2 +—{a—
Define Analysis Criteria Define Simulation Criteria Confirmation

|i Previous ]| Next L Run in Foreground |[ Run in Background

Simulation Criteria
Saved \ariants: [=] [Delete

Additional Criteria: | Exclude Values
Risk from Simulation only

Actions Roles Profilas

[Remove | | | Permission | Filter Settings

B tem Profile From Profile To

|4 Previous | [ Next »] Run in Foreground | [ Run in Background
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14C-2

Click the drop down on the
‘System’ field and select the
system from which a profile
must be added. The user for
the simulation exists in PS1;
however, the simulation
criteria can be from any
system connected to GRC.
In this case, PS1 is selected.

0 Simulation : Profile Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nw

| Simulation : Profile Level

| o4 1 2 =+—s

Define Analysis Criteria Define Criteria Confi

[4 Previous | [ Next #] | [Runin | [ Run in Background |

Simulation Criteria

Saved Variants:

Additional Criteria: | Exclude Values

| Risk from SImulation only

Actions Roles Profiles
\
B System Profile From

-
MIT Logical System for PS1:0: E\}
MIT Logical System for SF2:030
MIT Logical System for SF3:030

MIT Logical System for SH2:030

[« Previous | [Next »] | [[Runin Foreground | [ Run in Background

bc/?sap-nwbc-node=navigate absolute&isap-nwbc-new window=X

Filter Settings

Profile To

Save Variant as:
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14C-3

Add the profile. In this case,
‘Z#DP:JV_FY’ was typed in.
The search option can also
be used to search for a
Profile. Please refer to the
‘Search for Input Values’
reference document (R3) for
further information.

Additional Criteria

@ Simulation : Prafile Level - Moxzilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node

Simulation : Profile Level

navigate_absolute&sap-nwhbc-new_window=X

» 1 2| =1 3

Define Analysis Criteria Define Simulation Criteria Confirmation

[4 Previous | [ Next ] | [Runin Foreground | [ Run in Background |

Simulation Criteria

Saved Variants [ [Deee

Exclude Values
Risk from Simulation only

Actions Roles Profiles
Filter Settings
EL  System Profile From Profile To
MIT Logical System for... = Z#DP:.JV_FY| [m)]

Save Variant as:

[4 Previous | [Next »

[[Run'in Foreground | [ Run in Background |
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14C-4

If authorizations from any
added Profiles should be
excluded from the Profile
for the simulation, the
‘Exclude Values’ box must
be checked. Otherwise,
authorizations from any
added Profiles will be added
to the Profile for the
simulation.

The ‘Exclude Values’ box is
checked in this example.

O Simulation : Profile Level - Mozilla Firefox

& https:

Simulation : Profile Level

brachium.mit.edu:44355/nwhc

» 1 2 = 3

Define Analysis Criteria Define Simulation Criteria Confirmation

4 Previous || Next b Run in Foreground || Run in Background

Simulation Criteria

Saved Variants w || Delete
Additional Criteria: Exclude Values
T}eusk from Slmulation only
Actions Roles Profiles
\
EL  System Profile From

MIT Logical System for... = Z#DP-JV_FY

[« Previous | [Next »| | [Runin Foreground | [ Run in Background |

?sap-nwhc-node=navigate absolute&sap-nwbc

new window=X

Filter Settings

Profile To

Save Variant as:
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14C-5

Run the report in the
foreground. If the report is
expected to yield a large
amount of data, execute the
report by running a
background job. See the
‘Execute a Background Job’
reference document (R5) for
further information.

@ Simulation : Profile Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwhc/?sap-nwbc-node=navigate_absolute8isap-nwhc-new_window=X
| Simulation : Profile Level
s 1 2 43—
Define Analysis Criteria Define Simulation Criteria Confirmation
[4_Previous | [Next ®] | [Run in Foreground | [ Run in Background |
Simulation Criteria
Saved Variants: ~| [ Delete
Additional Criteria: | Exclude Values
| Risk from Simulation only
Actions Roles Profiles.
FiterSettngs
E. System Profile From Profile To

MIT Logical System for... w Z#DP:JV_FY

Save Variant as:

4 Previous [Run mFoPe%EUmd [[Runiin Background |

oreground Execution
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14C-6

Analyze the data. This data
can also be exported. See
the ‘Export Data from GRC’
reference document (R8) for
further information.

Any orange line items
represent risks occuring due
to simulation criteria.

Profile ID: SAP profile name

Access Risk ID: The 4-digit ID representing each
medium-risk (as defined in the standard rule

set) for which violations exist

Rule ID: The ID representing the particular rule
that was triggered for that Risk

Risk Level: The risk level defined for each Access
Risk in the standard rule set

Function: The ID representing the particular
function that was triggered

System: The system in which the role is assigned
to the user

Action: SAP transaction
Resource: SAP authorization object
Resource Extn: SAP authorization object field

Value From: SAP authorization object field value
(start value for a range)

Value To: SAP authorization object field value
(end value for a range)

Role/Profile: The single role/profile causing the
SoD

Composite Role: The composite role containing
the SOD-causing single role (if any exist)

Control: The 10-digit ID representing the
Mitigating Control applied for the User with the
Access Risk

Monitor: The user ID of the Monitor responsible
for the Mitigating Control

'e) Simulation : Profile Level - Mozilla Firefox

& https://brachium.mitedu:44355/nwhbe,/7: whe-node=navigate_absoluted

Simulation : Profile Level

i 1 2 = 3

Define Analysis Criteria Define Simulation Criteria Confirmation

|1Prewou5| Next &

¥ Analysis Criteria

* Analysis Results

Result Set: | Result Set 1 [*][eo] | [Previous |[ Next | | [Export Result Sets |

Result

View: | [Standard View] = | | Display As:| Table

B Profile ID
Z#DPV_FY

Access RiskID Rule|D Risk Level Function System Action
ZZPS5103001  No Viclations

- | Print Version || Export 4 | | T)’DEZ:Permission Level

| | Format:| Detail

Resource Resource Extn  Value From Value To Role/Profile

= | | [ Mitigate Risk |

Composite Role

Control  Monitor

Filter Settings

Org Rule ID
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PURPOSE OF THIS DOCUMENT

Procedures on repetitive tasks and actions related to GRC Reports are documented in reporting Reference Aids. Each
Reference Aid provides details on execution for a particular repeated action.

CONTENTS

R1 Access GRC Reporting

R2 Add or Remove Search Lines to a Report
R3 Search for Input Values

R4 Save a Variant

R5 Execute a Background Job

R6 Filter a Report

R7 Change Your Report View

R8 Export Data from GRC

R9 Simple Sort
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Reference R1 Access GRC Reporting

Step Description Screenshot
1 Install Mozilla Firefox ESR
(Extended Support Release) | http://ist.mit.edu/firefox
17 by pressing Ctrl + Click on
the link.
2 Click the Download button
next to Firefox 17 ESR for .
Windows Versions it recommended versions
Firefox 17 ESR for Mac & Download
Firefox 17 ESR for Windows & Download
3 You will see a pop-up
message.
Do you want te run or save Firefox Setup 17.0.5esr.exe (18.5 MBE) frormn download.cdn.mozilla.net?
C||Ck the Run button. Run Save - Cancel

'j;' This type of file could harm your computer,
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A ‘Running Security Scan’
message will appear at the ' " 3 Mozilla
bottom of the screen. >

Then the Mozilla Firefox Welcome to the Mozilla Firefox
Setup Window will appear. Setup Wizard

Click Next. o o ) _ _
This wizard will guide you through the installation of Mozilla

Firefox,

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your

computer.

Click Mext to continue,
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Leave the Setup Type option
as Standard, which is the
default.

Click Next.

E‘ ozilla Firefox Set

Setup Type
Choose setup options

Choose the type of setup you prefer, then dick Mext.

i@ Standard
Firefox will be installed with the most commaon options.

(7 Custom
‘fou may choose individual options to be installed. Recommended for experienced users.

< Back “ Mext = ] [ Cancel
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A screen with the
installation location on the
C drive will appear.

Click the Upgrade or Install
button.

‘L) Mozilla Firefox Setup

Summary
Ready to start installing Firefox

Firefox will be installed to the following location:
C:\Program Files (x36)Mozilla Firefox

Click Upgrade to continue.

< Back

][ Upgrade ] [ Cancel
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The Firefox Installation will
run for a few seconds. ) Mozilla Firefox Setup [:: | = |ﬂ&j
Leave the Launch Firefox
Now button selected.

Completing the Mozilla Firefox

Click the Finish button. Setup Wizard

Mozilla Firefox has been installed on your computer.

Click Finish to close this wizard.

Launch Firefox now

The installation will
complete, and you will -
should the Mozilla Firefox i S~

icon in the upper left corner File Edit View History Bookmarks Tools Help
of the MIT homepage.

J || MIT - Massachusetts Institute of Techno... | 4+
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If you do not see the Firefox
icon there, go to
Start/Programs/Firefox, or
double-click on the Firefox
icon on the taskbar.

10

Paste the URL for
NetWeaver Business Client
(NWBC) for GRC Test/QA
into your Firefox browser.

https://tabit.mit.edu:44365/nwbc/?sap-client=3308&sap-language=EN&sap-nwbc-node=root
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11

You will see a pop-up
message requesting you
select your certificate for
the browser.

Click OK.

F

User Identification Request ﬁ

This site has requested that you identify yourself with a certificate:
tabit.mit.edu:44365

Organization: "Massachusetts Institute of Technology”

Issued Under: "Internet2"

Choose a certificate to present as identification:

Sarah Quigley's Massachusetts Institute of Technology ID [54:3E:64:8B:14:5%:2C:49:B7:90:16:80:F0:7 A: 2% AD

Details of selected certificate:

Issued to: E=squigley@MIT.EDU, CN=>5arah Quigley, OU=Client CAv1,0=Massachusetts Institute of
Technology, 5T=Massachusetts, C=U5 I
Serial Mumber: 54:3E:64:8B:14:58:2C:49:B7:90:16:80:F0: 7 A:29:AD
Valid from 12/16/2012 12:21:57 PM to 7/31,/2013 13:21:57 PM
Certificate Key Usage: Signing,Mon-repudiation, Key Encipherment
Ernail: squigley@mit.edu
Issued by: OU=Client CA v1,0=Massachusetts Institute of Technology,5T=Massachusetts, C=U5

-
{ ot NP R Y . I I S i R

Remember this decision

»

m

| ok || cancel |
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12

Please Note: If you receive
an error related to not
having a valid certificate for
Firefox, enter the URL below
into your browser.

https://ca.mit.edu/ca/

In the fields under Identify
Yourself, enter your Name,
Kerberos ID, and Employee
ID.

Click Next.

You will see your Certificate
appear.

Click OK.

Steps: n

L. Identify Yourself

You will need cerificates on each computer and browser that you use, unless you only work on
Athena workstations. What is an MIT certificate? Learn more.

Learn more about IS&T supported browsers.

Get the MIT Certificate Authority Certificate

Privacy Notice: The information you supply below is encrypted and sent to the cerificate server where
it is used briefly to generate your certificate and then erased.

Kerberos What's this?
username: (Your MIT Kerberos name)
Kerberos What's this?
password: (Your Kerberos password)

MIT ID HNumber: What's this?
(nine-digit number from your picture |D that looks like this: 9000000
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13 The NetWeaver Business
Client (NWBC) screen will Y Business Client
open. P
1 y
Select the Reports and i, of = = ="
. KMy Home Setup Access Management Reports and Analytics

Analytics Tab at the top. )

This is where we will start

running GRC Reports during r-.. fezzee TiEE % SR

o e B =]

G RC tra'n'ng ClaSS. Explore dashboards for access risk analysis, business role management and user Wiew details related to management of roles

access management
CQuick Links.
Quick Links List Action in Roles
Access Rule Library Compare Action in Menu and Authorization
Mitigating Control Library Compare User Roles
Rigk Viclations User to Role Relationship
User Analysis Role Relationship with User / User Group
Role Analysis PFCG Change History
Violatiens Comparisons Master to Derived Role Relationship
Alerts Single to Composite Role Relationship
Role Library Role by date of generation
Access Regquests Risk Terminator Log Report
Access Provisioning
Rigk Violation in Access Request s T rt
Service Level for Access Reguest E& ecurity Reports
§ Wiew details related to user, role, and profile se:
Access Risk Analysis Reports
% Quick Links
View details related to access risk analysis Action Usage by User, Role and Profile
Count authorization in Roles
Quick Links Count authorization for Users
Access Rule Summary List Expired and Expiring Roles for Users
Access Rule Detail
14 If you see a message in the

upper left corner of the
NWBC screen at any time
which says ‘Firefox
prevented this site from
opening a pop-up window,’
click the Options button in
the upper right corner, and
select Always allow for the
site tabit.mit.edu.

* E ""I'I'II-E'dI.I:--:-' .....

B Most Visited || Getting Started

g Finefioor presented this site from cpening a pop-up window.
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Reference R2 Add or Remove Search Lines to a Report

the end of each Analysis
Criteria row.

LG

Step Description Screenshot
1 Execute a report containing
Analysis Criteria 1@ Risk Analysis : User Level - Mazilla Firefox
& https://brachium.mitedu:44355/nwbc/?sap-nwhbe-node=navigate_absolute&sap-nwbe-new_window=X
Risk Analysis : User Level
Analysis Criteria
[ System [=1[is [+ O ®E
[user [=][is [+ 2=
| User Group [=][is [+l Jd®
[Custom Group [=][is [+l O ®E
[ Risk Level [=][is |"_AI\ @
[Rule Set [=][is | [Glopal Flee
[User Type [=][is [] | Dialog hd [OIO
Report Options
Format: | Summary =] |Business View -l
ip=: + Access Risk Analysis | Action Level [] Critical Action [ Critical Role/Profile
| Permission Level [_] Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria: | Include Mitigated Risks | Show All Objects
| Consider Org Rule

[[Run in Fereground | [ Run in Background

2 Note the ‘+’ and ‘- signs at
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Click on the ‘- sign to
remove an Analysis Criteria | — \

row. -’

NOTE: If a row is not being
used, it should be removed
to ensure the report
executes correctly.

Click on the ‘+‘sign to add
an Analysis Criteria row. —

NOTE: If a row is added, the
criterion category for that
row can be changed using
the drop down in the first
column. Similarly, the
operand for the criterion
can be changed using the
drop down in the second
column.
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Reference R3 Search for Input Values

Step Description Screenshot
1 Execute a report containing
Analysis Criteria 1@ Risk Analysis : User Level - Mazilla Firefox
& https://brachium.mitedu:44355/nwbc/?sap-nwhbe-node=navigate_absolute&sap-nwbe-new_window=X
Risk Analysis : User Level
Analysis Criteria
[ System [=1[is [+ g @® &
[user [=][is [+] O®e
| User Group [=][is [+l Jd®
[Custem Group [=][is [=]! 0®E
[ Risk Level [=][is |"_AI\ =l @iz
[Rule Set BIE = [Global Fle®c
[User Type [=][is [] | Dialog *®e
Report Options
Format: | Summary =] | Business View =]
Type: = Access Risk Analysis | Action Level [] Critical Action [ ] Critical Role/Profile
| Permission Level [] Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria: | Include Mitigated Risks | Show All Objects
| Consider Org Rule r

[[Run in Fereground | [ Run in Background

2 Note the input icon in the

last column of some
Analysis Criteria rows.

Input values can only be
searched for criteria rows
with this icon

[}
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3 Click on the input icon to
search for a value. |

®) (=)

In this example, the input | r hoose a value for this criterion
icon for the ‘System’ row o T
was clicked.

4A-1 Click on ‘Start Search’ to
carry out an open search. Search System =1 E3
| Hide Filter Criteria

NOTE: If there are a large System: | |
number of input values Start Reset
available, an open search is W)

NOT recommended.

Cancel
4A-2 A set of possible input
values will be returned. Search System =] E3
System: | |
Target Connector Connector Desc.
ZZPS103001 MIT Logical System for PS1:030
ZZSF203001 MIT Lagical System for SF2:030
ZZSF 303001 MIT Logical System for SF3:030
ZZSH203001 MIT Logical System for SH2:030
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4A-3 Click on the required input
value. Search System =B
System: |
Target Connector Connector Desc.
ZZPS103001 MIT Logical System for PS1:030
ZZ8F203001 MIT Logical System for SF2:030
ZZSF303001 MIT Logical System for SF3:030
ZZSH203001 MIT Logical System for SH2:030
4A-4 Click ‘OK’ to enter the
selected input value as your | EEEEEL = &3

search criteria for that row.

w Hide Filter Criteria

System: |
Start Search

Target Connector
ZZPS103001
ZZ5F203001
ZZSF303001
2ZSH203001

Connector Desc.

MIT Logical System for PS1:030
MIT Logical System for SF2:030
MIT Logical System for SF3:030
MIT Logical System for SH2:030

I%
cl
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4B-1 Enter a search value and
click on ‘Start Search’ to Search System =E
carry out an opensearch. In | [ e s

this case “*PS1*’ was System: [*PS1 |

entered.
h Start Reset

NOTE: For some searches,
such as that for a particular
user or role, a system will
have to be defined to limit [OK] [Cancel]
the search. In such cases,
the system name with
surrounding asteriks (i.e.
*PS1%*) is the recommended
entry.

4B-2 A set of possible input
values will be returned. Search System [x]

System: [*PS1* |

Start Search

Target Connector Connector Desc.
ZZPS5103001 MIT Logical System for PS1:030

OK || Cancel
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4B-3 Click on the required input
value. Search System =E

System: | *PS1* |

Target Connector Connector Desc.
ZZPS103001 MIT Logical System for PS1:030

4B-4 Click ‘OK’ to enter the
selected input value as your | [ =l E3

search criteria for that row.
System: [*PS1° |

Target Connector Connector Desc.
| ZZPS103001 MIT Logical System for PS1:030

Iﬁ\_} Cancel
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Step Description Screenshot
1 Execute a report and define
the Ana|y5|s Criteria and @ Risk Analysis : User Level - Mozilla Firefox
Re or‘t O t'ons re 'red for & https://brachium.mit.edu:44355/nwhbc/7sap-nwbc-node=navigate_absolute&isap-nwbc-new_window=X
| ul . c
portUp q Risk Analysis : User Level
the variant.
Analysis Criteria
[System [+1[is [+ 2zPs103001 O # (=
[User [=][is [ ANNAK @e
[User Fi[s [=] [MFLAHERT F®e
[Risk Level [=1[is [=] A Fl@c
[Rule Set [=][is |'|_Glnnal @
[User Type [=][is [+] [Dialog Fl®E
Report Options
Format; Summary [=] B View -
Type: + Access Risk Analysis || Action Level [ ] Critical Action [ Critical Role/Profile
v Permission Level [ Critical Permission
Access Risk Assessment
Mitigation Analysis
Additional Criteria: | Incluce Mitigated Risks  [v] Show All Objects
| Consider Org Rule r
Run in Foreground | | Run in Background
2 Note the ‘Save Variant as’
bar on the bottom right of
the report screen. Save Variant as: | Save |
3 Input a name for the report
variant.
Save Variant as: [PS1_2_User IDs | Save |
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Click on ‘Save’ to save the
variant.

Save Variant as: |PS1_2 User_IDs | Save

A ‘Data saved’ message will
appear

Data saved

Next time the report is
executed, note the ‘Saved
Variants’ bar on the top
right of the report screen.

Click on the drop down
menu and select the
required variant.

ekiskAnulysis:User Level - Mozilla Firefox I = | (=) E
& https://brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate_absolute&sap-nwhbc-new_window=X

Risk Analysis : User Level Help

Analysis Criteria

Saved Variants: || w| [ Delete
|Ps1_2_User_IDs ﬂ

| system [=][is ‘vl‘ [=][C]S)]

[User [=][is "” [=]lo]e)]

[User Group [=][is ‘vl‘ [=]lo]e)]

| Custom Group [=][is ‘vl‘ B®e

[Risk Level [=[is [=] (A0 Fl®o

[Rule Set =[is [+ [Globai Fleo

[ User Type [+]/is [+] [Dialog Flee

Report Options

Format: Summary =] [Business View [+]

Type: « Access Risk Analysis Action Level Critical Action || Critical Role/Profile

| Permission Level Critical Permission
Access Risk Assessment

Mitigation Analysis

Additional Criteria: [ Include Mitigated Risks [ Show All Objects

["] Consider Org Rule (]

Save Variant as:

Run in Foreground || Run in Background

378




B Massachusetts
II I I I Institute of
Technology

The Analysis Criteria and

GRC Training — Business Systems Analysts (IS&T)

Report Options defined for
the variant will appearin
the report.

@ risk Analysis : User Level - Mozilla Firefox

& https://brachium.mit.edu:44355/nwbc/?sap-nwhbc-node=navigate absolute&sap-nwhbe-new window=X

Risk Analysis : User Level

Analysis Criteria

Saved Variants:
[system [=][is =] (zzPS103001 Fee
[Risk Level [=][is vHA“ @
[Rule Set =l [is +| [Global l®e
[User [=][is vHANNAK [alfo1E)
[User [=][is :-]‘MFLAHERT F®e
[User Type [=][is ,‘\Dwalog l®e
Report Options
Format: | Summary =] Business View =
Type: (s Access Risk Analysis || Action Level

Additional Criteria:

(" Access Risk Assessment
" Mitigation Analysis

[ Include Mitigated Risks
| ] Consider Org Rule

Run in Foreground | | Run in Background

[ Permission Level

[v] Show All Objects
|

|| Critical Action
[ ] Critical Permission

B

3

PS1_2_User_Ds [+]

[ Critical Role/Profile

Save Variant as: |
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Reference R5 Execute a Background Job

Step Description Screenshot
1 Execute a report and define
the AnalySiS Criteria and @)Risk Analysis : User Level - Mozilla Firefox | =l E
. . & https://brachium.mit.edu:44355/nwbc/?sap-nwhc-node=navigate_absolute&sap-nwbc-new_window=X
Report Options required for Risk Analysis : User Level Heio
the job.
Analysis Criteria
Saved Variants: |PS1_2_User_Ds [+]
System # [ [~ [zzPs103001 @
Risk Level [=][is \v"A“ ,'J‘éﬂ'i‘
Rule Set =l [is [ [Global @
User -|[is [+ [ANNAK Bee
User [=][is ’T\MFLAHERT H®e D
User Type =|[is [~ [ Dialog ~
Report Options
Format: Summary -] Business View -]
Type: « Access Risk Analysis Action Level | ] Critical Action || Critical Role/Profile
| Permission Level || Critical Permission
Access Risk Assessment
Mitigation Analysis

Additional Criteria: [7] Include Mitigated Risks | Show All Objects
Consider Org Rule [ Off at

Save Variant as:

[ Run in Foreground | [ Run in Background |

|

Click on the ‘Runin
Background’ button on the

bottom left of the report. Run In Eﬂﬂwrﬂ-ﬁ
|
&
\
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A ‘Background Scheduler’
window will appear.

Background Scheduler n

Schedule Name: *
Schedule Activity: *  Perform Background Risk Analysis

Recurring Plan: * Yes @No

Start Immediately: =  Yes e No

Start Time: * 05/21/2013  [B HH [10 [« MM [11 [+]ss[58 [»|[5]
(oK
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Enter in the name of the
background job. In this case, | EEEEEEEEI = £
'SOD Report PSl' was Schedule Name: * | SOD_Report_PS1 |
- - Schedule Activity: * | Perform Background Risk Analysis
entered' Recurring Plan; * Yes (s No
Start Immediately; *+ ( 78%  (« No
Start Time: * [05212013  [E HH[11 [= MM [28 [=] 55 (48 [=]|[5]
Cancel
If the job will be a recurring
job, click on the ‘Yes’ dial SR S =1 £
‘ H Schedule Name: * | SOD_Report_PS1 ‘
bUtt'On neXt tO Recurrlng Schedule Activity: *  Perform Background Risk Analysis
Plan . Recurring Plan: * ‘L\;es No
Recurring Range: * From T HH [12 [+] mm [28 [+] ss [18 [+][i]
Define the Recurrance o | I -+ [12 [ w25 ] ss 10 [ ()
Frequency: * Hourly -
Range, Frequency and Recumence: *  Every Hour(s)
Recurrance criteria.
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If the job must only be
executed once, click on the
‘No’ dial button next to
‘Recurring Plan’.

Background Scheduler B m

Schedule Name: * | SOD_Report_PS1 |
Schedule Activity: * | Perform Background Risk Analysis

Recurring Plan: * Yes (= No
Start Immediately: * Yes (s No

ot Te: * i (12 [ [25 ] s 6 [¥] (3]
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If the job must be scheduled
for a later date or time, click
on the ‘No’ dial button next
to ‘Start Immediately’ and
enter the required ‘Start
Time’ details.

Background Scheduler B m
Schedule Name: * | SOD_Report_PS1 |

Schedule Activity: * | Perform Background Risk Analysis

Recurring Plan: * Yes (& No

Start Immediately: * ( Yes @ No

Start Time: * HH [12 [w|Mm ss [H]
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If the job can be started
immediately, click on the SACSUM RS SR = &
‘Yes’ dial button next to BulieduaNiames S 500 Roport PS1__]
‘ . ; Schedule Activity: * | Perform Background Risk Analysis
Start Immediately’” and Recuring Plan: * (" Yes @ No

H ‘
enter the required ‘Start Sertimmesay: + qYes o
Time’ details.

Cancel

385




m W Massachusetts

I I Institute of
Technology

GRC Training — Business Systems Analysts (IS&T)

9 Once all background job
criteria have been entered, Background Scheduler =l E3
click on ‘OK’. Schedule Name: * [ SOD_Report_PS1 |
Schedule Activity: * | Perform Background Risk Analysis
Recurring Plan; * Yes (s No
Start Immediately; * * Yes No
%Camel
AK
10 Navigate to the ‘Access
Management’ tab.
Access Management
11 Click on the ‘Background

Jobs’ link located in the
‘Scheduling’ section.

...... % Scheduling
Schedule, find and display background jobs

Quick Links
Background Scheduler
Background Jo
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A list of all background jobs
executed by the ID that is
logged in will be displayed.

& Application for powl scheduler monitor - Mozilla Firefox

& h

//brachium.mit.edu:44355/nw

vbec/?sap

c-node=navigate_absolute8tsap-nwbc-new_window=X

Active Queries

AC Scheduler Monitor Access Code: Scheduler Monitor (69)

AC Scheduler Monitor - Access Code: Scheduler Monitor

» Show Quick Criteria Maintenance
View: | [Standard View] =] | [ View Resutts | |/ [ Cancel |

ete | | [Print Version |[ Export 4

| B JobID Schedule Name Schedule Activity
11313300 SOD_Report_PS1 Perform Background Risk Analysis
12na2100 12N07ANN Rueinace Brla Imnant Anaheic Darfrrm Rarbarmind Diel Analueie

Frequency
One time schedule

Mina tima erhardla

Schedule On
05/21/2013 11:31:33

NSANMNAR 12:Na-21

13

Select the background job
for which information is
required.

& Application for powl scheduler monitor - Mozilla Firefox

@ hi

_\Jraclw.‘n‘.mlt.edu:-l-l3:;:;_-'\1;t:|:c_'?sap nwbc-node=navigate_absolute&sap-nwbc-new_window

Active Queries

AC Scheduler Monitor Access Code: Scheduler Monitor (69)

AC Scheduler Monitor - Access Code: Scheduler Monitor

| » Show Quick Criteria Maintenance |

View: | [Standard View] = | | [View Results | | | C

Delete Print Version || Export «

E. JobID Schedule Name Schedule Activity
11313300 SOD_Report_PS1 Perform Background Risk Analysis
I 13NG3100 13NA2RNN Ricinace Rnla Imnart Analucic Parfarm Rackarnund Rick Analucic

Frequency
One time schedule

Oina tima srhadila

Schedule On
05/21/2013 11:31:33
NAPAPN1R 130831

14

Click on ‘View Results’.

0 Application for powl scheduler monitor - Mozilla Firefox

& h

//brachium.mit.edu:44355/nwbc/?sap-nwbc-node=navigate absolute&tsap-nwhc-newv

Active Queries

AC Scheduler Monitor Access Code: Scheduler Monitor (69)

AC Scheduler Monitor - Access Code: Scheduler Monitor

» Show Quick Criteria Maintenance

View: | [Standard View] ~| | [ViewResuits ] | | Cancel | | [Delete | | [ Print Version |[ Export |
| E. JobID Schedule Name Schedule Activity

11313300 SOD_Report_PS1 Perform Background Risk Analysis

Frequency
One time schedule

Schedule On
05/21/2013 11:31:33
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The results for the report
that was executed in the
background will be
displayed.

Job Result

¥ Analysis Criteria

~ Analysis Results

Resuit Set: [Resut Set 1 |=|[Go] | [Previous |[Next | | [Export Resut Sets

Result
View: | [Standard View] | =] | Display As:|Table  |[ Print Version || Exporta | | Type:|Permission Level || Format:| Summary [=] | [Mitigate Risk
E. UseriD User Name User Group  Access Risk ID  Risk Description  System Rule ID Risk Level Action Action Description  Last Executed On  Execution Count  Control  Control Descri
ANNAK Anna A Kovaleva VPF-AP ZZPS103001 No Violations 0
| MFLAHERT = Michael Flaherty | VPF-FAR 2ZPS103001 No Violations 0
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Step Description Screenshot
1 Execute a report in the
foreground or background
and view the results. b Analysis Criteria
* Analysis Results
Result Set: [Result Set 1 |=|[Go| | [Previous |[Next | | [Export Result Sets
Result
View: |[Standard View] || | Display As:| Table = |[ Print Version |[ Export4 | | Type:|Permission Level |+ | Format: | Summary = | | [ Mitigate Risk
E. UseriD User Name User Group  Access Risk ID  Risk Description  System Rule ID  Risk Level Action Action Description  Last Executed On  Execution Count  Control  Control Descri
ANNAK Anna A Kovaleva VPF-AP ZZP5103001 Mo Violations 1]
MFLAHERT = Michael Flahertty = VPF-FAR ZZPS103001 No Viclations i
2 Scroll to the right side of the

report and click on the
‘Filter’ link on the top right
of the report.

ﬂ Type: | Permission Level || Format: | Summary [ =] | [Mitigate Risk | iter Settings
Rule ID  Risk Level Action Action Description  Last Executed On  Execution Count Control  Control Description  Monitor  Monitor Name  Business Process  Business Process Description  Org 0 =]
No Violations 0
No Violations o
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A filter row will appear at
the top of the report.

Enter filter criteria. Asteriks

Job Result

b Analysis Criteria

* Analysis Results

may be used.
Result Set: | Result Set 1 - | [Previous ][ Next Export Result Sets
Result
View: | " [Standard View] || | Display As:| Table = |[ Print Version |[ Exporta| | Type:| Permission Level || Format:| Summary = | | [ Mitigate Risk
E. UseriD User Name User Group  Access Risk ID  Risk Description  System Rule ID  Risk Level Action Action Description  Last Executed On  Execution Count  Control  Control Descri|
B ™
MFLAHERT = Michael Flaherty VPF-FAR ZZPS103001 No Violations 0
L)
Remove the filter by clicking
on the ‘Delete Filter’ link on
the top right of the report.
3

]| Type:|Permission Level || Format: | Summary

[=] | [Mitigate Risk
iption  Last E dOn E

iter Settings
Count Control Control Description  Monitor  Monitor Name  Business Process  Business Process Description  Org Rule ID =

Rule ID  Risk Level Action Action D

No Violations

No Violations
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Reference R7 Change Your Report View

Step Description Screenshot
1 Execute a report in the
foreground or background
and view the results. b Analysis Criteria
* Analysis Results
Result Set: [Resut Set 1 |=|[Go | | [Previous |[ Next| | [Export Result Sets
Result
View: |[Standard View] | = | | Display As:| Table = |[ Print Version |[ Exporta | | Type:|Permission Level |+ | Format: | Summary = | | [Mitigate Risk
E. UserlD User Name User Group  Access Risk ID  Risk Description  System Rule ID  Risk Level Action Action Description  Last Executed On  Execution Count  Control  Control Descri
ANNAK Anna A Kovaleva  WPF-AP ZZPS103001 No Vielations 0
MFLAHERT = Michael Flaherty ~ WPF-FAR ZZPS103001 No Viclations 0
2 Scroll to the right side of the

report and click on the
‘Settings’ link on the top
right of the report.

ﬂ Type: | Permission Level  |= | Format | Summary [=] | [Mitigate Risk | Fitter Mﬂ%
Rule ID  Risk Level Action Action Description  Last Executed On  Execution Count  Control  Control Description  Monitor  Monitor Name  Business Process  Business Process Description  Org Rule ID

Mo Violations 0

Mo Violations 0
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A ‘Settings’ window will

appear where different view | E&S =l E3
settings can be defined. View [ [Standard View] || Save | [Saveas.. || Delele | [ Properties.. |
. Column Selection Sort Filter Display Print Version
Click on the ‘Column . !
Selection’ tab to ER  Hidden Columns E. Displayed Columns -
Execution Count
add/remove columns contel
to/from the report. Control Description
=
:
Manitor Name
Business Process
Business Process Description
Org Rule ID -
[Z] [+] change Sequence [+] [Z]
Reset
Use the icons below the
‘Displayed Columns’ list to Settings =8
change the order in which View |*[Standard View]  |*| 5.0 |[Saveas. || Deleie |[ Properties. |
columns are displayed.
Column Selection ~ Sort | Filter Display Print \Version
E.  Hidden Columns E. Displayed Columns -
Control Risk Description
Manitor System
Org Rule ID Rule D - b
Business Process Description Risk Level
Monitor MName Action

Business Process Action Description
Last Executed On

Execution Count -

[=] [+] change Sequence [+] [Z]

Control Description

[C5K] [ Cancel | [ Reset
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Click on the ‘Sort’ tab to
define which columns in the | S =B
report should be sorted, View [ [Standard View] || Sayc | [Save as..] [ Delels | Properies._]
and how they should be
Sorted Column Selection Sort | Fiter | Display , PrintVersion
E. Unsorted Columns - B\ Sorted Columns Sort Direction
System User ID Descending v
Action MAscending Iﬁ
| Access Risk D Descending
e
Control
Monitor
Org Rule ID
Last Executed On -
[Z] [=] change Sequence [~] [Z]
Click on the ‘Filter’ tab to
define any columns that Sottings =B
should be filtered. View | [Standard View] | *|[Save |[Save as... || Delele || Properties...|
Clle on the ,Filter Column, Column Selection { Sort Filter i Display ( Print Version
drop down and select a [ lanore Uppercase and Lowercase Distinction when Filtering
column. Filter Column: o ||-:| Reset all
| Monitor
Monitor Name:
Crg Rule ID
Risk Description
Risk Level
Rule ID
System =
User Group
User ID b
User Name -
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Once the column is

selected, click on ‘Add’. Settings =] E3
View | * [Standard View] L Save || Save as... || Delete | Properties...

Column Selection | Sort Filter | Display | Print Version

|w! lgnore Uppercase and Lowercase Distinction when Filtering

Filter Colurnn: | IESgey || Reset al

i olumn for Which No Filter Is Yet Defined

For the column that was
added, in this case, ‘User Settings [=1E3
Group’, enter the filter that View [*[Standard View] |~ Saye |[Save as. || Deleie | Properties... |
should be used.

Column Selection ,  Sort Filter | Display ,  Print\ersion
In thiS exam |e IVPF*' is |w| lgnore Uppercase and Lowercase Distinction when Filtering

o Fiter Coumn: =l

entered to restrict the
repc')rt t(? us’er g'roups that User Grow: & [VPF B | = 9
begin with ‘VPF'.
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Click on the ‘Display’ tab to

change the table display Seftings = B
settings for the report. View [ [Standard View] |+ [Save | [Save as.. || Deleie |[ Properties.. |
Column Selection | Sort | Filter Display | PrntVersion
Displayed Rows: | 20|
Displayed Columns: Al §
Table Design:  Standard L
Grid Lines: (A [+]
10 To save the settings as a
view variant, click on the Settings =E

‘Save as...’ button.

View | * [Standard View] L Save IS&VO asf Delete | Properties...

Column Selection | Sort | Filter Display

Displayed Rows: | 20|
Displayed Columns: :
Table Design; | Standard -

Grid Lines: [ Al [=]

Print Version

395




BB Massachusetts
I I Institute of
Technology

GRC Training — Business Systems Analysts (IS&T)

11 Enter a name for the view
variant in the ‘Description’ Settings [x]
field. In this case, View [*[Standard View] [ =ac |[Saveas.. || Delete | [ Properties... |
‘NEW_DISPLAY’ is entered.
Column Selection , Sort | Filter Display |, Print Version
Displayed Rows:
Displa
Table DY Description: * |NEW_DISPLAY
Grid Li
|| Initial View
12 To make the new view
variant the default initial Settings [x]
view for the report, check View |* [Standard View] | *|[Saye |[Save as.. || Delele | [ Properties__ |
the ‘Initial View’ box.
Column Selection | Sert | Filter Display , Print Version

jﬁ;l.nnial Wiew
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13

Click on ‘OK’ to save.

confirm the view settings
have been saved.

Settings [ ]
View |*[Standard View]  [*][5a.: |[Save as.. || Delete || Properies... |

Column Selection ,  Sort | Filter Display ,  Print Version

|| Initial View
(o] [cancel |
J
14 A message will appear to

Settings = B3

"NEW_DISPLAY™ view saved

View |NEW_DISPLAY ||/ Savc |[Save as... | [ Delete | [ Properties...

Column Selection | Sort | Filter Display |  Print Version
Displayed Rows: 20
Displayed Columns: | Al :
Table Design: Standard i
Grid Lines: Al :

ransfer Settings for Table and Close Dialog
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15

The next time the report is
run, it will default to the
view that was defined and
set as the ‘Initial View’.

Job Result

¥ Analysis Criteria
* Analysis Results
Result Set: | Result Set 1 m | Previous || Next Export Result Sets
Result
View: | NEW_DISPLAY || | Dispiay As:| Table | |[ Print Version | Export 4 | | Type:| Permission Level | w | Format:| Summary -l Delete Fiter
| Mitigate Risk | Settings
E. UserlD = UserName User Group  Access Risk ID  Risk Description  System Rule ID  Risk Level  Action Action Descrip LastE On E Count | |
B VPF*
ANNAK Anna A Kovaleva | VPF-AP ZZPS103001 Mo Violations ]
MFLAHERT = Michael Flaherty = VPF-FAR ZZPS103001 Mo Viclations 0
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Reference R8 Export Data from GRC

Step Description Screenshot
1 Execute a reportin the
foreground or background
and view the results. b Analysis Criteria
* Analysis Results
Result Set: | Result Set 1 - | [Previous ][ Next Export Result Sets
Result
View: | [Standard View] || | Display As:| Table ~ |[ Print Version || Export 4 | | Type:| Permission Level || Format:| Summary ~| | [ Mitigate Risk
E. UseriD User Name User Group  Access Risk ID  Risk Description  System Rule ID  Risk Level Action Action Description  Last Executed On  Execution Count  Control  Control Descri
ANNAK Anna A Kovaleva \VPF-AP ZZPS103001 No Viclations 0
MFLAHERT = Michael Flaherty ~ VPF-FAR ZZPS103001 No Violations i
2 Click on the ‘Export’ button

to export the report from
GRC.

Job Result

b Analysis Criteria

* Analysis Results
Result Set: | Result Set 1 - | [Previus ][ Next Export Result Sets
Result
View: | [Standard View] = | | Display As:| Table = |[ Print Version |[Exporta] | Type:| Permission Level || Format: | Summary = | | [Mitigate Risk
E. UseriD User Name User Group  Access Risk ID  Risk Description  System wport | Risk Level  Action Action Description  Last Executed On  Execution Count  Control  Control Descri
ANNAK Anna A Kovaleva VPF-AP 2ZPS103001 No Viclations 0
MFLAHERT = Michael Flahertty ~ VPF-FAR 2ZPS103001 No Viclations 0
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An ‘Export to Microsoft
Excel’ button will appear.
Click on the button to
continue the export.

Job Result

¥ Analysis Criteria

* Analysis Results

= |[ Print Version |[ Export 4 | | Type:|Permission Level

w | Format: | Summary

= | [ Mitigate Risk

Result Set: [Resut Set 1 |=|[Go| | [Previous |[Next | | [Export Result Sets
Result
View: | Display As:[Table
E. UseriD User Name User Group  Access Risk ID  Risk Description
ANNAK Anna A Kovaleva VPF-AP

MFLAHERT | Michael Flaherty VPF-FAR

Syst Export to Microsoft Excel

ZZPS103001
ZZPS103001

Action
No Violations

Mo Violations

Action Description  Last Executed On  Execution Count  Control  Control Descri
1]
a

The Firefox browser will
open a download window.
Select the required option
and click ‘OK’.

If ‘Save File’ is selected, the
file will be saved to the
directory defined in Firefox.
Otherwise, the file will
open.

Opening export_20130521113839.x1s
You have chosen to open:
“ | export_20130521113839.xls

which is a: Microsoft Excel 97-2003 Worksheet (2.1 KB)
from: https://brachium.mit.edu:44355

What should Firefox do with this file?
Open with Microsoft Excel (default)

@ Save File

Da this automatically for files like this fram now on.

LN

Cancel

400




Il I BB Massachusetts

jj =hieat GRC Training — Business Systems Analysts (IS&T)

Technology

Reference R9 Simple Sort

Step Description Screenshot

1 Execute a reportin the
foreground or background
and view the results.

&/ Rick Analysis : User Level - Morzilla Firefox
snmitedu 44355/

& https//bracl ode=navig

c/Psap-r

Multiple Selection

» Analysis Criteria
= Analysis Results.
Result Set: [Resut Set 1 |w|[Go | | [ Previcus |[ Next| | [Export Result Sets
Result
View:* [Standard view] | =| | Display As:| Tavie T [Pt version | || Type: [ Pomission Level || Formak | summary =1
B UserlD User Name UserGroup  Access Risk ID  Risk Desription System Rule D Risk Level Action
DEVINMW  Devin Mead-Ward  VPF-TRAVEL 2ZP$103001 No Viclations
D ROTH  Daniel Joseph Roth  VPF-TRAVEL ZZP$103001 No Viclations
GREGLEON GregoryLeoneli  VPF-TRAVEL | FO28 Adjust the subsidiary balance using the vendor invoice eniry and then cover it up using joumal enlries.  ZZPS103001 0091 Medium  F-02
GREGLEQN GregoryLeoneli  VPF-TRAVEL | £028 Adjust the subsidiary balance using the vendor invoice entry and then cover ftup using joumal entries.  ZZPS103001  008A  Medium  F-02
Gregory Leoneli  VPF-TRAVEL | F028 Adjust the subsidiary blance using the vendar invoice entry and then cover it up using joumel enfries.  ZZPS103001 | 003A  Medium  FBO2
N Gregorylecneli  VPF-TRAVEL | Fz8 Adjust the subsidiary balance using the vendar invoice entry and then cover it up using joumal enfries.  ZZPS103001  008C  Mediuom  F-02
Gregory Lecneli  VPF-TRAVEL | F028 Adjust the subsidiary balance using the vendor invoice entry and then caver it up using joumal eniries.  ZZPS103001  009C  Medium  FB10
Gregory Lecneli  VPF-TRAVEL | F028 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using joumal enfries.  ZZPS103001 | 009D  Medium  F-02
Gregory Lecneli VPF-TRAVEL = FO28 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using joumal entries.  ZZPS103001 0090  Medium  FBGO

2 Click on the column header

for the column which must | ¥ vetedd asmee
be sorted. Click on the
header once for an
‘Ascending’ sort and twice
for a ‘Descending’ sort.

im.mitedu44355/nwbc/?sap-nwbc-node=navigate absolutefisap-nwbe-new windowsX

Multiple Selection

» Analysis Criterla

= Analysis Results

Resul Set.[Resut Set1 |+ Go] |

ous || Next | | [Export Result Sets

Result
. . View: [~ (Standard View] || | Display As:| Table - || Type: Permission Level || Fomat [Summary <1
In this example, the ‘User s R e e e T R CTIETTICT

] . LCTRAN Long Tran WPF-TAX ZZPS103001 No Viclations.
Group’ header was clicked T i -
RSOQHOO Robert Sochoo ZZPS103001 Mo Viclations
0 n Ce . vywu Victoria Wu 2ZZPS103001 No Violations
DEVINMW Devin Mead-Ward WPF-TRAVEL ZZPS103001 No Violations
D ROTH Daniel Joseph Roth ZZPS103001 Nao Viclations

GREGLEON = Gregory Leoneli Fo28 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using joumal entries.  ZZPS103001 | 0081 Medium F-02

Gregory Leaneli Fo028 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using journal entries.  ZZPS103001 | 009A  Medium | F-D2

Gregory Leonel| FO28 Adjust the subsidiary balance using the vendor invoice entry and then cover it up using joumal entries.  ZZPS103001 | 008A  Medium FBO2
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- specifically access to powerful / critical transactions and
Segregation of Duties (SOD) breakdowns.

Term Short term | Source Meaning Example
Action GRC A business function step, usually an SAP ECC transaction code. FBO1 Post an Fl Document
F-65 Park an Fl Document
ME21 Create a Purchase Order
Action Level GRC Term for analysis of risks at the SAP transaction code level, without
looking at additional permissions (R/3 authorizations) which could
otherwise eliminate the risk.
Access Risk Risk GRC A GRC Access Risk is a description of a unique situation — a Critical SOD_Risk H0164
Action /Role or a Segregation of Duties (SOD) breakdown. is the combination of :
e The system has a delivered set of critical technical actions Function HRO3 Modify Employee
(like SE16, SM30 to amend database files) and roles, and Payroll Data
these can be added to. AND
e The SOD risk will always have two parts, like Create Fictitious | Function HR14 Enter time data
Vendor and Enter a fictitious Invoice. Each SOD Access Risk
can be assigned a Risk level and can be activated /
deactivated.
There is a pre-defined list of 454 SOD risks - each has a combination
of conflicting GRC Functions assigned, or a critical action and its
related permission.
Access Risk Analysis ARA GRC The part of the GRC package which is used to analyze for access risks
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SAP release defines user access by having job-related “Roles” from
which the R/3 Security Profile Generator then generates a large
Profile (for each Role). Thus, when a Role is assigned to a user, the
corresponding Profile is also assigned and the system uses this to
determine the user’s authorized access.

At MIT, the process of creating Authorization Profiles without an
associated Role has to be continued for those parts of SAP R/3
access which are provisioned from the RolesDB system.

Term Short term | Source Meaning Example
Access Rule Rule GRC A system-generated object with a single pair of tcodes & related Access Risk F028 is defined as
permissions, based on the combination of GRC Functions which were | having access to both Function
defined as the Access Risk. Each Access Risk has one or more APO02 (47 tcodes) AND Function
Access Rules generated for it. GLO1 (69 tcodes) together. So
Access Risk F028 has over 3200
generated Access Rules.
Access Rule set Rule set GRC A pre-defined set of : GLOBAL
e Access Risks and assigned Function combinations, against which ZAUDIT
a User or Role can be checked for potential SOD breakdown
issues.
e Critical roles, critical profiles and critical actions — mostly focused
on semi-technical system access.
A system may have several rule sets, e.g. SAP-delivered, External
Audit, MIT modified, and the risk analysis reports can be run using
any one rule set at a time. Also, rule sets can be compared to each
other for differences.
Authorization Profiles SAP In earlier SAP releases, a user’s access was defined through creating | SAP_ALL
Profiles and assigning manually created Authorization Profiles. The current | z4.)v Fy
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Roles and can be assigned to one or more users. A typical MIT
composite Role will have several different shared Roles and one or
more unique ones as well, creating a unique combination of access
authorizations.

These composite Roles more closely match one or more users'
complete access requirements, making Role provisioning easier as it
can mostly be done at the Composite role level, reducing the
complexity for the Role Owner. Note: authorization profiles
provisioned from the MIT Roles Database system are in addition to
those from the composite Roles, so GRC-Access Risk Analysis always
needs to be performed at the User level to get a complete analysis.

Naming convention: Z DDD_C_X where DDD is the MIT department,
“C” indicates it is a composite role, and X is descriptive of the role
(see example to the right).

Term Short term | Source Meaning Example
Business Analyst BA MIT The VPF Business Analyst (BA) is a member of the VPF Financial
Systems and Data team who helps in the operational management
of financial systems, processes, reporting, and data.
Also, the BA supports the GRC/SOD review process by validating the
business access requirements in the area they support.
Business End User End User MIT An SAP system user for whom access needs to be provided.
Business Process GRC A very high level categorization which is used to group Access Rules. | Accounts Payable, HR & Payroll
Business System BSA MIT IS&T Business System Analyst — IS&T’s counterpart to the VPF
Analyst Business Analyst — providing more technical support, or can be both
the BA and BSA support in areas where there is no designated BA.
Also, now supports the GRC/SOD review process in terms of
simulations and action/permission knowledge.
Composite Role SAP This is type of R/3 Security Role which is a combination of other Z VPF_C_ADMIN_COMMON
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Term Short term | Source Meaning Example
Critical Role Critical GRC Roles, Profiles and Transaction Codes (GRC Actions / Permissions) Role = SAP_ALL
Critical Profile can be tagged as "critical" to ensure inclusion in access reviews Tcode/Action = FBO1 with
Critical Action (compliance and technical). Permission 01 (Post)
If required, Mitigation Controls can be assigned to the critical risk.
Custom User Group User Group | GRC GRC has a “Custom User Group” for use in filtering reports. VPF
This is in addition to the SAP R/3 user’s “User Group” field.
ESS ESS SAP Web-based portal for Employee Self Service functionality
Exception Access GRC Reporting exceptions can be defined : e.g. Organization / Access risk | Not currently used at MIT.
Rules
FireFighter logs Logs GRC Action logs recorded in SAP R/3 when a user checks-in to the GRC
FFID.
Firefighter Role Role SAP An SAP R/3 Security Role assigned to the FireFighter R/3 Users.
Different types of FireFighter need different access and Roles.
FireFighter R/3 User FireFighter | SAP A special SAP R/3 business user provisioned with the SAP R/3

Security FireFighter Role. There are several different types of

FireFighter :

e Business User — where the FF role is limited to back-up actions,
or special actions that would otherwise have created an SOD
issue if combined with a user’s existing role.

e VPF Business Analyst - broad access for emergency VPF
Financial Systems support

e IS&T Business System Analyst — broad access for emergency
IS&T support

e IST&T Basis —additional technical access not usually needed.

FireFighter R/3 User naming convention: FF_XXX_NN where XXX =
the business area letters and NN is a sequential number. The User
Type = SERVICE and so cannot be used directly in SAP; instead it is
called up from GRC-EAM.
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Term

Short term

Source

Meaning

Example

Firefighter ID

FFID

GRC-
EAM

A GRC-EAM identifier used to manage access to the Firefighter R/3
User :

e each GRC FFID is assigned to a Firefighter R/3 User (and so
indirectly to the assigned R/3 access role).

e regular SAP users are assigned to the GRC FFID, when they have
been approved as having a back-up or a support function that
requires FireFighter access.

The Firefighter R/3 User can only be entered / checked into via the
GRC-EAM system, and an R/3 user only has access to the FFIDs they
have been assigned to. When finished their work, the user “checks-
out” of the FFID in GRC system.

When a FireFighter Id is used, an email is sent to its assigned FFID
Controller and the FireFighter’s actions in R/3 are logged for review.

Firefighter ID
Controller

FFID
Controller

GRC-
EAM

An MIT person (currently only in VPF or IS&T) who performs the
process of monitoring FireFighter usage — both the checking-in
activity and the review of action logs.

Firefighter ID Owner

GRC-
EAM

Not currently made use of by MIT — but is a required assignment for
a FFID. At MIT, this will be the same as the FFID Controller.

Function

GRC

A GRC Function identifies a medium-level business process and will
have one or many transaction codes (GRC Actions) assigned, with
additional permission level definitions where appropriate.

Also, a transaction code may be assigned to several functions, if it
has the implied business flexibility.

GRC has approximately 200 pre-delivered functions that are used to
define the mostly SOD-related Access Risks.

PRO2 Maintain Purchase Order -
with permissions to create or
change.

HRO4 Enter Employee Time Data.

GRC Power User

Power User

MIT

BSAs, BAs and some Role owners will use most of the reports in GRC
- so they are known as the "Power Users" in respect of the report
usage and training requirements.
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Term

Short term

Source

Meaning

Example

GRC system
GRC-ARA
GRC-EAM

GRC

GRC

SAP’s “Governance, Risk and Compliance” software system — MIT is
currently using the following components.

GRC-ARA : Access Risk Analysis — this analyzes access in SAP ECC
Security Profiles, Roles and Users — to see if there are (a) any
“critical” features (transactions, roles, profiles) and (b) any potential
Segregation of Duties breakdowns, as well as reporting details of
user access and role / profile assignments.

e GRC-ARA also has a what-if simulation reporting capabilities,
to analyze risks for proposed role / user changes.

GRC-EAM: Emergency Access Management — also known as
FireFighter user management. See entries under “FireFighter”.

MIT Roles Database

RolesDB

MIT’s custom system for managing some of the cross-system access,
including some SAP access. SAP access is provisioned through an
automated process, mapping RolesDB rules to SAP R/3 Security
profiles, which are then assigned to the R/3 User.

Mitigation Control

Mitigation

GRC

The Mitigation Control object contains an explanation of how a
specific Access Risk (SOD or Critical risk) has been mitigated. Each
Mitigation Control has a unique id.

e At MIT, the same access risk can exist in different areas but
may be mitigated differently, so there is a separate
Mitigation Control for each Risk / User Group combination,
where the User group may be VPF-Property, or VPF-
Accounts Payable.

e  Where the same risk is mitigated the same was across all of
MIT user community, the same Mitigation Control can be
used for all users.

The Mitigation Control identifier is assigned to the appropriate
combination of Access Risk and User to whom it applies.

General MIT business control:
bank reconciliation performed by
VPF independent of VPF AR
Cashiers.

New SOD mitigation reports (for
otherwise unmitigated access):
VPF AP report xxxx.
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Term

Short term

Source

Meaning

Example

Permission Level

Permissions

GRC

In standard SAP Security, the transaction-level checks may include
an additional check of an "Authorization" which is like an MIT
"Qualifier" - to restrict that user to by Company Code, or types of
Customers, or FI Document Types — and additionally allows access
restriction by system activity, like create, change and display, where
the transaction itself can allow access to all activities if not restricted
by the authorization.

In GRC these lower-level authorization are called "Permissions".

The Access Risk Analysis reports should be executed at this level, as
this will reduce the number of risks reported compared to the
“Action” level reporting, where the permission distinguished
between create, change and display.

Action / Transaction Code : FSO0
Maintain GL Account Master
(Allows : Create, Change, Display,
Lock, Delete)

Permission / Authorization: only

given Activity = 03 (Display). No
access to Activity = 01 (Create) or
02 (Change) etc.

Profile Generator

PFCG

SAP

SAP ECC access management tool used to generate access roles and
the Authorization Profiles based on roles.

Provisioning

The process whereby system access is provided to users.

Specifically for SAP this encompasses the procedures for requesting,
analyzing risk, approving and executing changes to roles, profiles and
their assignment to users. Three systems are involved: SAP ECC,
MIT RolesDB, and SAP GRC.

Risk Level

GRC

For each defined GRC Risk, an associated risk level is assigned - high,
medium or low. This is used in Dashboard and other GRC report
filtering.

Risk Owner

For each business area at MIT, the Risk Owner is the person who has
the responsibility for ensuring the business system controls are in
place and functioning, and any and all appropriate follow-up actions
are taken.

In the GRC/SOD context this includes periodic reviews of system
access, SOD analysis as well as any SOD-related mitigation controls.

Risk Violations

Violations

GRC

Access risk - can be analyzed at User, Role or Profile level.
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Term

Short term

Source

Meaning

Example

Role

SAP

An SAP access control object used to group together actions
(transaction codes) and permissions (authorizations) to represent all
or part of a business job role.

MIT has several roles per user, e.g. those which are: common to all
MIT users, common to all business area (e.g. VPF-FAR) users,
common to a group within the business area (e.g. Cashier), or finally
a role specific to only one job duty for only one or a few users.

See also “Composite Role” definition.

Z_VPF_S_AR_MANAGER
Z_VPF_S_DOCUMENT_REVERSE

Role Owner

For each business area at MIT, the Role Owner is the person who has
the responsibility for managing the SAP access roles specific for their
area: requesting role changes and role / user reassignments.

Roles Database

RolesDB

MIT

An MIT custom system to manage access across many of MIT’s
computer systems, including SAP.

The SAP access focus relates to provisioning common Roles and
related Profiles (with common actions and permissions) and
additional “qualifier” profiles — the latter relates to controlling
access at organizational levels or other SAP system attributes.

The “qualifier” provisioning is managed by the MIT business users
who have provisioning rights.

Currently, some RolesDB common Roles are blocked for the SAP
users who have already had their Roles in SAP re-engineered as part
of the SOD project.

SAP Access Control
SAP Authorization

SAPR/3
Security

SAP

SAP’s core system access control functionality using: Users, Roles,
Profiles and Authorizations.

SAP ECC
SAP Core
SAP 6.0

The SAP software used by MIT for Financial Accounting,
Procurement and HR/Payroll. “ECC” stands for Enterprise Core
Component, and 6.0 is the software release level.
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action - usually all menu lines have a transaction code behind them
to call up the dialog (online) function.

In GRC, these are called Actions.

Term Short term | Source Meaning Example

SAP User Group User Group | SAP Each SAP R/3 user is defined in the SAP system. One of the SAP VPF-FAR
User’s attributes is the “User Group” field which MIT is using to
identify a group of users for analysis.
Some GRC-ARA reports make use of this “User Group” for selection.
Additionally, GRC has a “Custom User Group”.

Segregation of Duties | SOD GRC System access is expected to support the business requirement that | Ability to create a Vendor Master
no single user should have end-to-end business process access, and any one of: create a Purchase
otherwise there is risk of internal fraud occurring. order, post an invoice, generate a
In some high risk areas, access to only several steps in a process are | Payment.
enough to cause a Segregation of Duties breakdown.

Simulation Simulation | GRC The GRC-ARA simulation tool is a "what if" access risk analysis - it What if tcode ME21N (Create a
simulates adding more access (actions and permissions) to existing Purchase Order) is added to User
Users, Roles or Profiles. FREDX, or to Role
The simulation can also specify access to be removed — e.g. what if Z_VPF_S_AR_MANAGER.
transaction FCH9 Void Check were removed from a user who
currently has it.

SOD Coordinator MIT A person in VPF who has been designated to coordinate several of
the GRC-related processes.

SUIM SUIM SAP An SAP R/3 transaction which calls up a menu of authorization-
related reports of Users, Roles, Profiles, Authorizations.
Note: each item on the menu requires access to be granted, as it
links to a different SAP transaction code — like S_ BCE_68001421 —
which in turn call up the related RSUSRxxx program.

Transaction code tcode SAP The SAP ECC system users "transaction code" for each business FBO1 Post an FI Document

FBO2 Change an FI Document
FBO3 Display an FI Document
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Term Short term | Source Meaning Example

User Master User SAP This is the SAP system user master record or Logon Id — the naming PAMELAS
convention at MIT is to match the MIT Kerberos Id, based on the DALET
user’s name. VACHA

Workflow — ECC

In SAP ECC, “workflow” is automated for some financial
postings/documents. Users enter financial transactions and they are
“work flowed” in custom MIT programming to approvers’ inboxes.

Workflow — GRC

GRC functionality for approving access change requests - currently
not implemented.

411




I I I m W Massachusetts

J Ehiee GRC Training — Business Systems Analysts (IS&T)

Technology

GRC Roles & Responsibilities

ROLE RESPONSIBILITY ACCESS-RELATED ACTIONS FORM/REPORT USE
RISK OWNER e Provide guidance on - Simon e Review high-level GRC-ARA High level GRC Dashboard
Gerry O'Toole o acceptable level of risk related to SODs and reporting reports
Basil Stewart critical access e Monitor the execution of the Final sign-off on Mitigation
Tricia Sullivan o adequacy of compensating (mitigating) controls access-related business control Control change request
Mullen e Ensure control processes are in place : - Karon processes form.
James Walsh o Regular access review
Allen Marcum o Mitigation processes, including specific reports.
Bart Dahlstrom e Final approval on new/amended Mitigation Control

definitions and assignment to Risk / User combinations.

- Simon

e Approve recertification of mitigating controls —
supported by Role Owner and Compliance Officer. -
New
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ROLE RESPONSIBILITY ACCESS-RELATED ACTIONS FORM/REPORT USE
ROLE OWNER ¢ |dentify potential access changes, aligned to the ¢ |Initiate change requests — SAP FORM : Access Change
John Larkin business area’s functions, organization and Segregation access Request

Donna Cairns
Eileen DesRosiers
James Walsh
Chris Durham
Sara Malconian
Long Tran

Kathy McGrath
Kevin Miligan
Pamela Schickling
Jo Anne Chute
Tricia Sullivan
Mullen

Ann Harvey
Danielle Khoury
Jo Lynn Whitlock
Siobhan
Cunningham
Frank Quern

Ron Parker

Wai Ming Li

of Duties requirements. - George

o New or amended role definition.

o User assignments to new or amended roles
Assist the SOD Coordinator with the assessment of
new risks associated with proposed changes - Simon
Formally request Production access changes (role
activation and user/role assignment) when the GRC risk
analysis is completed and documented. - New
Manage changes to SAP access from the RolesDB,
where appropriate. Note: there is usually no SAP
Security Admin involvement in this step. - George
Request assignment of users to Firefighter roles in GRC
— Siobhan, Sandy
Advise SAP Security of any Transfer Out / Termination -
New
Conduct regular reviews of : - New

o Roles for the business area — who has them

o Users per business area — what roles they have

o Users per business area — what Risk/ Mitigation

combinations are assigned

o GRC-ARA (SOD) analysis

o Assignment of Business Back-up FireFighter

roles to Users
Monitor access logs for business user "FireFighter" and
IS&T Support role usage - New

Initiate change requests — GRC
mitigations

Keep Risk Owner aware of all
proposed changes and status

Review SOD Risk simulation
results provided by BA/BSA for
proposed role changes

Perform Role and User level
access analysis — with support
from BA and/or BSA.

FORM : Mitigation Control
request form — Risk/User
assignment

Various GRC reports — may
be a GRC “Super User”
SAP ECC SUIM reports -
limited use.
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ROLE RESPONSIBILITY ACCESS-RELATED ACTIONS FORM/REPORT USE
BUSINESS ANALYST | ¢ Assist the Role Owner and Risk Owner with : - Simon e Perform GRC-ARA simulations or FORM : Mitigation Control
(BA) o Analysis of changes to risks due to changes in review simulation results request— initial definition
Mirella Villa roles or user/role assignments e Perform Role and User level and creation

Leslie Wright o Redesign of Role in terms of business-relevant access analysis in GRC

Scott Ball information e Create/update SAP Access Role

Lody Petriv o Understanding the Risk as reported by GRC- design documents. GRC Power User reporting

ARA —i.e. why there is a potential SOD issue.
Document Mitigation Control and send to GRC team,
after approval of Role Owner and Risk Owner - Simon
Testing new/changed access — BA/BSA

SAP ECC SUIM reports

BUSINESS SYSTEM
ANALYST (BSA)
Ken Levie

Kristen Hann

Bob Casey

Keyur Patel
Sandeep Nadendla
And others

Essentially the same as the Business Analyst, plus providing
assistance with :

Alternatives for Actions (tcodes) or Permissions
(Authorizations) - BSA

Categorizing “”Z” transactions - BSA

Prepare mini-specs for any additional mitigation system
development (configuration, enhancements or reports)
- BSA

Manage transports for any development technical
objects. - BSA

Same as Business Analyst, plus :

o More use of SUIM???

o Access to use SU56 on Production
users and run “Z” auth reports

GRC “Super User”
SAP ECC SUIM reports

SAP END USER
All VPF users

O O O O

Test new/amended access - same

Report missing authorization- same

Report access in excess of job requirements- same
Report breakdown of mitigating controls — e.g. user
finds they can approve own Requisitions above the
limit, or can approve own JVs. - same

Email to Role Owner any issues.

N/Av
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ROLE RESPONSIBILITY ACCESS-RELATED ACTIONS FORM/REPORT USE
SOD COORDINATOR | e Coordinate monthly SOD Analysis reviews - Karon e Run GRC and SUIM reports GRC Power User reporting
Lody Petriv e Coordinate Quarterly User Access reviews - Karon

On Demand Epiuse
AMS Remote
Consulting (Simon &
Suman) for 6-12
months under
current contract
hours

Business lead for GRC, including :

e VPF Roles: for new/amended roles, coordinate
SOD Issue resolution — involving Risk Owner, Role
Owner, Audit, as well as support from BA / BSA
o Also, identify any additional mitigation

controls required if new risks are to be
accepted.

Ensure mitigation controls are in place before user /

role access change is effective. - Simon

e Support the Risk Owner and Role Owner by
providing information from GRC system — Suman,
i]»)

e Support the process for recertification of mitigating
controls. - New

BSA Manager =
IS&T Role Owner
Siobhan
Cunningham
Frank Quern

Advise SAP Security Admin, GRC Team and Director of
Financial Systems and Data- when there are new or
amended IS&T Support users - Siobhan, Frank

e Request user assignments to
Support roles

FORM : Access change
request

GRC ADMIN

Sara Quigley

Ron Parker
George Petrowsky
Rich Katkowski
Quian Kang

Manage rulesets, including adding “Z” transactions -
Sarah

Manage Mitigation Controls and their related Risk/User
assignments - Sarah

Manage access to GRC functionality and reports- Sarah
Manage GRC updates - Sara

Manage “Fire Fighter” to User assignments. - Sarah
Provide information on reporting, report results and
GRC ruleset contents as requested. - Sarah

No access-related actions as such, but
provide :

O

Confirmation to Role Owner
that a Mitigation Control is
assigned to the users as
requested.

Risk and Function definition
information on request
Explain results from any GRC
Dashboard or detailed report.

Potentially any report from
GCR
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ROLE RESPONSIBILITY ACCESS-RELATED ACTIONS FORM/REPORT USE

SAP SECURITY e Execute properly approved SAP User Access change o Confirm SAP access changes to Any report from SAP
ADMIN TEAM requests : Admin Team Role Owner

Ron Parker o Amend Roles o Move access through Reporting from GRC?

George Petrowsky
Rich Katkowski

o Amend User / Role assignment
o Amend Profiles

Development, QA and Production
landscape

Quian Kang o Amend RolesDB / SAP interface o Advise Role Owners when any
Sara Quigley o Amend Firefighter Roles “technical” role redesign / clean-
o Provide User Aliases for testing new/amended roles up is performed — as user access
Admin Team testing will be required.
e Redesign Roles for efficiency or to separate functions
which were bundled. May be in conjunction with
RoleDB changes. Admin Team
MIT Audit e Periodic reviews of - MIT Audit Power User of GRC reports

o SOD risk mitigation controls
o SAP access change process controls
o User access

Ongoing Oversight
Committee — Chair
Gerry O'Toole
Basil Stewart
Tricia Sullivan
Mullen

Bart Dahlstrom
James Walsh

Allen Marcum

e SOD/ GRC Champion
e Speaks to overall approach with PWC Audit
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GRC SOD Analysis Steps

PURPOSE OF THIS DOCUMENT

This document sets out the steps required to understand the Segregation of Duties risks and their actual
impact within the specific business environment. The details here support the high-level GRC Process 2
Flowchart presented during GRC training.

The details below describe the users (BA, BSA, Risk Owner, Role Owner, SOD Coordinator, SAP Security
Admin) who will be involved in each step. The steps are broken down into phases of the task :

e PhaseA Steps 1-7 Risk understanding
e PhaseB Step 8 Role redesign and SOD analysis
e PhaseC Steps 9—-11  Mitigation Strategy

DETAILED STEPS — USERS INVOLVED AND ACTIONS

INFORMATION INPUT ROLE DESIGN / REDESIGN STEPS

PHASE A PREPARATION (1-7)

Audit 1. Understand the business operations :

Business Analyst a. Business activities, scope, value, volume, risk.

Business Systems Analyst b. Business systems, including manual steps outside the computerized

systems and any automated processes
¢. Any Key Performance Indicators affecting employee remuneration.

d. Business events which involve employees with access to MIT resources
and business processes which could be subject to misappropriation /
fraudulent activities:

e Cash and Treasury

e Stores inventory

e Equipment and Fixed Assets

e Reg-to-check/payment : inwards goods/services consumption
e Order-to-cash : outwards goods/services

e Service provided internally

e HCM : HR and time data affecting Payroll

e. Where relevant, any external legal / regulatory requirements for fiscal
reporting, trade restrictions, privacy / data protection, disclosures etc.
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INFORMATION INPUT

ROLE DESIGN / REDESIGN STEPS

Audit
Risk Owner

GRC system

a.

2. Business Risks and related Control Objectives

High level control objectives for completeness, accuracy, authorization,
timeliness, quality, privacy etc

Identification of major risk areas relevant to the MIT business area,
including the GRC Ruleset — with its “Risk” definitions.

Determine if there are any Audit findings (internal & external) which are
still unaddressed.

Business Management
HR
IS&T

3. Organizational Structures relevant to the processes

Business Organization Chart
System Org hierarchies and system approval structures and limits
Current job incumbents and vacancies and temporary staffing

Reality Check : the actual supervision / management in place

Business Management

HR

4. Job Descriptions relevant to the business processes

Identify the business process steps the user is currently responsible for.

Identify any requirements for confidentiality (personal data, financial
data, contract bidding, etc) relating to the user / job position.

Reality Check : shared Userlds

Reality Check : multiple Userlds (not at MIT due to unique Kerberos Id).

Business Management

Audit

5. Published Policies and Procedures

Identify procedures requiring control and what the control procedure is.

For each procedure, summarize into bullet points in process step
sequence, with system / person / action

Reality Check : make sure the procedure is still in use.

6. Actual users and system usage

IS&T - Security
Business Analyst
Business Systems Analyst

(Role Owner to an extent)

List of current users, by User Group (matching the MIT business area)

List of transaction codes executed by SAP Userld over a 1 or 2 year
period. (Job changes will make this less useful).

Review the list of business process identified for the users and

e assign any major action tcodes for data maintenance,
logistics/financials postings / approvals, and
e identify remaining tcodes not associated with a business process.
Identification of any Emergency Access the user has - managed in GRC or
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INFORMATION INPUT

ROLE DESIGN / REDESIGN STEPS

in any other way.
List of roles / composite roles assigned to the users

Additional Authorizations used to restrict access by organizational,
functional, or business classification.

e This may include authorizations provisioned through the MIT
custom Rules Database

e Once arole is created, the Profile Generator requires values for
the Authorization Objects used by the tcodes in the role.

Additionally, IS&T can list the Authorization Objects called for a
transaction code.

7. Business Controls and Risk Mitigation

Audit

Business Analyst

Dual actions required by procedures or in use — e,g. entry & independent
approval of entered data (master data and financially-relevant
transactions).

Any organizational “segregation of duties” — e.g. Master Data users are a
separate group of users from the Financial Transaction Entry users.

The usual business procedures for reconciling business activity — e.g. cash
receipts, check stationery, warehouse physical inventory, fixed assets
inventory.

Detective, like independent review of reports - and who performs the
review. Often there are “exception” reports which focus on specific risks
for the users.

Configured or programmed system restrictions.

Audit Activity logs and reviews, and the data being reviewed is protected from

IS&T change / deletion. Typically reports of master data changes, financial
transactions, overdue open items, unblocked invoices).

Audit Additional access restrictions - e.g. users activity is limited to specific GL

Business Analyst

Business System Analyst

Accounts, Vendors / Customers, FI Document Types or dollar amounts —
which may reduce the risk.

PHASE B

ROLE REDESIGN- Role Build and SOD Analysis (8)

8. Analysis of actual Segregation Of Duties

All of the above
GRC Risks definition

Understand the expected / best practices SOD requirements for the SAP
Userlds, based on the actual business area being reviewed and the actual
business systems in place .

Use Standard SOD rulesets for identifying Risks and Function-level
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INFORMATION INPUT

ROLE DESIGN / REDESIGN STEPS

definitions — the function level clash is usually like Vendor Master +
Invoice Entry.

c. Understand the “High Risk” or Critical activties in GRC.

IS&T

Business Management

d. Redesign of SAP Roles and Userlds

e Remove all unused SAP transaction codes and other SAP
Authorizations from the roles
e Match additional Authorizations to any restriction requirements
(organizational and accounting restrictions)
¢ |dentify and set up any new users (if there is additional staffing
to help with maintaining SOD).
e Assignment of all expected roles to a user - check tcodes match
actual job duties, no more and no less
e This is mostly managed at MIT with Composite Roles —so
several single roles are assigned to a Composite role.
e Insmaller operational areas there may be one
Composite Role per user, reflecting a unique mix of job
duties per user.

Business Analyst

Business Systems Analyst

e. Review of redesigned SAP Roles (preliminary review per Role, and then
per User with all roles and Roles Database profiles assigned) for any SOD
Issues

e SOD breakdowns reviewed — identify real risk / processing
scenario for the SOD in the specific environment.

e Uses Standard SOD rulesets for identifying activity-level (tcode)
and permission-level SOD breakdown.

Business Management

f.  Consider remediation possibilities - looking at either side of the function
clash for the SOD risk :

IS&T Security T ) ) )

e Adjusting several roles / job duties to avoid an SOD

e Move one or more of the tcodes to a “FireFighter” role

e Have another business area manage a function

e Use alternative tcodes which do not have the same risk.
Audit g. Review of total physical business environment, including business

Business Management

processes across systems where SAP is not the only system in the
business process.
e There may be an SOD where the user performs two actions, one
in each system, which would be reported as an SOD if both
actions were managed in SAP.
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ROLE DESIGN / REDESIGN STEPS

PHASE C

MITIGATION STRATEGY (9 —-11)

Audit
Business Analyst

Business Systems Analyst

a.

9. Understand the exact scenario possible for the reported Risk

Look at the exact tcode combinations reported for the Risk. Each Risk
has two conflicting functions —and each function can have several
tcodes.

e Where there are a large number of combinations, they can
usually be grouped to simplify the analysis.

e Look at the tcode combination in conjunction with the GRC Risk
description, it sometimes helps to focus on a specific issue.

Check if the GRC system already has a Mitigation Control defined for this
Risk. If there is one, make sure the same tcode combinations were
involved. If there is a major difference in the conflicting tcodes, the
Mitigation Control may not be valid for the new users under analysis.

Determine if any of the combinations are not a significant risk for MIT.
For the combinations remaining, outline the process steps needed for
the user, with no collusion, to benefit from the potential SOD.

In some cases a multi-step scenario is needed, and a mitigating control at
any one step may be adequate.

Double check with Audit if the issue has been reported and/or already
addressed or risk is formally accepted by management to be within
acceptable levels.

Information gathered
above

Audit
Business Analyst

Business Systems Analyst

a.

10. Review of SOD issues and any effective “mitigating” control processes already
in place. This may include

workflowed approvals, independent “release” or “activation” processes,
or dual control master data

workflowed / emailed notifications of activity

regular business post-facto report review, including “reconciliations”,
activity reporting and exception reporting

other SAP Authorizations (GL/Customer/Vendor accounts, document
types, Fixed Assets, organizational, table access)

transactional value limits
configured restrictions (document types, field restrictions)

programmed restrictions, including validations or upload program
checks.

11. Recommendations for addressing remaining SOD issues :

Audit

a.

Improved SOD within SAP user business roles — potential for business
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INFORMATION INPUT ROLE DESIGN / REDESIGN STEPS
Business Management user role changes — but not always possible.
Audit b. Improved procedural controls — e.g. detective report reviews
Business Analyst
Business Analyst c. Additional lower-level preventative / limiting controls such as :
Business Systems Analyst e Authorizations — e.g. restricted access based on account
IS&T Development assignments (GL Accounts, Vendors, Customers, Plants, Fl
Document Types etc)
e Configuration / Enhancements — like
e Data Entry validations
e FI Document Type settings
e SAP dual control activations
e  Workflows
Business Analyst d. Custom processes / enhancements with inbuilt restrictions preventing or
Business Systems Analyst limiting the SOD issue :
IS&T Development e Screen variants for restricting and/or forcing data and options
e Functionality limitations
e Specific data tables or data
e Special checks — like prevent entering invoices for Vendors
created by the same user.
Risk Owner e. Ensure controls are in place — has to be evidenced and testable.
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Example of a Sales related SOD risk matrix, showing conflicting functions. Risk rating (High, Medium, Low) is for illustration purposes only.

HIGH-LEVEL SEGREGATION OF DUTIES BREAKDOWN MATRIX

CUSTOMER BILLING, AR AND CASH

| puaniutional Data

Customer / Vendor Master Data

MIT VPF AR/Cashier comments

Segregated at MIT

Customer only, not used for JV billing

Customer Order Creation

CO Internal Orders

Order Fulfilment / Delivery

Not always in SAP system

Invoicing / Credit Notes

FI-AP Invoice or FI-GL JV for billing

Customer Receipts & Refunds

Refunds are rare

Customer Account Management

General adjustment journals

W | N || v | & |Ww (N |

Bank/Card/Cash reconciliations
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Example Form A: GRC Mitigation Control Change Request
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“ GRC MITIGATION CONTROL CHANGE REQUEST

Please use this form to request changes to the SAP GRC Mitigation Controls — for new / amended descriptions,
and for new / amended assignments to Risk/User combinations.

ACTION REQUIRED - check with “Y” all applicable

New Mitigation Amend the MC GRC ADMIN

Control ? description ? STATUS

New Risk/User Amend Risk/User

assignments ? assignments ?

Document to be attached ? DEV DD/MM/YY
>

Hyperlinks to be attached ? TEST DD/MM/YY
>

Date Required in Production MM /DD /YY PROD

Coordinated with other SAP R/3 Production transports Y/N ? DD/MM/YY

MITIGATING CONTROL : GENERAL INFORMATION

GRCMCID Use format MC-XXX-12 where XXX is VPF Business Area
>
GRC MC CONTROLLER » MC Controller Name :

» SAP Userld:

SHORT DESCRIPTION Short description (max. 25 characters)
>

LONG DESCRIPTION Long description in attached document ? If not, enter below :
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GRC MITIGATION CONTROL CHANGE REQUEST

ADD

REMOVE

GRCRISKID

RISK / USER ASSIGNMENT - to be added or removed ?

SAP USER ID

User Name

ROLE OWNER - PROPOSER

Name Telephone # Kerberos Id Date
RISK OWNER — APPROVER
Name Telephone # Kerberos Id Date

© 2013 MIT
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Example Form B: GRC FireFighter Change Request
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= GRC FIREFIGHTER CHANGE REQUEST

Please use this form to request changes to the SAP GRC FireFighter assignments for existing or new FFIDs

‘ ACTION REQUIRED - check with “Y” all applicable

Amend assignment

- FFID User

Amend assignment
- FFID Controller

Amend assignment
- FFID Owner

New FFID andR/3
User and Role ?

Add / Remove GRC
EAM report user ?

Coordinate with other SAP R/3 Production transports ?

Date Required in Production > MM /DD /YY

GRCADMIN
STATUS

PROD
DD/MM/YY

‘ FIREFIGHTER CHANGES : GENERAL INFORMATION

RT TICKET ID

RT TICKET TITLE >

RT TICKET - ISSUE TYPE » GRC FIREFIGHTER CHANGES
REQUESTER > Name:

BUSINESS PROCESS OWNER / BA > Name:

IS&T BSA > Name:

REQUIREMENT / JUSTIFICATION >

RELATED R/3 TRANSPORTS >

2013 MIT
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GRC FIREFIGHTER CHANGE REQUEST

‘ GRC FFID ASSIGNMENTS - to be added or removed

NEW | Existing | GRCFFID SAP USER FFID FFID FFID
FFID FFID KERBEROS ID USER CONTROLLER OWNER
D D O Add O Add O Add

O Remove O Remove O Remove
D D O Add O Add O Add

O Remove O Remove O Remove
D D O Add O Add O Add

O Remove O Remove O Remove
D D O Add O Add O Add

O Remove O Remove O Remove
D D O Add O Add O Add

O Remove O Remove O Remove
D D O Add O Add O Add

O Remove O Remove O Remove
D D O Add O Add O Add

O Remove O Remove O Remove
D D O Add O Add O Add

O Remove O Remove O Remove
D D O Add O Add O Add

O Remove O Remove O Remove
D D O Add O Add O Add

O Remove O Remove O Remove
D D O Add O Add O Add

O Remove O Remove O Remove
D D O Add O Add O Add

O Remove O Remove O Remove

FIREFIGHTER ROLE OWNER - APPROVER

Name Telephone # Kerberos Id Date
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Example Form C: SAP User or Role Change Checklist
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== SAP PS1 SECURITY CHANGE CHECKLIST

Please use this form to request or document changes to the SAP R/3 Security in Production (PS1) —for changes to
Roles and for Role assignment to Users (pages 1 -3 ), FireFighter Users and roles (page 3) and for User
administrative data changes including lock/unlock and reset password (page 4).

For new Composite Roles or new FireFighter Users, please use one Change Request form per role or user.

ACTION REQUIRED - check with “X” all applicable

LOCK / UNLOCK RESET PASSWORD

COMPOSITE ROLE SINGLE ROLE NEW USER — role ADMIN STATUS
NEW NEW assignment

COMPOSITE ROLE SINGLE ROLE EXISTING USER —

CHANGE CHANGE role change

O Coordinate with other SAP R/3 Production transports ?
O Coordinate with Roles Database changes ?

O Coordinate with GRC FireFighter changes ?
PROD UPDATED
Date Required in Production > MM /DD /YY DD/MM/YY

R/3 ROLE AND ROLE ASSIGNMENT CHANGES : GENERAL INFORMATION

RT TICKET ID >

RT TICKET TITLE >

RT TICKET - ISSUE TYPE > R/3 SECURITY ADMIN
REQUESTER / ROLE OWNER > Name:

BUSINESS PROCESS OWNER / BA > Name:

IS&T BSA > Name :
REQUIREMENT / JUSTIFICATION >

RELATED R/3 TRANSPORTS >
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I =% SAP PS1 SECURITY CHANGE CHECKLIST

COMPOSITE ROLE CHANGES

COMPOSITE ROLE NEW | ADD REMOVE GRC | GRC
ARA | ARA
ROLE | USERS

ROLE | SINGLE | SINGLE SINGLE ROLE

O O O

O
O

O
O

0o oo, oo oo oo o oo o|O| 0
0o o o,o oo ool ol o oo o|O| 0
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‘ SINGLE ROLE CHANGES (USER AND FIREFIGHTER)

SINGLE ROLE (s) - The role(s) to be changed.
>
>
ROLE DESIGN DOCUMENT File name and location of Role Design document
(required for new roles) >
LIST OF CHANGES TO EXISTING Description of Transaction Codes (added or removed) and/or Authorizations
ROLE (to be added, removed or amended)
>
GRC Risk Analysis — Role ? > Simulation Provided / Needs to be run ?
GRC Risk Analysis — Users ? > Simulation Provided / Needs to be run ?

NEW FIREFIGHTER USER

USER »  FF-XXX-NN

ROLE DESIGN DOCUMENT File name and location of Role Design document (optional)
>

FFID SET UP COMPLETED IN GRC ? » Date/Time :

ROLE OWNER - APPROVER (USER ROLES AND FIREFIGHTER ROLES)

Name Telephone # Kerberos Id Date

GRC Verification — SOD Coordinator (USER ROLES ONLY)

Name Telephone # Kerberos Id Date
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USER STATUS : CHANGES

USERID >

PASSWORD RESET > Date/Time :

LOCK USER > Date/Time :
> Reason:

UNLOCK USER > Date/Time :
» Reason :

USER IDENTIFICATION DATA : CHANGES

‘

USER ID
USER GROUP >
GRC CUSTOM USER GROUP >
NAME >
WORKCENTER » Department
» Building
» Room
LOCATION >
COMMUNICATION DETAILS » Phone
> Fax
»  Email
>
ACCOUNT NUMBER >

USER MANAGER - APPROVER

Name

Telephone #

Kerberos Id

Date

© 2013 MIT
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MIT BUSINESS EVENTS TRIGGERING SAP/RDB AUTH CHANGES AND THE IMPACT ON GRC

Event triggering change

Type of change

SAP Userld and Auth changes

MIT Roles Database (RDB) changes

GRC changes, SOD Risk Analysis impact, FireFighter

Mitigation Signoff

Process Flowchart

The business event which

The type of change that is

Exactly what SAP R/3 objects needs to be

Any changes that are expected in the MIT Roles

The actions and changes which will be needed in the

1. Roles Maintenance

triggers a change in Users, triggered, in business amended and the type of amendment — add, Database system. This is mostly managed by the GRC system — for Mitigation analysis, Mitigation 2. Mitigation
User Access, Role Design, terms. remove, reassign, create, change etc. user’s management — but may sometimes also Control assignment and for FireFighter management.. 3. Role Provisioning to
Mitigation Requirements, GCR have a technical change component. In some cases Validity Period can be used instead of Users
assignments (Mitigations and de-assignment. 4. FireFighter
FireFighters). 5. Compliance reviews
Departmental reorganization | Job duty changes — may e Role /composite role changes * Probably a few RDB changes * Roleanalysis Potentially changed 1. Roles Maintenance

be substantial changes e User role combinations changed e [f user role redesigned for the first time under | e  User Analysis 2. Mitigation

e Probably an existing User Group, but may new process, update the RDB user list so that e  Mitigation reassignments / deassignments with 3. Role Provision
be a new one. some of the old common profiles are not validity dates - Role Frovisioning
exported back into SAP. e Possibly need New / Changed Mitigation Control 4. FireFighter

e  Possibly need reassignment of FireFighter IDs

Existing job position
e New hire

e  Employee Transfer in
(new manager’s actions)

Replacement or

additional staff — no other

changes

e User added to SAP with same roles as an
existing user
e  For Transfer In, amend User Group.

e User added to RDB or amended in to have the
same attributes as existing users

e  Add Userld to mitigation assignment

No change — but
include user Id in
selection for
Mitigation reports.

[EEY

. Roles Maintenance
3. Role Provisioning

New or changed job duties New job, new duties e New role / composite role * User added to RDB with appropriate * Roleanalysis Potentially changed | 1. Roles Maintenance
e New hire e New role combination for the user attributes. *  User Analysis 2. Mitigation
e Existing employee e Probably an existing User Group, but may e Mitigation reassignments / deassignments and 3. Role Provisionin
be a new one. Validity Date changes 4' oot &
. FireFighter
Temporary staffing Several types : e User added to SAP with §ame roles for e  Some additional provisioning may be needed e Simulations of any new role combinations 1. Roles Maintenance
e Existing job sub-set of roles as an existing user e  Mitigation reassignments / deassignments after 2. Mitigation
e Combination of iobs e User added to SAP with new combination periodic GRC reporting — using Validity Dates. ' | S
e Special ) orroles e May need FireFighter access 3. Role Provisioning
4. FireFighter
project/access
Employee Transfer Out Employee remains at e User's job-related access to be removed e User’s old permissions removed by prior e Amend “Valid To” date for mitigation assignment. Potentially changed 2. Mitigation
(prior manager’s actions) MIT, but moves to a e Variation : user performs old duties and manager —at some point. e User Analysis — where user is to retain old access 3. Role Provisioning

different DLC

new duties for a while !

e User’s new permissions added by new
manager before job assighment commences

overlapping with new access.
e  FireFighter de-assignments

4. FireFighter

Employee resigns, is
terminated or has taken long-
term/permanent leave.

Employee no longer

needs access to SAP.

Note : procedure is
different for
terminations.

e Roles can be removed from User

e  ESS access remains ??

e  Useris deactivated (but not removed)

e |S&T employee - deactivated in all SAP
systems

e User’s permissions removed , by ????

e Mitigation/User assignment remains for historical
reporting. Amend “Valid To” date.
e  FireFighter de-assignments

User Id remains in
selection variant for
historical reporting.

2. Mitigation
3. Role Provisioning

4. FireFighter

Non-employee leaves MIT

Student, associate,

consultant no longer

needs access

e  Useris deactivated (but not removed)
e Consultants — deactivated in all SAP
systems

¢ No changes — and Mitigation/User assignment
remains for historical reporting.

User Id remains in
selection variant for
historical reporting.

3. Role Provisioning

New SAP application
functionality added

Standard SAP or “Z”
tcodes to be added

e Standard SAP tcodes — add to roles —
Business Users and related FireFighters
(for business, BA and BSA)

e May require separate single role, to be
included in composite roles.

May be no change. If RDB already controls
similar auth/qualifier, then maybe new object
is added to RDB.

e Custom “Z” tcodes — identify SAP equivalent and
add to Ruleset (Functions) wherever SAP
equivalent is.

e Role analysis

e  User Analysis

Potentially changed

1. Roles Maintenance

2. Mitigation
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Event triggering change

Type of change

SAP Userld and Auth changes

MIT

Roles Database (RDB) changes

GRC changes, SOD Risk Analysis impact, FireFighter

Mitigation Signoff

Process Flowchart

Functionality removed

No replacement, just
removal.

Change of tcode usage -
e.g.

e FV50 replaces F-65
e  FBCJ replaces ZCxx

e  Typically tcodes are removed from a role.
e Rare—a role could be deactivated

e See “New Functionality Added” for action
on any replacement tcodes. Cannot
assume replacements have the same SODs
as those replaced.

May be no change. If RDB controls a related
auth/qualifier, then it can be removed from /
disabled in RDB.

e Determine if a Risk was removed, and so the user
can be deassigned from a mitigation control.

e Role analysis

e User Analysis may be needed

Potentially changed

1. Roles Maintenance
2. Mitigation

Missing authorization

New SAP Authorizations,

o Affected role is updated — all role users

If missing authorization is provided from RDB,

e Unlikely to be affected , unless new authorization

Potentially changed

1. Roles Maintenance

role maintenance errors, are fixed missing due to technical or provisioning error, is already added to GRC and causes an SOD
Roles DB errors fix in RDB. e  User analysis — just to be sure
Firefighter assignment Request for User > N/A N/A e Assign SAP R/3 User to Firefighter ? Should not be 4. FireFighter

changes

Firefighter assignment

affected

SAP Auth Role redesign

Technical — behind the
scenes — should not affect
the business

Role / composite role changes

Some may be removed, if SAP Auth roles
becomes the controller

e Role analysis

e User Analysis

e Unlikely to be removing risks, but it is possible
where unnecessary access was removed — so
potentially may be able to deassign mitigations.

Should not be
affected

1. Roles Maintenance

Business or Audit controls
review

e Additional mitigation
controls to be added
and assigned.

e “Remove access”
request from Audit

e May have new reports — may need new
tcode and role to be assigned to users to
run mitigation reports

e Role removed from user(s)

e  Possible role redesign

Possible change.

e New Mitigation Control created
e Change assignment of Risk / Mitigation / User.

New control added
to Signoff
documentation.

2. Mitigation

3. Role Provisioning

Mitigation Control — periodic Expiry dates for N/A N/A e May identify some assignments that can be Unchanged 2. Mitigation
expiry of User assignment and | Mitigation Control / User removed
subsequent recertification Assignment need to be e Extend all valid assignments = “recertify”
extended
Ruleset changes — MIT or PWC | Different ratings (H/M/L) | N/A N/A e Role analysis Should not be N/A - GRC MAINTENANCE
on risks, added/removed e User Analysis affected
critical transactions,
tcodes removed from
Function, etc
SAP annual system and Additional Tcodes, N/A N/A Additional Tcodes, Functions and Rules added to SAP Should not be N/A - GRC MAINTENANCE
content changes Functions and Rules delivered ruleset. affected
added to ruleset Note : if any new functionality is actually used, the
new tcodes would have been added to user roles — see
“New Functionality Added” above.
User locked, name changes, e Userlocks/unlocks | e User Master updated N/A N/A Not affected 3. Role Provisioning

etc

e Password Resets

e User
information/name

e Other?
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Event triggering change

Type of change

SAP Userld and Auth changes

MIT Roles Database (RDB) changes

GRC changes, SOD Risk Analysis impact, FireFighter

Mitigation Signoff

Process Flowchart

MONITORING AND
REPORTING

Ongoing Risk Analysis Review

Identifies a changed user
— with unmitigated SOD
Access Risk or critical
transaction

e Correct provisioning error — remove role
from user
o ?

Possible change — most likely, a converted user is
still getting old common roles or was incorrectly
provisioned.

e May need to assign user to Risk/Mitigation

Potentially changed

2. Mitigation
3. Role Provisioning

Monthly Compliance review Execution of mitigation e  May trigger a role change or a role N/A J 1. Roles Maintenance
processes and their assignment change 3. Role Provisioning
review and sign-off by the . .
; 5. Compliance review
risk owner
Ongoing User Access reviews Review of user accessand | e  May trigger a role change or arole N/A . 1. Roles Maintenance
critical access assignment change 3. Role Provisioning
5. Compliance review
Firefighter usage e  Review of security logs ? N/A e Review of Firefighter usage logs ? 4. FireFighter
Ad Hoc reviews N/A Maybe some limited use of SUIM reports N/A e Various informational reports — who has what 2. Mitigation
5

role, what roles does a user have, whatisin a
role, what are the differences between roles or
users, etc

e ARA Simulations, in preparation for change

requests (User/Role reassignment or Role design).

. Compliance review
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