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1. Introduction

1.1 Title Page

CyberSource EBC
for

MIT Clubs

Welcome to this course on managing credit card transactions in Cybersource EBC. This
course is for MIT clubs.

CyberSource EBC is third party software that MIT Merchants use to administer credit card
payments for their goods and services. The EBC standards for Enterprise Business Center

1.2 Take this if

You should take

this course if....

You should take this course if your club has worked with VPF to become an authorized MIT
online web merchant, if you have an online storefront for your goods and services, and if
you will be administering your credit card transactions.
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1.3 Launch

Th Crvarwiaw il

Start with the Overview if you are new to CyberSource EBC. Otherwise, go to the topic you
wish to watch.

1.4 Topics

| To p Ics

a gy
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2. Overview

2.1 Overview

Your tasks as an administrator

In this section of the course, we'll provide an overview of how credit card transactions are
processed and the tasks that you as an administrator will need to perform.

2.2 Overview

Settlement Settlement

Transaction

Merchant Custames ~ Fending ﬂ Fayment Post
Setup Purchaie
1

s o meTe

At a very high level, the process begins with your club being set up as an MIT web merchant
and becoming authorized to administer credit card payments.

Once the setup is complete, customers can go online and use a credit card to purchase your
goods and services.

The customer transaction becomes visible in CyberSource EBC in real time. Charges are in a
pending status. Pending means the charge has been authorized but not yet paid.

Payment to the club, called Settlement, is a batch process that happens at midnight on the
day of the transaction.
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Post settlement, a transaction is visible within the system for look up and reporting. If
necessary, it can be partially or completely refunded via a credit.

Click on a process point to learn more. Otherwise, click next to continue.

2.3 Overview

Merchant " Custamer ” Fanding ” Payment Past
Setup Purchase Transaction Settlement Trarsaction
I | 1

£

Daiby Tasks Review the day's transactions
m Process voud requests
Process refumds
2 1 Manage soft declines

Resohe chargebacks

On a daily basis, you should review the day's transactions, process void requests and refunds,

manage soft declines, and resolve chargebacks.

2.4 Overview

Merehant - Customer - Panding Payment Post
Setup Purchaieé T:.tnuclmn" Settlement Trarsaction
K ¥ 1 '
\'-.“_. A ~
Daiby Tasks Review the day's transactions Monthly Tasks Reconcile
- > CyberSource
L ! Process void requests - wath your
o 1
Process refurnds .f::"‘ o AT At
B v
Manage soft declines iy iy
; VvV o
Resohe chargebacks . ﬁ

On a monthly basis, you need to reconcile your Cybersource EBC account with your bank
statements.
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2.5 Overview

Take a moment to review, then decide what you would like to do next.
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3. Navigating CyberSource EBC

3.1 Navigating CyberSource EBC

Login to © Source EBC

Navigating
cYbErSDUI'CE Mavigate the Menus
EBC

Lot

In this very brief section, we'll show you how to login to CyberSource EBC, navigate the
menus, and log out.

3.2 Navigating CyberSource EBC

https:./febc.cybersource.comy

CyberSource®

Nobe: Your Wschast I . e LErngd)
faaad

Fame reguined it e sRsmemEEE

sama o0 hat you Pave

WS Used 1D enier the =

Buairaes Canter. For b

FROAL LS. DT Fargai el pRASSEAT) TR P

Marcran 1D and Usar

Hine B'e e LI By are & CptarBoaron Reseier. pleans 5k Pem

If you -‘.':."'L_]"."L YOur username,

email chargemit-help@mit.edu

Access CyberSource EBC through your browser.

You'll need to login directly.

Unless you are doing test work, be sure to select Live Business Center.
Enter your Merchant ID if it does not already display.

Enter your User Name and Password. VPF will E)rovide you with your user name and

ﬁassworpl when you are set up as a merchant. If you forget your username, email chargemit-
elp@mit.edu.
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3.3 Navigating CyberSource EBC

k'-'"-‘ s Canser

e En-nl LATART — yiret DRESERE MO TE A P SR R, v L S
- e

Successful login brings you into the application.

One important point to make immediately is this: CyberSource EBC is third party vendor
software. While it has been configured to MIT's needs, you will see some features that MIT
does not use. We will be sure to show you the ones that MIT does use.

On the left, you see the menu options. Click now on an option to see an explanation. When
you are done, click Next.

3.4 Navigating CyberSource EBC

e

CyberSource | FolBiness Carter

[ CyberSource'

et Trd
o et
sty [ LEH
% L
Trormmctag
. O Business Center Login
ke ]
e g Note: Your Msrchast 13 CymaSsune Lhchant O [ehanga) kT
ray b ben SIS
Tha Lisa ’ = .
Haera recire i e P
sama ong that you Pave
Warwys usesd iD sier ihe Lo
Bunirspas Cwriar. For
PO, A ol [Forgesl o passwod? Click rare
Marcrand ID and Usar
T BT e Hyou aw & CpbarBooroe Reseler plaass cick Pery

Be sure to logout when you finish using the application. Logging out returns you to the
login dialog.
If you do not logout, you will be timed out of the system after 10 minutes of non-use.
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3.5 Navigating CyberSource EBC

Take a moment to review, then decide what you would like to do next.
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4. Search for and View Transactions

4.1 Search for and View Transactions

earch options

SEZl'Ch fﬂr View seanch resulls
and View
Transactions

Open and view transaction

In this module, we'll show you what your search options are and how to view search results.
We'll also open and view a transaction, and from that transaction launch a search for similar,
related transactions.

Finig vl 8o the Buslssds Center?

soupih Bl r i

S

Fror_r|1 tbkl\e CyberSource EBC menu, click Transaction Search to see the three kinds of searches
available:

General Search is what you'll use most often. You can search for transactions by date range.
You can also search by credit card number or customer name.

Pending Settlement displays a list of all pending transactions.
Exception Search is not used by MIT.
Let's take a closer look at General Search.
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4.3 Search for and View Transactions

CyberSource | FiBiines Certer

Acgcurd I mH_ e ; LS
Gy bomres Maroham . mo_tein

General Search Doatwn btk
Cpticen
Baasn fed i Tadd bl i ool
Ry —

L e ]
] -
TR T —

Suedwas

Sl Rangs

aw Baigs TodNY -
View Dptions
Bl o i B -

Bt b Laibedld feduity el -

4.4 Search for and View Transactions

CyberSource | TsfBiines Certer

Accoar I ml_ i 4
Crteerowres Maroharm K wi_tesn

Ganeral Seanch Paatas e beedeck

Optioen

Baarim fed  Taal o i vl
R — ]

® feen® te g ammasion B Eemaca
- -
Bamrr lme @ rapdy

ST
Search Hasge
wim e W

[F S———

Baretn g pogs M) w
oo sadas Lt riiealln Bert -

In the Options area, you select search criteria like customer last name or credit card number.

Date Rantk;e defaults to Today, but you can change this. Let's search for all transactions for
This Week to Date.
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4.5 Search for and View Transactions
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Here, six matching transactions were retrieved.

Information at the top of the table identifies the criteria that delivered the displayed results.
Click on a number to see field descriptions. Click Next when you are ready to procéed.

4.6 Search for and View Transactions

Argonms I mn_PLIET_poeT
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If you want, you can export the retrieved records
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4.7 Search for and View Transactions
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You can open the download in Excel, or you can save the file for later review.
Let's cancel to return to the retrieval list

4.8 Search for and View Transactions
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To view a transaction's detail, click on its Request ID
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4.9 Search for and View Transactions
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The Transaction Search Details window contains a great deal of information.

Under request information, note the unique IDs assigned to the transaction, transaction
date, and reason code. Reason code 100 means the transaction was successful.

Note the status of the transaction. In this example, a transaction was authorized for 85
dollars, and settlement for 85 dollars is pending. Note that the system allows you to void
pending transactions - we'll talk more about this later.

If we scroll down....
We see customer and payment information.

4.10 Search for and View Transactions

e b = b

Accoum D mii_magber_sosi
Tes! Bunreas Cominr CybarSses Merrint K. i it
Transacton Search Dalads Cosien Sumven P bely  Faes fesiec
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| Bitw 027 Eetn 37
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- v

At the bottom of the screen you will find your specific merchant defined fields, if there are
any
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4.11 Search for and View Transactions
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Notice the Available Actions. You'll use Credit to issue refunds, and you'll use the Re-
Authorize and Settle to manage soft declines.

The Similar Search options help you find transactions related to the one displayed. For
example, transactions for the same person, or for the same credit card account number.

To return to the search results list, click your browser's Back button. To start a new search,
click the Transaction Search menu option and begin again.

4.12 Search for and View Transactions
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4.13 Search for and View Transactions

Take a moment to review, then decide what you would like to do next.
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5. Void Transactions

5.1 Void Transactions

Void cancels a transaction

Ma charge 1o MIT 1or the void

ways to perform the void
from Transaction Detail screen

from Pending Search

Perform a void to cancel a transaction. You cannot undo a void.

You can_void a transaction up to midnight of the day of the transaction. At midnight, the
transaction is settled and cannot be voided; it can, however, be credited.

There is no charge to MIT for processing the void.

There are two w«\‘%s to perform a void: from the transaction detail screen and froma
Pending Search. We'll start by showing you how to perform it from the transaction detail
screen.

5.2 Void Transactions

Rlebien Tt -
IFI"P':' Birdibgn Rppatt =wt proceised | :J.“ Coec
[ty = | e
Clent -

e A, o
CENLAppiicien Versos Bl

Shigping Imformtize
- T = T
1_- Addreun s
e

At the transaction detail screen, note the settlement status is 'Pending' and the void option
is displayed. Click on Void.
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5.3 Void Transactions

Click OK to confirm the void

5.4 Void Transactions

Cybar foures kb
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W'—WE _ ﬁ—u m—m-

I o SOl TN R Cart s ,.g s o
H—-m_ [T Tod “‘“W i
o 48 i3 80331 i _f_
e
ol PRp—
= B

i
i
rwﬁﬁ

L = Shppinginformaton
The void is successful. Note the action is now Voided.
Now let's see how a transaction can be voided from a Pending Search.

Copyright © 2014 by MIT. All Rights Reserved
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5.5 Void Transactions
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At the menu, select Transaction Search.

5.6 Void Transactions
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And then Pending Settlement.
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5.7 Void Transactions
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Click Search.

5.8 Void Transactions
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The pending transactions display. Select the transactions you wish to void. Here. we'll select
two transactions. And then click Process Voids.
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5.9 Void Transactions
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If you change your mind, click Cancel. If you are ready to proceed, click Submit Voids.

5.10 Void Transactions
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The voids have been processed.
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5.11 Void Transactions

Take a moment to review, then decide what you would like to do next.

Copyright © 2014 by MIT. All Rights Reserved

22



CYBERSOURCE EBC FOR MIT CLuBS
Course Transcript

6. Manage Soft Declines

6.1 Manage Soft Declines

wually settling

A Soft Decline is an error which occurs when a customer enters an incorrect CVN security
code or an address that does not agree with the address on file with the credit card
company. This is called an AVS Mismatch.

-IIE—E(CEI transaction looks successful to the customer, but is in a declined status in CyberSource

Merchants should resolve their soft declines on a regular basis, if not daily, by running a
report for the soft declines and then manually settling them.
Manage Soft Declines

6.2
CyberSource | T o

Starting from General Search, select the "Search for a reply" option
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6.3 Manage Soft Declines
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From the drop down, you can see the AVS Mismatch and CVN Mismatch options. We'll

choose AVS Mismatch.

6.4 Manage Soft Declines
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6.5 Manage Soft Declines
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For date range, we'll accept the default of today. Then click Search.

6.6 Manage Soft Declines

Acooum D mit_sasber_soei

T ik il 5
Tesl Bunness Carinr Exiarboutes Merchued 0 nH_teat
Transaction Search Resulls fratza feloae

R —

| Bt Waaga Tt

. A e—

s
[

Notice that the Reply field reminds you which soft decline criteria you selected.
You can export to results to a spreadsheet.
Let's open a transaction.
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6.7 Manage Soft Declines
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Notice the Reason Code and Reply.
To resolve the soft decline, click Settlement.

6.8 Manage Soft Declines
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Review the information. Then click Settle
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6.9 Manage Soft Declines
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Click OK to confirm. The transaction is now authorized and will be settled.

6.10 Manage Soft Declines

MNext Toplc
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7. Issue Credits (Refunds)

7.1 Issue Credits (Refunds)

Issue Credits
(Refunds)

Partial credit

Complete credit

MIT i charged Tor credits

Alt t ypproac

A credit is a refund against a charge transaction. For example, a customer has directly
requested a refund because a service was not provided, or a credit card company has
presented a chargeback that disputes a charge.

You can issue a partial credit for a portion of the original charge, or a complete credit for
the full amount of the charge. You cannot issue more credit than what was originally
charged.

MIT is assessed a processing fee for customer related credit transactions. You may want to
consider an alternative, potentially more economical approach to handling the credit, which
would be to not issue the credit within CyberSource EBC but rather to issue the customer a
refund check by the club.
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7.2 Issue Credits (Refunds)
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To issue a credit, open the transaction to be credited and then click Credit in the Available
Actions section.

7.3 Issue Credits (Refunds)

CyberSource | Tosf Busnem Coster Risamest K vt e 351
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Note the original settlement amount. If previous credit has been issued, you will see that
too.

Enter the amount to be presently credited and then click Credit.
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7.4 Issue Credits (Refunds)
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We'll click OK to confirm.

7.5 Issue Credits (Refunds)
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The credit is now a pending transaction. You may void the credit at any time up and until
midnight when the credit is settled.
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7.6 Issue Credits (Refunds)

The sum of a

Take a moment to review, then decide what you would like to do next.
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8. Monthly Activities and Reports

8.1 Monthly Activities and Reports

Monthly
Activities

Reports

In this module, we'll review the daily and monthly activities required of merchants, show
you how to generate an online CybérSource EBC report, and conclude with a look at the
monthly CyberSource EBC statement.

8.2 Monthly Activities and Reports

m Detall Excaption

Take a moment to review these recommended daily merchant activities. Click Next when
you are ready to continue.
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8.3 Monthly Activities and Reports

Monthly
Activities

& Raviaw histery 104 any SUSpicious BOTAITY

fat to continue

Take a moment to review these recommended monthly merchant activities. Click Next when
you are ready to continue.

8.4 Monthly Activities and Reports

Viewing a MODEAY D
CyberSource EBC bt
Report

Now, we'll show you how to generate and download a CyberSource EBC Report. Afterwards,
we'll'look at the monthly CyberSource Statement.
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8.5 Monthly Activities and Reports
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From the menu, select reports and then reports search

8.6 Monthly Activities and Reports
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Select the Report you wish to run
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8.7 Monthly Activities and Reports
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We'll choose the Payment Submission Detail Report.

8.8 Monthly Activities and Reports
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8.9 Monthly Activities and Reports
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For Daily reports, you'll choose the desired date.

8.10 Monthly Activities and Reports
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And then click Submit.
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8.11 Monthly Activities and Reports
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8.12 Monthly Activities and Reports
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8.13 Monthly Activities and Reports
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Here's a sample monthly statement. Click the Resources link above for a detailed
explanation of the statement's content. Click Next when you are ready to continue.
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8.15 Monthly Activities and Reports

For help with any aspect of this process, contact Merchant Services in VPF.
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9. Additional Resources

9.1 Additional Resources

on the web at

For additional help, contact VPF Merchant Services.
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