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Typographic Conventions

Typographic Conventions

Thistype style represents

Interface Text words or characters that appear on the screen. This
includes system messages, field names, screen titles,
pushbuttons, menu names, and menu options.

Document Title cross-references to other documentation

User Entry exact user entry. These are words and characters that
you enter exactly as they appear in the documentation.

<Variable User Entry> variable user entry. Pointed bracketsindicate that you
replace these words and characters with appropriate
entries.

NAME names of elements in the R/3 System. These include
report names, program names, transaction codes, table
names, ABAP/4 |language e ements, file names, and
directories.

KEY keys on your keyboard. These include function keys
(for example, F2) and the ENTER key, among others.

Thisicon helps you identify

E ? Note anote. Notes contain important information like
special considerations or exceptions.

’( % Example an example. Examples help clarify concepts or
procedures.

U( Caution a caution. Cautions help you avoid errors such as those
that could lead to dataloss.
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Chapter 1: Planning the Installation

Overview

The SAP Internet Transaction Server (ITS) links the R/3 System to the Internet. The ITS
enables Internet and intranet users to communicate directly with R/3 and run R/3 Internet
Application Components (IACs), which are Internet-enabled R/3 transactions.
To run IACs, you need three main components:
+ R/3 System (Release 3.0D or later)
« SAPInternet Transaction Server (Version 4.5B)
«  SAP@Web Studio (Version 4.5B)
The SAP@Web Studio is PC tool for developing and maintaining all the R/3-external
files needed to implement ITS services, which provide the basis for running 1ACs.

This manual contains the complete procedure for installing the ITS and the SAP@Web
Studio. You can install the above three components independently, but SAP recommends
that you install them in the above sequence. This enables you to perform post-installation
configuration tasks for each.

This chapter contains a brief overview of the ITS, and describes the install ation options
open to you. Y ou do not have to perform any tasks at this stage.
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Introduction

Architecture of the ITS

The Internet Transaction Server (ITS) is agateway between one or more Web servers
and one or more R/3 application servers.

The ITS consists of two main components called WGate and AGate.

WGate
WGgate is the Web server gateway that links the ITS to the Web server.

WGate receives requests from the Web browser via the Web server, and forwards
them to AGate via a TCP/IP connection.

WGate always resides on the same machine as the Web server.

WGate is aWeb server extension that shields AGate from differences in the various
Web server APIs used. WGate supports the following Web servers:

- Microsoft Information Server APl (ISAPI)
- Netscape Network Server APl (NSAPI)
All other Web server APIs are supported via the Common Gateway Interface (CGl).

WGate connects a ‘stateless’ Web server that communicates with Web browsers via
single request/response cycles to a ‘stateful’ R/3 System where business transactions
depend on internal status. When an Internet user starts an R/3 transaction via the ITS,
there must be a server process running throughout the lifetime of the user session
(possibly longer) in order to maintain the user’s context in R/3. Since communication
between the Web browser and the Web server is based on single request/response
cycles, WGate must transfer the browser request to a permanently running server
process. This is the role of AGate.

AGate

AGate is the application server gateway that links the ITS to the R/3 application
server.

AGate is the core processing component of the ITS.

AGate receives Web browser requests from WGate and communicates with the R/3
application server via the DIAG protocol or the RFC protocol. AGate then processes
the requests, and sends all relevant details (including logon information) to the R/3
System, which either starts the first dialog step of a new transaction or submits

further data for the next dialog step of a transaction already started. When the dialog
step has finished, AGate retrieves the result from R/3, processes it, and sends the
response back to WGate. AGate is effectively responsible for managing all sessions,
services, and users, and for generating the HTML documents that are sent back to the
Web browser client.

AGate and WGate can be installed on separate hosts.

There can be more than one AGate, but all must reside on the same machine. AGate can
handle concurrent requests for multiple sessions.

The following graphic shows the main ITS components, protocols, and interfaces:
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|nternet Transaction Server

@ DIAG
NSAPI | (=l TCP/IP

ISAPI @) RFC
CGl ;

ITS

Separation of WGate and Agate

Enabling Internet users to communicate directly with the R/3 System viathe ITS has
obvious advantages for business users, but it also raises a number of security issues. To
minimize unwanted access by unauthorized users, it makes sense to separate R/3-related
information (particularly passwords and connection information) from the Web server,
and restrict generally available functionality to a bare minimum.

WGate is small and functionally simple. Its sole function is to pass requests back and
forth between the Web server and ITS, so there are few possible targets of attack.

AGate, however, handles most of the processing required to run atransaction over the
Internet, and is connected directly to R/3.

Y ou can install both WGate and AGate on the same machine, but it is better to install
them on separate hosts, especialy if you are setting up production systems. Y ou can then
place afirewall between the two and increase the level of protection.

ITS Support for Virtual Instances

The ITS supports virtual instances. When you have run the setup program once to create
one physical installation, you can create any number of additional virtual ITS instances
by running the setup program again as many times as you like.

Each ITS instance should have a one-to-one rel ationship with an R/3 System, so that each
ITS provides accessto IACs for a specific R/3 release.

When you create an I TS instance, you specify a Web server, which must support multiple
Web server instances. Each ITS instance should have its own dedicated Web server
instance.

March 1999
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§ Note

When you create a new ITS instance, the installation procedure stops any other
instances that are currently running. As aresult, when the procedure is finished, only
the new instanceis running. Thisis aso true when you deinstall.
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Security Features

Windows NT Security Features

Some ITS information, such as passwords and files needed for ITS execution, must be
safeguarded against unauthorized access. SAP recommends that you restrict access to
thisinformation as much as possible, using Windows NT Security.

The ITS setup dialogs (described in the chapter Installing I TS on Windows NT Machines)
show you how to use Windows NT Security. For further information, see the section
Setting the Security Level of an ITSin Chapter 5: Maintaining I TS Instances.

R/3 Security Features

The ITS needs an R/3 user account to access the R/3 System. To set this up, you can do

any of the following:

» Create agloba R/3 user account for all services

« Create a specific R/3 user account for each individual service

« Create no static R/3 user account
In this case, the user is prompted for the user name and password in alogon
procedure each time the service is started.

The ITS handles security very strictly. Static R/3 user names and passwords are stored in
the servicefiles, and all passwords are encrypted. If you use the secure installation
option, al service files are also protected by Windows NT Security. Only the Windows
NT user I TSadm and the Windows NT user group | TSusers can access these files.

C[b Caution

Using one global R/3 user account with extensive authorizations can be a security
risk. Although the setup program uses one global user account, SAP strongly
recommends that you apply security settings for each service. Service-specific user
accounts must be set up by your R/3 system administrator.

ITS Security Features

For adetailed discussion of TS security features, refer to the R/3 Security Guide at
http://ww. sap. conf securi tygui de.

There, you can find information on ITS security in Volume I1: R/3 Security Servicesin
Detail, Chapter 2-10: Special Topics. Under Protecting Internet Application
Components (IACs), read the section A Secure Network Infrastructure for the ITS.
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Installation Options

Installation Options

Y ou have two main options when installing the ITS:
» Single host installation
« Dual host installation

Single Host Installation

Thisinstallation places the Web (HTTP) server, WGate, and AGate on the same host, as
shown in the following graphic:

Single Host Installation

Single Web Host

HTTP

Server

Windows NT Server 4.0 SAP
(Intel) Supported
Platforms

Thisinstallation type is appropriate for development and test installations where less
security isrequired, since thereis only one firewall protecting your ITS installation.
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Installation Options

Dual Host Installation

Thisinstallation places WGate and AGate on separate hosts - WGate on the Web
(HTTP) server host, and AGate on ancther host, as shown in the following graphic:

Dual Host Installation

Dual Hosts (Web Host + Agate Host)

HTTP

Server

Windows NT Server 4.0 SAP
(Intel) Supported
Platforms

Thisinstallation type is appropriate for production sytems where additional security is
desirable. In this case, you can install a second firewall between WGate and AGate, as
shown below. For even greater security, you could also place afirewall between AGate
and R/3.

Increased I TS Security

HTTP TCP/IP

HTTPS Generic SNC Encryption
Firewall SAP router Firewall
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IAC Packages

Prior to ITS 2.1, the setup program came with asingle set of ITS files specific to one R/3
release. If you wanted to run anewer version of the ITS, but use an older R/3 release, you
had to:

1. Install an older version of the ITS, with files corresponding to your R/3 release.
2. Upgradeto the newer version of the ITS.
When upgrading, you had to be careful not to overwrite the already installed files.

What is an IAC Package?

FromITS 2.1, all the ITSfiles needed to run IACs for a specific R/3 release are shipped
separately from the ITS setup program in IAC packages. These files include:

« Servicefiles

 HTML templates

« Language resource files

« Multipurpose Internet Mail Extension (MIME) files

MIME files include graphics, sound, and video files. They are stored in the Web
server's document directory.

How the Setup Program Handles IAC Packages

The setup program now includes a dialog step that allows you to select the IAC packages
you want to install with a particular ITS instance. Y ou can select more than one, and the
setup program lists available packages from three sources:

« Packages stored included with the setup program itself
Since the ITS is always shipped together with a particular R/3 release, the setup
program always contains the IAC package for the corresponding R/3 release. This
simplifies the installation.
Sometimes the setup program contains multiple packages. For example, ITS 2.1 runs
with R/3 Releases 3.11 and 4.0B, and therefore contains packages for both.
The setup program may also contain multiple packages for the same R/3 release. For
example, these may be language-specific packages like an Asian package, or a West
European package.
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» Packages already installed on the same machine

The setup program copies all packages installed on a particular machineto the ITS
installation directory. These packages are presented to you each time you run the
setup program on the same machine.

«  Packages you select manually from any file system or network location

The packages dialog has a Browse button that allows you to select additional
packages using a file selector dialog box. This option is useful if you want to store
several packages on a central file server and allow usersto install these packages
over the network.

If you get a package from alocation other than the installation CD, you can copy it to
the ITS installation directory and start the setup program afterwards. During setup,
you simply select the package as the one you want.

The packages you select for installation are copied to the ITS installation directory
(usually c:\ program fil es\sap\its\2.0\install\packages). You can usethese
packages to configure additional I1TS instances (for example, by using the command line
utilities, or by running the setup program again).

How Installed IAC Packages Interact

The ITS setup program always contains an |AC package for a specific R/3 release, but
you can choose to install several packages at the same time.

All the packages you select are installed together for a particular ITS instance. This
means that if you choose packages that contain different versions of the same IAC, one
version overwrites the other. This could happen, for example, with the standard packages
for R/3 Releases 3.1 and 4.0B, both of which contain the IAC WW20. Since the order of
installation is random, you cannot know which version actually getsto the file system.

To avoid this problem, you can use the Check release consistency feature in the dialog
box for selecting |AC packages when you run the setup program. If you select this
option, the setup program checks that your packages are either all for the same R/3
release, or that they are rel ease-independent.
The R/3 release for a package is determined by the package name:
« Thefile name prefix specifies the R/3 release

For example, 45a_al | . car isaRelease 4.5A package.
» Release-independent packages have the prefix zzz or al |

For example, zzz_Pur chasi ng. car isarelease-independent Purchasing package.
The file names are not case-sensitive, but if a package does not conform to the naming

conventions, it is assumed to be incompatible with other releases (that is, you cannot
install it with other packages that are rel ease-specific).

March 1999
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Introduction

This chapter describes how to install the Internet Transaction Server (ITS) on a Windows
NT system.
Y ou can choose from the following installation types:
« Single host installation
In this case, both the WGate and AGate components are installed on the same host.

For thisinstallation, which is recommended for development/test environments, see
Defining the ITS Administrator Account on page 2—7.

« Dual host installation
In this case, the WGate and AGate components are installed on separate hosts.

For this installation, which is recommended for live production environments, see
Defining the ITS Administrator Account on page 2—7.

§ Note

Before you proceed with the installation, read the following notes in the Online
Service System (OSS):

105055 ITS R/3 and Web Server Supported Releases
113914  SAP Internet Transaction Server Release 2.2 News
These notes contain the latest installation and upgrade information.

ITS installation tools must be used in accordance with the instructions and for the
purposes described in this documentation. Improper use can damage existing files and
systems.
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Installation Requirements

Hardware Requirements
The tables below specify the hardware needed to run the ITS. Y ou should be aware that
memory and disk space requirements can vary, depending on:
«  The number of users concurrently accessing the system

e Thenumber of ITSfiles stored on the host file system

Hardware Requirementsfor Single Host Installation

Component Requirement
Hardware Intel Pentium, PentiumPro, or Pentium |1 architecture
Backup (optional) Either over network or tape drive

(DAT 4mm or DLT; hardware compression recommended)
CD-ROM drive SO 9660 compatible
Memory 1GB
RAM 64 MB

Har dwar e Requirementsfor Dual Host I nstallation

Component Requirement
Hardware Intel Pentium, PentiumPro, or Pentium Il architecture
Backup (optional) Either over network or tape drive

(DAT 4mm or DLT; hardware compression recommended)
CD-ROM drive SO 9660 compatible
Memory 2x 1 GB mirrored
RAM 2x 128 MB

March 1999

2-3



Installing ITS on Windows NT SAPAG IV

Introduction

The number of processors required depends on the number of concurrent requests made
to the R/3 System. In a production environment, a moderate |oad requires two processors,
but a high load (more than 40 hits per second) requires four processors. For further
information, consult your hardware vendor.

Software Requirements

For information about software requirements, including platforms, Web servers, and
Web browsers, see the section Internet Interfaces in the document SAP System
Requirements for Networks, Frontends, Communication Interfaces at
http://www.sap.com/ssr

Checklists

The following tables are checklists indicating what information you need to install the
ITS components. Make sure that you have the required information available before
running the setup program.

AGate Configuration Parameters

Installation directory
(used for AGate, WGate)

Homepage
(URL displayed when leaving a service)

R/3 Parameter s (Always Required)

R/3 System name

R/3 client

R/3 user (global user for all services)

Password matching R/3 user and client
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Option Load Balancing | Single Application
Server

R/3 message server name Not applicable
Port number used by R/3 message server Not applicable
Login group used by ITS Not applicable
R/3 application server name Not applicable

R/3 System number Not applicable

SAProuter string
Windows NT System Parameters

Options Use NT Security Set up Security

L ater

Name of NT user ITSadm Not applicable
Password of NT user I TSadm Not applicable
Name of NT group | TSuser Not applicable
Information Checklist for Installing WGate

Options WGate Single Host

Installation on a Installation
Separate Host

Installation directory

(used for AGate, WGate)

Name or |P address of AGate host Not applicable
Number of ports (sapavw00_<virtual ITS> Not applicable

and sapavwmm_<virtual ITS>) on AGate
host

March 1999
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Upgrading from Previous Versions

The default ITS setup installs new versions of the files required to run Internet
Application Components (IACs) in the directories specified in the following table:

ITSFile Directory
C.\Program Fil es\ SAP\ I TS\ 2. O\ <virtual |TS>\ Services

Services
HtML templates C:\Program Fi | es\SAP\I TS\ 2. O\ <virtual |TS>\ Tenpl at es\ 99

MIME files C:\ I net pub\ wwr oot \ SAP\ | TS\ M MES\ <ser vi ce>\ 99

§ Note

If you are using R/3 Release 3.1G or earlier, select the option not to install the ITS
files. The new versions of the ITS files require R/3 Release 3.1H or | ater.

If you are using R/3 Release 3.1H or later, do the following before installing the ITS:

e Make abackup of your existing ITS files.

e Make sure that none of your modified ITS files reside in theme 99.

» Read the following OSS notes for important version and upgrade information:
105055 ITS R/3 and Web Server Supported Releases
113914  SAP Internet Transaction Server Release 2.2 News
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Preparing for Installation

Before installing the ITS, you should take the following steps:
1. Check theinstallation requirements.
For details, see Installation Requirements on page 2—3.

2. Make sure that the Windows NT 4.0 server and the Web server software have been
installed properly on the Web server host.

3. Make sure that you are using the Windows NT File System (NTFS) to store ITS files.
NTFS fully supports Windows NT security and long file names.
To check that you are using NTFS:
- Select the hard drive icon in the Windows NT Explorer.
- Press the right mouse button.
- ChooseProperties.
- Choose th&eneral tab.
- Check that the specified file system is NTFS.
4. Define the ITS administrator accoumBadm.
For details, user accounts, $2efining the ITS Administrator Account on page 2—7.
5. Define the ITS user groufsusers.
For details, seBefining the ITSUser Group on page 2-8.
6. Make sure that theEEMP directory is empty.

Defining the ITS Administrator Account

This document uses the ITS administrator accolfsadm, but you are free to choose a
different name.

1. Log on to the Windows NT system with the ITS administrator acdd&atm.

2. On the Windows NT 4.0 desktop, cho&a&t — Programs - Administrative Tools
(Common) - User Manager for Domains.

3. ChoosdJser — Select Domain.
4. Enter a Windows NT domain name for thi&dm account and choo%eK.
5. ChoosdJser » New User.
6. Enter the following values:
Username: i tsadm
Full Name: SAP Internet Transaction Server Admi nistrator
Description: <your description>
Password: <your password>

Confirm Password: <your password>
7. Choose&sroups.

March 1999 2-7



Installing ITS on Windows NT SAPAG IV

Preparing for Installation

8. Add the new user to the group Domain Administrators and choose OK.

0.

Choose Profile.

SAP recommends you to enter the following home directory in the Local Path field
c:\winnt\ Profiles\| TSadm

Choose OK.

10. Choose Add to create the | TSadm account.
11. Choose Close to close the New User window.
12. Choose User — Exit to leave the User Manager.

Defining the ITS User Group

This document uses the ITS user group hame itsusers, but you are free to choose a
different name.

1. Logontothe Windows NT system with the ITS administrator account | TSadm.
2. Onthe Windows NT 4.0 desktop, choose Sart - Programs — Administrative Tools
(Common) — User Manager for Domains.
3. Choose User — Select Domain.
4. Enter aWindows NT domain name for the | TSadm account and choose OK.
5. Choose User - New Global Group or New Local Group.
6. Enter the following values:
Group Name: i tsusers
Description: <your description>
7. Choose Add.
You see alist of names in the Add Users and Groups dialog box.
8. Select group member(s):
9. Choose Add.
The selected user(s) are added.
Y ou can always add other users to the group later.
10. Choose OK.

11. Choose OK to return.
12. Choose User — Exit to leave the User Manager.

2-8
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Single Host Installation

This section describes how to install the ITS (WGate and AGate) on asingle host - the
Web host. Before starting the installation, make sure that all other applications are
closed.

§ Note

If you are installing an Asian language version of the ITS, please read the section
Defining the ITS Administrator Account on page 2—7 before you proceed.

Installation Basics

To start the ITS single host installation:
1. Log on to the Windows NT 4.0 server with the ITS administrator ac¢d8adm.

2. Insert the presentation CD-ROM.

3. On the Windows NT 4.0 desktop, cho&art — Run.

4. ChooseBrowse and select the directoryt s\ nt\i 386 on the CD-ROM drive.
5. Double-clickset upi ts. exe and choos©K.

You see thé&\elcome screen.
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Setup Program Welcome

Welcome

|:|-1F|
- i

[HTERNET
TRAMSACT IO

SERVER

YWelcome to the SAP Intemet Transaction Server 2.5
Setup program. Thiz program will install the S&P TS
- # (w8 R] on waur machine.

It iz strongly recommended that you exit all “Windows programs
before running thiz Setup program.

Click Cancel ta quit Setup and then close any programs youl
hawve wnning. Click Mest to continue with the Setup proagram.

WARMIMG: Thiz program iz protected by copyright law and
international treaties.

Ilnauthorized reproduction or distriibution of this program, or any
partion af it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozzible under law.

Cancel |

]|

6. Choose Next.

Y ou see the Installation Type screen.

2-10
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Installation Type

|:|-1F|
- i

[HTERNET
RANSRCTION

SERVER

Fleaze select the type of installation.

]|

E Inztallz all components of the ITS an this
machine. Thiz iz lppical for development
enviranments.

—1 DualHost [R43 Application Server Side]

Inztalls only the B/3-related components of
@@ the ITS on thiz machine. v'our web server iz
fUnning on a remote machine.

— DualHost [web Server Side)

@@ Inztallz only the web-zerver-related
components of the ITS on thiz machine.

< Back I Mewxt > I Cancel

7. Select Sngle-Host and choose Next.
Y ou see the Destination Location screen.
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Select Destination Location

Destination Location |

Setup has determined that an ITS has already been installed on
thiz machine.

=y=i=l  Setup will therefore use the previously used installation path,

IHTEF‘“ET If wou want bo install the ITS to a different location, pou first hawve
' to deinztall the previous version.
(=J=1 4= !'T I ]'!]-.i
A0 A el e -1

SERVER

C:%Program FileshSAPLITSY2.0 Brmyse,. |
Cancel |

8. Choose Next to accept the default destination of the ITS main directory, or choose
Browse to select a different destination.

If thereisaready an ITS instance installed on this machine, the previous installation
directory is used. In this case, the Browse option is not activated, and you cannot
change the destination.

When you choose Next, you see the I TS Installation Type screen.

|' Deztination Directory

< Back
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Select ITS Installation Type

ITS Installation Type |

Pleaze zelect pour installation bpe :

INTERMNET
- i - - =1l
TF'H”"ij!'TI!'!i.' " Administration
“ERVER ITS now offers an HTML based administration tool,
Wit thiz tool you can start and stop TS instances,
monitor curent server performance or change server

gettings. The adminiztration toaol just requires an
HTML broweser.

* Typical
Runz pour SAP Intermet applications components

< Back

Cancel |

9. Sdlect aninstallation type and choose Next.

The setup program prompts you for an ITS instance name. If you select
Administration as the installation type, the default name ADM appears.

§ Note

If you select Administration, the setup program installs an ITS instance that runs the
ITS Administration Tool. Like any other ITS instance, the administration instance
must run under its own dedicated ITS server.

If you already have ITS 1.1 on this host, do not install a separate administration
instance, because it will deinstall your current ITS instance. If you need to runthe ITS
Administration Tool, you should:

i. Install anITS of type Typical.
ii. Install another ITS of type Administration to run the ITS Administration Tool.
The setup program informs you of thisin a special dialog box.

For further information about all aspects of ITS administration after installation, see
the ITS Administration Guide. Y ou can find the 4.5B version of this documentation in
the R/3 library of any Release 4.5B R/3 System. Choose Help — R/3library — CA -
Cross-Application Components — Web Basis — TS Administration Guide.

March 1999
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The setup program now prompts for an ITS instance name. If you chose Administration
asthe instalation type, the name ADM is proposed.

Specify Virtual ITS

Yirtual ITS

-

IHTERHET
RANEACTION

=ERY

ITS now supports "virtual" installations.

'ou can now run multiple independent Intemet Tranzaction
Serverz on one machine, each one attached to a separate web
zerver [e.g. virtual web zervers with Metzcape Enterprize Server).

Thiz feature allows you to have more than one internet
ervironment' on a single Windows NT server, e.g. one for
development, one for quality agsurance and one ag a productive
inztallation.

Or you can run separate TS instances for different B /3 systems.
|nztead of uzing separate machines, vou can now in all 1ITS
inztallations on a single computer.

Even if you plan ta install anly a zingle | TS instance, pau must
provide a name for thiz instance in thiz dialog. It i recommended
ko uze the name of the B3 spstem to which vou want to connect
the ITS inztance.

Virtual ITS: [P3d | lea F30)

< Back I Hest > I Cancel

=]|

10. Enter avirtual ITS instance name and choose Next.

SAP recommends that you use the R/3 System name as the instance name. If there
arevirtua 1TS instances aready installed on this machine, you can display their
names in the dropdown box.

2-14

March 1999



BV sSAP AG Installing ITS on Windows NT

Single Host Installation

Select a Web Server

Web Server Selection |

Pleaze zelect ane web zerver to be wzed far the wirtual ITS
inztance being inztalled.

|:|-1F|
- i

[HTERNET
RANSRCTION

SERVER

Microzoft 115 4.0 [Adrinistration 'Web Site)
iicrozoft |15 4.0 [Default WwWeb Site]
MHetzcape Enterprize Server 3.5.7 [pall00412]
Other Weh Server [CGI interface]

The web server 'Microzoft 115 4.0 [Default Web Site]” iz
currently not attached to any wirkual 1TS.

< Back I Mewxt > I Cancel

11. Select aWeb server and choose Next.

As shown above, the setup program states whether the server you select is already
attached to avirtual ITS. You can only attach a Web server to one virtual ITS.

If you choose Other Web Server (CGI interface), the setup program prompts you for
the Documents and CGlI Directories. Otherwise, you go directly to the next step.
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Specify the Web Server URL

Web Server URL |

Pleaze zpecify the UFL to be uzed when acceszing vour web
FEIYE

-

e | —HTTP Access [Unsecure)

I HTEEHET Hostname and Domain Part
RENSACTION hittp: /¢ [pal100412.55p-ag.de : |5
= _l - = B0, WINWLS3D. SO a0

SERVER
—HTTPS &ccess [Secure] Autamatic v —

Hasthame and Domnain Fart

https://# [pal100412 sap-ag.de |43

£.0. WA, 23D, COM 443

¢ Back I Mest > I Cancel

12. Enter the URL for accessing the Web server and choose Next.
Make sure that you enter the full URL name.

You don't need to enter tHeTTPS Access(Secure) information, because the setup
program echoes this for you automatically. However, if you want to enter a different
port (443 is the default), deseldattomatic to make the fields accept input.

Noteon installing an administration ITS:

If you choseAdministration as the installation type, the setup program omits the next
dialogs on upgrading and installing, so you can skigptgifying System
Information.
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Upgrading or Installing
When you choose Next, the system tells you whether an older version of the ITS
exists on this host. Y our next few steps depend on whether you have an older ITS
already installed, and which one.
+ IfyouhavelTS1.1:
Continue with the Migrate ITS 1.1 Files step described here.
« IfyouhavelTS2.0/2.1,0ornoITS at al:
You don't see the upgrade-related dialogs described here, so you can skip to
Select Installation Packages.

Migrate ITS 1.1 Files

Migrate ITS 1.1 to ITS 2.0 |

The zetup haz determined that an 175 1.7 iz already installed an
this rmachine.

==l=l  Select the first checkbox below to copy all |4C-related files from
the previous installation o the new vitwal ITS vou are curmently

THTERNET AT

RANSACTION
SERVER

v Migrate the ITS 1.1 |AC-related files to the new virtual TS

[T Deinztall the ITS 1.7 after & successful migration,

< Back I Mewxt > I Cancel |

13. Specify how you want the older ITS installation handled and chidexse
- To keep the existing files for the new ITS version, seligratethe ITS1.1 IAC
related files to the new virtual ITS
- To delete the older ITS installation, selBeinstall the ITS1.1 after a successful
migration
If you choose not to migrate, you do not see the next migration-related dialog, so you
can skip tdSelect Installation Packages.
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Specify Migration Information

If the Web server part (WGate) of an ITS 1.1 installation has to be migrated, you must
provide the name of the Web server used.

Migrate ITS 1.1 to ITS 2.0 ]|

Fleaze pravide the infarmation necessary to perfarm the migration
af wour ITS 1.1 inztallation.

|:|-1F|
- i

Specify the web server uszed for the (TS 1.7 ingtallation.
INTERNET

_ _ Microzoft [15 4.0 [Administration Web Site]
TF.HI'.E: ! TIU]‘-: Microzaft |15 4.0 [Default \eb Site]

J— Metzcape Enterpnze Server 3.6.1

SERVER

< Back I Mewxt > I Cancel

14. Select the desired Web server and choose Next.
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Select Installation Packages
The setup program asks you to choose the IAC package(s) you want to install. These
packages contain the IAC-related files to be used for your installation.
« IfyouhavelTS2.0/2.1:
Do not select any packages. If the dialog below contains package names in the

Install box, make sure that you select each one and choose Don't Install. Then,
choose Nextand skip to Specifying System Information

» If youhaveno ITSversion at al (that is, you areinstalling ITS for the first time):
Continue with the steps below.

Installation Packages [ x| |

Pleasze select the packages pou want to install

— Ingtall;

; Browse... |
[HTERNE

F:H”E - l:T I ’:']'l Don't Install |
SERVER

— Do nat inztall

r_ install |

Check release consistency

Cancel |

¢ Back

15. Select the package you want to install and choose Install.

If you are installing an Asian language version, choose Browseto locate the correct
package.

Y ou can install more than one package. If you do this, make sure that Check release
consistencys selected.

E Note

Y ou cannot add packages to an existing ITS later by running the setup program again,
so make sure that you choose all the packages you need. For information on using
IAC packages, see Chapter 1: Planning the Installation
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Theinstallation CD contains Retail packages with nameslike 45a_reta. car. You
can install Retail packages separately by browsing to them in the packages directory,
but they are also included in the xxx_al | . car file.

- If youwant toinstall afull set of IACs (that is, both Retail and other types),
install the xxx_al | . car package alone.

- If youwant to install Retail IACs only, select the Retail package for installation.

The reason is that the Retail package replaces all the standard |AC homepages with
the specific logon page for the Retail IACs.

When you have selected all the packages you want, choose Next.
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Confirm Setup

Internet Application Component Files

Y'ou are installing Intermet Application
Componentz [JACz]. Exizting
components will be ovenwrtten.

Do pou want o proceed?

Cancel |

16. To confirm that you want to proceed, choose Yes.
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Specifying System Information

Select Configuration Type

Memory Configuration |

The default canfiguration of I TS needs a minimum of 128 MB
aof phwzical memaon.
':-'-'F' Town ITS in a reduced mermony configuration [32 ME],
y zelect minimized memaory uzage. Thiz iz only recommended
I”TEF”ET if perfarmance iz not an izsue and the Aumber of concurent
- -y uzers iz small [eq. development environment].
RANSACT 10N

T

SERVER

& Default configuration

" Minimize memony usage

< Back I Mewxt > I Cancel

18. Select the configuration type and choose Next.
The default ITS configuration is optimized for performance with many concurrent
users. It issized for a server with aminimum of 128 MB of physical memory.
SAP recommends the default configuration for production systems.
However, you can opt to install the ITS with minimized memory usage. This
configuration runs with 32 MB of physical memory. Select this option only when
performance considerations do not apply and the number of concurrent usersis
small. Thisisto meet the needs of developersinstalling a personal ITS on their local
development platforms.
Note on installing an Administration ITS:

If you chose Administration as the installation type, the setup program omits the next
two dialogs, so you can skip to Specify Security Access.
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Enter R/3 Logon Data
R/3 Login ]|

— R43 zpstem

Sypetem M ame: IEME

=

-
b=l g |

1 — Login information
INTERNET _ o |
= 1 The faolloving account information will be placed in the
T .Hl s ’_T I! ']' global.srve file and will be used for anonymous logins

SERNVER

inta the B3 system.

Clietit: 000

F/3 Uszer: Iwel:ulu:ugin
Password: I”*”“”“”
Confirm Passward: I ”””””” 1

19. Specify logon information for the R/3 System:
- System Name
The 3-character name of the primary R/3 System with which the ITS will be
communicating.
The R/3 System must be Release 3.0D or later.

- Client
The global client the ITSwill useto log on to the R/3 System.

- R/BUser
The global user the ITSwill use to log on to the R/3 System.

- Password
The matching password for the R/3 user.

- Confirm Password
Enter the password again.
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Enter R/3 Connection Information

R/3 Connection [ x| |

— % Load Balancing

Meszzage Server IhsDDED.wdf.sap-ag.de Test |
AP Fart Mumber: |44EEI or uge SAP Router
INTERNE Login Group:  |PUBLIC [

RANSACTION
'_:,EF:!,JEF: —(" Single Application Server
Application Server; Inspaless.pal.sap-ag.de _l

System Murmber; Iﬁ

— SAP Router [optional]

SAP Router String: I _l

e.q. /H/zapsered

< Back I MNewt » I Cancel |

20. Enter the message server information and choose Next.

To ensure a balanced load on all R/3 Systems, the ITS uses the R/3 message server to
distribute accesses to multiple application servers. This option should be the default
setting for every production system.

For a development system where performance considerations may not apply, you can
choose to connect to a single application server.

You need to provide the following information depending on your choice:
« If you choose load balancing:

Specify the information required to connect to the R/3 Message Server. You can
test this information by choosing Test.

- Message Server

The host name of the R/3 message server asit is known either by the domain
name server (DNS) or the SAProuter.

- Port Number

The port number the message server is listening on. This value is needed
only if no SAProuter is specified.

- Login Group
The login group used for the load balancing.
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If you have specified avalid message server and either avalid port number or
SAProuter, the “...” button appears next to ltlogin group field. Choose this
button to retrieve a list of possible login groups from the message server.

- SAP Router String

This field identifies one or more SAProuter hosts and ports which are used to
establish a connection to the R/3 System.

The syntax used isH r out er! S/ servi ce, wherer out er is the host

name of an SAProuter as@r vi ce is either the service name or the port
number of the SAProuter service! B/ servi ce is missingsapdp99 will

be used as the default service name. To define more than one SAProuter, you
can concatenate the strings in the same order the routers connect the AGate
host to the R/3 System.

If no SAProuter is used to connect to the R/3 system, leave this field blank.

If a valid saproute.ini file can be found in the Windows directory, the “...”
button appears next to t&&P Router Sring field. Choose this button to get
a list of SAProuters known to this machine.

« If you choose aingle application server, specify:
- Application Server

The name of the application server.

If you specify a valid message server and either a valid port number or
SAProuter, the “...” button appears next to Apglication server field.
Choose this button to retrieve a list of possible login groups from the
message server.

- System Number
The system number for the application server.

- SAP Router Sring

See the information in the previous list item.

When you choosBlext, the setup program asks about security.
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Specify Security Access

Windows MT Security |

It iz ztrongly recommended that vou install the nternet
Tranzaction Server with restricted access to all zenzitive files
and services uzing the Windows MT security features [zee the
- inztallation manual for more information).

= ] e

[f you decide to uze Windows MT securty, you will need a
I”TEF”ET gpecial YWindows MT administrator account and a special user
graLp.

RANEACTION

SERNVER

Grant access o |T5-elated files to evenone. Mo access
restrictions are applied.

—{% |TS Administrator and IT5 Users

Grant access to ITS-related files to the ITS adminiztrator
account. Additionally grant members of the itzuzers group
accezs bo files they need to maodity when developing.

—{" TS Administrator Dy

Grant access to ITS-related filez to the ITS administrator
accaunt anly. Thiz lacks aut all ather users from getting
acceszs bo | TS-related files.

< Back I Hest » I Cancel

21. Select asecurity access level.

The setup program can configure the Windows NT Security in away that provides
optimal security for your system.

If you select ITSAdministrator and ITSUsers, you restrict accessto AGate, and to
the service files, HTML templates, and graphics, all of which may contain sensitive
information. In this case, the ITS administrator has full control of al files, while the
ITS user group has the access rights required for development purposes.

During development, however, access restrictions may be undesirable. Y ou should
analyze your needs and decide whether to use the security restrictions provided by
the setup program, or whether to use some other security procedure.

E Note

SAP strongly recommends that you install the ITS with restricted access to all
sensitive files and services using the Windows NT Security features.
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Specify Security Accounts

Windows NT Accounts |

E:Fihiﬁi:'l' I ]:!]-.i Canfirmn Pazsword: I““"

— TS Adminiztrator &ccount

ITS Adminiztratar: IF'.-“-‘-.L'I 00471 24ikzadmin

:'FhF.

THTERHET [

Ixxxxx

] The Internet Tranzaction Server AGate will uze the curent uzer
' to run gecure procezzes. 1o install the service using Windows
MT security, you must enter a pazsword.

—IT5 Usgers Group Account

ITS Uszers Group: IITS Uzers

Enter the MT uszer group autharized to develop Intermet
Applications Componentz. The format iz domaintusername.

—Web Server Buntime Account

"Wieb Server Account; IILISFE_F'.-“-‘-.L'I o412 V¥ Automatic

Enter the T account name pour web server is running under.
The farmat is domainusername.

< Back I Hest » I Cancel

22. If you have chosen to use Windows NT Security, enter the following information to
set up restricted access:

| TS Administrator

The user running the setup program must be the ITS Administrator, so this name
isdisplayed here. Y ou cannot choose a different user as the ITS administrator.

Password

The password for the ITS administrator.

Confirm Password

Enter the password again.

ITSUsers Group

The name you have chosen for the ITS user group.

Web Server Account

The user account under which the Web server is running.
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Enter the Home URL

Homepage

Pleasze specify the complete LIRL pointing to your homepage
[e.g. 'http: /A rpwebserver. mydomain, com']

B

1 i‘-{TEFj’-iE URL: hitp: //pall 00412 sap-ag. de:E0

RAMERCTION

SERVER

¢ Back I Hest > I Cancel

23. Enter the homepage URL information.

The URL you enter can be for your homepage or any other page that you would like

to present after an Internet Application Component terminates.
For example: ht t p: / / nyser ver. mydomai n. com

The page must be accessible by the client. Y ou can modify this setting in the

gl obal . srvc file any time after the installation.
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Completing the Installation
Start Setup |

Y'our zetup is well on its way. Click
an Finizh to copy all neceszary files
= o wavr gpsterm,

< Back

Cancel |

24. Choose Finish to install the software with the settings you have specified.

If you want to modify any of your settings, choose Back and proceed backwards
through the installation procedure.

When you choose Finish, the setup program completes the installation. A dialog asks
if you want to read the Release Notes for the release.

25. Choose Yes.
Read the Release Notes to check for release changes. When you close the Release
Notes, the Setup is complete dialog appears.

26. Confirm with OK.

Your ITSingtallation is now complete. Continue with Checking the Installation on page
2-67.
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Dual Host Installation

This section describes how to install the ITS on two separate hosts, that is, the WGate on
the web host and the AGate on the AGate host.

Before starting the installation, make sure that:

« the AGate host has Windows NT 4.0 Server installed.

« theweb server softwareisinstalled and operational on the web host.

«  both computers are on the LAN and can ping each other.

To test this, log on to the web host and enter the command pi ng <AGat e host >
from the cmd.exe window. Use the equivalent ping command on the AGate host.

« all other applications are closed

§ Note

If you are installing an Asian language version of the ITS, please read the section
Defining the ITS Administrator Account on page 2—7 before you proceed.
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Installing AGate on the AGate Host
To install AGate, proceed as follows:

1

o wb

Log on to the AGate host with the ITS administrator account 1 TSadm.

Insert the presentation CD-ROM.

On the Windows NT 4.0 desktop, choose Sart — Run.

Choose Browse and select the directory \i t s\ nt\i 386 on the CD-ROM drive.
Double-click set upi t s. exe and choose OK.

Y ou see the Welcome screen.
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Setup Program Welcome

Welcome |

YWielcame to the SAF Internet Tranzachion Server ==
Setup program. Thiz program will inztall the SAP TS
- 0 (1R8] on wour machine.

] ' It iz strongl ded that it all *ind
UG 1 o cconmented ot you o f Vindows rogens

RANSACTION
i H- _I"' = Click Carcel to quit Setup and then close any progranms you
':,EF:UEF: have running. Click Mest to continue with the Setup program.

WARMIMG: Thiz program iz pratected by copyright law and
international treaties.

|Inauthaorized reproduction or diztribution of this program, or any
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozsible under law.

Cancel |

6. Choose Next
Y ou see the Installation Type screen.
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Installation Type

|:|-1F|
- i

[HTERNET
RANSRCTION

SERVER

Fleaze select the type of installation.

]|

—1 Single-Haost

Envirohments.

E Inztallz all components of the ITS an this
machine. Thiz iz lppical for development

— DualHost [R/3 Application Server Side}

fUnning on a remote machine.

Inztalls only the B/3-related components of
@@ the ITS on thiz machine. Your web server iz

— DualHost [web Server Side)

@@ Inztallz only the web-zerver-related
components of the ITS on thiz machine.

< Back I Mewxt > I

Cancel |

7. Select Dual-Host (R/3 Application Server Sde) and choose Next.

SAP recommends that you always install the AGate (application server side) before
the WGate (Web server side).

Y ou see the Destination Location screen.
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Select Destination Location

Destination Location |

Setup has determined that an ITS has already been installed on
thiz machine.

=y=i=l  Setup will therefore use the previously used installation path,

IHTEF‘“ET If wou want bo install the ITS to a different location, pou first hawve
' to deinztall the previous version.
(=J=1 4= !'T I ]'!]-.i
A0 A el e -1

SERVER

C:%Program FileshSAPLITSY2.0 Brmyse,. |
Cancel |

8. Choose Next to accept the default destination of the ITS main directory, or choose
Browse to change it.

If thereisaready an ITS instance installed on this machine, the previous installation
directory isused. In this case, the Browse option is not aactivated, and you cannot
change the destination.

When you choose Next, you see the I TS Installation Type screen.

|' Deztination Directory

< Back
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Select ITS Installation Type

ITS Installation Type |

Pleaze zelect pour installation bpe :

INTERMNET
- i - - =1l
TF'H”"ij!'TI!'!i.' " Administration
“ERVER ITS now offers an HTML based administration tool,
Wit thiz tool you can start and stop TS instances,
monitor curent server performance or change server

gettings. The adminiztration toaol just requires an
HTML broweser.

* Typical
Runz pour SAP Intermet applications components

Cancel |

9. Sdect aninstallation type and choose Next.

E Note

If you select Administration, the setup program installs an ITS instance that runs the
ITS Administration Tool. Like any other ITS instance, the administration instance
must run under its own dedicated ITS server. You can install the administration
instance on a single host, but it must reside on the same machine as Agate.

If you already have ITS 1.1 on this host, do not install a separate administration
instance, because it will deinstall your current ITS instance. If you need to runthe ITS
Administration Tool, you should:

i. Install anITS of type Typical.
ii. Install another ITS of type Administration to run the ITS Administration Tool.
The setup program informs you of thisin a special dialog box.

For further information about all aspects of ITS administration after installation, see
the ITS Administration Guide. Y ou can find the 4.5B version of this documentation in
the R/3 library of any Release 4.5B R/3 System. Choose Help - R/3library - CA -
Cross-Application Components — Web Basis - TS Administration Guide.
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The setup program now prompts for an ITS instance name. If you chose Administration
asthe instalation type, the name ADM is proposed.

Specify Virtual ITS
Virtual ITS |

ITS now supports "virtual" installations.

'ou can now run multiple independent Intemet Tranzaction
PSS Servers on one machine, each one attached to a separate web
=lnin zerver [e.g. virtual web zervers with Metzcape Enterprize Server).

I”TEF”ET Thiz feature allows you to have more than one internet

i BN environment' on a single YWindows NT server, e.g. one for

F.HH: !_T I i_!]".l development, one for quality azsurance and one as a productive

- inztallatiomn.

l-lEFlilil 1 . .

i O pou can run zeparate | TS instances for different B3 systems.
|nztead of uzing separate machines, vou can now in all 1ITS

inztallations on a single computer.

Even if you plan ta install anly a zingle | TS instance, pau must
provide a name for thiz instance in thiz dialog. It i recommended
ko uze the name of the B3 spstem to which vou want to connect
the ITS inztance.

Virtual ITS: [P3d | lea F30)

< Back I Hest > I Cancel

10. Enter avirtual ITS instance name and choose Next.

SAP recommends that you use the R/3 System name as the instance name. If there
arevirtua 1TS instances aready installed on this machine, you can display their
names in the dropdown box.

E Note

If you chose Administration as the installation type, the setup program omits the next
dialogs on upgrading and installing, so you can skip to Specifying System Information
on page 2-42.

2-36 March 1999



BV sSAP AG Installing ITS on Windows NT

Dual Host Installation

Upgrading or Installing

When you choose Next, the system tells you whether an older version of the ITS exists on
this host. Y our next few steps depend on whether you have an older ITS installed, and
which one.

e IfyouhavelTS1.1:
Continue with the section Migrate ITS 1.1 Files described here.
e IfyouhavelTS2.0/2.10r noITSversion at all

You don't see the upgrade-related dialogs described here, so you canSsképtto
Installation Packages on page 2—39.

Migrate ITS 1.1 Files

Migrate ITS 1.1 to ITS 2.0 |

The zetup haz determined that an 175 1.7 iz already installed an
this rmachine.

==l=l  Select the first checkbox below to copy all |4C-related files from
: the previous installation o the new vitwal ITS vou are curmently

THTERNET AT

RANSACTION
SERVER

v Migrate the ITS 1.1 |AC-related files to the new virtual TS

[T Deinztall the ITS 1.7 after & successful migration,

< Back I Mewxt > I Cancel

11. Specify how you want the older ITS installation handled and chidexse
- SelectMigratethe ITS1.1 IAC-related filesto the new virtual ITS to preserve
the existing files for the new ITS version.
- SelectDeinstall the ITS1.1 after a successful migration to remove the older ITS
installation.

If you choose not to migrate, you do not see the next migrate-dialog, so you can skip to
Soecifying System | nformation.
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Provide Migration Information

If the Web server part (WGate) of an ITS 1.1 installation has to be migrated, you must
provide the name of the Web server used.

Migrate ITS 1.1 to ITS 2.0 ]|

Fleaze pravide the infarmation necessary to perfarm the migration
af wour ITS 1.1 inztallation.

|:|-1F|
- i

Specify the web server uszed for the (TS 1.7 ingtallation.
INTERNET

mar Microzoft [15 4.0 [Administration Web Site]
i o=t T | Microsoft 115 4.0 [Default Web Site)
T' i H - ""TI = ].' iNetzcape Enternnse Server 257 |

SERVER

< Back I Mewxt > I Cancel

12. Select the desired Web server and choose Next.
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Select Installation Packages
The setup program asks you to choose the IAC package(s) you want to install. These
packages contain the IAC-related files to be used for your installation.
« IfyouhavelTS2.0/2.1:
Do not select any packages. If the dialog below contains package namesin the Install
box, make sure that you select each one and choose Don't Install. Then, choose Next
and skip to Specifying System Information
« IfyouhavenoITSat al (that is, you areinstalling ITS for the first time):
Continue with the steps below.

Installation Packages [ x| |

Pleasze select the packages pou want to install

— Ingtall;

; Browse... |
[HTERNE

F:H”E - l:T I ’:']'l Don't Install |
SERVER

— Do nat inztall

r_ install |

Check release consistency

Cancel |

¢ Back

13. Select the package you want to install and choose Install.
If you are installing an Asian language version, choose Browseto locate the correct
package.
Y ou can install more than one package. If you do this, make sure that Check release
consistencys selected.

E Note

Y ou cannot add packages to an existing ITS later by running the setup program again,
so make sure that you choose all the packages you need. For information on using
IAC packages, see Chapter 1: Planning the Installation
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Theinstallation CD contains Retail packages with nameslike 45a_reta. car. You
can install Retail packages separately by browsing to them in the packages directory,
but they are also included in the xxx_al | . car file.

- If youwant toinstall afull set of IACs (that is, both Retail and other types),
install the xxx_al | . car package alone.

- If youwant to install Retail IACs only, select the Retail package for installation.

The reason is that the Retail package replaces all the standard |AC homepages with
the specific logon page for the Retail IACs.

When you have selected all the packages you want, choose Next.
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Confirm Setup

Internet Application Component Files

'ou are installing Intermet Application
Components [IACs]. Exizting
components will be ovenarithen.

Do you want to proceed?

Cancel |

14. To confirm that you want to proceed, choose Yes.
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Specifying System Information
The setup program now asks you to specify system information.

Choose Configuration Type

Memory Configuration |

The default configuration of 1 TS needs a minimum of 128 ME
of phyzical mermorny.

= Town ITS in a reduced memary configuration (32 MEB],
' zelect minimized memary uzage. Thiz iz only recommended
IHTEEHE if perfprmance iz naot an izsue and the number of concurent
b l--|- I !-']"i uzers iz small [eq. development environment].
- =

F:lcil '

SERVER

% Default configuration

" Minimize memony usage

< Back I MHewt > I Cancel

14. Select a configuration type and choose Next.

- If you select Default configuration, the ITS is optimized for performance with a
large number of concurrent users, and sized for a server with a minimum of 128
MB of physical memory. This configuration is suitable for production systems.

- If you select Minimize memory usage, the ITS isoptimized for performance with
asmall number of concurrent users and sized for a server with 32 MB of physical
memory. This configuration is suitable only if performance considerations do not
apply. It is primarily intended to meet the needs of developersinstalling a
personal ITS on their local machines.

If you are installing an administration instance of the ITS, the setup program omits
the next two dialogs, so you can skip to Specify Security Access.
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Enter R/3 Logon Information

R/3 Login ]|

15.

— R43 zpstem

Sypetem M ame: IEME

=

-
b=l g |

— Login information

[HTERNET

The faolloving account information will be placed in the

TF.FH".EE -,!:T I !:!]".i global gree file and will be ueed for anonymous loging

SERNVER

inta the B3 system.

Clietit: 000

F/3 Uszer: Iwel:ulu:ugin
Password: I”*”“”“”
Confirm Passward: I ”””””” 1

¢ Back I Mest > I Cancel

Enter the following logon information, and then choose Next.

System Name

Enter the name of the primary R/3 System with which the ITS is meant to
communicate. This R/3 System must be Release 3.0D or higher. The name
consists of three alphanumeric letters.

Client

Enter the global client used by the ITSto log on to the R/3 System.
R/3 User

Enter the global user used by the ITSto log on to the R/3 System.
Password

Enter a password for the R/3 user.

Confirm Password

Enter the password again.
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Enter R/3 Connection Information
R/3 Connection |

— % Load Balancing

Meszzage Server IhsDDED.wdf.sap-ag.de Test |
AP Fart Mumber: |44EEI or uge SAP Router
INTERNE Login Group:  |PUBLIC [

RANSACT ION
'E_EF:!_JEF: —(" Single Application Server
Application Server; Inspaless.pal.sap-ag.de _l

System Murmber; Iﬁ

— SAP Router [optional]

SAP Router String: I _l

e.q. /H/zapsered

< Back I MNewt » I Cancel |

16. Enter the message server information, and then choose Next.

To guarantee a balanced load on all R/3 Systems, the ITS uses the R/3 message
server to distribute access to multiple application servers. This option is the default
setting for all production systems.
For a development system where performance considerations are less important, you
can choose to connect to a single application server.
« If you select Load Balancing:
Enter the information required to connect to the R/3 message server. Y ou can test
thisinformation by choosing Test.

- Message Server

Thisisthe host name of the R/3 message server asit is known either by the
domain name server (DNS) or the SAProuter.

—  Port Number

Thisis the port number the message server islistening on. You need this
value only if no SAProuter is specified (see below).

- Login Group
Thisis used for load balancing.

If you have entered a valid message server and either avalid port number or
SAProuter, you can choose the button next to the Login Group field to get a
list of possible groups from the message server.
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SAP Router String

Thisfield identifies one or more SAProuter hosts and ports that are used to
establish a connection to the R/3 System.

The syntax used is/ H <r out er >/ S/ <ser vi ce>, where <r out er > iSsthe host
name of an SAProuter, and <ser vi ce> is either the service name or the port
number of the SAProuter service.

If / S/ <servi ce>ismissing, sapdp99 is the default service name. To define
more than one SAProuter, you can concatenate the strings in the same order
the routers connect the AGate host to the R/3 System.

If no SAProuter is used to connect to the R/3 system, leave this field blank.

If thereisavalid saproute.ini file in the Windows directory, you can choose
the button next to the SAP Router Sring field to get alist of SAProuters
known to this machine.

If you select Sngle Application Server, enter the following information:

Application Server

Thisisthe name of the application server.

If you specify avalid message server, and either avalid port number or
SAProuter, you can choose the button appears next to the Application Server
field to get alist of possible groups from the message server.

System Number
Thisisthe system number for the application server.

SAP Router String
See information under SAP Router String above.

When you choose Next, the setup program asks about security.

March 1999

2-45



Installing ITS on Windows NT SAPAG IV
Dual Host Installation

Specify Security Access
Windows MT Security |

[t ig gtrongly recommended that vou ingtall the [nternet
Tranzachion Server with restricted access to all sensitive files
and zervices uzing the Windows MT security features [zee the
- installation ranual for mare information).

F

[f pou decide to uze "Windows MT zecurity, vou will need a
IHTEEHET zpecial Windows NT administrator account and a special uger

RANSACT I0H [

:'EF.i'.'IEF'. Grant access o |TS-related files to evenone. Mo access
rezstrictions are applied.

—% |T5 Adrinistratar and TS Users

Grant access o | TS -related files ta the ITS administrator
account. Additionally grant memberz of the itsuzers group
access ko files they need to madify when developing.

— TS Administratar Only

Grant access o |T5-related files to the ITS adminigtrator
account only. Thiz locks out all ather users from getting
access bo | TS-related files.

< Back I Hewt > I Cancel

17. Select asecurity access level.

The setup program can configure the Windows NT Security in away that provides
optimal security for your system.

If you select ITSAdministrator and ITSUsers, you restrict access to AGate, and to
the servicefiles, HTML templates, and graphics, all of which may contain sensitive
information. In this case, the ITS administrator has full control of all files, while the
ITS user group has the access rights required for development purposes.

During development, however, access restrictions may be undesirable. Y ou should
analyze your needs and decide whether to use the security restrictions provided by
the setup program, or whether to use some other security procedure.

§ Note

SAP strongly recommends that you install the ITS with restricted access to all
sensitive files and services using the Windows NT Security features.
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Set Up Security Accounts

Windows MT Accounts |

— TS Adminiztrator Account

ITS Adminiztrator; IF'.-’-‘-.L'I 0047 2hitzadmin

-
[

IHTERHET I

DICEI'.!': = |:T I ]:|“ Confirm Pazsword: |"°‘m

LR R =y

Ixxxxx

-:EF-; |EFI- The Internet Tranzaction Server AGate will uze the curent user
e s W to run zecure procezzes. 1o install the service uzing ‘wWindows
T gecurity, pou must enter a pazsword.

—ITS Uszerz Group Account

ITS Users Group: IITS Users

Enter the MT uzer group authorized to develop Internet
Applicationz Components. The format iz domainhusernanme.

—Wieh Server Buntime Accaunt

YWeb Server Account; IILISH_F'.-’-‘-.L'I aoatz ™ &utomatic

Enter the MT account name pour web server iz running under.
The format iz domaintusername.

¢ Back I Mewt > I Cancel

18. If you have chosen to use Windows NT Security, enter the following information to
set up restricted access:

- ITSAdministrator

The user running the setup program must be the ITS Administrator, so this name
isdisplayed here. Y ou cannot choose a different user as the ITS administrator.

- Password
The password for the ITS administrator.
- Confirm Password
Enter the password again.
- ITSUsers Group
The name you have chosen for the ITS user group.
- Web Server Account
The user account under which the Web server is running.
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Enter the Home URL

Homepage

INTERHE
RAMERCTION

SERVER

LRL:

Pleasze specify the complete LIRL pointing to your homepage
[e.g. 'http: /A rpwebserver. mydomain, com']

B

hittp: #/pall 0041 2. zap-ag.de: B0

Cancel

¢ Back I Hest > I

19. Enter the homepage URL information.
The URL you enter can be your own homepage or any other page that you want to

present when an 1A C has finished.

The URL you enter must be accessible by the client. Y ou can modify this setting in
the global service file any time after the installation.
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Complete the AGate Installation
Start Setup |

Y'our zetup is well on its way. Click
an Finizh to copy all neceszary files
= o wavr gpsterm,

< Back

Cancel |

20. Toinstall the software as specified, choose Finish.

If you want to modify any of your settings, use the Back button to proceed backwards
through the installation procedure.

When you choose Finish, the setup program completes the installation. Y ou then see
adialog, which asksif you want to read the Release Notes.
21. Choose Yes.

Read the Release Notes to check for release changes. When you close the Release
Notes, you see the Setup is complete dialog.

22. Confirm with OK.

Your installation of AGate is now complete. Continue by installing WGate, as described
in the next section.
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Installing WGate on the Web Host
To install Wgate on an NT system, proceed as follows:

1

o wb

Log on to the Web host with the ITS administrator account I TSadm.

Insert the presentation CD-ROM.

On the Windows NT 4.0 desktop choose Sart - Run.

Choose Browse and select the directory \i t s\ nt\i 386 on the CD-ROM drive.
Double-click set upi t s. exe and choose OK.

Y ou see the Wel come screen.
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Setup Program Welcome

Welcome |

YWelcome to the SAP Intemet Transaction Server 2.5
Setup program. Thiz program will install the S&P TS
P - # (w8 R] on waur machine.

! 'k It iz ztrongl ded that it all *Afind
UG 1 o cconmended ot you ot f Vindows g

TRANSACTION
i H - _"" = Click Cancel to quit Setup and then close any programs you
'-,EF'UEF‘ hawve wnning. Click Mest to continue with the Setup proagram.

WARMIMG: Thiz program iz protected by copyright law and
international treaties.

Ilnauthorized reproduction or distriibution of this program, or any
partion af it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozzible under law.

Cancel |

6. Choose Next.
Y ou see the Installation Type screen.
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Select Installation Type

Installation Type |

Fleaze select the type of installation.

':-.i:iF' —1 Single-Haost

y Installs all ks of the ITS on thi
IHTEEHET nr'?:cahii:. 'Fﬁi;nli:lsutr_:;ri-lczlufnr deevelngpner:?

E:FEIHIE:E 'l!:T I 1:”5 enviranments.

'_:.EF:UEF: —1 DualHost [R43 Application Server Side]

Inztalls only the B/3-related components of
@@ the ITS on thiz machine. v'our web server iz
fUnning on a remote machine.

— % DualHost [web Server Side}

@@ Inztallz only the web-zerver-related
components of the ITS on thiz machine.

< Back I Mewxt > I Cancel

7. Select Dual-Host (Web Server Sde) and choose Next.
Y ou see the Destination Location screen.
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Select Destination Location

Destination Location |

Setup has determined that an ITS has already been installed on
thiz machine.

=y=i=l  Setup will therefore use the previously used installation path,

IHTEF‘“ET If wou want bo install the ITS to a different location, pou first hawve
' to deinztall the previous version.
(=J=1 4= !'T I ]'!]-.i
A0 A el e -1

SERVER

C:%Program FileshSAPLITSY2.0 Brmyse,. |
Cancel |

8. Choose Next to accept the default destination of the ITS main directory, or choose
Browse to change it.

If thereisaready an ITS instance installed on this machine, the previous installation
directory is used. In this case, the Browse option is not activated, and you cannot
change the destination.

When you choose Next, you see the I TS Installation Type screen.

|' Deztination Directory
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Select ITS Installation Type

ITS Installation Type |

Pleaze zelect pour installation bpe :

INTERMNET
- i - - =1l
TF'H”"ij!'TI!'!i.' " Administration
“ERVER ITS now offers an HTML based administration tool,
Wit thiz tool you can start and stop TS instances,
monitor curent server performance or change server

gettings. The adminiztration toaol just requires an
HTML broweser.

* Typical
Runz pour SAP Intermet applications components

< Back

Cancel |

9. Sdect aninstallation type and choose Next.

E Note

If you select Administration, the setup program installs an ITS instance that runs the
ITS Administration Tool. Like any other ITS instance, the administration instance
must run under its own dedicated ITS server. You can install the administration
instance on a single host, but it must reside on the same machine as Agate.

If you already have ITS 1.1 on this host, do not install a separate administration
instance, because it will deinstall your current ITS instance. If you need to runthe ITS
Administration Tool, you should:

i. Install anITS of type Typical.
ii. Install another ITS of type Administration to run the ITS Administration Tool.
The setup program informs you of thisin a special dialog box.

For further information about all aspects of ITS administration after installation, see
the ITS Administration Guide. Y ou can find the 4.5B version of this documentation in
the R/3 library of any Release 4.5B R/3 System. Choose Help - R/3library - CA -
Cross-Application Components — Web Basis - TS Administration Guide.
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The setup program now prompts for an ITS instance name. If you chose Administration
asthe installation type, the name ADM is proposed.

Specify Virtual ITS
Virtual ITS |

ITS now supports "virtual" installations.

'ou can now run multiple independent Intemet Tranzaction
PSS Servers on one machine, each one attached to a separate web
=lnin zerver [e.g. virtual web zervers with Metzcape Enterprize Server).

I”TEF”ET Thiz feature allows you to have more than one internet
i BN environment' on a single YWindows NT server, e.g. one for
F.HH: !_T I i_!]".l development, one for quality azsurance and one as a productive

- inztallatiomn.

l-lEFlilil 1 . .

i O pou can run zeparate | TS instances for different B3 systems.
|nztead of uzing separate machines, vou can now in all 1ITS

inztallations on a single computer.

Even if you plan ta install anly a zingle | TS instance, pau must
provide a name for thiz instance in thiz dialog. It i recommended
ko uze the name of the B3 spstem to which vou want to connect
the ITS inztance.

Virtual ITS: [P3d | lea F30)

< Back I Hest > I Cancel

10. Enter avirtual ITS instance name and choose Next.

SAP recommends that you use the R/3 System name as the instance name. If there
arevirtua 1TS instances aready installed on this machine, you can display their
names in the dropdown box.
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Select a Web Server

Web Server Selection |

Pleaze zelect ane web zerver to be wzed far the wirtual ITS
inztance being inztalled.

|:|-1F|
- i

[HTERNET
RANSRCTION

SERVER

Microzoft 115 4.0 [Adrinistration 'Web Site)
iicrozoft |15 4.0 [Default WwWeb Site]
MHetzcape Enterprize Server 3.5.7 [pall00412]
Other Weh Server [CGI interface]

The web server 'Microzoft 115 4.0 [Default Web Site]” iz
currently not attached to any wirkual 1TS.

< Back I Mewxt > I Cancel

11. Select aWeb server and choose Next.

The setup program notifies you if the selected server is already attachedto an ITS
instance. Y ou can only attach a\Web server to one ITS instance.

If you choose Other Web Server (CGI interface), the setup program prompts you for
the Documents and CGlI Directories. Otherwise, you go directly to the following
step.
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Upgrading or Installing
When you choose Next, the system tells you whether an older version of the ITS
exists on this host. Y our next few steps depend on whether you have an older ITS
installed, and which one.
« Ifyouhavel TS 1.1
Continue with the section Migrate ITS 1.1 Files described here.
« IfyouhavelTS2.0/2.1or noITSversion at al

You don’t see the upgrade-related dialogs described here, so you can skip to
Select Installation Packages.

Migrate ITS 1.1 Files
Migrate ITS 1.1 to ITS 2.0 ]|

The setup haz determined that an TS 1.7 iz already installed on
thiz machine.

Y 1" Select the first checkbox below to copy all [AC-related files from
the previous installation to the new wirtual TS wou are cumrently
TNTERNET [EASE

RAMEACTION

SERVER

v itigrate the ITS 1.1 |AC-related files to the new witual | TS

[T Deinstall the ITS 1.1 after a successtul migration.

< Back I MHewt > I Cancel |

13. Specify how you want the older ITS installation handled and clidese
- To keep the existing files for the new ITS version, séléigtatethe ITS1.1 IAC
related files to the new virtual ITS,
- To delete the older ITS installation, selBeinstall the ITS 1.1 after a successful
migration.
If you choose not to migrate, you do not see the next migration-related dialog, so you
can skip taSelect Installation Packages.
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Provide Migration Information

If the Web server part (WGate) of an ITS 1.1 installation has to be migrated, you must
provide the name of the Web server used.

Migrate ITS 1.1 to ITS 2.0 ]|

Fleaze pravide the infarmation necessary to perfarm the migration
af wour ITS 1.1 inztallation.

|:|-1F|
- i

Specify the web server uszed for the (TS 1.7 ingtallation.
INTERNET

mar Microzoft [15 4.0 [Administration Web Site]
i o=t T | Microsoft 115 4.0 [Default Web Site)
T' i H - ""TI = ].' iNetzcape Enternnse Server 257 |

SERVER

< Back I Mewxt > I Cancel

14. Select the desired Web server and choose Next.
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Select Installation Packages
The setup program asks you to choose the IAC package(s) you want to install. These
packages contain the IAC-related files to be used for your installation.
« IfyouhavelTS2.0/2.1:
Do not select any packages. If the dialog below contains package namesin the Install
box, make sure that you select each one and choose Don't Install. Then, choose Next
and skip to Specifying System Information
« IfyouhavenoITSat al (that is, you areinstalling ITS for the first time):
Continue with the steps below.

Installation Packages [ x| |

Pleasze select the packages pou want to install

— Ingtall;

; Browse... |
[HTERNE

RENSACTION Dan't Instal |
SERVER

— Do nat inztall

r_ install |

Check release consistency

Cancel |

¢ Back

15. Select the package you want to install and choose Install.
If you are installing an Asian language version, choose Browseto locate the correct
package.
Y ou can install more than one package. If you do this, make sure that Check release
consistencys selected.

E Note

Y ou cannot add packages to an existing ITS later by running the setup program again,
so make sure that you choose all the packages you need. For information on using
IAC packages, see Chapter 1: Planning the Installation
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Theinstallation CD contains Retail packages with nameslike 45a_reta. car. You
can install Retail packages separately by browsing to them in the packages directory,
but they are also included in the xxx_al | . car file.

- If youwant toinstall afull set of IACs (that is, both Retail and other types),
install the xxx_al | . car package alone.

- If youwant to install Retail IACs only, select the Retail package for installation.

The reason is that the Retail package replaces all the standard |AC homepages with
the specific logon page for the Retail IACs.

When you have selected all the packages you want, choose Next.
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Confirm Setup

Internet Application Component Files

Y'ou are installing Intermet Application
Componentz [JACz]. Exizting
components will be ovenwrtten.

Do pou want o proceed?

Cancel |

16. To confirm that you want to proceed, choose Yes.
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Specifying System Information
The setup program now asks you to specify the ITS (that is, AGate) host.

Specify Connection to AGate Host

ITS Host and Ports |

N =1 AFate port number: IEEIEIEI
i 'rth'E:' I !I! H

— Connection to AGate host

Pleasze zpecify the connection ta the host of the Internet
- Transaction Server [R43 application server side).

-
b=l g |

INTERMET Name or [P addiess: —pal100412

.:EF.i IEF. ITS Manager part number: IEEDEI V¥ Automatic

t'ou are inztalling Y6 ate zeparately. To connect o AGate,
wou muzt specify the host name and port number.

The parts have the default values 3300 and 3309, Y'ou can
find the part numbers specified on the AGate host in the file
ZSystemB ootz aystemI2idivershetchservices with the
gervice name 'zapavwll” [AG ate] and “zapavwmm' [ITS
td anager).

¢ Back I Mest > I Cancel

16. Enter values for the following and choose Next.

Name or |P address

Thisisthe AGate host name or address, asit is known by the domain name
server (DNS).

AGate port number

Thisisthe port number on the AGate host that AGate is listening on.
ITSManager port number

If you select Automatic, this value is the value of the AGate port number, plus 9.
If you do not select Automatic, enter the port number as specified inthefil e
<drive>:\ <wi nnt >\ systenB2\ dri ver s\ et ¢\ servi ces, where <dri ve> isthe
system’s hard drive and <wi nnt > is your Windows NT directory (system root) on

the AGate host. To find the correct value, look up the port number for the port
named sapavwhm <virtual |TS>.

Both the Web host and the AGate host must have identical settings for the AGate
network ports sapavwo0_<virtual |TS> andsapavwhm <virtual |TS>.

The default value of sapavwrm <virtual 1 TS> is3900.
The default value of sapavwo0_<vi rtual | TS> isthe AGate port number, plus 9.

During the AGate installation, the entries are automatically added to the file
<drive>:\<w nnt>\systenB82\drivers\etc\services.
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If port 3900 is already in use on the AGate host, the setup program automatically
chooses the next available block of 10 free ports. During the WGate installation, you
must make sure that the same port number is used on the WGate host.

When you choose Next, the setup program asks about security.
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Specify Security Access

Windows MT Security |

It iz ztrongly recommended that vou install the nternet
Tranzaction Server with restricted access to all zenzitive files
and services uzing the Windows MT security features [zee the
- inztallation manual for more information).

= ] e

[f you decide to uze Windows MT securty, you will need a
I”TEF”ET gpecial YWindows MT administrator account and a special user
graLp.

RANEACTION

SERNVER

Grant access o |T5-elated files to evenone. Mo access
restrictions are applied.

—{% |TS Administrator and IT5 Users

Grant access to ITS-related files to the ITS adminiztrator
account. Additionally grant members of the itzuzers group
accezs bo files they need to maodity when developing.

—{" TS Administrator Dy

Grant access to ITS-related filez to the ITS administrator
accaunt anly. Thiz lacks aut all ather users from getting
acceszs bo | TS-related files.

< Back I Hest » I Cancel

17. Select asecurity access level.

The setup program can configure the Windows NT Security in away that provides
optimal security for your system.

If you select ITSAdministrator and ITSUsers, you restrict accessto AGate, and to
the service files, HTML templates, and graphics, all of which may contain sensitive
information. In this case, the ITS administrator has full control of al files, while the
ITS user group has the access rights required for development purposes.

During development, however, access restrictions may be undesirable. Y ou should
analyze your needs and decide whether to use the security restrictions provided by
the setup program, or whether to use some other security procedure.

E Note

SAP strongly recommends that you install the ITS with restricted access to all
sensitive files and services using the Windows NT Security features.
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Set Up Security Accounts

Windows NT Accounts |

I

|:|-1F|
- i

MTERMET
SRETION
SERVER

— TS Adminiztrator &ccount

ITS Adminiztratar: IF'.-“-‘-.L'I 00471 24ikzadmin

Pazzword: I“““““

Canfirmn Pazsword: I““"

The Internet Tranzaction Server AGate will uze the curent uzer
to run gecure procezzes. 1o install the service using Windows
MT security, you must enter a pazsword.

—IT5 Usgers Group Account

ITS Uszers Group: IITS Uzers

Enter the MT uszer group autharized to develop Intermet
Applications Componentz. The format iz domaintusername.

—Web Server Buntime Account

"Wieb Server Account; IILISFE_F'.-“-‘-.L'I o412 V¥ Automatic

Enter the T account name pour web server is running under.
The farmat is domainusername.

< Back I Hest » I Cancel

18.

If you have chosen to use Windows NT Security, enter the following information to
set up restricted access:

| TS Administrator

The user running the setup program must be the ITS Administrator, so this name
isdisplayed here. Y ou cannot choose a different user as the ITS administrator.

Password
The password for the ITS administrator.
Confirm Password

Enter the password again.

ITSUsers Group

The name you have chosen for the ITS user group.
Web Server Account
The user account under which the Web server is running.

March 1999

2-65



Installing ITS on Windows NT SAPAG IV

Dual Host Installation

Complete the WGate Installation
Start Setup |

Y'our zetup is well on its way. Click
an Finizh to copy all neceszary files
= o wavr gpsterm,

< Back

Cancel |

19. To install the software as specified, choose Finish.

If you want to modify any of your settings, use the Back button to proceed backwards
through the installation procedure.
When you choose Finish, the setup program completes the installation. Y ou then see
adialog, which asksif you want to read the Release Notes.

20. Choose Yes.
Read the Release Notes to check for release changes. When you close the Release
Notes, you see the Setup is complete dialog.

21. Confirm with OK.

Your ITSingtallation is now complete. Continue with Checking the Installation on page
2-67.
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Checking the Installation
When you have completed the ITS installation, you should check that:

«  The setup program ran successfully
+ TheR/3 Systemisavailable

Checking the Installation

« ThelTS connection between the Web browser and the R/3 System works

Did the Setup Program Run Successfully?

To check your installation:

1. Logonto the host(s) containing the ITS components (WGate, AGate, or both), and
perform the checks as listed in the tables below according to the installation type.

Single Host I nstallation

Check

Procedure

Check that the Web server statusis
started and that startup is automatic.

1. On the Windows NT desktop, choose Start
- Settings — Control Panel.

2. Double-click on Services.

3. Find the Web server in thelist of Services
and check that the values in the Satus and

Sartup columns are set to Sarted and
Automatic.

Check that the WGate component is
present.

Look in the subdirectory scri pts of your
Web server.

- If you are using the Microsoft Internet
Information Server (11S), you should find
wgat e. dl | inthescri pts directory (usually
C:\I net Pub\ scri pts).

- If you are using the Netscape Enterprise
Server (NES), you should find wgat e20. dI |,
wgat e30. dl | , Or wgat e35. dl | inthe
subdirectory scri pt s of the Web server’s
document root directory.

To see .dll files, make sure that your Windoy
NT Explorer displays all file types.

Check that théTS Manager is
started and that startup is set to
automatic.

1. On the Windows NT desktop, cho&art
- Settings — Control Panel.

2. Double-click orervices.

3. Find the ITS Manager in the list 8drvices
and check that the values in ®&atus and
Sartup columns are set t&arted and
Automatic. The ITS Manager is listed &8S

Manager - <virtual ITS>.
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Dual Host Installation

Check

Procedure

On the Web host, check that the
Web server is started and Sartup is
Automatic.

1. On the Windows NT desktop, choose Start
- Settings — Control Panel.

2. Double-click on Services.

3. Find the Web server in the list of Services
and check that the values in the Satus and
Sartup columns are set to Sarted and
Automatic.

On the Web host, check that the
Wgate component is present.

Look in the subdirectory scri pts of your
Web server.

- If you are using the Microsoft Internet
Information Server (11S), you should find
wgat e. dl | inthescri pts directory (usually
C:\ I net Pub\'scri pts).

- If you are using the Netscape Enterprise
Server (NES), you should find wgat e20. dI I,
wgat €30. dl |, or wgat e35. dI | inthe
subdirectory scri pt s of the Web server’s
document root directory.

To see .dll files, make sure that your Windoy
NT Explorer displays all file types.

On the AGate host, check that the

ITS Manager is started and startup -, Settings — Control Panel.

is set to automatic.

1. On the Windows NT desktop, cho@art

2. Double-click orervices.

3. Find the ITS Manager in the list 8drvices
and check that the values in t®atus and
Sartup columns are set t®arted and
Automatic. The ITS Manager is listed 8BS

Manager - <virtual ITS>.
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Is the R/3 System Available?
To check whether the R/3 System is available:

Do you have R/3 Release 3.0D or later installed and operating?
Can you log on to the R/3 System via the SAPgui and run transaction WEX1?

Make sure that you enter the same logon information that you specified in the
installation step Enter R/3 Logon Information. To do this, check the entriesin the
global service file under

<drive>:\Program Fi | es\ SAP\ | TS\ 2. O\ <vi rtual _I TS>\ servi ces\ gl obal . srvc

Does the ITS Connection Work?

To test the connections:
1. Start aWeb browser and enter the following URL:

« Microsoft Internet Information Server (11S):

http://<webhost >: <serverport>/scripts/wyate/ wexl/!
» Netscape Enterprise Server (NES):

http://<webhost >: <serverport>/scripts/wyate/ wexl/!
<webhost > is the hosthame of your web server.
<ser ver por t > iSthe the port number on which the Web server islistening (this
istypically port 80).
Y ou should see alogon screen for the service WEX1 containing the following fields:
«  Customer Number
- Password
« Login
If you do not see this logon screen in your Web browser, see Chapter 3:
Troubleshooting the ITS Installation for more information.
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Installing an Asian Language Version

If you are installing an Asian language version, you need to follow a dlightly different
procedure. SAP provides these files as a separate | AC package, because they are usually
delivered some months later than the R/3 release for which they are intended.

When the setup program asks you to choose the package you want, you need to know
where the packages for these languages are stored, because you have to locate them with
the Browse function. Make sure you have this information before proceeding with the

installation
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Installation Problems

If you get error messages like General file transfer error when using the set up! TS. exe
program, make sure that your TEMP directory is empty.

Diagnosis Problems

To diagnose a problem, check the trace files. Y ou can find these in the directory
C.\Program Fil es\ SAP\ I TS\ <virtual |TS>\ Traces.

Trace Facility Settings

Y ou can modify the trace facility settings listed below, but only to make a temporary

diagnosis of a problem. Remember that changing these settings can adversely affect

performance.

Y ou can modify the following settings:

e HKEY_LOCAL_MACHI NE\ SOFTWARE\ SAP\ | TS\ 2. O\ Progr ans\ AGat e\ | oal TracelLevel
Default: 1

Range: 1 (errorsonly)
2 (errors and warnings)
3 (errors, warnings and information records)

Description:  Trace level for tracing the ITS interface to the R/3 System.

e HKEY_LOCAL_MACHI NE\ SOFTWARE\ SAP\ | TS\ 2. O\ <virtual |TS>\Traces\TracePath
Default: C:\Program Fi | es\SAP\ | TS\ 2. O\ <vi rtual |TS>\ Traces
Description:  Path where all virtual 1TS-related trace files are stored.
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HKEY_LOCAL_MACHI NE\ SOFTWARE\ SAP\ I TS\ 2. O\ virtual 1TS>\ Traces\...

followed by one of:

AGat e\ TracelLevel
Mvanager\ Tr acelLevel
SAPj ul ep\ TracelLevel
SAPi r f\ TracelLevel
SAPXGDK\ Tr acelLevel

Default: 1

Range: 1 (errorsonly)

2 (errors and warnings)

3 (errors, warnings and information records)
Description:  Trace level for the corresponding trace type.

HKEY_LOCAL_MACHI NE\ SOFTWARE\ SAP\ | TS\ 2. O\ <vi rtual |TS>\Traces\...

followed by one of:

AGat e\ Tr aceAppend
Mvanager \ Tr aceAppend
SAPj ul ep\ Tr aceAppend
SAPi r f\ TraceAppend

SAPxGDK\ Tr aceAppend
Default: 1
Range: 1 (only onetracefile; additional records are always appended)

0 (each new version of this software creates a new trace file; the old
one isrenamed with atimestamp in the trace file name)

Description:  Toggle switch to select one or more trace files. Do not change.
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Changing the AGate Host

If you want to change the AGate host, run the setup program for the AGate as described
in the section Dual Host Installation. Also, change the registry key on the WGate host
that points to the new AGate Host as follows:

HKEY _LOCAL_MACHI NE\ SOFTWARE\ SAP\ | TS\ 2. O\ <virtual |TS>\ Connect s\ Host:
<new AGat e- host >

Changing the R/3 Connection Information

For each service you offer on the Web, thereis:
« A specific servicefile <servi ce>. srvc, where <ser vi ce> iSthe service name.
+ A global servicefilegl obal . srvc, which contains settings that apply to all services.

These servicefiles are located in the directory:
C.\ Program Fi | es\ SAP\ | TS\ 2. 0\ P30\ Ser vi ces

Y ou can create and maintain these service filesin the SAP@Web studio. If you modify
them manually using atext editor, do not to change the file structure and syntax.

Basic definitions like R/3 connection information are written to the global servicefile at
setup. Y ou can change the setup information by modifying the relevant entriesin this
file.

Each service can aso define its own particular connection information in its own service
file. Settings in service-specific files always override settings in the global servicefile.

Uninstalling the ITS

Before uninstalling the ITS, SAP recommends that you:

« Make abackup copy of al files you want to keep.

»  Stop your Web server and the ITS Manager service.

Touninstall theITS, log in asthe ITS administrator and use the standard Windows NT

4.0 uninstall procedure. To do this from the Windows NT 4.0 desktop, choose Start —
Settings —» Control Panel - Add/Remove Programs.

Reporting a Problem

If you need to report a problem that you cannot solve, provide SAP with as much
information as possible. In particular, you should do the following:

1. Make anote of the exact error message you see in the Web browser.

2. Savedl current trace files. The default location of the tracefilesis:
C.\ Program Fi | es\ SAP\ | TS\ 2. 0\ P30\ Tr aces\

3. Find away to reproduce the error.

4. Make anote of your configuration (Windows NT version, host name(s), Web server
software, Web browser software, network/firewall configuration, user accounts, etc.).

34
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Introduction

Introduction

The SAP@Web Studio isatool for creating, modifying, and managing all the external
filesrequired by the Internet Transaction Server (ITS) to run R/3 transactions as Internet
Application Components (IACs).

SAP recommends that you install the SAP@Web Studio on all development and
administration workstations used for ITS work.

The SAP@Web Studio includes easy-to-use wizard dialogs that allow you to generate the
required service files, HTML templates, and |language resource files. Please note that the
template wizard only works with R/3 System Release 3.1G or later.

§ Note

Before you proceed with the installation, read the following notesin the Online
Service System (OSS):

105055  ITS R/3 and Web Server Supported Releases
113914  SAP Internet Transaction Server Release 2.2 News
These notes contain the latest installation and upgrade information.

E[D Caution

SAP@Web Studio installation tools must be used in accordance with the instructions
and for the purposes described in this installation documentation. Improper use can
damage existing files and systems.
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Requirements

Har dwar e Requirements

Requirements

Hardware component | Requirements
Hardware Intel Pentium, PentiumPro, or Pentium |1 architecture
Backup (optional) Either over network or tape drive

(DAT 4mm or DLT; hardware compression recommended)
CD-ROM drive SO 9660 compatible
Memory 1GB
RAM 32 MB

Softwar e Requirements

Softwar e component

Requirements

Operating system

Windows NT 4.0

Virtual memory

According to Microsoft guidelines

File system

NTFS

Network / TCP/IP

Installed
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Installation Procedure

Installation Procedure
The following procedure applies to Windows NT 4.0 operating systems.

Installation Preparations

Check the requirements for the installation.

Make sure that the TEMP directory is empty.

For security reasons, use the Windows NT File System (NTFS) to store ITSfiles.
NTFS fully supports Windows NT Security and long file names. To check the type of
file system used, select the hard drive icon in the Windows NT Explorer window,
press the right mouse button and choose Properties from the menu. Then, choose the
General tab and check that the file system is NTFS.

Check that your version of Windowsis 4.0 or later.

If thereis no SAPgui installed on the system where you intend to install the ITS, and

you are not using a SAProuter to access your R/3 System, add SAP ports manually to
the servicefile <drive: >\ <wi nnt >\ syst enB2\ dri vers\ et c\ servi ces.

Open the file and use your editor to add the following entries:

sapdp<syst etnunber > 32<syst emmunber >
sapgw<syst ermunber > 33<syst etmmunber >

where <syst emnunber > is the two-digit number identifying your R/3 instance.

g Example

sapdp00 3200
sapgwi0 3300

If you append these entries to the end of the file, make sure that there is an additional
linein theservi ces file, i.e. make sure that the sapgw<syst ermunber > entry is not
thelast line.

Make sure that all other applications are closed.

4-4
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Installing the SAP@Web Studio

Toinstall the SAP@Web Studio:

Log on to the Windows NT 4.0 server with the ITS administrator account.
Insert the presentation CD-ROM.

On the Windows NT 4.0 desktop, choose Sart — Run.

Choose Browse. and select the subdirectory st udi o\ NT\ | 386 on the CD-ROM drive.
Double-click set upex. exe and choose OK.

Choose Next.

Choose the destination.

The default isc: \ Program Fi | es\ SAP\ St udi o\

8. Choose Next.

9. Select Yes, | want to restart my computer now.

10. Choose OK.

This completes the installation.

No gD RE

Setup Tasks After Installation

When you have installed the SAP@Web Studio, there are a number of setup tasks you
need to complete. These tasks are described below.

Starting the SAP@Web Studio

To start the SAP@Web Studio:
1. Onthe Windows NT 4.0 Desktop, choose Sart — Programs - SAP@Web Sudio.

Setting up R/3 Servers

To set up R/3 serversfor the HTML template generator and the ITS source control in the
SAP@Web Studio:

1. Choose Options - R/3 Systems

Y ou see the Select R/3 System screen, which contains alist of al R/3 Systems
maintained in the SAP Logon application.

2. To specify anew R/3 System, or change an existing entry, choose New or Edit, or use
the Group or Server selection options.
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Installation Problems

If you get error messages such as General file transfer error when running the
set upex. exe program, make sure that your TEMP directory is empty.
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Performing the Initial Installation

Performing the Initial Installation

Theinitial ITS instalation creates the physical version of the ITS server and one virtual
ITSinstance. This chapter explains how to create and manage additional instances.

You start the initial installation by running the program set up. exe €either from the
installation CD or from a Web download package.

The setup is an Install Shield program that:

« Self-extractsits content

» Checksthat it is currently running under a Windows NT account with administrator
rights, and that the installation is taking place on aWindows NT 4.0 server.

If either of these conditionsis not satisfied, set up. exe exitsimmediately.

« Promptsyou for information via dialog boxes, and checks your input.
For example, the program checks that there is enough disk space to proceed with the
installation, and that the message server you have specified is correct.

After running set up. exe, theinitial installation is complete.

§ Note

This chapter describes only basic activities of the ITS installation. For full details
about running the setup program, see Chapter 2: Installing ITS on Windows NT.
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Creating Additional ITS Instances

Prerequisites

If you want to add ITS instances:

«  There must be a one-to-one relationship between ITS instances and R/3 systems.
For example, you cannot assign two instances to the same R/3 system.

« TheWeb server must support multiple (Web server) instances.

Netscape Enterprise Server (NES) supports multiple Web server instances as of
Version 2.0.
Microsoft Internet Information Server (11S) supports multiple Web server instances
asof Version 4.0.

« If youareusing 1S 4.0, make sure that each Web server instance runs in a separate
memory space.

To check this from the Windows NT 4.0 desktop:

Choose Sart - Programs — Windows NT 4.0 Option Pack — Microsoft
Internet Information Server — Internet Service Manager.

Click the Web server instance name to expand the hierarchy and select the
Scri pt s subdirectory.

Press the right mouse button and choose Properties.

Select the Virtual Directory tab and make sure that Run in separate memory
space (isolated process) is enabled.

With the Setup Program

When you want to create another virtual ITS instance, you simply run the setup program
again. During the rerun, the setup program recognizes that an initial installation has
already been performed.

SAP recommends that you use the setup program to create new instances, but you can
also create them explicitly, using the Itsvinstall utility. This utility was used in previous
releases, and is described in next section. The ITS utilities can target particular tasks
more easily, but they require more knowledge to use.
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With the Itsvinstall Utility

For added flexibility and procedural control, you can usethei t svi nstal I command to
add virtual instances. This command provides arguments for supplying essential
einvironment information (such as the Web server name).

You can either:

» Passall the necessary information in the command line (using the /d... option).

« Create aconfiguration file.

The configuration file is called itsvinstall_<vits_id>.cfg . It is more convenient
to use, since (if available) you can copy the file used for earlier installations. Also, if
errors occur, it is easier to use the file again if you have to repeat an installation.

Y ou must also indicate whether you want to perform a single host installation or a dual
host installation. In adual host installation, the Web server and the ITS Manager run on
separate machines.

If you want to know which command line options are supported by the itsvinstall.exe
utility, enter the commands listed below in the command prompt.

§ Note

Replace <dirltsRoot > with your ITS root directory. This directory is the one you
selected during the setup, by default c:\program files\sapl\its\2.0

To get the correct value for the webServerName parameter, use the current name
recorded in the Windows NT Registry.

> cd <dirltsRoot A\ admin
> jtsvinstall /7
ITSMnstall Wility:
[? Li st of supported command-1ine argunents.
/d <fiel d>=<val ue> Command |ine argunents. <field> may be:
webServer Nane (for exanple: 11S VBSRO
webSer ver Pat hDocs
webSer ver Pat hscri pt s
i t saccount
i t spasswor d
host
port AGat e
por t Mvanager
naxAGat es
~routeString
~appSer ver
~syst enNunber
~nessageSer ver
~ ogi NG oup
~syst enhNane
~cl i ent
~l ogin
~passwor d
~| anguage

/h Sane as "/7?".

5-4
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/i <package>{, <package2>}
Install these | AC packages with the virutal |TS

/ m <package> M ni mze nenory consunption for this virtual |ITS

/p <wpackage> Sets the Wt e package file to <wpackage>. |f a package
nane is given and no /r option is defined, the
package wi Il be installed.

/q Do not ask for user input.
/r <range> The range or scope of the command; nay be:
al gat €] - install AGate part only
wogate] - install VWate part only
p[ ackage] - create a V&t e- package only
* - install both AGate and V&ate (defaul t)
/[t <tracel evel > Set the trace | evel .
/v <vits_id> The virtual ITSid to create
>

Adding a Single Host Virtual ITS

Suppose you simply want to add an unmodified, new virtual ITS called @o to your
existing ITS instalation. The existing install ation includes the physical version of the
ITS, and aninitial virtual ITS called P30. Y ou want to attach @30 to Web server wdsvec.

To do this, use commands like those listed below. Here we assume that the directory
Program fil es/ SAP/ 2. 0/ i nst al | / packages contains the package 45a_al | . car .

> cd <dirltsRoot A\ admin
> itsvinstall /v (B0 /d webservernane=wdsvc /i 45a al |
Are you sure [y/n]?y

Mrtual installation...

Installing virtual ITS (AGte)...Qeating ITS directory share...
Mrtual installation (AGate) ok.

Installing virtual ITS (V&te)...

Ceating installation package for virtual ITS ..

Qllecting MME files...

Creating package file...

Renoving tenporary files...

Ceating installation package for virtual |TS ok.

The web server "VBSMC' is already attached to the virtual |TS "P30"!
Proceedi ng

w il detach the web server fromits current virtual ITS Do you want to
pr oceed

[y/n]?y

Applying installation package for virtual ITS. ..

Extracting package. ..

There are already MME files installed in "C\InetPub\wwwroot\sap\its"! Do
you

want to overwite them[y/n]? y

Qopying MME files...

Renoving tenporary files...

Qeating MME directory share. ..

Applying installation package for virtual |ITS ok.
Mrtual installation (V&te) ok.

Virtual installation ok.

>
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The/i command line option specifies a package of IAC-related files (i.e. HTML
templates, language resource files, and MIME files) to be included in the installation. If
you omit this command, no IAC-related files are included.

The two command line options/ v and / d are the only required settings. All other
arguments are optional.

In the example above, the ITS gives you two warnings.

« Thefirst warning notifies you that, by asking to attach the new virtual 1TS Qo to the
requested Web server, you are about to detach the existing P30 from the same Web
server.

«  The second warning notifies you that your command overwrites already existing
MIME filesin the Web server’s document directory.

If you want to run the ITS Manager service under aWindows NT account other than
syst em usethe/ditsaccount=...  and/d itspassword=...  arguments (with the
corresponding val ues).

Copying an Existing Virtual ITS (Single Host)

You can create avirtual ITSthat isacopy of an existing instance. If you do this, the new
virtual ITS takes al the attributes of the source instance.

For example, suppose you want to duplicate the virtual ITS Q30 and call it Q30B. The
following commands do this for you:

>

> cd <dirltsRoot A\ admin

> itsvinstall /v (BOB /d webservernane=htt ps- pal 001452 /i 45a all
Are you sure [y/n]?y

Mirtual installation...

>

Creating a Dual Host Virtual ITS

A dual host installation usually involves the following steps:
1. Install the AGate part of thevirtual ITS.
In this example, P30 is the requested virtual ITS:

>

> cd <dirltsRbot A adnin

>itsvinstall /v P30 /r agate /i 45a all
Are you sure [y/n]?y

Virtual installation...

Installing virtual ITS (Agate)...

>

AGateis now installed for P30 on the ITS host.
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2. Create a WGate package file on the ITS host for the current installation.

>

> cd <dirltsRoot X\ adm n

> jtsvinstall /v P30 /r package /i 45a all

Are you sure [y/n]?y

Mrtual installation...

Qeating installation package for virtual ITS ..

>

After this command, you'll find afile package_P30. car in the subdirectory
<dirltsRoot>\ install\packages.

3. Copy the WGate package file to the Web host.
The Web host is the home of the WGate side of the virtual ITS. If the

package_P30. car fileisnot already in the folder <di r I t sRoot >\ i nst al | \ packages
on the Web host, you must move it there.

To do this, you can use any file-transfer program, for example, f t p:

>

> cd <dirltsRoot X\instal |\ packages
> ftp nyRenot eVébHbst
login: ...

password: ...

. binary

Sii tched to binary node.
: pronpt

Pronpt is now of f.

. put package P30. car
##H bytes transfered.

. bye

>cd ..

>
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Install the WGate package on the Web host.
The following commands install the Web host side of the virtual ITS.

>

> cd <dirltsRoot X\ adm n

> jtsvinstall /v P30 /p package P30.car /d webservernane=wBsvc /i 45a all
Are you sure [y/n]?y

Mrtual installation...

Installing virtual ITS (Wate)...

Geating installation package for virtual ITS ..
Qllecting MME files...

Creating package file...

Renoving tenporary files...

CQeating installation package for virtual |ITS ok.
Applying installation package for virtual ITS. ..
Extracti ng package. ..

Qopying MME files...Renoving tenporary files...
Qeating MME directory share. ..

Applying installation package for virtual |ITS ok.
Mirtual installation (Wate) ok.

Virtual installation ok.

>

Now thevirtual ITSinstallation is complete.

Adding a Web Server Instance

Every ITS instance links to its own Web server instance. As aresult, you may often need
to create a virtual Web server when you create the ITS instance.

When you create an ADM ITS instance to run the ITS Administration Tool, you must
create a separate Web server instance. Thisis because the ITS Administration Tool
always runs under its own ITS instance and Web server instance.

Thefollowing isaquick guide to creating a Web server instance. For full details, see
your Web server documentation.

Creating a Netscape Web Server Instance

To create a new instance in Netscape Enterprise Server 3.5:

1

On the Windows NT 4.0 desktop, choose Start — Programs - Netscape SuiteSpot
— Administration.

Choose Create New Enterprise Server and configure the parameters:

- Server Port: Set this value to an unused port (for example, 81 or 82).
- Server ldentifier: Set this value to <Host nane>adm

Choose View Server Setting.

Set Primary Document Directory to C. / Net scape/ Sui t eSpot / ht t ps- <host nanme>-
adnt docs.

Create adocs subdirectory under C. / Net scape/ Sui t eSpot / ht t ps- <host name>-
adm docs.
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Creating a Microsoft Internet Information Server Instance

The following steps outline the procedure for adding a new instance of the Internet
Information Server (11S). With 11S, you can create second instances of the web server
only with release 11S 4.0 or higher.

1. Select Sart — Programs — Windows NT 4.0 Option Pack — Microsoft Internet
information Server - Internet Service Manager.

Click on the Internet Information Server folder.

Select the desired host name.

Click on the right mouse button and choose New — Web Site.

Enter a description in the Web Site Description field (for example pal 002856- adm)
and choose Next.

6. Enter an unused port (for example, 81 or 82) in the TCP Port this Web Ste should
use (Default: 80) field.

7. Enter adirectory name in Enter the path for your home directory field.

Y ou must have already created this directory. For example, C:\ | net Pub\ wwwr oot -
adm

8. Choose Next, and then Finish.
The Web Site dialog disappears.

9. Click on the Internet Service Manager window again, and select the Web site you
just created.

10. Select the Scripts subdirectory, right-click the mouse, and choose Properties.
11. Choose the Home Directory tab.

12. In the Application Settings group box, enable Run in separate memory space
(isolated process).

13. Choose Apply.

ok~ wb
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Stopping/Starting ITS Instances

Stopping/Starting an Entire Virtual ITS

If you want to stop avirtual ITS for any reason, usethei t svcont rol Uutility:

>

> cd <dir/tsRoot>\ adnn

> jtsvcontrol /v P30 /c stop

Mirtual ITS "P30":

The virtual ITS "P30" was successful |y stopped.
The web server "VBSVC' was successful |y stopped.
>

To start the virtual ITSagain, usei t svcontrol asfollows:

>

> cd <dirltsRoot A\ admin

> jtsvcontrol /v P30 /c start

Mirtual ITS "P30":

The virtual ITS "P30" was successfully started.
The web server "VBSVC' was successfully started.
>

To start or stop all virtual ITS instances on your machine, use/v *. For example:

>

> jtsvcontrol /v * /c stop
>

1 Replace <dirltsRoot> by your actual ITS root directory. (This directory is the one you selected during the setup procedure.
"c:\program files\sap\its\2.0" is the default)
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Stopping/Starting AGate Only

If you want to start/stop only the AGate part of the ITS (and keeping the WGate and your
Web server running), usei t svcontrol asfollows:

>

> cd <dirltsFot >\ admn

> jtsvcontrol /v P30 /c stop /r agate

Mrtual ITS "P30":

The virtual 1 TS "P30" was successful |y stopped.

> jtsvcontrol /v P30 /c start /r agate

Mrtual ITS "P30":

The virtual 1 TS "P30" was successfully started.
>
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Displaying the Status of ITS Instances

You canasouseitsvcontrol todisplay the status of virtual ITS instances:

>

> cd <di rltsRbot 3 adnin

> jtsveontrol /v * /c status

Mirtual ITS "A30":

The virtual ITS "A30" is currently stopped.

There is no |local web server attached to the virtual ITS "A30".
Mrtual ITS "J30":

The virtual 1TS "@B0" is currently stopped.

The web server "https-pal 001452" is currently stopped.

Mirtual ITS "K30":

The virtual ITS "K30" is currently stopped.

The web server "https-pal 001452-K30" is currently stopped.
Mrtual ITS "P30":

The virtual 1 TS "P30" is currently running.

The web server "VBSVC' is currently runni ng.

Mirtual ITS "R30":

The virtual ITS "R30" is currently stopped.

There is no |local web server attached to the virtual ITS "R30".
Mrtual ITS "S30":

The virtual 1 TS "S30" is currently stopped.

There is no local web server attached to the virtual ITS "S30".

>
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Setting the Security Level of an ITS Instance

One aspect of ITS 2.2 isWindows NT file security. Whereas ITS 1.1 supported file
protections at only two security levels, ITS 2.2 supports three levels.

Whenever you create avirtual I1TS instance, you should protect it by assigningan ITS
security level. You can do thisusing thei t svpr ot ect command, which assigns
permissionsto ITSfiles and directories., as described below.

Security Level: Everyone

This security level applies no security attributes to ITS-related files. All filesfor this
specific virtual TS get the access attribute "everyone: full control”.

The following example shows how to usei t svpr ot ect to set the security to thislevel:

>

> cd <dirltskoot A adnin

> itsvprotect /v (BO /s everyone

Are you sure [y/n]?y

Setting security attributes...

Setting security attributes for shared files...

Setting security attributes for virtual 1TS "(B0" related files...
Setting security attributes for virtual 1 TS "(B0" related files (AGte)...
Setting security attributes for virtual 1TS "@@B0" related files (Wate). ..
Setting security attributes ok.

>

This option modifies the security attributes of ITS directories and files as follows:

Directory and Files Security Attributes |

<dirltsRoot>/admin/* everyone: full control
<dirltsRoot>/install/* everyone: full control
<dirltsRoot>/programs/* everyone: full control
<dirltsRoot>/<vits_id>/* everyone: full control
<dirWebScriptRootyits_jd>>/wgate* everyone: full control
<dirWebScriptRoot«vits ig>>/Virtualits.conf everyone: full control
<dirWebDocRO0Ot«yits_id->/sap/its/* everyone: full control
<admin$>/system32/sapbasis20.dll everyone: full control

E[D Caution

Since all virtual TS instances share thefilesin the <di r I t sRoot >/ pr ogr ans and
<di r | t sRoot >/ adni n directories, using this security level grants access to files which
may have been protected for another virtual ITS! In general, it iswiser to use the
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same security level for all virtual I TS instances on one machine. Only in this way can
you avoid introducing unwanted security risks.

Security Level: ITS Administrators and ITS Users

Use this security level if you don't want to give ITS accessto everybody, but thereisa
distinct group of users that needs access. This group usually includes devel opers who
need to modify HTML templates and resource files.
This security level divides all ITSfilesinto two classes:
« Thefirst classis only accessible to the ITS administrator account.
« Thesecond classincludes all files needed to implement an IAC development.
To use this security level, you must create two Windows NT accounts on your I TS server
machine or Windows NT domain:
« ThelTSadministrator account
Thisisaregular Windows NT administrator account.
e ThelTSusersgroup
Create this group with the Windows NT administration tools and add to it every
account that needs access to IAC-related files.

The following example how to set the security to the ITS Administrator and ITS Users
level.

>

> cd <di rltskoot A adnin

> jtsvprotect /v (BO /s itsusers /d itsusers=nydonmai n\allltslsers

/d webadm n=nydorai n\ ny\VébAdni ni st rat or

Are you sure [y/n]?y

Setting security attributes...

Setting security attributes for shared files...

Setting security attributes for virtual ITS "(B0" related files...
Setting security attributes for virtual 1TS "@B0" related files (AGate)...
Setting security attributes for virtual 1 TS "(B0" related files (Vate). ..
Setting security attributes ok.

>

The ITS Administrator and ITS Users level applies the following file security attributes:

Directory and Files Security Attributes
<dirltsRoot>/admin <itsadmin>: full control
<dirltsRoot>/install <itsadmin>: full control
<dirltsRoot>/programs <itsadmin>: full control
<dirltsRoot>/<vits_id>/logs <itsadmin>: full control
<dirltsRoot>/<vits_id>/traces/agate*.trc <itsadmin>: full control
<dirltsRoot>/<vits_id>/traces/mmanager*.trc
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<dirltsRoot>/<vits_id>/traces/sapirf*.trc
<dirltsRoot>/<vits_id>/traces/sapjulep*.trc
<dirltsRoot>/<vits_id>/traces/sapxgdk*.trc
<dirltsRoot>/<vits_id>/traces/wgate*.trc

<dirltsRoot>/<vits_id>/templates
(except system subdirectory)

<itsadmin>: full control
<itsusers>: change

<dirltsRoot>/<vits_id>/templates/system

<itsadmin>: full control
<itsusers>: read

<dirltsRoot>/<vits_id>/services
(except global.srvc)

<itsadmin>: full control
<itsusers>: change

<dirltsRoot>/<vits_id>/services/global.srvc

<itsadmin>: full control
<itsusers>: read

<dirWebScriptRoOt«vits ig>>/wgate*

<itsadmin>: full control
<webadmin>: read

<dirWebScriptRoot«vits_ia>>/Virtualits.conf

<itsadmin>: full control
<webadmin>: read

<dirWebDocRO0Otyits_ig>>/sap/its
(except mimes/system subdirectory)

<itsadmin>: full control
<webadmin>: read
<itsusers>: change

<dirWwebDocRO0Ot«vits_ig>>/sap/its/mimes/system

<itsadmin>: full control
<webadmin>: read
<itsusers>: read

<admin$>/system32/sapbasis20.dll

<itsadmin>: full control
<webadmin>: read

Security Level: ITS Administrators Only

Use this security level to deny accessto all ITS-related files for everyone except the ITS

administrator account.

This security level isimportant if you run your ITS in a production environment and
want to make sure that no one but the ITS administrator can modify any ITS files.

The security attributes of exactly the same files and directories are modified asin the
security level "ITS Administrator and ITS Users' (see above) except that all "<itsusers>

" permissions have to be removed:

The following security attributes are applied at this security level:

Directory and Files

Security Attributes

<dirltsRoot>/admin

<itsadmin>: full control

<dirltsRoot>/install

<itsadmin>: full control

<dirltsRoot>/programs

<itsadmin>: full control

<dirltsRoot>/<vits_id>/logs

<itsadmin>: full control

<dirltsRoot>/<vits_id>/traces/agate*.trc
<dirltsRoot>/<vits_id>/traces/mmanager*.trc
<dirltsRoot>/<vits_id>/traces/sapirf*.trc

<itsadmin>: full control
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<dirltsRoot>/<vits_id>/traces/sapjulep*.trc
<dirltsRoot>/<vits_id>/traces/sapxgdk*.trc

<dirltsRoot>/<vits_id>/traces/wgate*.trc

<itsadmin>: full control
<webadmin>: change

<dirltsRoot>/<vits_id>/templates
(except system subdirectory)

<itsadmin>: full control

<dirltsRoot>/<vits_id>/templates/system

<itsadmin>: full control

<dirltsRoot>/<vits_id>/services
(except global.srvc)

<itsadmin>: full control

<dirltsRoot>/<vits_id>/services/global.srvc

<itsadmin>: full control

<dirWebScriptRoot«vits ig>>/wgate*

<itsadmin>: full control
<webadmin>: read

<dirWebScriptRoot«vits_ia>>/Virtualits.conf

<itsadmin>: full control
<webadmin>: read

<dirWebDocR0Otyits_ig>>/sap/its
(except mimes/system subdirectory)

<itsadmin>: full control
<webadmin>: read

<dirWebDocR0Ot«vits_idg>>/sap/its/mimes/system

<itsadmin>: full control
<webadmin>: read

<admin$>/system32/sapbasis20.dll

<itsadmin>: full control
<webadmin>: read
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The following is an exampl e setting the security to the Administrator only level:

>

> cd <dirltsRoot >\ adnin

> jtsvprotect /v B0 /s itsadmn /d webadn n=nydonai n\ nyVébAdm ni st rat or
Are you sure [y/n]?y

Setting security attributes...

Setting security attributes for shared files...

Setting security attributes for virtual 1TS "B0" related files...
Setting security attributes for virtual 1 TS "(B0" related files (AGte)...
Setting security attributes for virtual ITS "@@B0" related files (Wate). ..
Setting security attributes ok.

>
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Deinstalling a Single ITS Instance

Occasionally, you need to removaavirtual ITSinstallation, that is, remove all files,
registry entries, attachments to Web servers and Windows NT server entries. To do this,
usetheit svdei nstal | utility:

>

> cd <dirltsRot X\ admn

> jtsvdeinstall /v @0
Are you sure [y/n]?y

M rtual deinstallation...
Mirtual TS "P30"...
Mirtual deinstallation ok.

>

You can deinstall all virtual ITSinstancesby using/v *, but remember that you are not
asked to confirm each virtual ITS instance!
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Deinstalling the Entire ITS Installation

To deinstall aphysical installation and all subsequent virtual ITS installations from a
machine, usethei t sdei nstal | utility. This program removes all ITS information from
your system. The only exceptions to this are the deinstall-related routines. Therefore,
make sure that you really want to deinstall everything!

To deinstall the ITS, use the following commands:

>

> cd <dirltsRoot X\ admn

> itsdeinstall

Are you sure [y/n]?y

Deinstalling ...

Mirtual deinstallation...

Mirtual ITS "A30"...

There is no local web server attached to the virtual |TS "A30".
Mrtual ITS "(BO"...

Mirtual TS "K30"...

Mirtua ITS "P30"...

Mirtual | TS "R30"...

There is no | ocal web server attached to the virtual |TS "R30".
Mirtual | TS "S30"...

There is no | ocal web server attached to the virtual |TS "S30".
Mirtual deinstallation ok.

Dei nstal | ati on ok.

>

§ Note

You can also deinstall the ITS by using the Windows NT Add/Remove Programs
utility.To do this, open the Control Panel:

1. Onthe Windows NT 4.0 desktop, choose Start - Settings — Control Panel
2. Double-click on Add/Remove Programs.

3. Select the entry Internet Transaction Server <ITS>, where I TS specifies the
relevant ITS version.

4. Choose Add/Remove.
When the deinstall is complete, you can del ete the deinstall-rel ated routines manually:

<di rltsRoot >\ admi n\it sdei nstal | . exe
<di rltsRoot>\adm n\itsadm n.dl|
<dirltsRoot>\adm n\itsadm n.trc
<adm n$>\ syst enB2\ sapbasi s20. dl |
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Migrating an Older ITS Upwards

With the Setup Program

Suppose you aready have an older ITS (version 2.1 or earlier) installed on the machine
wherethe ITS 2.2 runs, and you need to migrate to the current version (ITS 2.2).

To do this, you simply rerun the setup program, which handles migration automatically.

SAP recommends that you use the setup program to migrate a pre-2.2 version of ITS. Use
thel tsmi gratel1 utility (described below) only as needed.

With the Itsmigratell Utility

For added flexibility, you can also usethei t sni gr at e11 utility to upgrade old versions
to anew virtual instance.

The migration process affects service and template files aswell as all Web server-related
files (for example, MIME files). The migration cleans up old Web server configuration
files (by removing or updating any I TS-related data) and changes port entries (sapavwoo,
sapavwa9, and sapavwm) in the servicesfile to sapavw. . _<vits_i d>. The setup
program performs these actions automatically.)

Using the/ x option, you can request that all ITS-related files and registry entries for the
previous version be removed after a successful migration. Be careful when using this
option, because your old files and settings cannot be recovered afterwards.

Set the / d options to the Web server name currently registered asan NT service.

> cd <di rltskoot A adnin

> itsmgratell /v x30 /d webserver name=wdsvc /d webser ver nanell=htt ps-
pal 001452- | PM

Are you sure [y/n]?y

Mgrating ITS1.1...

Sopping ITS1.1...

Qopying ITS 1.1 service and tenpl ate directories...

Lhregistering ITS 1. 1...

Sopping I TS 1.1 web server "Netscape Enterprise Server 3.0 (pal 001452-
[PV

Qopyi -n-g-ITS 1.1 MMEdirectories...
Mgrating ITS 1.1 port settings...
Mgration of ITS 1.1 ok.

>
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If the older ITS installation was a dual host installation, use the/ r option to specify
whether you want to migrate just the AGate, just the WGate, or both. Use/r aor/r w.
If you omit/r, the migration utility terminates with an error.

It is not possible to migrate an older ITSto avirtual ITS installation that has already been
installed. Y ou must:

1. Useitsnigratell. exe to migratethe older ITSto anew virtua ITS.

2. Useitsvinstall.exe toinstall the migrated virtual ITS.

If you try to migrateto avirtual ITS aready installed on the system, you get an error
message.
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Migrating from R/3 Release 3.x to 4.x

To migrate your ITSfilesfrom an R/3 3.X release to an R/3 4.X release, use

i tsvllcnv. exe. Thisutility renames all files and directories for agiven ITSinstancein
accordance with the two-character language identifiersused in 4.X systems. This
renaming includes:

» Thelanguage-specific subdirectory namesin the MIME and template directories
» Thelanguage-specific. ht mi and. htrc files

For example, alanguage resource file that gets a two-character language identifier might
change from axxx_e. ht r c to axxxx_en. ht r c. Available command line arguments are:

cd <itsRootD r>\adnmn

itsvllcnv /?

| TS Language Length Gonversion Wility:

/? List of supported command-1ine argunents.
/h Sane as ‘7.

/t <tracel evel > Sets the trace level (1-3).

/i <install type> Possible values are:

dual - agate and wgate install ation
agat e - an agate installation
wgat e - awgate installation
/v <vits_id> The virtual ITSid to apply changes on.

Tousethei tsvl | cnv utility:
1. Back up al the relevant directories before running the utility.
The templates, services and MIME files are contained in the following directories.
e Program Files\2.0\<virtual |TS>\services
* ProgramFiles\2.0\<virtual |1TS>\tenpl ates
e Sap\its\mnes
2. Stop the ITS (before running the tool).
3. Runtheitsvllcnv utility.
Use the /1 argument to specify the type of installation (dual, AGate or WGate).
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For example:

cd <itsRoot O r>\adnin

itsvilenv /i dual /v P30/t 3

Retrieving list of Netscape Servers...

Retrieving list of Mcrosoft Internet Infornmation Servers...

Li st of Netscape Enterprise Servers successfully retrieved.

Retrieving list of Mcrosoft Internet Infornmation Servers...

List of Mcrosoft Internet Information Servers successfully retrieved.

Renaned file:

“C\Program Files\TS\2.0\P30\templates\aww1\99%awwl _e.htrc‘to

“C\Program Files\ITS\2.0\P30\templates\aww1\99%awwl_en.htrc”

Renamed file; “CAInetPubvwwroot\Saplits\imimes\aww1\99\e" to
“CInetPubwwwwroot\Saplitsimimesiaww1\99\en”

Finished applying conversion.

Check the contents of all ITS service files for references to language codes.

If your service files contain any references to single-character language identifiers,
you must change these manually. Y ou must change values for the ~I anguage and
~l anguages parametersto two-character language identifiers. For example,

~l anguages e, d,j should changeto ~I anguages en, de, j a.
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ITS Components Included on the CD

Appendix A: ITS Components Included on the CD

This appendix lists the files available on the ITS delivery CD.

ITS Setup Files for Windows NT

These two files contain all the files needed to install or upgrade the ITS and the SAP@
Web Studio on Windows NT systemsfor Version 4.5B.

0Ss

WiInNT (Intel)

WInNT (Intel)

File

Set upi t s. exe

Set upex. exe

Size (MB) CD Location
15 \its\nt\i386\setupits. exe

(includes WGate, AGate, ITS
Manager, Version 4.5B, ITS
administration package, and
IAC packages)

8 \its\nt\i386\setupex. exe

(SAP@Web Studio)

ITS Package Files

ITS packages contain all service files, HTML templates, language resource files and
MIME files required for the IACS of agiven R/3 release.

(ON)
All
All
All
All
All
All
All
All
All

File

31g_all.car
31h_all. car
31i _all.car
40a_al | . car
40b_al | . car
45a_al | . car
45a_reta. car
45b_al | . car

45b_reta. car

Size (MB)
10
10
10
10
10
10
4
10
4

CD Location

\'i t s\ cormon\ packages\ 31g_al | . car
\'i t s\ common\ packages\ 31h_al | . car
\'i t s\ common\ packages\ 31i _al | . car
\'i t s\ common\ packages\ 40a_al | . car
\'i t s\ common\ packages\ 40b_al | . car
\'i t s\ common\ packages\ 45a_al | . car
\'i t s\ common\ packages\ 45a_ret a. car
\'i t s\ common\ packages\ 45b_al | . car

\'i t s\ common\ packages\ 45b_ret a. car
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