
Inferring Characteristics of Multicast TreesXiaowei Yang (yxw@lcs.mit.edu)Li-wei Lehman (lilehman@mit.edu)Laboratory for Computer Science, MITDecember 17, 19981 IntroductionThe heterogeneity of the Internet presents a chal-lenging environment for multicast applications. Re-ceivers from di�erent parts of the multicast treehave di�erent loss characteristics and bandwidth con-straints. In order to cope with the heterogeneity prob-lem, many have proposed to embed multicast serverswithin the multicast tree for local optimization. Forexample, LBRM [6] and RMTP [12] use statically con-�gured repair servers within the network to performlocal loss recovery. Appropriate placement of theserepair servers can minimize the loss recovery over-head of local regions on the entire group. For anotherexample, RMX[5] and Media Gateways[1] have pro-posed to spawn software agents within the network toperform rate adaptation through data transformationand real-time media transcoding in order to accommo-date heterogeneous bandwidth constraints. However,dynamic and intelligent placement of these multicastservers and transcoding agents remain an open issue.Ideally, one should deploy these local optimizationservers/agents dynamically by partitioning the mul-ticast tree into highly correlated loss neighborhoodsor subtrees sharing the same bottleneck links. Placingrepair servers based on loss neighborhoods achieves ef-�cient recovery scoping, since all receivers behind thesame bottleneck link tend to require the same retrans-missions. Placement of transcoding agents should bebased on where bandwidth mismatches occur. In bothcases, dynamic placement of these servers rely on agood understanding of the bottleneck locations andbandwidth constraints associated with each parts ofthe multicast tree.In this paper, we present an algorithm to infer thecharacteristics of multicast tree by using pure end-to-end measurements. Our algorithm performs bothtopology and performance discovery. By analyzing theloss correlations between receiver's loss bitmaps, themulticast tree is partitioned into local clusters with

similar loss characteristics and bandwidth constraints.Our goal is to �rst determine which receivers sharethe same bottleneck links and form local clusters withhighly correlated losses. We then estimate the band-width capacity of the bottleneck link which connectseach local cluster to the rest of the multicast group.2 Overview2.1 End-to-end measurmentsSince end-to-end information is comparatively eas-ier to obtain, end-to-end measurements have beenwidely adopted. If we view a network as a black-box, a sending stream as the input signal, the cor-responding receiving stream as the output signal, allinternal cross tra�cs as noises, end-to-end measure-ments can be described as: given measured output andsome particular input, how much we can tell about thestructure or characteristics of the blackbox and noises.The input signal is described by packet sequence num-ber and inter packet time (i.e. packet interdeparturetime). So is the output. Information which can be de-duced/derived from received sequence number spaceare packet loss statistics and packet reorderings. Fur-ther information can be inferred from direct measure-ments. For example, TCP infers a congestion signalfrom a packet loss. In [11], packet loss statistics areused to infer topologies of multicasting trees. Simi-larly, as bottleneck bandwidth and cross tra�cs bothcan shape packet interarrival time, from the interar-rival time, we can infer bottleneck bandwidth and pat-terns of cross tra�cs [10], [2].2.2 General ApproachFrom the above analysis, we perceive that end-to-end measurements are highly limited { we do nothave much available information and most conclusions1



are based on probabilistic guesses. In this paper, westudied the e�ectivenss of inferring multicasting treepurely based on end-to-end information. Inferringcharacteristics of multicasting tree consists of threesteps.� Step 1: Inferring bottleneck bandwidth seen byeach receiver.� Step 2: Inferring the logical tree topology.� Step 3: Inferring bottleneck location.Step 1 can be successfully achieved by Vern Pax-son's PBM technique. Step 3 depends on results fromStep 1 and Step 2. So we focus on Step 2 in our paper.By the property of IP multicasting, a loss occuringat one link will be seen by all receivers in the sub-tree rooted at that link. Thus, loss correlation re
ectstopological correlation. We therefore choose loss in-formation to infer topologies. Next, we need to deter-mine how to quantitatively measure loss correlation. Ifwe view loss at each receiver as independent Bernoulivariables, loss correlation can be measured by covari-ance between those variables [13]. If we view loss as aloss vector, loss correlation can be measured by vectorcorrelation, i.e., ~v1� ~v2j ~v1jj ~v2j . Those metrics are mathemat-ically meaningful and cannot truely re
ect the prop-erty of multicasting tree1. The metric we choose is theestimated loss rate on shared path between any pairof receivers2.2.3 Analysis of the MetricAs a start, we focus our study on binary trees. Forany pair of receivers, the path from source to themcan be decomposed as two parts: shared path andnon-shared path (See Figure 1).Let the loss probability on shared path by a pair ofreceivers 1 and 2 be Ls. Let Ln1 and Ln2 respectivelybe the loss probability on nonshared path for receiver1 and 2. The loss probability seen by receiver 1 isL1 and 2 is L2. The loss probability seen by both isL12. By multicasting property, loss on shared path isseen by both receivers and loss on nonshared path isindependent. So we have,L1 = Ls + (1� Ls)Ln1 (1)L2 = Ls + (1� Ls)Ln2 (2)L12 = Ls + (1� Ls)Ln1Ln2 (3)1Experimental results also show that either metric measuresloss correlation good enough to infer topology information.2In fact, this metric is the same as in [11].

s

S

1 2

n1 n2

1 2

L L

L L

L

Figure 1: Shared Path Loss RateSince we have all loss statistics, we can estimateL1, L2 and L12. Let n be the total number of packetssent. Then,L1 := # of losses seen by 1n (4)L2 := # of losses seen by 2n (5)L12 := # of losses seen by both 1 and 2n (6)As n increases, L1, L2 and L12 converge to the realloss probability. From Equations 1, 2 and 3, we canobtain Ls, Ls = L12 � L1L21 + L12 � L1 � L2 (7)Ln1 = L1 � L121� L2 (8)Ln2 = L2 � L121� L1 (9)We assume Ls also converges to its true value whenn goes to in�nity. Our algorithm is based on thisassumption3. There are two simple facts about Ls.1. In Figure 2, any pair of receivers in subtree A orB has higher Ls than any pair of receivers acrosssubtree A and B, i.e., one receiver is in A, theother is in B, since the shared path between re-ceiver pairs in subtree A or B includes the shared3However, we do not know how fast it converges. When thenumber of receivers is increased, it might converge very slow.The number of packets to converge might increase very fast withthe number of receivers.2



path between receiver pairs across subtree A andB.
S

A BFigure 2: Top Down View2. In Figure 3, the receiver 1 has highest Ls withreceiver 2, since 1 shares the longest path with 2.So does 2.
1 2Figure 3: Bottom Up ViewThese two facts lead to two di�erent inferring algo-rithm. We talk about them in next section.3 AlgorithmsLet Ls(i; j) be the shared path loss probabililty be-tween receivers i and j. We construct a weighted com-plete graph G =< V;E > among all receivers. Eachpair of receivers has an edge connecting them. Theedge wight is computed by:w(i; j) = �Ls(i; j) (10)We run the standard Minimum Spanning Tree(MST)algorithm on G and construct a MST.Starting from the MST, we develop two inferringalgorithms.

1. Top Down Clustering algorithm. Based on thetop down view in Figure 2, the MST tree edgeconnecting receivers between subtree A and Bmust have the higher wight (means lower Ls) thanany edge connecting receivers within subtree A orB. Since any edge connecting receivers from sub-tree A to B or vice versa has higher weight, sodoes the MST edge. Suppose subtree A and Bsplits at the top level in the multicasting tree,i.e., they split at the source. Deleting this edgewill split the MST into two sub MSTs. One con-tains all receivers in A and the other contains allreceivers in B. Thus, top-level tree topology issuccessfully discovered. Repeating the same pro-cedure respectively on the two sub MSTs will re-construct the logical topology of the original mul-ticasting tree. The algorithm can be summarizedas:(a) Procedure Name: InferTree(MST)(b) On input MST, delete the maximum weightedge and split MST into MST1 and MST2.(c) Create a node P as the parent.(d) Set the left child of P to be Infer-Tree(MST1); the right child to be Infer-Tree(MST2).(e) Return P2. Bottom Up Clustering Algorithm4. Based onFact 2 in Figure 3, the minimum weight edge(largest Ls) in the MST connects two closest re-ceivers. We make a subtree from the two nodesand replace them with their parent in the MSTby combining the loss of the two nodes into theirparent and recomputing edge weight connectingthe parent to the rest of MST. Recursively doingso until we reach the root of the inferred logicaltree.Theoretically, if the estimated Ls(i; j) converges tothe true loss probability very well, both algorithms willgive good inferring results. However, as we show inSection 4, Bottom-Up algorithm performs more robustthan the Top-Down algorithm.4 Testing Results4.1 Topology InferenceWe are currently implementing our scheme usingthe simulation environment developed by Ratnasamy4This agorithm has the same idea as in [11]. Our MST im-plementation saves computation time.3



in [11]. The tree generator and tree comparator wereborrowed directly from Ratnasamy. We implementedthe inferring algorithm in C.Our main goal is to evaluate how fast top-down andbottom-up approaches converge to the true topology.We increase the number of sample size (i.e., the num-ber of packets sent) by power of two each time. Foreach sample size, we test our algorithm for 100 di�er-ent random topologies. We also test the bottom-upapproach using the same 100 topologies. The proba-bility of correct inference for each sample size is thenthe total number of correctly inferred results dividedby 100.Each binary tree is generated randomly based ona speci�ed max tree level/height and max number ofvertices. Only leaves of the binary tree can be re-ceivers. Each link is given a loss rate, randomly pickedfrom a uniform distribution of a speci�ed range.The �rst test result is shown in Figure 4.
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Figure 4: # of Avg Nodes = 10.9; # of Avg Recvrs =4.3; Loss rate for each link is in [0, 10%]Random trees were generated with a maxdepth/height of 10 and a max vertices of 50. Bylimiting the max height of the tree to 10, the ran-dom tree generator yields an average number of re-ceivers of 4.3. As the number of transmitted pack-ets increased, the probability of correct inference ap-proaches 1. Both top-down and bottom-up algorithmsconverge very well.We then increased the possible max depth of thetree to 50. The result is shown in Figure 5.We note that both bottom-up and top-down ap-proaches converge more slowly to the correct resultwhen the number of receivers are large. However, thetop-down approach performs particularly poorly whenthe number of receivers increases.
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Figure 5: # of Avg Nodes = 46.3; # of Avg Recvrs =16.2; Loss rate for each link is in [0, 5%]To explain this result, we note that there are twoimplications to increasing the max tree height from 10to 50. First, the number of receivers in a tree increases.Second, as the max allowable level increases, receiverstend to see a much wider range of di�erent loss rates.If the link loss rates are randomly picked from therange of [p1; p2], then the min possible loss rate ob-served by a receiver isPki=0(1�p1)ip1 and max possi-ble loss rate of a receiver at level k isPki=0(1� p2)ip2(Recursively derived from Equation 1). In short, aswe increase the height of the tree, there will be morereceivers and receivers in general will see higher lossrates.We would like to answer two questions. First,why do both approaches perform worse when morereceivers have higher loss rates? Second, why do top-down perform so much worse than bottom-up in thissituation?In order to answer the �rst question, we �rst notethat even when node 1 and 2 are totally independent,the estimated Ls can be deceivingly high with smallsample space, even though it will eventually convergeto zero. In other words, th bad performance is due tothe fact that the estimated Ls is not converging to thetrue shared path loss probability very well.To answer the second question, we note that thebottom up algorithm works much better because whenwe coalesce two nodes into one, we also combine theirloss into the new node. Suppose the new node is k,the combined two nodes are i and j. We then recom-pute Ls(k; l) (l: the left receiver). For binary trees,the shared path between (k; l) is the same as that of(i; l) and (j; l). So Ls(k; l) = Ls(i; l) = Ls(j; l). How-ever, the estimated Ls(k; l) usually converges better4



than Ls(i; l) or Ls(j; l) since it has the information ofestimated loss probability seen by the internal node k,which is Lk = Lij .We examined several cases while top down gavewrong inference. We found out tight correlatedgroups, i.e. groups sharing longer path have highercorrect inferring probability. Errors happen very of-ten when a tree is very unbalanced. One branch isshort and the other is long. Receivers on the shortbranch are correlated loosely since they see low sharedpath loss probability. When there are some receiversat the end of the long brach have high losses, the cal-culated Ls across the two branches might turn out tobe higher than some calculated Ls seen by receivers inthe short branch. In this case, the top-down algorithmwill make a wrong cut by clustering the receiver in theshort branch with the one with high loss rate in thelong branch.Intuitively, when the shared path is comparativelyshort to the diverged paths, the estimation is harderto converge to the true shared path loss probabilitythan the opposite situation i.e. the shared path iscomparatively long to the diverged paths(See Figure 6.Also we assume longer path implies higher loss rate).So the estimated max(Ls) is more reliable than theestimated min(Ls). The bottom-up approach choosesto cluster receivers on max(Ls) while the top-downalgorithm choose to split receivers on min(Ls). Sotop-down converges much worse than bottom-up withthe increase of the tree depth. (For details, see Section5)
31 2 4Figure 6: Ls(1; 2) is harder to estimate than Ls(3; 4)However, the top-down approach has the advan-tage of controlling granularity. Also, the top-downapproach achieves top level information immediately.In the case we are interested in locating the closestbottleneck towards the source quickly, the top-downapproach is more e�cient. To improve the e�cacy oftop-down approach, we can either increase the numberof transmitted packets, or loosen the comparison cri-terion. If most of the subtree structure is correct, the

inferred result is su�ce for most cases. Figure 7 givesthe result when we de�ne a correct inferring as 90%of subtrees of the inferred tree are correct. Under thiscriterion, the top-down approach also converges verywell.Another possible improvement is to construct theright correlation tree. In this paper, we chose MSTbecause for any cut of the graph, an MST edge con-necting the cut is the edge which has the minimumweight (i.e., the maximum shared path loss proba-bility) among all edges connecting the cut. We usethis estimated loss probability as the shared path lossprobability of the cut. Actually, there are also otherpairs of receivers who share the same path. Their esti-mation of the shared path loss probability is also use-ful. If we could take the average of their estimation asthe estimated shared path loss probability, the estima-tion is expected to converge better. As the correctnessof the algorithm totally depends on the convergenceof this probability, we expect better inferring resultsthen.

0

0.2

0.4

0.6

0.8

1

0 2000 4000 6000 8000 10000

P
(c

or
re

ct
 in

fe
rr

ed
 tr

ee
)

#pkts

Top-Down v.s Bottom-Up

Bottom-Up
Top_Down

Figure 7: Results of 90% Accuracy. Same testing pa-rameters as in Figure 54.2 Estimating Bottleneck Bandwidthand LocationIn the previous section, we focus on how loss pat-terns can help infer the topology of the multicast tree.In this section, we describe how receivers can estimatethe bottleneck bandwidth by having the source mul-ticasts probe packets to the group, and how we cancombine the clustering algorithm and the bandwidthestimation to infer the bottleneck location.Bolot, Keshav, and Paxson already noted that bysending two probe packets back to back, receivers5



can estimate the intermediate bottleneck bandwidththrough the probe packet interarrival times. Morespeci�cally, if two probe packets are queued next toeach other at the bottleneck link at the same time,their interarrival time is P�b , where P is the length ofthe probe packet and �b is the bottleneck service rate.We have implemented the packet pair approach inns with simple topologies with 4 receivers, behind twodi�erent bottleneck links. Our results veri�ed thatthe packet pair approach is an e�ective mechanism formulticast receivers to estimate the bottleneck band-width between itself and the multicast sender.Once the clustering algorithm has inferred thetopology, and each receiver has obtained the estimatedbottleneck bandwidth on its path, we can infer wherebandwidth mismatches happen. The basic idea is thatthe bandwidth of the bottleneck link which connectscluster A with the rest of the group is simply themaximum �b obtained by each receiver in cluster A.When using top-down approach, after splitting, eachlink connecting the corresponding subtree to its par-ent has the bandwidth of maximum estimated bottle-neck bandwidth seen by all receives in this subtree.Also, since we can compute each link's inferred lossrate while inferring the topology, we can use it as theestimated bottleneck loss rate. Similarly, when usingbottom-up approach, after grouping, the link connect-ing the subtree to its parent has the bandwidth of themaximum estimated bandwidth. In a summary, com-bining the bottleneck estimation techniques and theinferring algorithm will reconstruct a logical multicas-ting tree with known bottleneck bandwidth and lossrate.5 An ExampleIn this section, we will illustrate why the top-down approach performs worse than the bottom-upapproach using an example. The example has topol-ogy as shown in �gure 8. There are four receivers, r1,r2, r3, and r4.As noted in previous section, when receivers havehigh losses, the estimate Ls will more likely yield non-zero value even when two receivers have no sharedpaths. We call this phenomenon \false sharing". In-ference mistakes usually happens when the false shar-ing value between two independent receivers is so highthat it exceeds the true shared loss values of thosereceivers that do share some paths. In the exam-ple above, our simulation results give us an estimatedLs(r1; r4) of 0.015, when in fact it should be zero. This

is because r1 and r4 both have fairly high (indepen-dent) loss rates. However, Ls(r1; r3) and Ls(r2; r3)are only 0.01, which is less than the false sharing valueof 0.015 between r1/r2 and r4. Since our top-downapproach divides receivers into two clusters based onthe minimum estimated Ls connecting any two pairof nodes in an MST, the \�rst cut" of our algorithmwill extract r3 out as an independent cluster. Figure9 shows the wrong conclusion drawn by our top-downapproach { our algorithm wrongly concludes that r1,r2 and r4 share a common node, and r3 is on an inde-pendent branch.The bottom-up approach can usually avoid thesekinds of mistakes better than a top-down approach.In a bottom-up approach, receivers are clustered bypicking two nodes with maximal Ls. This will clus-ter r1 and r2 correctly to form a macro node, m12.We note that Ls(1; 2) is about 0.04, which is muchlarger than the false sharing value of 0.015 betweenr1 and r4. Next, since the macro node m12 has lowerloss rate than either r1 or r2 alone (the macro node'sloss bitmap is obtained by ANDing r1's and r2's lossbitmap), the false sharing between the macro nodem12 and r4 drops below 0.01. That is, Ls(m12; r3)is larger than Ls(m12; r4). Thus, the bottom-up ap-proach will next correctly merge r3 into the m12.
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Figure 9: Topology inferred using the top-down ap-proach.6



6 Related WorkMuch research has been done in inferring networkcharacteristics using end-to-end measurements. In [2],Bolot sends out probe packets at regular intervals tocharacterize the delay and loss behavior of several In-ternet paths. The \packet pair" mechanism was usedin both [2] and [7] to infer bottleneck bandwidth. Thebasic idea of packet pair is that if two probe packetsare sent out with small sending intervals such thatthey are queued in the bottleneck router one nextto the other, the spacing between them at the re-ceiver side can be used to estimate the bottleneckservice rate. In [10], Paxson points out the de�cien-cies of the packet pair approach when there are multi-channel bottleneck links, such that the probe packetsare placed in di�erent queues. In order to detect mul-tiple bottleneck values, Paxson proposed the \packet-bunch" technique which uses bunched probe packetsof varying bunch sizes for robust bottleneck estima-tion. The above works mainly focus on inferring thepath characteristics between two end points. In par-ticular, they did not explore the issue of where thebottleneck link is located, nor did they consider thetopology discovery problem for multicast trees.In [3], Caceres e.l. used purely end-to-end mea-surement of multicast tra�c to infer loss rates of linksalong a multicast tree. The key idea of this approachis that losses seen by receivers are correlated. In thispaper, the loss model of probe tra�c was assumed tobe a set of mutually independent Bernoulli processes.For a trial of n probe packets, the distribution of nset of outcomes at all leaves is uniquely determinedby loss rates of internal links. Link loss rates wereestimated by maximum likelihood estimators (MSEs):i.e. loss rates were estimated by the value which max-imizes the probability seeing the observed distributionof the trial of n probe packets. Both through theoret-ical proof and simulations, they showed that the esti-mation converged to the true value of link loss rates asthe probe packets n increases to in�nity. However, inorder to apply this method, the multicast tree's topol-ogy is assumed known, which itself is a di�cult prob-lem by end-to-end measurements. Besides, comput-ing MLEs involves sophisticated mathematics, whichis lack of intuition.In [11], Sylvia presented a neat algorithm to in-fer multicast tree characteristics through end-to-endmeasurements. She used Vern Paxson's PBM[10] toestimate the bottleneck bandwidth for each receiver.Also, she assumed losses at each receiver were cor-related. Based on the assumption that the higherthe probability of two receivers sharing the same true

losses is, the closer they are, her algorithm groupsthose receivers who see the highest true losses �rst andmade a macronode from them. The losses seen by thismacronode was set to be the shared losses of its chil-dren. The algorithm recursively �nds groups amongthe left receivers plus the macronode until there is onlyone micronode left. The simulation results show thatthe estimation works very well.MTRACE, or IGMP traceroute, allows any hostto trace its path to the source of a multicast routingtree[4]. The MTRACE query, traversing each routeralong the path toward the source, will record the pathinformation in the query message itself. An MTRACEresponse not only allows end hosts to discover the ac-tual multicast tree topology, it also contains per-hopinformation on interface addresses, routing protocols,and packet counts, etc. In both OTERS [9] and Tracer[8], receivers use the MTRACE facility in multicastrouters to discover the topology of the multicast tree.Based on the topology information, receivers can lo-cate other receivers, which are closer to the source, toperform repair services. MTRACE, however, was de-signed as a diagnostic and network management util-ity. In [3], it was pointed out that the potential scal-ing problem of MTRACE when all receivers performtracing; also, future ISPs may disable the MTRACEfeature since it gives away detailed path informationabout their parts of the network.7 ConclusionIn this paper, we discussed the available informa-tion through end-to-end measurements. We also pre-sented algorithms to infer the logical topology of themulticasting tree using only information available atend hosts. The purpose of this study is to �nd outthe power and the limitation of end-to-end approachto achieve this particular task: infer the characteris-tics of multicast trees. We only studied the possibletheoretical solution and leave the implementation is-sue such as how receivers exchange loss statistics tofuture work. Also, in our work, we assume steadyloss behavior, i.e., a link's loss can be described by aconstant loss rate. In reality, a link's loss behavior ismuch more complicated.From our work, we feel using purely end-to-end in-formation to infer internal characteristics of a networkis hard. Seeking for router support might ease thetask.7
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