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Abstract observations Security commands
Controller
We consider a simplest Markov decision process model
for intrusion tolerance, assuming that (i) each attack pro-
ceeds through one or more steps before the system’s security
fails and (ii) defensive responses targeting these intdime Sensing| Information [ Response
ate steps may only sometimes thwart the attack. Our analy- Devices System Devices

sis shows that, even in the ideal case of perfect detectors, i
can be sub-optimal in the long run to employ defensive re-
sponses while under attack; that is, depending on attack dy-
namics and response effectiveness, the total overhead of on
going defensive countermeasures can exceed the total risk This paper analyzes the problem of intrusion toler-

of intermittent security failures. Simulation experimzere- . __ance within the formalism of Markov Decision Processes
veal that a tradeoff between these two types of costs IErSISt(MDPS) [2]. MDPs are related to the types of stochas-

in the realistic case of imperfect detectors. _The_se expgri-tic models already popular in contemporary dependabil-
ments also shgd light on (i) _the extent to Wh'Ch_ Increasing ity/security research [3, 4, 5, 6]. Their focus is to assume
sensor uncerta_|_nty monotonlcally.degrades achievable per that the model parameters (e.g., state transition prababil

formance and (ii) the loss from optimum performance of two ties & costs) in each decision stage depend explicitly on the

popular rule-based policies for response selection. control action taken in that stage. For example, an MDP can
capture the reinstatement of security (and the possible cos
of disrupting all normal services) upon taking a cleansing
1. Introduction "reset” action (e.g., initiating a server rotation [7] orpaps
a more elaborate recovery sequence [8]); as another exam-
Intrusion tolerance is an active area of research that aimsple, an MDP can capture the possible preemption of a secu-
to extend proven solutions in the fields of fault-tolerance rity failure from a well-timed "defend” action (e.g., kifig
and dependability to address growing concerns about weak-a process that is critical to the intrusion’s continuati@l).[
nesses of modern-day information security systems [1]. Theln any case, the expected performance (e.g., mean-time-to-
key assumption is that, even when state-of-the-art irgrusi  failure) is dependent on tigolicy, or rule that dictates how
prevention and detection techniques are in place, an aitack control actions are selected, and tgtimal policyis one
will eventually break through. An intrusion tolerant syste  that achieves the best performance for a given model.
(see Fig. 1) is therefore also equipped with mechanisms for  Section 2 presents in detail a simplest MDP model for
reacting in real-time to an ongoing intrusion, striving not intrusion tolerance problems. Though the model assumes
just to detect its occurrence but also to diagnose or predictonly three system states and only three candidate controls
its evolution so that defensive countermeasures can be infor ease of analysis, it is sufficiently rich to expose a num-
voked timely enough to delay, frustrate or altogether thwar ber of important policy considerations for intrusion teler
the attacker’s ultimate intentions. Successful realratf ant systems. In particular, even in the ideal case of perfect
this vision introduces numerous technical challenges, in-detectors (Subsection 3.1), it is sometimes sub-optimal in
cluding the embedded design of real-time sensing/respons¢he long run to employ a policy that invokes defensive re-
devices as well as the automatic control of these devices tosponses during the intermediate stages of an intrusiore mor
favorably influence the system'’s security status over time. specifically, depending on attack dynamics and response ef-

Figure 1. An Intrusion Tolerant System



fectiveness, policies involving only occasional resetoast
may provide a better tradeoff between the total overhead of
ongoing security maintenance and the total risk of poténtia
security failures. The tradeoff between these two types of
penalties is shown through simulation experiments (in Sub-
section 3.2) to persist in the realistic case of imperfeet de
tectors. Moreover, these experiments evaluate empiicall
(i) the extent to which increasing sensor uncertainty mono-
tonically degrades achievable performance and (ii) the los
from optimum performance of two popular rule-based poli-
cies for selecting responses. Despite the model simplicity
these rule-based policies are seen to incur up to 35% addi-
tional costs to those incurred by the optimized policy—an
even greater percentage is conjectured for intrusion-toler
ance models of more realistic size and character.
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2. MDP Moded for Intrusion Tolerance

This section abstracts the problem of intrusion tolerance
within the modeling formalism of a stationary, discrete-

time, finite-state, finite-action Markov Decision Process
(MDP) [2]. Underlying such a model is (i) a finite collec-
tion of finite-state Markov chains, one per candidate cdntro
action, and (ii) the assumption that decisions are made in
discrete stages: each stage begins in a particular stafe and
upon taking a control action, the process probabilistycall
transitions to a new state (or self-transitions to the same
state), simultaneously ending the current stage and begin-
ning the next. Thus, the outcome of each decision stage is
defined by the selected control and the realized state transi
tion. In turn, an MDP model associates both a probability
and a cost to every such outcome.

(c) Under a “Reset” Action (ContraR)

Figure 2. A three-state Markov model (a) un-
der a “wait” action, in which case a system
operating normally (i.e., in state ) will even-
tually fall under attack and subsequently ex-
perience a security failure (i.e., transition to
state A and then to state F); (b) under a “de-
fend” action, which possibly prevents an on-
going attack from causing a security failure;
and (c) under a “reset” action, which always
reinstates the system to normal operation.

We categorize the security environment into only three
states, labeledv, A andF' to denote “operating normally,”
“under attack” and "security failure,” respectively; teare
similarly only three candidate controls, labeldd, D and  state4 back tolV (occurring with per-stage probabilipy)
R to denote a “wait” action, a “defend” action, and a “re- represents the successful disruption of the intrusiomgte
set” action, respectively. The three diagrams in Fig. 2 sum-secondly, a cost afp is incurred in addition to the transi-
marize the single-stage transition probabilities/cosiden  tion cost under contrdll’. Finally, under the “reset” action
each control action. For example, under the “wait” action (control?), a transition back to stat®¥ occurs with proba-
(control W), self-transitions in statéV represent secure, Dbility one, incurring a cost ofz, no matter the state at the
normal operation of the information system; however, a beginning of the decision stage.
transition from statéV to A occurs with per-stage probabil- Summarizing, our simplest MDP model is described by
ity pa, representing the beginning of an intrusion attempt. three probability parameters and four cost parameters. The
Thereafter, self-transitions in staterepresent a secure sys- probability parameters may take values strictly between
tem being under attack; eventually, a transition from state zero and unity; in particular, no value of one probability
A to F' occurs with per-stage probabilipy=, representing  restricts the value of another. This reflects the fact that
the beginning of a security failure that persists indefipite  each probability parameter abstracts a different characte
Stages that begin in staf€ are cost-free, whereas stages istic of the intrusion tolerance problem. More specifically
that begin in stated incur a cost of:4 and self-transitions  probability p4 relates to the frequency with which intru-
in statef” incur a cost ofcr. These same probability/cost  sion attempts are initiated, where larger values pertain to
parameters apply under the “defend” action (coni»plbut more aggressive attackers. Probabifliyrelates to the rate
with two differences: firstly, the possible transition from at which an initiated intrusion will penetrate the security



system, where larger values pertain to more vulnerable syswhich under certain technical conditions (satisfied by our
tems (or perhaps just shorter-duration exploits). Prdbabi model) is known to be achievable with siationary or
ity pp relates to the success rate of a well-timed defensivestage-invariant, policy [2]. This means, in our model, that
countermeasure in preventing an otherwise inevitable-secuthe optimal policy is one of the twenty-seven functions of
rity failure, where larger values pertain to more effective the formu : {N, A, F} — {W, D, R}, each a different
response devices. The cost parameters may take any set ahapping from the state space to the control space by which
non-negative values that satisfy the following inequediti every single-stage decisian = p(zy) is to be made.
Given a particular policy:, equations are provided in [2]
.to derive the associated average-cost-per-stédga terms
'of the given model parameters. However, under the assump-
e ¢p < cgr, Meaning that the reset action incurs more tions on cost parameters stated in the previous subseittion,
maintenance cost (because of e.g., a greater disruptioris easily seen that most of the twenty-seven candidate poli-
to normal services) than the defend action; and cies may be quickly dismissed. Firstly, because the only
hope of exiting the failure state is by invoking the reset ac-
tion (andcr < cp), we need only consider policies that
map stater’ to actionR. Secondly, because the defend ac-
. . . tion has no bearing on transitions out of normal operation,
3 Analysisof the Optimal Policy we neechot consider policies that map statéto actionD.
This leaves only six candidate policies, three mappingstat
Subject to design in a MDP is the policy by which, in - n to the wait actiolV” and three mapping stafé to the re-
each stage, all available information maps into each sect  get actionR—let us first evaluate the former three policies,
control, typically seeking to minimize the average-cost-p  gach taking a different action when in state
stage assuming a large number of stages. We now proceed
to analyze the optimal policy for the simple MDP model 1. Wait-upon-attacku', or taking action’ when in
described in Section 2. Subsection 3.1 will begin under the stateA and incurring cost 4 per stage until the transi-

e ¢4 < cp, meaning that one stage of a security failure
incurs more cost than one stage of an intrusion attempt

e cr < cp, meaning that one stage of a security failure
incurs no less cost than invoking the reset action.

idealization of perfect detectors, in which case the optima tion to statel” occurs, achieving

policy admits an analytical solution: its equivalence te th

most natural policy (i.e., taking actiof®, D and R when AW — w_ (1)
in statesV, A and F', respectively) holds only for a subset pr(14+pa) +pa

of the possible parameter values. Subsection 3.2 contin-
ues the analysis for the case of imperfect detectors, eval- 2. Defend-upon-attack”, or taking actionD when in

uating alternative policies via a combination of numerical stateA and incurring cost4 + cp per stage until the
algorithms and Monte-Carlo simulations. Altogether, the transition to stateV or to statel” occurs, achieving
analyses capture the inherent tradeoff between risk due to

security failures and overhead due to defensive countermea AP — palca+cep+ (1 = pp)prce] '
sures; moreover, a control policy that fails to account for a pr(l+pa)+pa+pp[l—pr(l+pa) @

model parameters is also likely to fail to maintain the best
"long-run” balance between these two types of penalties. 3. Reset-upon-attagk®, or taking action? immediately

upon exiting statéV, achievin
3.1 The Case of Perfect Detectors P ¢ g

AR = PACR 3)
Let us assume perfect detectors for now: mathematically, 1+pa
ineachstagé =0, 1, ..., the currentstate, € {N, A, F'}
is revealed before the control decisian € {W, D, R} The remaining policies, namely those mapping sfitéo

must be made. Of course, the next state; remains un-  actionR, each achieve an average-cost-per-stage: @ind
certain until actionuy, is applied and the process proceeds can thus be dismissed by virtue of (3).
to the subsequent decision stage. béty, ug, vx41) de- First notice that comparing the policies (1)-(3) in terms
note the cost associated with the outcome of stageg., of the Mean-Time-To-Failure (MTTF) would not fully cap-
in our model, it may be any one of the different transition ture the “long-run” cost tradeoffs. A failure occurs on-
costs provided in Fig. 2. We desire a control policy that average once every+ 1/p4 + 1/pr stages under policy
minimizes theanfinite-horizon average-cost-per-stage p"V and once every+1/pa+ (pa+pp)/[papr(1—pp)]
T stages under policy”. Moreover, under policy:”, the
N= lim <l Zg(xk,mc, Ik+1)> 7 MTTF is technically infinite but, proactively, the reset ac-
T tion is invoked on-average once evéry- 1/p4 stages. So,

T—o0
k=0



regardless of the values of the three probability pararagter -
policy P results in the longest MTTF. In contrast, it is aten
readily seen that the ordering of (1)-(3) also depends onthe
values for cost parameterg, cp andcg. The comparisons § 14pa
are even more subtle: consider, for example, the compari<<

son between policies" andu” in terms of their average b

costs. While the numerator of in (1) is always greater

than or equal to the numerator &F in (2), the same can- % s pa+pD 0 L patpp

not be said for the Vrvespective denominal'gors. In particular, o caler e CZA/CR e

the denominator ok ™" is less than that o™ if and only if (a) Infrequent/Slow Attacks (b) Frequent/Fast Attacks

the probabilitypr is less than /(1 + pa). In general, the
ordering of (1)-(3) depends on all model parameters, the Figure 3. The partitions characterizing the

probabilities as well as the costs. _ optimal policy for the MDP model in Fig. 2.
It is also worth noting a few limiting properties of (1)-

(3). Firstly, if probabilitypp approaches zero, meaning the
defend action is nearly ineffective against an ongoing in-

trusion, then\” > A" with equality only if costep is Observe that probability 4 affects all three pairwise
also zero. Secondlp™ < A" if and only if the cost ra-  comparisons, while probability, affects only the latter
tio ca/cr exceeds the fractiop/(1 + pa). Thisis ar-  two comparisons and probability= affects only the last
guably surprising: despite its appearance in (1), proigbil - comparison. Viewing the (normalized) costs/cr and

pr has no bearing on the comparison between pqlity ., /-, as degrees-of-freedom, (4)-(6) form a system of lin-
and policyu™. In particular, the ordering of*" andA™is  ear inequalities with coefficients depending on the valties o
unchanged even ag- approaches unity, or the case where propabilitiesp 4, pr andpp. In particular, the set of all nor-
each intrusion attempt almost immediately results in a se-malized costs comprises the unit square, and each inequal-
curity failure (e.g., a flash worm [10]). In summary, assum- jty glone defines a partition of this unit-square in accoogan
ing an ineffective defend action (in which case policyis  with which of the two associated policies is preferable. In
sub-optimal), policy.™ is optimal only in the case of suffi-  tyrn, all three inequalities together define the partition i
ciently infrequent attacks (i.e., only for smalk such that  accordance with which of the three policies is optimal.

pa/(1 +pa) < ca/cr is satisfied)—in the case of more Fig. 3 graphically summarizes these optimal partitions,

oW .
freglrj]ent atta%ks, policy. S Opgrqalébw dAR b showing them for different assumptions on attack dynamics.
€ preceding comparison betw an can be Consistent with intuition, the optimal policy is (i) to wait

expressed concisely by the inequalities under-attack when the attack cast is small but the de-

chooseu” choosey” fend costcp is large, (ii) to defend-under-attack when both
AR > W e ba > ca cp andcy are small and (iii) to reset-under-attack when
< L 14+pa < . Cr bothc, andcp are large. Less intuitive is what the opti-
choosey choosey mal policy is when either of these costs takes a mid-range
(4) value, and particularly how this depends on the probabil-

The general characterization of the optimal policy also in-
cludes the other two pairwise comparisons of (1)-(3). The
comparison betweek” and\” reduces to the inequalities

ity parameters. For instance, notice first that (i) polidy
cannot be optimal if.4 /cr exceedspa + pp)/(1 + pa)
and (ii) the three regions always meet at the point where

chooseu ca/cr =pa/(1+pa)andep/cr = pp/(1+pa). Indeed,
D > _ca i PA +PpPp (5) the region for policy:” reduces in size asp decreases
CR < 5 CR L+pa (i.e., as the defend action becomes less effective), vanish
choosey ing entirely as», approaches zero. Next, as probabifity
while the comparison betweer” and P reduces to increases (i.e., as attacks more quickly bring about fjjur
the boundary between policigd” andy.” pivots about the
. ChOOiQuW s centr_a_l meeting point as slope_ decreases. Moreov_er, the
o - m—— +b (6) sep§!t|V|ty of the qpt|mal part|t|qn to such chgnges in prob
R chooseu” R abilitiespp or pr is also a function of probability 4 (i.e.,

of the frequency with which attacks occur).

For a particular choice of probability parameters,

_pp[l—pr(1+pa)l pppr(l+pa) Fig. 4(a) plots the achieved average-cost-per-sidgeor-

pr(1+pa)+pa and b= pr(L+pa)+pa malized by the reset costz). It is seen to increase lin-

with slopem and intercepb, respectively, given by




Cost-per-Stage  Maintenance Overhez ~  Failure Risk stems from the fact that, in each stdge- 0,1, .. ., itis no

< os 508 Sos longer true that statey, is revealed before the control deci-
§ _ :: “ E sionuy is made; rather, only an observatiopis revealed
? ~ 1 ? ~ 1 ? > 1 and it must be properly interpreted within the context estab
enfen ® © cafer enfer ® © cafer enfen ® © cafer lished fromall previously revealed information i.e., the ob-
(a) (b) © servatloq historyZy_1 = (z0,21,...,2x—1) as well as the
control historyU,_1 = (ug, u1, ..., ur—1). Under certain
Figure 4. The (a) performance of the optimal technical conditions (satisfied by POMDPS), this interpret
policy in Fig. 3(b), taking pa = 0.7, pr = tion is provided by the conditional probability distriboiti
0.9 and pp = 0.8, and its tradeoff between P(xx|Z, Ug—1), or thebelief state-that is, for the pur-
(b) maintenance overhead and (c) failure risk. poses of optimal control, the belief state is known to be a

sufficient statisticessentially a lossless compression of the
entire history of previously revealed information [2].

A POMDP model features properties that greatly sim-
plify the computation of successive belief states. Firstly
because the (hidden) state takes only finitely-many values,
say n, the distributionP(x|Zx, Ui_1) is expressed by a
length+# probability vecton;, € [0, 1]™, whose components
sum to unity with theith componentp,[i], denoting the
probability that stater; is of its ith value. Secondly, by
virtue of the Markov properties, implying in each stage
that (i) every state transition probability satisfies

early as eithet 4 or cp increasesinlesghese costs are such
that policyu! is optimal, in which casa* plateaus ah.

Fig. 4(b) and Fig. 4(c) illustrate that* is, in general, the
sum of two types of security-related penalties. Here, we
have denoted the maintenance overhead\fy which is

the sum of terms involving costs, or cg, and the failure
risk by A%, which is the sum of terms involving costg or
cr.t For exampleA" in (1) decomposes into the sum of

W PAPFCR w pACA
M A pa) T pa and\j pr+pa) T oa Paplzpr (Uk—1) = P(ap|zr—1,Zg—1,Up_1)
and (ii) every sensor observation probability satisfies
whereas\¥ in (3) decomposes intd, = At and\% = 0.

Qap o (Uk—1) = P(zx|2k, Zi, Ug—1),
3.2 The Case of Imperfect Detectors the sequence of belief states can be computed recursively
[2]: given the preceding belief vectbdg_; and with the next

The analysis thus far assumes that each control decisiorzontrolw,_; and observation;, both revealed, compute
has access to perfect state information: the detectors neve

enerate a false-positive nor a false-negative (i.e.,mave Th . :

gicate stated if staFt)eN is true nor stateéV i(i‘]statefél is true, ] = Gerilun—) Zpﬂj(uk*l)bk*lm "
respectively) and, similarly, the presence or absenceefa s B
curity failure is never in question (i.e., stakeis indicated ~ foreveryi = 1,2,...n and then normalize the vectbr.e.,
if and only if stateF" is true). To extend the analysis to the then computé,[i] := b[i]/ (Z" l_a[j]) for eachi.

Jj=1

=1
realistic case of imperfect state information, we turn t® th The question that remains,ﬂof course, is how to design the
more general formalism of Bartially ObservableMarkov  hojicy by which each belief vectds, maps into the control
Decision Process (POMDP) [11]. In addition to parameters ;,,  Decades of theoretical research has revealed interest-
of the MDP, a POMDP model assumes that each observaing structure in the optimal policy, but also characterized
tion takes one of a finite set of values and then includesne (worst-case) complexity of its computation to be pro-
probability parameter; that relate to sensor uncertaity. hibitive [12]. On the upside, a number of approximate so-
three-state model, for instance, could include (at Raso lution algorithms have been developed that suitably exploi
additional parameters: a false-positive probabilityy and  the problem structure and exhibit acceptable (average)cas
a false-negative probabilityy 4; notice that the ideal case  complexity [13]. Itis similarly more challenging, compdre
is recovered when these probabilities are both zero. ~ to the MDP counterpart, to evaluate the average-cost-per-
The advent of imperfect state information has dramatic stage performance of any given policy.
ramifications on the strgcture of t_he optimal poIic_y and, i_n The analysis of our simplest POMDP model will proceed
turn, the complexity of its analysis and computation. This by using the iterative “witness” algoritthil1] to approxi-
Thatey is absent from (1)-(3) stems from assuming perfect detector Mate the optimal POIiCy and then a simulation-based Monte-
2More probability parameters could also capture (i) errdrsua the Carlo approximation to evaluate performance. The proce-

presence or absence of a security failure (e.g., see [8]fiauedntrollable dure must be repeated per instance of the POMDP model
detectors or control-dependent sensor uncertainty @eg.[9]), but such

extensions to the analysis of our model will not be pursued.he 3We utilize Cassandra’s implementation (see http://wwwmgp.org).




i.e', per choice of values for paramet@r,@, DEy DDy CA, 0IZerformance of Optimized Policy 0I:c—:‘rformamce ofOptlmlzed Pollcy

D, CR, qa|N @ndgy| 4. (Recall that costr is not pertinent o Maintenanck @ eI

as long as staté' is assumed to be fully observable.) Inour & °*° [ ]Falue & N

experiments, each call to the witness algorithm returns the & o1 [— ?g 01 A

policy /i obtained at the 500th iteration, taking the discount % o T R P

factor to be 0.9999 and the initial state distribution sunett t © Y ©

zo = N with probability one. Each call to the Monte-Carlo % o1 02 03 04 % 01 02 03 04
Detector Error Probability; Detector Error Probability;

performance evaluation returns the average-cost-pgesta
overT = 100,000 simulated decision stages, each stage
realizing random variables, andz; according to the given
model, updating the belief vectady, according to (7) and
selecting control:;, = f1(b;) according to the given policy.
Fig. 5 summarizes our experimental results for a partic-

Performance of Rule-Based Policie: — Performance of Rule-Based Policies
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ular set of costs and two different assumptions on attack £ (Most Likely Rule) £ (Most.Likely Rule)
dynamics, while taking the detector’s two error probabili- <8 4 =8 2

ties to be equal and sweeping that value between perfect (até: 8

¢ = 0) and informationless (at = 0.5). Consider first the % 01 02 03 04 % o1 02 03 04
upper pIot in each column: the optimized performance is Detector Error Probability; Detector Error Probability;
seen to degrade monotonically with increasing error prob-  (a) Infrequent/Slow Attacks (b) Frequent/Fast Attacks

ability ¢; more interesting is that against infrequent/slow ~ (P4:Pr:Pp) = (03,0.1,0.8)  (pa,pr,pp) = (0.7,0.9,0.8)
attacks, this degradation manifests itself as increases in
both maintenance overhead and failure risk whereas, @gains
frequent/fast attacks, the degradation manifests itdelf a
most exclusively as increased maintenance overhead. Also
shown in these upper plots is the benchmark performance
A* = AP (from Subsection 3.1) in the perfect detector case.
The lower plots in Fig. 5 contrast the optimized per-
formance against that achieved by two simpler rule-based
policies. ThePerfect-Detector (PDjule ignores sensor un-  [4] D. Nicol, W. Sanders and K. Trivedi. “Model-based evalu-
certainty altogether, applying the “wait” or “defend” amti ation: from dependability to sgcurity,’rEEE Trans. on De-
depending on whether the detector reports “normal” or “at- _, Pendable and Secure Computirig1):48-65, Jan 2004.

N . . . [5] B. Madan, et al. “A method for modeling and quantifyingth
tack”, respectively; thévlost-Likely (ML)rule updates the security attributes of intrusion tolerant systent¥gtformance

Figure 5. In the case of imperfect detectors,
the performance degradation of an optimized
policy in comparison to that of two rule-
based policies, taking ¢4 =cp =0.1,cg =1
and equal error probabilities  gan = qnja = ¢

belief vectorby via (7) but applies the “wait” or “defend” Evaluation 56:167-186, 2004.
action depending on whether or not, respectively, probabil [6] A. Arnes, et al. “Real-time risk assessment with network sen-
ity bi[A] is less than probability, [N]. In the case of in- sors and intrusion detection systems,Jamputational Intel-

frequent/slow attacks, even the PD rule is seen to perform  ligence and Securityd88-397, Springer, 2005.
close to optimum (e.g., less than 5% loss) for error probabil [7] Y. Huang, D. Arsenault and A. Sood. “Incorruptible self-
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¢. In the case of frequent/fast attacks, however, the PD rule ., Curty.” J. of Networks1(5):21-30, Sep 2006.
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peak loss of 35% at highegt in contrast, the ML rule ex- able Systems and Networks (DSAg5:456, Jun 2006.
hibits its peak loss of 15% at mid-ranggperforming well [9] O. Kreidl and T. Frazier. “Feedback control applied ta-su
in lowest & highest regimes of sensor uncertainty. vivability: a host-based autonomic defense systefEEE
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