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ABSTRACT

A digributed system that stores name-to-address bindings and provides name resolution
to a network of computers is presented in this thess. This name system conddts of a
network of name sarvices that are sdf-configuring and sdf-adminisering.  The name
service conssts of an agent program and BIND, the current implementation of DNS. The
DNS agent program automaticaly configures a BIND process during the start-up process
and automaticaly reconfigures and administers the BIND process depending on the
changing dae of the network. This name system has a scdable and fault-tolerant design
and communicates usng standard Internet protocols.
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1 - Introduction

Even with al the recent technologicd advances in the fidd of computers to make
the computer fidd more user-friendly, it is dill a difficult task to st up a computer
network. For example, it is not a trivia task to configure a Locad Area Network (LAN)
for a company or organization. There are many pieces that go into a computer network,
and expertise is required to configure and administer each part of the network. Also,
snce the parts of network are interdependent on each other, the behavior of each part in
relaion to other parts has to be closely monitored. Examples of objects that make up a
computer network are mail servers, web servers, routers, DNS servers, and ftp servers.
These objects provide services for users, and individua hostls/users connect to these
services to communicate with other machines and obtain information from the network.

When putting together a network, the first thing that needs to be determined is
what services are required for the particular network in question.  After this is
determined, each service needs to be configured to serve the network and handle user
requests. As soon as a sarvice is configured, the service will have to make its existence
and location known to the rest of the network [29]. Thisis so tha the services will know
of each other, and users will know where to obtain these services. Following this process
of service discovery, a communication protocol needs to be agreed upon by the users and
the network services to dlow them to talk with each other. Once dl the required services
have been configured and are running, hosts can join onto the network and perform client
tasks.

Currently, this process of configuring a network is performed by trained network

adminigraiors who manudly configure services and notify hosts of which sarvices exist



and how to communicate with the services. Software packages exig that assst in the
building of a network [19], but many times this task of configuring a new network
continues to be a time-consuming one that can be very frudtrating and full of unexpected
erors.  Furthermore, the role of a network adminigtrator is not finished &fter the initia
set-up of the network. The adminigrator also has the task of maintaining the network.
For ingance, if a service myserioudy becomes error-prone, the administrator is required
to detect this eror and fix the problem. Also, the adminidrator needs to monitor
incoming and outgoing hosts in the networks and has to be able to add or delete services
depending on the needs of the users. Much practice and experience is required to set up
and to maintain a network, and it would be ussful if this expertise could be captured in a
program that could perform many of the administrator’ s tasks.

In paticular, the configuraion and adminigration of the naming portion of the
network can be automated so that no human adminigtrator is required to set up naming
sarvices. New hogts can join onto the network, and other hosts and services will be able

to contact the new hosts by their names.

1.1 —Motivation

Hence the motivation of tis thess is to desgn and implement a name system that
is sf-configuring and sdf-adminigering.  The name sysem will congst of a network of
name services that resde on different servers machines.  The name service will consst of
an agent program tat controls a local DNS process. The agent programs handle the task
of configuring and administering the name sarvices, and the agent programs decide how
to control the name servers based on the changing conditions of the network. This name

gsydem will work in the framework of a larger autonomous network. Before describing



the name system, it would be useful to describe the larger adminigtrator-less network the
name system will be operating in.

1.2 — Network without an Administrator

The oHf-configuring and sdf-adminigering name sysem will operate in an
adminigrator free network. This adminisrator-less network conssts of two different
types of machines. The firgt type of machine is cadled a manager and acts as the server.
The second type of machine is the host, or user, and acts as the client. The managers
form the backbone of the network and provide services to the hodsts in the network. Each
hogt will have a predetermined name and access to a manager, and the manager facilitates
the interaction between hosts. These machines can form any topology, and like the
gandard communication protocol currently being used, these machines will use the IP
protocol to communicate with each other.

At a minimum, each manager will be required to have a discovery mechaniam,
packet routing capabilities, an address dlocation scheme, and knowledge of the hogs in
the sysem. Fird, the discovery mechanism is used to determine what other managers
exig in the sysem. Once the manager knows about the other managers in the system, the
manager will be able to route packets to ther correct destination. When a new host to
joins the network, a manager will use the address dlocation festure to assign an IP
addresses to the new host. After the address assgnment, the manager needs to store that
host name and address information so that there will be a record of how to contact the
new hogt in the future. Also, other managers will need access to this host name-to-

address information so that they too will know how to contact the new host.
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1.3 - Proposed Solution

A solution to the problem of gtoring the host name-to-address information among
dl the managers is the presented in this thesis. This solution requires that each manager
has dready discovered dl the other managers in the system, that the packet routing is
working, and that the new host was assigned an IP address correctly. These requirements

were satisfied through efforts by engineers at the Research Corporation.

Manager Manager

Bl
O .

Host Host

Manager Manager

Name ‘@’ Name
Service Service

L] L

Host Host

Figure 1 — Sample Network

The proposed solution runs as a name sarvice on al the managers in the network
[Fig. 1]. This name sarvice dores the name-to-address bindings of each hogt in the
network and provides name to address resolution for host names. The name service will

be notified whenever a new host is assgned an IP address. The name service will store
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this information into its database and in turn notify other managers of the location of this
new name-to-address information. All the other name services on dl the other managers
will then know about the new host. So, a user will be able to contact any machine in the
network by smply knowing the name of that machine. The user will give the name
service a host name, and the service will return the IP address associated with the host
name. And with that IP address, the user will be able to communicate with the desred
machine.

This name sarvice sysem will have to be scdable and fault-tolerant.  The network
should be able to handle a large number of hogts, and thus the name service should be
able to handle many name-to-address bindings. Also, name information should not be
log completely if one maneger/name sarvice fals. To achieve fault-tolerance, replication
of information will be needed. Also, the name service will dso need to handle updates
and deletions of name data very quickly. Many of these requirements for the name
sarvice have dready been solved by the Domain Name Server (DNS) system [21][22].
DNS achieves scdability by usng a hierarcchical storage and look-up of names and
addresses.  DNS achieves fault-tolerance by having multiple servers store the same
information. Also, DNS is able to handle dynamic updates, and these updates can be
transferred to replicated servers within minutes. The Berkdey Internet Domain (BIND)
system, the current implementation of DNS, fulfills dl of these requirements well.

However, BIND assumes a dow changing network topology and relies on an
adminidrator to maintan its configuration files ~ With the configuraionfree and
adminigrator-free network, managers and hosts might enter and leave the sysem fredy

causng the need to change configurations and name bindings The proposed solution
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takes this into account by running an agent program that will change the BIND
configuration file based on the current network dtate.  Every time the agent program
makes a change to the configuration files, the agent sends a sgna to BIND to reread its
configuration files. So, the proposed solution is a name service running on each manager

that conssts of BIND and an agent program that controls what BIND does [Fig. 2].

/Name Service )
4 N 4 N
>
Agent Program BIND process
<
N / - J
N J

Figure 2 - The Two Processes of the Name Service

The thess will be split into four sections. Fird, there will be background on the
doman name sarver (DNS) system and research being done on usng DNS in different
ways. Second, the name service sysem will be explained in detal. Third, there will be
an andyss on how well the name sarvice sysem works.  Fourth, there will be a future

works section.
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2 - Resear ch

As dated in the ntroduction, the focus of this thess is to develop a program that
works with the Berkdey Internet Name Doman package (BIND), the current
implementation of the Doman Name Sysem (DNS), to handle name-to-address
reolution and dynamic name updates ~ Before the functions of the program ae
described, there has to be an understanding of the different parts and terminology of the
Domain Name System. Also, there are many extensions to DNS that alow DNS to work
in many different environments.  In this chapter, a brief overview of the history of name-
to-address storage leading to the development of DNS, a detailed explanation of DNS
components, the set-up of DNS, the dynamic update DNS extenson, DNS integrated
with other systems, and descriptions of research peformed on adminigration-free and
configuration-free DNS are given. In addition, the naming schemes used in the NetBIOS

and AppleTak systemswill be discussed.

2.1 - Evolution of DNS

In a typica network, each host or server computer has a name that identifies that
host or server in the network. In addition, each machine is assigned an IP address, a 32-
bit number that says where that machine is located in the network. A computer uses this
IP address whenever it wants to communicate with another computer. In this sense, a
person wanting to access files from a server would have to memorize the 32-bit number
assgned to the sarver. For people in generd, memorizing this number would be difficult
because IP addresses can be up to 12 digits long. It would be smpler just to remember

the name of the machine and have a sarvice that returns the IP address of a machine given
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the name. This sarvice would sore dl the mappings between hogt names, a format
humans find convenient, and Internet addresses, which computers use.

In the padt, there have been different solutions for this name to address mapping
savice These solutions solved the problem for their current Stuations, but changing
conditions in the networks they were used for made these solutions outdated. Two

notable name-to-address systems are described in this section.

2.1.1 - ARPAnet —HOSTS.TXT

Back in the 1970s, the Internet, known as the ARPAnet at the time, was a small
network congging only of a few hundred hosts. Because of the smdl sze of the
ARPANd, the smple solution of goring the name-to-address mappings of every hogt into
a dngle file, HOSTSTXT, was aufficent. Communication with other hogts by name
involved looking in the HOSTS.TXT file for the address associsted with the name. This
HOSTS.TXT file was maintained by Stanford Research Inditute's Network Information
Center (NIC), with administrators e-mailing changes to the NIC and periodicaly ftping
the NIC server to obtain a copy of the current HOSTS.TXT file[21].

However, as the ARPAnet grew, this scheme became unworkable. The size of
HOSTSTXT file grew larger and larger, and the network traffic and processor load
generated by the update process of the file was becoming unbearable [2]. Also, name
callisons were becoming a problem, and it was becoming incressngly difficult to
mantan the conggency of the HOSTSTXT file across dl the hodts in the expanding
network.  Fundamentdly, this sngle file mechanism was not scdable, and while the
solution worked fine for a small network, a new more scalable and decentraized solution

was required as the ARPANnet expanded.
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2.1.1 - Grapevine

Another solution to the name-to-address mapping problem was the Grapevine
gystem developed and used by Xerox PARC in the early 1980s. The Grapevine system
was a didributed and replicated network that provided facilities for message ddivery,
naming, authentication, and resource location [5]. Grapevine condsted of a set of
computer servers that were placed in the Xerox network based on the load and topology
of the clients being sarved. These computers combined to make up the regisration
database. The names in the regidtration database were structured as a two-leve hierarchy
in the foom of F.R where R is a registry name and F is a name within the regisry. There
could be many regidries in the Grapevine sysem, and the name information of these
registries would be stored on different Grapevine servers. A set of servers would Store
the name information of a registry, and these servers update each other of any name
changes in that regisry. Replicating the regidry information on different servers helped
to make the sysem fault-tolerant. If one Gapevine server failed, there would be another
server who knew about the name information of the failed server.

Also, only a smdl set of Grapevine servers was in charge of a particular registry.
This digribution of regigry information made the system decentrdized and easer to
manage [5]. Whenever a name was added to a registry, only a few servers had to know
about the name. This kept the name replication traffic to a minimum and adlowed groups
to control ther own registry information. In addition to soring the name information for
individual regidries, each Gragpevine sarver dored the Grapevine registry informetion.
This regigry information contained which Grapevine servers each registry was assgned

to. So, even f a Grapevine sarver did not have name information on a particular registry,
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that server could use its Grapevine registry information to find out where in the network
to locae the name information for that regidry. Thus, even though name information
was digtributed throughout the network, each Grapevine server would know, directly or
indirectly, about al the registry name-to-address mappingsin the system.

The Grapevine sysem was implemented and worked well in the Xerox network to
handle name-to-address mappings, but ther solution was not being used outsde of
Xerox. There was a later verson of Grapevine caled Clearinghouse, but like Grapevine,
Clearinghouse was only used in a company intranet [25]. Grapevin€s naming scheme
was not sandard, and the Grapevine's design till needed to be refined. Even though the
Grapevine sysem did not become the standard, many of the ideas used in developing
Grapevine would be used in the Domain Name Sysem (DNS) proposed by Paul
Mockapetris in 1984. DNS would become the Internet standard for storing name-to-

address mapping and handling name-to-address resolution.
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2.2 —Domain Name System (DNYS)

The man purpose of Doman Name Sysem (DNS) [21][22] is to provide a
mapping from the human readable domain names to the numerica 1P addresses used to
identify hogs on the Internet.  Also, DNS can store mailbox information, diases, or any
other information about a domain name. Because of the large number of doman names
and frequency of updates to names in the Internet, DNS was designed as a distributed
database. Each portion of the name space is administered by a different organization, and
the organization takes care of any updates that occur and any other maintenance required
in their assgned name space. Each organization runs name servers that handle queries
for domain name information, and the hods requesting the name data use programs caled
resolvers to locate which name server to contact. This section will describe in detail the

three main components of the DNS system: the name space, name servers, and resolvers.
2.2.1 - The Name Space

The name space for the Internet is a variable-depth, inverted tree structure smilar
to the one used in a Unix file system [Fig. 3]. At the top is the root node, and each node
is dso the root of a new subtree of the overdl tree. Each node represents a part of the
domain name system caled a domain, and each node has an associated label hat names
the domain. Domain names, used as indexes into the DNS database, are hierarchica and
each doman has a unique doman name [21]. The forma of the doman name is wel
known and uses the dotted notation. The full domain name of any node in the tree is the
sequence of labels on the path from that node to the root. Domains can hold information
about both names and subdomains. The data associated with the names in the domain

name space are caled resource records. The resource record can be of many different
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types, including the IP address, name server, or mailbox informaion for a hos. The

client accesses this information by specifying the resource record type.

" " (root domain)

etc

mit

ai
ai.mit.edu lusr/local/bin

DNS database UNIX filesystem

Figure 3 — DNS database vs. UNI X filesystem

Each doman can be adminigered by a different organization, and each
organization is free to name hosts and can further bresk its domain into subdomains as it
sess fit. A domain is caled a subdomain if it is contained within another domain, and the
subdomain’s name labd includes the name labd of the parent domain. The organization
can dther have authority over the subdoman or delegate respongbility over the
subdomain to another organization. Because doman names are unique, the organization
can peaform this task of naming hosts and subdomains without the worry of name
calligons. The organizations will dso mantan name servers that sore the doman name

informeation.
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2.2.2 - Name Servers

Name savers ae the repodtories of information that make up the domain
database. Each name server has complete data about the parts of the domain name space
for which it is responsible. The information for a part of the name space is cdled a zone,
and if a name server has the name information for a zone, then the name server is sad to
be authoritative for that zone. Name servers can be authoritative for multiple zones.

The difference between a zone and a domain is important, but subtle [2]. A zone

""" (root domain)

= delegation

.....
~..

-
-

‘medm

media.mit.edu

Ics.mit.edu
Zone

ai.mit.edu

Zone

Figure 4 — Delegation of a Domain into Zones
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is a subset of a domain. Zones contain al the domain name information thet the domain
with the same doman name contans, except for the doman name information in
ddegated subdomains. Domains can be delegated into subdomains maintained by other
name servers.  These subdomains will make up their own zones and subdomain zones.
The parent zone name server stores pointers to the name ®rvers that are authoritative for
a subdomain. Storing these pointers is important for the name resolution process. For
example, Figure 4 shows how the mitedu doman is split and delegated into smdler
zones. Authority for the ai.mit.edu, media.mit.edu, and Ics.mit.edu zones are delegated
onto different name sarvers.  The name server for the mit.edu zone will have informetion
on which name servers are authoritative for the delegated zones.

Each zone has two or more authoritative nameservers that are responsible for
keeping information about that zone up-to-date [21]. This replicaion of namesaervers
dlows for fault-tolerance in the sysem. There are two types of authoritative name
savers, the primary and the secondary. The firg type of name server, cadled the primary
name server, holds a master file that contains al the resource records for that zone.
Adminigrators manualy edit this master file whenever there are any changes in the
names or name data of the zone. Whenever any changes to the master file are made, the
primary name server rereads this file to obtain the new dtate of the zone. The second type
of name server, the secondary name server, periodicaly retrieves a copy of the master file
from another server, cdled the mester sarver.  This process of trandferring name
information is cdled a zone trandfer. The sarver requesting a zone transfer is cdled the
dave sarver, and the server recelving the zone transfer request is cdled the master server.

Typicdly, a secondary name sever will request zone tranders from the primary name
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server, but it is dso possble for a secondary name server to fetch data from another
secondary serve.

2.2.3 - Resolvers

A reolver is a program, typicdly a sysem routine, thet communicates between
name sarvers and ther dients [2]. Usudly, resolvers run on network hosts and initiate
DNS queries or lookups on behaf of network applications. The resolver knows about at
leest one loca name server where it can direct DNS queries.  When queried, the local
name server might ether respond by answering the quetion directly, referring the client
to another set of name servers, or signal an error condition.

Figure 5 shows an example of a sample query. Fire, the client machine notifies
the resolver that it wants to know the IP address for the domain name mikefeng.mit.edu.
The resolver sees this client request and sends a query to the locd name server. The loca
name server does not have information for this name, so it queries a root server for
information on mikefeng.mit.edu. From the root server, the local name server receives
the name sarver information for the edu domain. Next, the locd name server queries the
edu name server. The locd name server is once agan referred to another name server,
this time to the mit.edu name sarver.  Findly, when the locad name queries the mit.edu
name server, the IP address for mikefeng.mit.edu is returned to the loca name server.
That answer is then returned back to the resolver. After this process, the client machine
will know the IP address of the domain name mikefeng.mit.edu.

This name resolution process can ether be done recursvely or iteratively [2]. In
a recursive query, the local name server has to respond with the requested data or with an

eror message. In an iterative query, if the loca name server does not know the requested
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information, it can refer the resolver to another name sarver. The iesolver recaives a list
of other name sarvers to query, and is responshble for sending out additional queries to
thisligt of name servers.

query for address of
mikefeng.mit.edu

Name name server

Server * referral to edu L
name server

query for address of
mikefeng.mit.edu

_.¢__

referral to mit.edu L

*__ name server
:

query for address of
mikefeng.mit.ed

—_—

resolver query

mitedu
) 4 stanford mit

address of L
resolver mikefeng.mit.edu

Figure 5 — Resolution of mikefeng.mit.edu in the Internet
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2.3 Arrangement of DNS name servers

The DNS congigts of resolvers and name servers working with each other to store
information about the name space.  There is much flexibility in how these resolvers and
name sarvers can be arranged. In generd, resolvers will resde on each client machine,
and as long as the resolver is properly configured with a locd name server, the resolver
will be able to resolve any name in the Internet. Name servers can be placed in any
location as long as they can sarvice the resolvers and the computers in their zone. A
requirement for name servers is that they are replicated to ensure fault-tolerance. In case
a zone's DNS name sarver fals, there will exist another server that will have the zone's
name data and will be able handle name resolutions and updates. There is a collection of
name servers tha sore name information for the root domain, and organizations can be

flexible in how they contral the name serversfor the lower-leve domains.
2.3.1 Root Servers

There is a st of root servers that service the root domain. These root servers
know which name servers hold the authoritative data for the top-level domains and are
very important to the name resolution process. Whenever a name server does not know
of a name, that name server can query a root server, and the root server will respond with
information on where to find the requested name information. Because root servers play
such a large part in resolving names, there are thirteen of these root servers in the Internet
[2]. They ae spread out geographicaly across the world and are maintained by
InterNIC. Whenever an organization with a new doman name comes into existence, the
organization will regiger this domain name with the InterNIC, and InterNIC will add this

information into its root servers.
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2.3.2 Organization’s Name Servers

After the domain location is stored in the root servers, the organization is free to
organize its name servers to service its domain name space.  An organization's name
savers can be aranged in any way, but there are some generd policies to follow to
ensure avalability. For an organization, there should a the minimum be two name
servers so that the falure of one name sarver does not mean dl name resolution will fail.
It is not uncommon for an organization to run from five to seven servers [2]. In addition,
there should one name server for each network or subnet the organization has, and name
saves should run on lage time-shaing machines like filesarvers. Teking these
guiddines into condderation will speed up look-up times for names and hep prevent
servers from becoming overloaded with name requests.  Also, it is useful to run one name
server offgte in case the network’ s name servers become unreschable.

2.3.3 Research on Design for Name Servers

An interesting proposal for a new desgn for DNS involves storing the entire DNS
database on a set of replicated servers [16]. Storing dl of the DNS data will make the
DNS sysem highly responsve to changes in DNS information and sgnificantly reduce
DNS lookup times. These replicated servers will be geogrephicdly distributed and
digribute any updated name information over a sadlite channd or over terredtrid
multicast. This proposal was inspired by the continued decrease in the cost of disk
gorage and advances in broadcagting information. For now, this proposa is Hill just an
ideg, but this proposd is an example of the flexibility dlowed when seting up name

SErvers.
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2.4 — Dynamic Updatesin DNS

With its network of resolvers and name servers, the DNS system became the
gandard for gtoring and resolving names in the Internet. However, as the Internet and
user needs have changed through the years, the DNS system has been tweaked to adapt to
these changes. Many refinements and additions have been made to the DNS system.
One important extenson to DNS is the ability to handle dynamic updates [37]. In this
section, the dynamic update extension to DNS and some of its gpplications are discussed.

DNS was origindly developed with the assumptions that data in the system
generdly changes very dowly and that IP addresses were daticaly assgned to hosts.
Anytime a host changes its IP address or any other name data, the host’s owner will have
to notify the zone€s adminidrator. The adminigraior then maenudly edits the zon€'s
meder file to reflect the new changes and sends a signal to the name server for the server
to reread its configuration files.

As network topologies became more varigble and computers became more
portable and mobile, this scheme of notifying a person and maenudly editing a file
became insufficient [10]. Some mechanism was needed to dynamicaly update the DNS
databases.  With this new mechanism, updates to the name space would happen fadter,
and there would be no dement of human error involved with the update process. There
was research done into this area of dynamic DNS, and in 1997, the standard update

protocol format was decided on.

2.4.1 — Dynamic DNS Early Research: PHASE

An example of some early research in the area of dynamicaly updating DNS was

the Portable Host Access Sysem Environment (PHASE) [36]. The PHASE system
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conssts of two components, the Portable Host Access Component (PHAC) and the
Dynamic Domain Name Server (DDNS). The PHAC is in charge of providing a
temporary IP address to each computer in the sysem, and the DDNS automaticaly
manages the IP addresses and host name information in the system. The DDNS acts as a
conventiond doman saver in tha DDNS mantans name-to-address mappings and
provides name-to-address resolution, but is different in that DDNS can handle a specid
Update query. Whenever a new hodt joins the system, the PHAC will first assgn the host
an |P address and then send to the DDNS an update query in the form:
LOGI N <Domai n Nane> <|P Address> <Password>

The DDNS stores the name and address information in its database, and the password is
included for security purposes. The PHASE system was only designed to handle eight
portable hogts, but the ideas presented in the PHASE system are smilar to the ones in the
current DNS update protocol.

2.4.2 —DNS UPDATE Protocol

As the frequency of changes to name

Header
information in the Internet increased, so did the
zZone need for a standard DNS update protocol. In 1997,
Prerequisite a standard for the DNS update protocol was agreed
Update upon [37], and implementations of DNS that
handle this update message presently exis. On the

Additional D a ta

saver dde, the name server was expanded to

i hand t . The f f th
Figure 6 — Update Message andle an extra update message e rormet or the

Format DNS update message is shown in Figure 6. The
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header section will specify that the message is an UPDATE and describe the sizes of the
rest of the sections. The zone section specifies the zone to be updated. The prerequisite
section specifies what resource records have to be present or not present in order for the
update to occur. The update section contains the update information for the zone, and the
additional data section contains any other data that might aso be necessary to complete
the update.

For a client to perform a dynamic update, the client sends an update message to an
authoritative name server.  The name sarver sees the update message, and if the message
has appropriate name data, the name server will add this record into its database. In
addition to adding resource records, the update protocol can be used to delete resource
records and set prerequisite conditions that allow updates to occur only if the prerequisite
conditions are true. The format of the update message is very Smilar to the formet of a
regular DNS query, dlowing for interoperability between name servers that do and do not
support updates and making the process of upgrading of a name server to support DNS
updates easy.

2.4.3 - Dynamic DNSwith DHCP

DNS with dynamic update capabilities is commonly used with the Dynamic Host
Configuration Protocol [9]. DHCP is used to dynamicdly assgn IP addresses to new
hosts in the network. Allowing DHCP to dynamically assign IP addresses to hosts can
greatly dmplify the process of adminigering a network. Also, DHCP is paticularly
useful in a mobile computing environment [30] where computers congtantly move in the
network and need a new IP address for each connection made. DHCP servers work by

ligening for discover messages from new hosts.  Upon recept of these discover
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this IP address to any other host. The DHCP server, however, will not store which name
has been bound to which address. The DNS system is often used for this task of storing
name-to-address bindings. By taking advantage of dynamic DNS, DHCP servers can
inform the whole network of any new hodt-to-address mappings by directly sending
update messages to DNS servers [Fig. 7]. Once this information is stored in DNS, clients
can use resolvers to query the network’ s host information.

2.4.4 - Secure DNS Updates

The man problem in usng DHCP and DNS together is the security issue
Adminigtrators have to take good care to ensure that any updates to the DNS name
servers come from trusted entities and that the name servers are able to recognize and
discard bogus updates. The solution for the security issue is presented that involves using
a st of keys to authenticate an updater [11]. Digitd Sgnatures are stored in the DNS as
SIG resource records and are used to encrypt and decrypt update messages for a zone.

This solution, however, only dlows hosts to perform name updates to names that are in
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the same zone as the name servers.  To atempt to solve this problem, an extension to
secure DNS has been proposed that allows hogsts to update the database of the DNS
savers in different zones [34]. In this extension, two scope controls are attached onto a
DNS header to determine which zones can be updated securely. Also, DNS supports an
update address access list. The name server can only process update messages from [P

addresses on the access list.

2.4.5 - Integrity Between Dynamic DNSand DHCP

In addition to security issues, there are integrity issues between DHCP and DNS.
When an individud computer is entering and leaving a network quickly, the DHCP
sarver might end up assgning many different |P addresses to tha machine, with only the
most recent one being valid. DNS is required to know which address is the most recent
one, and old stale data needs to thrown out of the database. Setting a short time-to-live
for a resource record helps to keep dsade data to a minimum, and the process of
transferring zones from primary to secondary name servers ensure any updates resch dl
the name servers for the zone.

However, there is 4ill a time period where the DNS sysem will not have the
correct view of the network address assgnments. There has been research done into
minimizing this time period of incondgtency and improving the integrity between DHCP
and DNS. A solution of integrating the DHCP process of assgning IP addresses with the
DNS system has been proposed [26]. In this solution, before a DHCP server confirms the
assgnment of an IP address b the new hogt, the DHCP server will first update the DNS

server with the new address assgnment. The DHCP and DNS processes will seem like
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one entity, and the DNS sarver is guaranteed to have the exact same information as the
DHCP server.

2.4.6 - Vendor Products I ntegrating Dynamic DNSand DHCP

Vendor products exist that provide both DHCP and dynamic DNS in a single
software package. These solutions include the following: Meta IP [20], Net ID [23],
Shadow IPserver [33], Lucent QIP [19], and Join [15]. To solve and avoid some of the
security and integrity issues involved with usng DNS and DHCP together, these vendor
products closdy integrate the functiondity of DHCP and DNS by combining the tasks of
assgned and doring IP addresses.  These products are of varying degrees of complexity
in terms of the features that are offered. Features include fault tolerance for the system,
load baancing for servers, and enabling remote management. The configuration of these
systems is done centrdly by an adminigrator. The adminigrator will st up the server
software according to the needs of the network, and once the initid configuraion is
complete, the software will handle any new host updates and perform any required name
maintenance in the sysem. These solutions are designed with company intranets in mind
and help individua organizations manage their portion of the name space.

As evidenced by the number of vendor products that incorporate DHCP and DNS,
usng DHCP and DNS together is an effective solution for managing networks. Hosts
can fredy join and leave a network without worrying about notifying an administrator of
changes, and dfter the initid configurations of the DNS and DHCP servers
adminidrators can let the server software do much of the work. However, according to
Charles Perkins, this combined DHCP and DNS solution is not optima for mobile

computing environments [28].  As mobile computers move, they require new IP
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addresses on the fly. Once a new IP address is assigned, the old address becomes stale
and should not be used anymore. However, an intermediate name server might have
cached the old address information, leading to incorrect name resolutions. Caching could
be disdlowed, but this increases the amount of network traffic taken up for name
reolutions.  Also, Perkins argues the security required for DNS updates is tricky to
implement.

2.4.7 — Solution for Mobile Environments

For mobile environments, Perkins suggests using the Mobile IP protocol [27] as
the mechanism for keeping track of the IP addresses for mobile hosts. Each host in the
Mohile IP environment will have a home address on its home network. On the home
network, there will be a home agent that maintains a registry of the mobile host’s current
location. As a mobile host moves from network to network, the host will receive a new
care-of address and register this new care-of address with its home agent [14]. Thus, the
home agent will dways know the current location of the mobile host. Others hogs
requesting contact with the mobile host will use the home address for communication,
and the home agent will redirect the incoming messages to the host's care-of address.

This provides smplified communication with the mobile node at dl times

2.5 —-Using DNSwith Other Systems

Presently, DNS is used as the standard for storing name-to-address mappings and
name resolution. The hierarchical and distributed design of DNS dlows the system to be
scdable, and having replicated name servers dlows DNS to be fault-tolerant and ensures
avalability. These design principles have dso been used in other systems, and other

systems have modified and extended DNS for their own needs.  Attribute-based naming
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gysems and web server load baancing are examples of systems that have used and

modified DNS.
2.5.1 - Attribute-base Naming

The standard way for naming hods in the Internet is a label that describes where
the host is in relation to the root domain. However, there have been other research
proposas for the naming of hosts in a network. One popular idea for naming hodts is
based on the attributes of a host. For example, the am of the Profile Naming Service
[31] was to provide an attribute-based naming service where hosts would be known by
traits like their name, address, or phone. Based on these attributes, the service would
know how to contact the host in question.

Another application of the attribute-based naming idea is for resource discovery.
With resource discovery, a newly joined network host can learn the location dl the
network servicess. The main idea behind resource discovery is that each resource or
sarvice has a name, eg. printer, fileserver, web server, etc., and these resource names are
bound to the host names that provide these resources. A design has been proposed for a
resource discovery protocol usng URNSs, or Uniform Resource Names [29]. URNSs
describe resources, and hosts requesting a resource will query a name server using the
URN and receive from the name sarver a usable host name representation.  From here,
the host can use the new name to contact the requested resource. For example, a person
who wants to know how to access the IBM research web page will send a URN query in
the form:

n2c://ibm http/research/ honepage
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The name sarver handling URN requests will see the URN and return a response that will
aresponse in theform of aURL.:

http://ww.research.i bmcom

The hogt can then use the DNS system to resolve the name given in the URL and access
the desired web page.

Another more recent proposd for an atribute-based naming system is the
Intentiond Naming System (INS) [1]. INS, which uses an intentiond name language
based on a hierarchy of atributes and vaues for its names, is a resource discovery and
sarvice location system for dynamic and mobile networks of devices and computers.  INS
has its own set of name servers and resolvers working to store and lookup attributes. The
name servers have the capability to send updates amongst themsdlves, and the resolvers
are able to sdf-configure their topology depending on the changing needs of the network.
Services will periodicdly contact the name servers to update the name servers of any new
savice information, and hosts use the intentiond naming language to contact the
savices. Even though the INS system has dl the components of the DNS system, INS is
intended to complement, not replace the Internet DNS. INS maps service name-attributes

to name records, and DNS maps the name records into | P addresses.

2.5.2-Web Servers

DNS has dso been used to distribute load among web servers. For popular web
dtes to support high request rates, replication of information among multiple Web servers
is necessary. One way to implement this replication is to organize the multiple web
srves in a cduder.  In this arangement, there is a virtud single interface to dl the web

sarvers, and the request load is balanced among dl the servers. The role of DNS in a web



clugter is handling the storage of al the web servers |IP addresses. Each web server will
be known by a single domain name (the name of the web ste), and DNS will store each
web server’s IP address under that web site name.  When the rame server is queries for
an address for that web Ste name, the name server will respond with an IP address from
the list of cluster’s web server addresses.

How the DNS name server chooses which IP address to use has been the subject
of much research. Optimizing this process of choosng an IP address will help achieve
load bdancing among al the web servers, and thus dlow efficient processng of dl web
requests to the cluster. A smple approach to solve the load-baancing problem is to use a
round-robin dtrategy where the IP addresses returned is the next one on the list of a
ample rotation [17]. So, 1/Nth of the DNS requests get each of the N different IP
addresses.  However, this round-robin scheme might not work because a part of the
network might be particularly congested or a web server might be experiencing problems.
Another gpproach is for the DNS server to compute the network round-trip time between
the different web servers and to return the IP address of the server with the minimum
round-trip time [8]. An even more complicated approach is to remember dsate
information like requester hisory and cache time-to-live information in order to make a
more informed decison on which web server to choose [6]. Also, an integrated solution
using DNS and the HTTP protocol together has been proposed to redirect web requests to

the correct server [7].

2.6 - Administrator-L ess DNS

To this point, much of the functiondity of the Domain Name Sysem (DNS) has

been explaned. In addition to storing name-to-address bindings and providing name
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resolution, DNS can be extended to handle dynamic updates, assst in service discovery,
and provide load baancing to servers.  In al of these cases, an adminigrator has
manualy configured DNS to perform its task. The administrator knows which doman he
is authoritative over, controls the placement of the name sarvers, and decides what
extensons and additional festures a name sarver can handle.  Also, an adminidirator is
available to correct any errors or falures that might occur in the system. The idea of an
adminigrator-free DNS has been proposed in research in different forms. A program
cdled nssetup [12] that automates some common DNS configuration steps has been
implemented, and an expert system and neural network have been used to help diagnose
common DNS erors [24]. Also, the ZEROCONF project [38] is in the process of
gandardizing protocols that would adlow networking in the absence of configuration and
adminigration.

2.6.1 — nssetup

Researchers in Jagpan have been trying to tackle network problems by usng the
Zero Internet Adminigtration gpproach [12].  This approach reduces the work of a
network adminisrator by smplifying configuration tasks and eiminating repetitive tasks
through automation. The approach was applied D the case of DNS, and the result was a
program with a gragphicad interface that helped DNS adminigrators perform their job.
Their tool, caled nssetup, could generate a DNS database file from the maching's host
file, keep the root cache file up-to-date, and maintain the reverse address lookup table.
These were al repetitive tasks that could be automated. To check the correctness of the

configuration, nssetup contained a feature that checked if the name server was up and
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running.  In addition, nssetup provided a grgphicd user interface for configuring the
resolver and adding new hosts into the database.

The nssetup program was used in an experiment to compare how fast a person
could configure a name sarver using nssetup and not usng nssetup. The results showed
that it was consderably faster to configure a name server using nssetup then not using it.
Someone with minima experience in network management could configure a name
srver in three minutes.  With this program, the task of configuring and yodating DNS is
much less time-consuming and less error-prone.

2.6.2 - DNS Administration using Artificial Intelligence

The nssetup tool helps to configure DNS, but the tool does not give any support
on what to do if an error occurred in the DNS sysem. An atificd intdligence sysem
that will detect errors that occur in DNS, diagnose the error, and fix the error has been
proposed in research [24]. This system congds of a neurd network module and a rule-
based system for monitoring and diagnosing problems that occur in the DNS system.
Rule-based systems are useful for autonomous network management problems because
eror and solution patterns are naturdly expressed in IF-THEN rules and network
characterigtics can eadsly be captured in a knowledge base. Also, as network patterns
change, it is possble to add or remove a rule from the rule-base without changing the
ovedl dructure of the program or the control flow [18]. Snce it is difficult to mode
some of the errors in DNS, it is useful to use neura networks to learn any errors that are
not in the rule-base aready.

This atificd inteligence sysem works by reading the log file of a name server

running BIND. Any eror information in the log file is passed dong to the neurd
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network and expert system. If the expert system does not know of the error, then the
neural network learns the error. If the expert system does know of the error, then the
expert system will fire its sat of rules and output a report of the cause of the problem and
the name sarver that crested the problem. Also, suggestions for the correction of the
eror are given. This information can be passed dong to the adminisrator and facilitate
in the process of returning the DNS system into a working state.  This system was tested
with red data DNS log files, and the system was able to recognize over 99 percent of
erors. This error information would be very useful for administrators to diagnose and fix

arorsin DNS.

2.6.3 - ZEROCONF — Zero Configuration Networ king

The ZEROCONF Working Group of the Internet Engineering Task Force (IETF)
is currently working on gsandardizing protocols that would dlow networking in the
absence of configuration and adminigration [38].  Using the zeroconf protocol,
computers could join together and immediately begin performing basic network functions
without any human configuration. Also, the network will continue to exis and be able to
add or subtract computers with any human adminigration. To achieve this god, the
ZEROCONF working group has laid out four main areas of work [13]:

1. I P host configuration
2. Domain name to | P address resolution
3. 1P nulticast address allocation
4. Service discovery
Of particular relevance to the topic of this theds is the name-to-address resolution

portion. The zeroconf requirements state that domain name to 1P address resolution must
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be able to occur even though a hogt is not configured with the IP address of a DNS
srver. There must be some scheme, exigting across dl the zeroconf computers, that will
gore zeroconf name-to-address mappings and provide resolution until a DNS server is
able to be located. Once a DNS name server is located and contacted, the zeroconf
computers from then on will use the DNS name server for name-to-address resolutions
and updates [13].

In addition to issues involved with name resolution and detecting DNS servers,
there is the issue of assgning names to the zeroconf computers. The zeroconf computers
are required to creste or determine the existence of a default domain name to use. Once
that is determined, the computer must choose a name, verify that the name is unique
within the default domain, and be able to choose ancother name if it is duplicate. All hosts
operdting within a domain must use the same default name, and sub-domain delegation is
not done within a zeroconf zone.

These requirements of the name-to-address resolution portion of zeroconf project
are dill subject to change since the zeroconf protocol is Hill in the developmenta stages,
but outlining these reguirements give a good idea of the chalenges involved in the fidd
of sdf-configuring and sdf-administering networks.

2.7 —NetBIOS

NetBIOS was desgned for use by a group of persona computers, sharing a
broadcast medium. The computers can communicate using ether the UDP or TCP
protocols, and computers using the NetBIOS protocol are identified by names that are
assgned dynamicdly in a digributed fashion. NeBIOS gpplications employ NetBIOS

mechanisms to locate resources, establish connections, send and receive data with an
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goplication peer, and terminate connections [32]. The naming scheme for NetBIOS
resourcesis of particular interest.

NetBIOS resources are referenced by name, and an application, representing a
resource, will register one or more names that it wishes to use. The name space is flat
and uses dxteen dphanumeric characters. For an gpplication to use a name, the
goplication has to go through a process of regidration. During regidration, a bid is
placed for a name. The bid may be for exclusve (unique) or shared (group) ownership.
All applications go through this bidding process in red time, and implicit permisson is
granted when no objections are raised. This means that if no objects are recelved after
waiting a period of time after a bid is made, the gpplication is free to use the name.
Applications are dlowed to cdl the name sarvice primitives Add Name, Add Group
Name, and Delete Name.

The NetBIOS system has three types of end-nodes that support NetBIOS service
interfaces and contain gpplications. The three types are broadcast (“B”) nodes, point-to-
point (*P’) nodes, and mixed mode (“M”) nodes. Also, there is a NetBIOS Name Server
(NBNS) included in the sysem. The NBNS is flexible in that it can smply act as a
bulletin board on which name/address information can be fredy posted, or the NBNS can
assume full control of the management and vdidation of names [32]. The three types of
nodes work with the NBNS to provide an accurate view of the names in the system.
Before a name can be usad in the system, the name has to be registered to make sure
there are no conflicts. The B nodes perform name regidtration by broadcagting clam
requests and solicit defenses from any node dready holding the name. The P nodes

perform name regidtration by contacting and asking the NBNS, and the M nodes will firgt

40



broadcast clam requests and then contact the NBNS. Once the name is registered, either
the B nodes or the NBNS will have knowledge of the new name.

The regigtration process is just one part of the NetBIOS name system. There dso
has to be a way for nodes to find the IP address of a node given the name of the node. To
perform name resolutions in the NetBIOS system, the different end-nodes use different
techniques. The B nodes solicit name information by broadcagting a request. The P
nodes ask the NBNS, and the M nodes first broadcast a request, and if the desired
information is not obtained, the M node asks the NBNS. Names aso have to be released
or deeted from the name system if a node fails or is turned off. To redease names B
nodes broadcast a notice, the P nodes send notification to their NBNS, and M nodes both
broadcast a notice and inform their NBNS. The basic functions of regigtering, resolving,

and deleting names form the foundation of the NetBIOS name system.
2.8 —AppleTalk

The AppleTak network system dlows a set of computers to form a network and
be able to communicate with each other and network devices. AppleTak was designed
to dlow users to exchange and share information on an gpplication levd. Even if the
lower level link and trangport layers on machines are different, the machines can use the
AppleTak protocol to communicate. The architecture of the AppleTadk sysem has a
decentralized design, and AppleTak adopts a “plug-and-play” capability, wherein the
user can plug a computing device into a network sysem and use it immediately, without
any of the complications of configuration [3]. The AppleTdk sysem has a naming
protocol caled the Name Binding Protocol (NBP) hat provides a way of converting a

name into the address required by transport protocols. Also, the AppleTak system has a
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Zone Information Protocol (ZIP) that heps to group and identify a collection of
resources.
Network-vighle entities in the AppleTak sysem ae asigned entity names.
Entity names have the format: object:type@zone. Each entity has a type associated with
it, and entities belong in zones The AppleTdk sysem handles the binding of these
entity names with Internet addresses, and each node in the sysem will maintain a names
table containing name-to-entity Internet address mappings. The names directory (ND) is
the distributed database that stores al the name-to-address mappings in the sysem. This
directory can be digtributed among any number of machines. NBP does not require the
use of name servers.  However, its design adlows the use of name servers if they are
available[35].
The name binding protocol provides four basic services.
name registration
name del etion
name | ookup
name confirmtion
The name regidration process firg involves insating a new name of a node into
the node's names tables, and then the NBP process enters the new name-to-address
mapping into the ND. Name ddetion means ddeting a name from the ND, and name
confirmation checks the vdidity of a binding. For name lookup, NBP is used to perform
a search through the ND for the named entity. On a single network, a name lookup

packet is broadcast over the network asking for the information for aname.
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To peform name lookup packet over a network with multiple zones, the Zone
Information Protocol (ZIP) is used. ZIP uses a data structure cdled the zone information
table (ZIT) to store which computers are associated with each zone. These tables reside
on each router together with the routing table. Each AppleTadk zone consds of a
collection of AppleTak networks, and a particular AppleTak network belongs to exactly
one zone [3]. NBP will use the 4P protocol to find out where the network is for a zone.
Once the network is located, the name lookup packet is broadcast over that network
aking for name information. If that name information is found, NBP will return the
name information to the origind sender. The Name Binding Protocol (NBP) and the
Zone Information Protocol (ZIP) are used in the AppleTadk network system to provide

name registration and name lookup capabilities.
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3 —Implementation

In this section, an implementation of a sysem that can dore Internet name-to-
address mappings and provide name resolution is presented.  Virtualy no configuration is
required to set up this name sysgem, and no adminidration is needed to mantan the
gysdem. This name sysem condsts of a set of computers running name services that
communicate with esch other to didribute name information. These name services
converse with each other using a protocol designed for this system, and the name services
use the standard Internet DNS protocol to answer queries and handle updates from hodts.
This name sysem works within in the framework of a larger network system that
provides full network capabilities to a community of computers. Before describing the
name system in depth, it would be useful to describe te full network system and the role

of the name system within the full network system.
3.1 - Background

For the past year and a hdf, there has been an undertaking a the Research
Corporation to devise a way to form a network without any human configuration and for
the network to maintain itsdf without any human adminidration. Idedly, someone could
connect a set of computers together, and within a short time, the computers will discover
each other and form a network. Also, if any new computers join the sysem or if any
computers leave the system, the other computers will be able to reconfigure themselves
accordingly.  Currently, the drategy for implementing this network system is to have a
backbone of computers that provide network services and to have the hosts connect to the
backbone. The computers making up the backbone of the network system are caled

managers, and they are the machines that will discover other computers, provide packet
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Figure 8 — Information from Manager forwarded to Name Service

routing, dynamically assgn IP addresses to new hosts, keep a database of the hosts in the
system, and provide name-to- address resol ution.
Thus, the name system will be a subset of the whole network sysem. A name

sarvice will resde on each manager [Fig.l], and the sum of the name sarvices will form
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the name sysem. In order for the name services to know of each other and the state of
the network, the other features of the network will be used. Every time a manager
discovers another manager, a message will be sent to the name sarvice informing the
name sarvice of the new manager [Fig. 8]. Also, every time a manager detects a missing
manager, a los manager message will be sent to the name service.  This way, each name
service will know the location of every other name service in the network.

Another manager feature that the name system uses is the dynamic assgnment of
IP address to hosts [Fig. 8]. When a new host connects to the backbone of the network,
one of the managers will assgn an IP address to the new host. That host name and IP
address binding has to be forwarded to the name service resding on the manager. This
name information will take the sandard DNS update format, and upon receipt, the name
sarvice will dore the new name-to-address mapping in its database. Requiring update

messages to be sent ensures that the name sysem will know about every hogt in the

network.
3.2 - Specificationg/Requirements

With the role of the name sysem cealy defined in the context of the whole
network system, the requirements of the name sysem can be outlined. At the very
minimum, the name sysem must be able to sore name-to-address mappings and provide
name-to-address resolution for the manager network system. Also, the name system
should be able to handle dynamic updates. The formats of the domain names, addresses,
queries, and updates used in the name system will be the same as the formats used for the
Doman Name Sysem (DNS). In order to support an arbitrary number of hosts and

managers, the name sysem should be scdable To ensure avalability in case a name
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save fals, the name system should be fault-tolerant.  Findly, the name sysem should

require no human configuration and no human adminigration.

3.3 - Solution/Approach

To meet the requirements of the name system, an exigting solution is incorporated
with a new program. The name sarvice runs on the UNIX operating system and consists
of two processes running on each manager in the name sysem. One process is the
Berkeley Internet Name Doman (BIND) program. BIND is the industry-standard
implementation for DNS on UNIX and runs on many Internet name servers. The other
process is an agent program that changes BIND’s configuration files in response to
discover messages and new update messages from the network. Since BIND is the
gandard implementation for DNS, BIND is able to spesk in standard DNS formats. The
most recent version of BIND, verson 8.2, can handle dynamic updates. Since the DNS is
desgned to be scdable and fault-tolerant, usng BIND makes the name system scdable
and fault-tolerant. The agent program will handle the configuration and administration of
BIND.

3.3.1 — Name Service Interface

Fig. 9 shows the interaction between agent program, BIND and other manager
processes. The agent program uses Berkedley UDP sockets to listen to and send two
different types of messages The fird message type, the agent message format, is
primarily used to communicate between agents on different managers.  Also, the
discovery component of the manager uses the agent message format to send notification
of new and lost managers to the agent program. Port number 54 is used to send and

receive these agent messages. The second message type is the standard DNS message
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format. The agent program acts as a filter for DNS messages and listens on port number
53, the standard DNS port, for the DNS messages. All DNS queries and updates will
come in on this DNS port, and agent program decides what to do with these DNS
messages.  If the agent decides that the BIND process running on the same manager can
service the DNS request, the agent will forward the DNS message to the BIND process.
The BIND process will see the DNS request and respond to the request, and the response
message will eventudly be returned back to the origind requester. If the agent decides
that the BIND process cannot service the DNS request, the agent program will redirect
the DNS message to another name service's agent. The BIND process will listen on port

number 55, and only agent programs can send messages to this port.
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Figure 9 — Interaction Between Agent, BIND Process, and Other Processes
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3.3.2—-Controlling the BIND Process

To dart the BIND process, the command named is run. Before named can be run,
one configuration file, named.conf, and a set of database files have to be configured. The
named.conf file ligs dl the zones the name sarver is authoritative for and whether the
name server is a dave or mader for that zone. A sample named.conf file is sown in the
Appendix. A database file contains adl the name information for a zone, and there will be
a separate database file for each zone in the named.conf file. If the named.conf file or the
database files are changed in any way, a SIGHUP dgnd can be sent to the named
process. This sgnd tells the named process to reread its configuration files and database
files

The agent program controls BIND through the use of the named.conf file and
datebase files [Fig. 9. During dart-up, the agent program will use a Perl script to
generate a named.conf file and the appropriate database files. Once these files are
generated, the agent program will automaticaly start the named process. BIND is then
ready to answer queries and handle updates to the name database. Once the named
process has darted, it might be the possihility that the name service will need to handle
another zone. The agent program will append that zone information to the named.conf
file, create the appropriate database file, and send a SIGHUP sgnd to the named process.
With the agent program in control, BIND will aways be configured properly to store

names and handle dl the network name resolutions.

3.3.3—Internal Root Servers

Presently, the name sydem is desgned to only handle the host names and

addresses in the manager network system. There are no requirements that the managers
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or any of the hosts must be able to connect with the Internet and outsde world.  With this
in mind, the name sysem is implemented usng the idea of interna root servers. Certain
name sarvices in the manager network act as the root servers and are authoritative for the
root domain [Fig. 10]. These internal root servers store the root level names and keep
track of where top-levd doman name information is located. With this informeation, the
root servers will know how to resolve every name in the network. So, as long as a hame
sarvice knows the location of & least one root server, the name service will adle to
provide name resolution for the network’s name space.  Also, with interna root servers,

there are no redrictions on what name each host can be assgned to, and there is

autométic regigtration for names.
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Figure 10 — Sample Set-up of Name Services
3.3.4 —Initial Configuration

For a name service to function in the name sysem, the name sarvice will ether

have to be a root server or know about other root servers. This dea forms the foundation
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of the name sysem, and the name service's god during the initid configuration is to
learn about the root servers in the sysem. The initid configuration for a name server
dats when a new manager is placed in the network sysem. The agent will recave
discovery natifications from the manager. Once the agent program collects dl the
information on the other managers in the network, the agent will decide how to configure
BIND.

If the agent program does not receive any notifications about any other managers,
then that means there are no other managers in the network. So, the name sarvice is the
only name service in the system, and the agent will configure the BIND process to run as
an internd root server for the network.

If the agent program does receive natifications from other services, then the agent
will ask the other exising agents for their root server information. The agent program
will then use this root server information to configure the BIND process.

3.3.5—- DNS M essages

Once the name sarvices are configured with root servers, the name services are
ready to handle DNS queries and updates [Fig. 9]. The agent program will directly listen
to any DNS messages that come in to the name sarver.  If the message is a query, the
agent forwards the query to the BIND process. The BIND process will answer the query
and return the answer to the agent. The agent will then send the answer back to the
origind sender of the query. If the message is an update, the agent program will try to
find the name sarvice in the system that can handle the update. If a name sarvice is
found, the agent will redirect the update message to the correct name service. If a name

sarvice is not found, then the agent will change the locd named.conf so that the agent’s
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BIND process is able to handle the update message. Once the reconfiguration of the
BIND process is complete, the agent will directly send the DNS update message to the
reconfigured BIND process.

3.3.6 — Agent M essages

In addition to handling DNS messages, the agent program will lisen to messages
from other agents and managers. The most important of these messages are the discover
and leave messages. Discover messages notify the agent of any new managers, and thus
any new name sarvices, that join the network. Leave messages notify the agent of any
los managers. These messages dlow the agent to have a current view of the network
topology and warn the agent of any conflicts or errorsin the network.

A oconflict might occur if a configured name services agent hears a discover
message informing the agent that an adready configured server has joined the network. In
this network joining gtuation, there is the possbility both services are primary magters
for the same zone. Only one primary master per zone is dlowed, and it is the agent
program’s job to detect this type of conflict and negotiate a new magter for the zone. The
negotiatemaster and for ceslave agent messages are used for conflict resolution.

A DNS eror may occur when managers leave the network. In this network
patition dtuaion, there is the posshbility that a zon€s dave server will be missng its
mester server. A primary master server is required for a zone to handle updates, and
depending on the server IDs d each manager, the agents in the network will dect a new
meder for the zone, and notify any other daves of the new mader. The becomeslave

agent message is used in this case.
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In addition to the DNS messages mentioned above, the getroot message will be
used by an agent to share the root server information among dl the agents.
3.3.7 — Secondary Name Serversfor Zones

Besdes listening and reacting to DNS and agent messages, the agent program will
assgn secondary (dave) servers for each zone the agent's name sarvice is the primary
authoritative master for. If the BIND process is a primary mester for a zone, the agent
program will use the becomeslave agent message to periodicdly ask other name services
to be the dave for tha zone. The agent program asks other services until there are
enough dave servers for that zone. In the DNS system, a name service can be a master or
dave for an abitray number of zones and s0 there is no redriction on which name
services can be authoritetive for a certain zone.

After the initid configuration process, the main tasks of the DNS agent program
are to assgn secondary name services for zones and to listen and respond to agent and
DNS message.  The detalls of each task and the conditions for performing these tasks are
discussed in the subsequent sections. The dtates the agent program keeps, the messages
the agent sends, and a detailed description of al the possible scenarios the agent program

can bein will be discussed.
3.4 — State I nformation

To hdp peform the agent tasks, the agent program stores some useful date
information. The agent program will dore the information for name sarvices in the
network, dsore zone information, mantan a message log, and other miscdlaneous

information.
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3.4.1 — Name Service Information

The agent program stores information about al the name services in the system.
The agent obtains this information through discover messages from the manager and by
asking other agents in the sysem. The information stored for an individual name service

isshownin Table 1.

Table 1 — Server Record Fields

Server Record Field Description

The name of the manager the name service
Name .
resdeson.

The IP address of the manager the name
IP Address
sarvice resides on.

The unique ID of the manager the name
sarviceresdeson. Theunique ID will be
the MAC address of the network interface

used by the name service.

Server ID

A datus flag saying whether or not the
name service has configured its root
servers. If the name sarvice has configured
SausHag itsroot servers, then the status flag will
havethevdue srv_rs_configured. If not,
then the gtatus flag will have the vaue:
srv_start_up.

These four fidds make up a server record, and this name sarvice information
comes from the manager the name service resides on. For usahility, the agent program
stores the network’s name service information in four separate groups of server records.

The agent program uses these four server groups to quickly look up information about the




other servers in the network and to exchange information with other agent programs. The

four groups can have overlgpping server records and are shown in Table 2.

Table 2 — Types of Server Record Lists

Server Record List
Type

Description

This group of server records contains the agent program’s

Own Servers ) .

own sarver information.

Thisgroup of server records contains the server information
Known Servers ,

for dl the other name serversin the network.

Thisgroup of server records contains the server information

for al the root sarversin the network. Thisinformation is
Root Servers

ussful to have when configuring BIND and when sharing

root server information among agent programs.

Newly Discovered
Servers

This group of server records contains server information for
al the name servers that have just been discovered by the
discovery portion of the manager. Every time anew name
server enters the system, the agent will be notified, and it is
here that the new server information is stored. Once the
agent processes this newly discovered information, the server
record will be deleted from the newly discovered servers and
added onto the Known Servers.

3.4.2 — Zone Information

The agent program controls which zones the name sarvice is authoritative for, and

this name service zone information is stored as a data Sructure in the agent program. The

following informeation about the zone will be stored:

1. Zone Name — The name of the zone the name sarvice is authoritative for.

2. Master/Slave Flag - Whether the name sarvice isamagter or dave for the zone
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a. If thename sarviceisamaster, the agent will aso store:
I. Savelnformation — The server record of the davesfor the zone.
il. Number of Slaves— The number of daves that exist for the zone.
iii. Number Slaves Required — The number of daves required for the
zone,
iv. Need More Slaves — Boolean flag saying whether or not any more
daves are needed for the zone.
b. If the name sarviceisaslave, the agent will dso Sore:
I. Master Information — The server record of the primary master for
the zone
3. If avalable the Parent Zone Name and IP address of the parent zon€'s name
service.

The redundancy of the dave number information is not necessary but makes it
easer for the agent to recognize whether or not more daves are needed. The parent zone
informetion is needed for informing a parent zone name sarver of any new replicas in the
system. Informing the parent zone name server ensures proper delegation in the system.

A name sarvice can become authoritetive for a zone dther by receiving a DNS
update message for a zone that does not exist or by receiving an agent message asking the
savice to become a dave for a zone. The agent program will update this zone
information data sStructure whenever the name server becomes authoritetive for a zone.
The agent program uses this zone data structure to generate and update the named.conf

configuration file and the database files used by BIND.
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3.4.3 —Message L ogs

The agent program maintains a st of message logs. Each agent message and
DNS message contain a message 1D, and the message logs store this message ID and the
|P address of the host the message came from.

There are message logs that keep track of al the agent messages that have been
sent and responded to. Keeping a message log provides duplicate response message
detection and ensures no tasks are unnecessarily repeated.

For DNS messages, there is a message log that stores the IP address of where the
message came from. The agent program acts as a filter for DNS messages and can
redirect DNS messages to any BIND processs. When the BIND process returns a
response message to the agent, the agent uses the message log to find where the origind

request came from and forwards the DNS response to the origina sender.

3.4.4 — Miscellaneous

The agent program aso has an event lid. The agent uses this event ligt to
schedule events that should be done after waiting a certain amount of time. The agent
can dso schedule periodic events.  This event ligt is used by the agent to schedule the
checking of newly discovered servers and the periodic event of finding daves for the
name server’s master zones.

The agent program also has a timeout list that stores agent messages.  There are
certain agent messages hat require a response, and if a response to an agent message has
not been recaved within a timeout interva, the timeout lig will resend the agent

message.  This resending continues until a response is received or the message dies.  This
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timeout lig is useful in case there is a temporary network falure that prevents the
delivery of amessage.
3.5 - Agent M essages

To communicate with other agent programs and the managers, the agent program

uses a et of agent messages.  The agent message has a very smple format with a header

section and a payload section [Fig. 11].

Header
Payload Figure 11 — Agent Message Format
Table 3 — Header Fields
Header Field Description
Message ID The unique message 1D for the message.
Opcode The operation code for the message.
Send/Response Flag Fla-g saying whether the message is send request or a response.
Thisflag can take on two vaues: “Send” or “ Response’

The header section contains three fidds delimited by a semicolon [Table 3]. The three
fidds are the Message Id, Opcode/Type of the Message, and a flag saying whether the
message is a Send or Response message.  The payload will hold the data for the message,
and the format of the payload is different for each possible Opcode.

The Opcode for the agent message can be six different values [Table 4], and an
overview of the possble Opcodes is given. The exact forma of each agent message is

shown in the Appendix.
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Table 4 — Possible Opcodes

Opcode Quick Description

discover Informs agent of new managersname services.

leave Informs agent of lost managersname services.

getroot Used to share root server information across the network.
becomeslave Agent sends to another agent to make the other agent adave server.

negotiatemaster Used to resolve master conflicts.

Agent sends to another agent to for ce the other agent to be adave
forceslave

server.

3.5.1 - discover

Discover messages are sent by the manager to the agent program informing the
agent of newly discovered managers in the network. Since name services are located the
managers, the agent will know of any new name services in the sysem. The payload of
the discover message conssts of the server records of any new managers in the system.
The format of the server record is explained in Section 3.4.1.

When the discover message is received, the agent will add the payload
information onto the Newly Discovered Savers lis and cdl the CheckDiscovers
function. The CheckDiscovers function checks through the newly discovered name
sarvices and decides, depending on the dtate of the name service and the date of the
newly discovered name services, if any configuraions should be changed.  The
conditions and results of these reconfigurations are described in detall in the next section.

3.5.2 - leave

Leave messages are sent by the manager to the agent program informing the agent

of any los managers in the network. Since name servers are located the managers, the
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agent will know of any log name sarvices in the sysem. The payload of the leave
message consgs of the server records of any lost name services in the system.

The agent program will be &ble to reconfigure the name server if the lost name
sarver is somehow related. For exanple, if the lost name server was the primary master
for a zone that the agent was a dave for, the agent will be able to find a new master for
the zone. The conditions and results of these reconfigurations are described in detail in
the next section.

3.5.3 - getroot

Getroot messages are sent from one agent program to another agent program
requesting the root server information. The getroot message is primarily used during the
sart-up process and when a manager joins the network. For a name server just darting
up, requesting and receiving the root sarver information from another name sarvice
dlows the garting-up name service to reach a configured state and to start handling name
resolutions.  Obtaining another server’'s root server information aso helps to resolve any
zone conflicts. The use of root server information is explaned in more detall in the next
section.

The payload of the getroot message takes on two forms depending on whether the
message is a Send or Response message. With the Send flag, the payload of the getroot
message will be empty. The sender of the getroot message is requesting information, and
s0 the payload does not require any data.  With the Response flag, the payload of the
getroot message will be the server records for the root server information. When an
agent recelves a getroot message with the Send flag, the agent will place its root server

information in the payload and send a getroot message with the Response flag back to the
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sender.  The origind agent sender can then use the root server information to configure
the name server.

3.5.4 - becomeslave

This message is sent by an agent program whose name sarvice is the primary
master for a zone, and the name service needs a dave for tha zone. Having another
name service act as a dave creates another copy of the zone information on the network,
meaking the name system replicated and more fault-tolerant.

To make another name service become a dave for a zone, the agent program will
send a becomeslave message with the Send flag to the agent resding on the other name
savice. The payload of this message will have the zone name, the server record for the
agent’'s manager, and parent zone information if any is avalable. The recelving agent
sees this message and will configure the BIND process to be a dave for the zone name
and use the included server record as the master server record for the zone. Also, the
recaving agent will dtore the parent zone information. After completing these tasks, the
recaving agent will send back a becomeslave message with the Response flag and its
own server record included in the payload. When the sending agent sees this response
message, the sending agent will add the included server record into its dave information.

3.5.5 - negotiatemaster

This message is sent when an agent program detects a zone conflict. When two
configured name services join, it is possble that they both are primary masters for the
same zone. Having two primary maders is not dlowed in the DNS system, so the two

name savices will have to negotige a dngle mester and merge thar information
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together. The agent decides which name service remains the primary master using the
negotiatemaster message.

When an agent detects a master zone conflict, the agent will send a
negotiatemaster message to the agent on the conflicting name service. The payload of
the negotiatemaster message includes the conflicting zone name, how many daves for
the zone the sender has, and the sender’s own server record. When the receiving agent
receives the message, the receiving agent will respond with a negotiatemaster message
with a payload that includes the conflicting zone name, the number of daves for the zone
the receiving agent has, and the receiving agent’ s server record.

Both agents will compare the number of daves they have for the zone with the
number of daves the other agent has. If the agent sees that it has more daves than the
conflicting agent, then, the agent will declare itsdf to be the master for the zone. If the
agent has fewer daves, then the agent will not do anything. If the two agents have the
same number of daves then the agents will compare the server ID of the conflicting
manager with the server 1D of its own manager. If the agent sees that it has a smdler ID
than the conflicting server’s ID, then the agent will not do anything. If the agent sees that
it has alarger 1D, then the agent will declareitsdf to be the master for the zone.

If the agent has declared itsdf the mader, the agent will merge the conflicting
name server's zone information with its own and then send a forceslave message to the
agent on the conflicting server. The zone information is merged by manualy requesting
a zone trander and then sending update messages with the zone transfer data to the
remaining master. The forceslave message forces the conflicting master to be a dave for

the zone.
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3.5.6 - forcedave

This message is sent by an agent after usng the negotiatemaster message to
reolve a mager server conflict.  After deciding that it should remain a zon€s master
server, an agent will send a forceslave message with the Send flag to the conflicting
agent. The payload of the message includes the zone name, the server record of the
agent’'s manager, and parent zone information if any is avalable. The recalving agent
sees this message and will configure the BIND process to be a dave for the zone name
and use the included server record as the master server record for the zone. Also, the
recaiving agent will store the parent zone information. The new dave will then send back
a forceslave message with the Response flag. The payload of this response message will
have the server records of dl the daves the name server used to be the master to. The
sending agent will add these server records into its dave information and send the
becomeslave message to dl these new daves. Caling the becomeslave message informs

the daves that they have a new master.

3.6 — Scenarios

Now that an overview has been given on the possble agent messages that can be
sent by the agents, the scenarios where these agent messages are used can be explained.
The agent can be in one of two dates, the start-up state and the configured state. The
date of agent is sored in the status flag of the server record information for the agent.
When a new manager joins a network, an agent will be in the sart-up state. As the agent
learns about other name sarvices, it will enter a configured state. During the configured
date, new name services may join the network, or name services may leave the network.

The agent is able to react to these changes by reconfiguring the BIND process. The
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section will give a detalled explandtion of the possble things that can hgppen during the

start-up and configured states.
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Figure 12 — Sates in the Start-up Scenario



3.6.1 - Start-up

The dart-up dage is when a new manager joins the network sysem. During this
stage, the new manager will discover what other managers exist in the network. For each
manager that is discovered in the network, the agent will receive a discover message. As
explained Section 35.1, the discover message includes the server record of any
discovered managers.  Since name services resde on the managers, the agent will know
of dl the other name services in the network. There are three possble ways the agent
program will act depending what is discovered. These three ways are shown in Fig. 12
and described in detail in the subsections.
3.6.1.1 - No Name Services Discovered

If the agent program did not receive any discover messages, then that means the
agent’s name sarvice is the firgt and only one in the network. The agent will configure its

name service as an interna root server for the network [Fig. 13].

New Manager

Name
Service

New Manager

Primary
Root Server
(Master)

Figure 13 — New Manager is First to Enter Network
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To do this, the agent configures the BIND process to be the primary master for the
root domain by adding this statement into the named.conf file
zone “.”7 in {

type master;
file “db.root”;

b

Note: The single period denotes the root domain.

Also, the db.root file is generated by the agent program and will contain a Start of
Authority (SOA) record, a name server (NS) record, and an address (A) record. A
sample db.root file is shown in the Appendix. The SOA record is used by the DNS
system to indicate the primary master for a zone and specify how often daves perform
zone transfers. In this case, SOA record for the db.root file will say thet the newly joined
name sarver is the primary master for the root domain and for any daves to update ther
data every two minutes. The NS record for the db.root file will say thet this name server
can directly handle queries for the root domain. The A record for the db.root file will
show the name to IP address mapping between this name server and its IP address. The
NS and A records are included so resolvers know which name server to contact and the
name server’s | P address when the resolver wants to resolve aname in the root domain.

Once the named.conf and db.root files are generated, te agent program forks off
a process and runs the command named to start the BIND process. The BIND process
will be set to ligen for DNS messages on the same interface as the agent, but on a
different port number, port number 55. The agent’s name service is now configured, and
the server record of the manager is modified to take note of this change from a dart-up

date into a configured Sete.
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3.6.1.2 - At Least One Configured Name Service Discover ed

If the agent program receives discover message(s) ad a least one of the
discovered name sarvices is configured to handle name resolutions, then that means
internal root servers dready exist in the network. Since internal root servers dready
exid, the agent does not have to configure itself as a root server and can ask another
agent for the root server information of the network [Fig. 12]. To obtain the root server
information, the agent sends a getroot message to the agent on the configured name

service with the highest server ID [Fig. 14].

getroot Send ]
New Manager »| Configured Manager

Name Root Seryer Name Service
Service | | g Information

getroot Response

(Payload: RS Info)

Figure 14 — Obtaining Root Server Information from Configured Manager

This getroot message can be sent to any arbitrary service, and €nding a message
to the highet ID sarvice ensures that only one getroot message will be sent in the
network. The agent on the configured name service will receive the getroot message and
use its date information to respond. As explained in Section 3.4.1, the agent stores the
server record for each root server in the network. The configured agent will place this
root server record information in the response to the getroot message. The agent on the
unconfigured name service will receve this response, and use the root server data to

configure itsdf. As the firg configuration sep, the agent will add the following to the

named.conf file
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zone “.” in {
type hint;
file “db.cache”;

b

This statement tells the BIND process to look in the file db.cache for hints on how
to resolve names in the network. Then, the db.cache file is generated to indude the
newly acquired root server information from the getroot response. A sample db.cache
file is shown in the Appendix. The db.cache will indude name server (NS) and address
(A) records. The NS records will say which name services to contact when trying to
resolve a name in the root domain, and the A record will store the IP address of that name
sarvice. Once the named.conf and db.cache files are changed, the agent program will run
the command named to start the BIND process. The agent’'s name service is now
configured to handle name resolutions, and the server record of the manager is modified
to take note of this change from a dart-up date into a configured state.  This change in
dtatus of the server record will be propagated to the other managers in the network so that
the other agents in the network know that this name service is configured.
3.6.1.3 - Only Non-Configured Servers Discovered

If the agent program receives discover message(s) but none of the discovered
savers ae configured to handle name resolutions, then that means interna root servers
do not exist in the network. This scenario occurs when two or more new managers join
the network a the same time. In this scenario, one of the new name services will have to
take on the role of the internd master root server. All the starting-up name services will
know of each other’s server records through discover messages, and so the server ID will

be used as the metric to decide who becomes an internal root master. The name savice

with the highest server ID will be the one that becomes the internal root magter, and dl
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the other services with the lower server IDs will wait until a configured server gppears in
the network [Fig. 12]. The agent on the name server with the highest server ID will
configure BIND jug as it did in the first scenario. A root zone master statement will be
added into the named.conf file and a db.root file to meke the BIND process into the
primary master for the root domain.

Once the named.conf and db.root files are changed, the agent program will run the
command named to start the BIND process on the highest ID name service. The agent’s
name sarvice is now onfigured, and the server record of the manager is modified to take
note of this change from a sart-up Sate into a configured state.  This change in the server
record will be propagated to the other managers in the network so that the other agents in
the network know tha this name service is configured. When the other agents receive
notice of this new configured name sarvice, the agents with the lower IDs will be in the
second scenario.  These unconfigured agents will then use the getroot message to ask the
newly configured agent for its root server information and use that informeation to add a
root hint satement in the named.conf file and to generate a db.cache file. Once these
files are modified, the agents with the lower IDs will gart the named process and be able
to handle name resolution requests. These agents will move from a dart-up state to a
configured state, and this change in state will be propagated to the rest of the network.

3.6.2 - Configured

The configured date is when a manager has dready joined the network system,
and the name sarvice on the manager is able to handle name resolutions for the network.
Either the agent has configured the name service to be an interna root server, or the name

sarvice knows the location of the root servers. During this Sage, other managers might
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join or leave a network, and the agent will be notified of these changes through the
discover and leave messages. There are three possble ways the agent program will act
depending what is discovered, and the state diagram for the discover scenarios are shown
inFig. 15. Also, the agent program handles the | eave message.
3.6.2.1 - No Servers Discovered

There is no change in the date of the network, and so, in this case, the agent
program takes no action.
3.6.2.2 - Discover Only Unconfigured Servers

In this case, new managers have joined the network. The agents on the new
managers will ask an agent on a configured manager for root server information and use
that information for configuration purposes. This process is detailed in Section 3.6.1.2.
Configured managers do not need to worry about changing their configuration; they only
need to respond to getroot messages from unconfigured managers.
3.6.2.3 - Discover Configured Servers

In this case, a corfigured agent sees dready configured name sarvers the agent
has never seen before in the sysem. This scenario occurs when two configured networks
join. It is possble that zone conflicts occur where more than one name service is the
mester for the same zone. The agent will have to be ale to detect and resolve any
conflicts between these name services. The whole process of detecting zone conflicts is

shown in Fg. 15.
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To detect any zone conflicts, the agent will go through a process of checking its
own zones. Fird, the agent will send a getroot message to the agent on the newly
discovered configured manager with the highest server ID [Fig. 16]. This way, only one
getroot message will have to be sent. The agent will compare the root server information
in the getroot response message with its own root server information. If e root server
information is different from its own, the agent will query the differing root servers to see

if any conflicts exist.

) getroot Send ]
Configured Manager 1 » Configured Manager 2

Root Server Root Server
i Agent Agent i
Information 1 < Information 2

getroot Response
(Payload: RS Info)

Figure 16 — Obtain Root Server Information from Configured Manager

For each zone the name service is the primary master for, the agent will send a
Start of Authority (SOA) query to a differing root server [Fig. 17]. The response to the
SOA quey will say which name service is the primary meder for that zone. The
differing root server will answer the SOA query. If the answer is empty, then the
differing root server does not know of the zone, and no conflict exids. If there is a SOA
answer, the agent will look a the part of the SOA answer where it says which name
sarver is the primary magter for the zone. If the primary master in the SOA answer is the
same as the agent’s name sarvice, then there is no conflict.  Else, if the primary mader is

different, then thereis a conflict.
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Figure 17 — SOA query to Root Server
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Manager 1 Master's Manager
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negotiatemaster

Configured p»| Conflicting Primary

Response
Figure 18 — negotiatemaster message

To resolve the conflict, the agent will send a negotiatemaster message to the
conflicting name sarvice's agent [Fig. 18]. The negotiatemaster message has information
on the number of daves the agent has for the zone and the agent’s server ID. When the
recelving agent sees the negotiatemaster message, the receiving agent will send back a
negotiatemaster message with its number of daves and server ID. The two agents will
compare the information, and the agent with the most number of daves or higher server
ID will declare itsdf to be the master for that zone. Then, the new master agent will have
the responghility of merging the name data between the two conflicting servers.  To
merge the data, the new magter agent will request a zone transfer from the losing agent's
BIND process. A zone transfer returns al of the losing agent’s name information for that
zone, and the new magter agent will use dynamic updates to add this information into its
own BIND process. Once this merging of data is complete, the new master agent will

send a forceslave message to the losing agent. The losing agent will become a dave, and
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the losng agent will send a forcedave response that includes dl the daves the losing
agent had. The new master agent will see this response and cal the becomeslave
message on dl these daves. The use of the negotiatemaster and forceslave messagesis
aso explained in Sections 3.5.5 and 3.5.6.

3.6.2.4 - Leave M essage

The agent program recelves a leave message whenever a manager leaves or
becomes logt in the network. The agent might need to reconfigure itsdf or change the
zone date information based on the lost manager. For each zone the agent's name
sarvice is authoritative for, the agent will check to see if the logt server was authoritetive
for the zone. The possble states for when an agent sees a leave message is shown in Fig.
19.

If the agent is the master for a zone and the lost service is a dave for the zone, the
agent will deete the log sarvices sarver record information from its dave zone
information. The agent will then send an update delete message with type NS to naotify
the BIND process that the |ost name service no longer exigs,

If the agent is a dave for a zone and the logt sarvice is dso a dave for the zone,
the agent does not have to make any changes. The agent on the zon€'s master name
service will make the changes to the system.

If the agent is a dave for a zone and the lost sarvice is the master for the zone,
then the agent will have to go through the process of decting a new master name service
for the zone. All the other agents on the zone's dave name services will dso go through
the process of decting a new master. To try to dect a new mader, the agent will first

send a Name Server (NS) query to its own BIND process asking which name services are

74



Leave message
received /Check
authoritative zones

Another Master
Zone Exists /

Configured:
Loop through
auth. zones of

Configured Configured:

Check Master
Zone

Lost service is not
a slave for zone /

Another Authoritative

. Lost service is a slave for
Zone Does Not Exist /

zone / Remove lost service
from slave information

Another Slave

Name service is auth.
Zone Exists /

server with highest
server ID / Configure
name service as a
aster for the Zone

Lost service is not
a slave for zone /

Name service
does not have
highest server ID /

Lost service is a
slave for zone /

Configured:
Check Slave
Zone

Configured:
Find New
Master

Lost service is a master for the
zone/ Call DNS query to find
all auth. servers for Zone

Figure 19 — Leave Sates in Configured Scenario

authoritative for the zone. The BIND process will return a list of name sarvices that are
authoritative for the zone. The agent will remove the logt service's record and the agent’s

own record from the lis. The agent will then use its Known Server information to look

up the server I1Ds for each remaning name sarvice in tha lig. If the agent’s own server

ID is larger than the server IDs for dl the other servers, the agent will make its BIND
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process the new primary master server for the zone. After configuring the BIND process
to be the primary master server, the agent will send becomeslave messages to the other
name services authoritative for that zone. The agents on the other name services will
change ther named.conf file in response to the becomeslave messages, and thus be
reconfigured as daves to the new mager for the zone. If the agent's own server ID is
smaler than the server ID of another server, then the agent does not need to do anything
until the agent receives a becomesl ave message from the agent with the highest 1D.

There is a specid case if dl the root servers for the network become lost. The
agent will be to detect this through maintenance of the root server information, and when
al the roots become log, the agent will reenter into the dart-up dtate. The agent will
rediscover the other name sarvices in the network and go through the same dart-up
configuration process explained in Section 3.6.1.

3.6.3 — Get Slave process

Once an agent is configured with root servers, the agent will run a periodic event
that finds dave sarvers for the agent's master zones. Periodically, the agent program will
cdl the GetSave function. The GetSave function will loop through each of the agent's
madter zones. For each zone the agent’s name server is the primary master for, the agent
will check the Boolean flag saying whether or not the name service requires any more
dave sarvers for the zone. If the zone needs another dave server, the agent will choose a
random server from the Known Servers lig that is not dready a dave for the zone. The
agent will then send the becomeslave message to the chosen server. When the other
name server receives the becomeslave message, the agent on the other name server will

add the following lines to the named.conf file
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zone “zone_nane” in {
type sl ave;
masters { (master’s | P address); };
file “db. zone_nane” };

The zone_name is the name of the zone the server is going to be a dave for, and
the master’s IP address will be the IP address of the agent sending the becomedave
message.  The database file will not have to be generated because the dave will obtain a
copy of the file from the master name server.  Once the named.conf file is changed for the
new dave, the agent on the new dave server will send a SSGHUP sgnd to the named
process telling the process to reread the named.conf file. Once the dave configuration is
complete, the agent for the dave server will respond with the becomeslave message. The
agent on the magter server will see the message and update its dave information with the
information included in the becomedave regponse.  The agent's zone information will be
updated and the name server (NS) and address (A) information for the new dave will be
sent as a DNS update to the BIND process. To maintain proper delegation, the name
server and address updates will aso be sent to the name service of the parent zone. If the

master has enough dave sarvers, then the flag specifying the need for more daves will be

st tofdse

3.7 DNS messages

In addition to handling agent messages, the agent program will dso lisen to and
send DNS messages.  The agent program will lislen to DNS messages on the standard
DNS port number of 53. DNS messages can take on five possble Opcodes. query,
iquery, status, notify, and update. The agent message only needs to perform processing
on the update Opcode. All the other Opcodes can be forwarded directly to the BIND

process. The possible states for the DNS messages are shown in Fig. 20.
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For DNS messages with the Opcodes of query, iquery, status, and notify, the
agent program will store the message ID of the message and the IP address the DNS
message's sender.  The agent will then forward the DNS message to port number 55 on
the same network interface.  The BIND process will be ligening on this port number.
The BIND process will answer the DNS query and send the response back to the port
number 53 where the agent is ligening for the response.  The agent will recognize that
the message is a response and use the stored message ID and IP address sender
information to redirect the response to the origind sender of the DNS message.

For DNS messages with the Opcode of update, the agent will do some processing
with the message. Each update message has a Zone section [Fig. 6]. This Zone section
gpecifies the zone name of where the update will occur. A name sarvice running BIND
can only accept updates for zones the name sarvice is the primary magter for. Since there
are no redtrictions on which name service updates are sent to, the agent’s role is to ensure
that update messages are directed to the name service that is the primary master for the
zone name in the update message.

To accomplish this task, the agent will first extract the zone name from the Zone section
of the update message. The agent then checks if the agent's BIND process is
authoritative for the zone. If the agent's name sarvice is a magter for the zone, then the
update message is forwarded directly to the agent’'s BIND process. The BIND process
will see this update message and update its name database accordingly. After BIND is
finished updating, the BIND process will send an update response message natifying the
agent of the result of the update. If the agent’s name sarvice is a dave for the zone, the

agent will use its Zone state information to find out who the zone' s magter is and redirect
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the update message to the agent on the master name service. The agent on the master
name service forwards that update to the master name service's BIND process, and that
BIND process will perform the necessary update and send a update response message.

If the agent's name sarvice is not authoritetive for the zone, then the agent will
send a Start of Authority (SOA) query to its BIND process. The SOA query asks the
DNS sysem who the primary madter for a zone is.  The question section for the SOA
query will be the zone name of the update message. The BIND process will perform the
gandard DNS resolution to find the SOA information on the zone name. The BIND
process then sends a DNS response message with the results of the SOA query back to
the agent. The response message will say whether or not there exists a primary master
for the zone name. If there exigs a primary meder in the network, then the response
message will return a no error (NO_ERROR) flag and include the name and IP address of
the primary master name server. If there does not exist a primary master in the network,
the response message will return adomain non-existent (NX_DOMAIN) error flag.

If the agent sees that a primary master exids in the network, then the agent will
forward the update message to the location of the primary master. The location of the
primary master for the zone isincluded in the SOA response message.

If the agent sees that a primary master does not exist for the zone, then the agent
will need to create a new zone in the network. To create a new zone in the network, the
agent will configure its BIND process to be the primary magter for the zone. The agent

will add the following lines to the named.conf file
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zone “zone_nane” in {
type master;
file “db. zone_nane”;
b

The zone name is the zone name specified in the update message.  Also, the
db.zone_name file is generated by the agent program and will contain a Start of Authority
(SOA) record, a name server (NS) record, and an address (A) record. The SOA record
will indicate that the agent's name sarvice is the primary master and the NS and A
records will indicate that the agent’s name server can handle DNS messages for the zone
and the IP address of the name server. A sample database file is shown in the Appendix.

Once the named.conf file is changed for the new meder, the agent will send a
SIGHUP ggnd to the named process tdling the process to reread the named.conf file
The agent’s name service is then ready to handle any DNS queries of the new zone name.
If the new zone name has a parent zone, then the name service of the parent zone will be
notified of this new zone. For example, f a new zone company.com is created, the agent
who is the new mager for the company.com zone will send a DNS update message to
medter name service for the zone com. The DNS update message will include a name
saver (NS record saying which name sarvice can handle queries for the zone
company.com, and the agent will know the location of the com master server through a
SOA query. Sending this information to the parent zone ensures proper delegation in the
name sysem. Also, the flag specifying the need tr more daves in the new zone will be

st to true. The next time the GetSaves function is cdled, the agent will find dave

sversfor this new zone.
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3.8 Implementation Notes

The agent progran was implemented usng Gnu C++ on the Unix operding
system. The program consdts of a set of classes that control the date of the agent and
dore network information. The main class for this agent program is the Agent class The
Agent class controls the flow of the program and handles the input and output of agent
and DNS messages. The UDP protocol was used to send and receive agent and DNS
messages, and the standard UNIX Berkeley socket library was used to create the
necessaty UDP sockets. The Agent class retrieved messages by using a sdect cdl on
each socket to check the availability of data on the socket. Also, cdlback functions were
used to perform time-dependent and periodic events.

The Agent class uses a number of Storege classes that store the dtate of the
network. These dorage classes include the Servers class, the Domains class, and the
MsgLog class. The Servers class helps to store what other managers and name services
exig in the network. The Domans class heps to store wha zones the agent is
authoritative over. The MsglLog class stores information on the messages that have been
received by the agent program. The C++ dandard template library (STL) was used
extendgvely in the implementation of these dorage dasses  In paticular, the map, lig,
and vector template classes proved to be very useful in soring information.

To generate the configuration and database files for named, embedded Perl was
used. Embedded Perl dlows a C++ program to cal Perl commands and subroutines.  All
of the Perl commands and subroutines required to generate the named files were placed in
a file cdled agent.pl, and the agent program used embedded Perl to cal the subroutines

inagent.pl every time the named configuration files needed to be changed.
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4 — Analysis

The implementation of the agent program successfully solves the problem of
providing a scdable and fault-tolerant way to store name-to-address mappings and to
hande name-to-address resolutions in the absence of human configuration or
adminidration. The agent program handles the configuration and adminidration of a
DNS name server implementation cdled BIND, and BIND gores name information and
answers name queries with scaability and fault-tolerance in mind.  In this section, how
the name system works in the network will be discussed. In addition, there will be an
andyss on how wel the agent program works in terms of the amount of network traffic
generated during reconfiguration and the amount of time required to reconfigure a name
savice.  Also, the agent program will be compared to other systems that perform

comparable tasks.

4.1 — Name System

The name sysem works in the context of a network sysem that is sdf-
configuring and sdf-adminigering. A name sarvice resdes on each manager in the
network, and the name service depends on the other parts of the manager to inform the
name sarvice whenever another name sarvice joins the network or a network host has
been assigned an IP address. When a name service joins the network, al of the other
name services will be natified of this event through the discover message, and when a
network host connects and receives an IP address through DHCP, the name service will
receve a DNS update message that has information about the new network hogt.
Currently, the discover message and DNS update functiondity is being developed, and

this devdopment nearing completion.  The implementation of this name service
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notification feature and other pats of the manager was done separady from the
implementation of the agent program. Fortunately, the name sysem was designed to
work independently of how the other parts of the manager were implemented. The only
communication between the name sysem and the other portions of the network system is
the discover message and DNS update messages, and these two message formats are
dandard. The name sarvice does not need to know anything else from the rest of the
network system.

Even though the name system has not had a chance to be integrated with the rest
of the network system, the functiondity of the name sysem could ill be tested
independently from the other parts of the network sysem. A modification was made to
the agent program so that the agents in the name system would know about each other,
and an additiond program, cdled command, was written to send DNS updates to the
agent program. To take the place of the discover messages received from the manager,
the agent program would broadcast its own server information in the form of a discover
message to the other agent programs in the network. For testing on a smal network, this
broadcasting of the discover message does not create an unbearable amount of network
traffic.  To smulate the DNS update message sent by the manager, a program cdled
command was created. The command program reads input from a command line, uses
the input to create a DNS update message, and sends that DNS update message to the
name sarvice. A user specifies the name and IP address of a machine in the command

line



4.2 — Testing the Name System

With the modification of the agent program and the addition of the command
program, it was posshble to test the name sysem. The name system was tested using
three UNIX machines. The components and set-up of the machines is shown in Fig. 21.
These UNIX machines would act as the manager the name service resides on. Each of
the three machines was given a name and IP address, and the three machines were
connected together to form a locd network. BIND was ingaled on each of the three
machines, and a copy of the agent program was placed on each machine. To dart a name

service on ameachine, the agent program is run. Once the agent program is sarted, the
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Figure 21 — Testing the Name System
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agent sends discover messages to the IP addresses of the other two machines notifying
the other agents of a new name sarvice in the sysem. The discover message has the
name, |IP address, and server ID of the new name sarvicee When the other agent
programs see the discover message, the other agents will send their own discover
message to the network. This way, each agent will know of each other. Based on these
discover messages, the agent will know how to configure BIND and start a named
process on the machine. The named process will then be able to handle DNS messages.

To dmulate name services entering and leaving a network, the agent program was
run a different times on the three machines. The three machines dart off with the agent
program not running on them. To make sure that each agent handled the start-up scenario
correctly, the agent program was run a minute gpart on the three machines. The firg
running agent program would see itsdf as the fird name sarvice in the sysem.  This firgt
agent correctly configured the BIND process to be the primary root master for the
network. The second and third agent programs would be dart-up services joining a
network with a configured service. By checking the debug messages, it was verified that
the second and third agents sent a getroot message to a configured agent and received an
appropriate response.  Using this root information, the second and third agent programs
correctly configured the BIND process.

To check that a root master was properly chosen in the case where name services
joined a the same time, the agent program was run within five seconds of eech other.
Through the discover messages, the three agents saw that al the services were in the
dsart-up stage. It was verified that the agent with the highest ID declared itsdf to be the

master, and the other agents used the getroot message to obtain root information. After
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the agent programs configured their BIND processes, the command program was used to
send DNS update messages to the name service. The DNS tool, ndookup, was used to
confirm that the name updates were stored in the name database correctly and to send
DNS queriesto the name service.

Also, tests were performed to show that the agents recorfigured the BIND process
correctly in the case of mising or log name sarvices. To test this functiondity, the agent
program was stopped on a machine. Before the agent program exited, the agent sent a
leave message to the remaining agents in the network. Depending on which machine
sopped running the agent, the remaining agents were able to successfully eect a new
mester or update their dave information. The agents on the machines were able to
reconfigure their BIND processes properly regardless of which machine the agent was
stopped on.

To tet the merging functiondity of the agent program, physicad connections
between the machines were disconnected and reconnected. Each machine started off
with the agent program not running. The cables connecting the three machines were
disconnected so that the three machines could not communicate with each other. Next,
the agent program was started on each machine. Each agent configured its BIND process
to be the primary root master. Then, the cable connecting a parr of machines was
reconnected, and a discover messages were sent to each machine. The two configured
agents were able to negotiate a master and merge their name data successfully.  The
remaining agent was then reconnected to the network as well, and the negotiation process

was completed successtully as well.
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Now that the agent program works correctly in the framework of the name system
and the whole network, the performance of the name system can be andyzed. The name
sysem should not be a bottleneck for network communication and should be able to
handle a far amount of name queries and updates. The name system does not place a
large load on the processors of the machines in the network. Also, the name system can

handle a decent amount of DNS traffic and is easily extensible to handle more traffic.
4.3 —Memory Usage of Name System

An individua name service does not place a large load on the CPU time or
memory usage of a machine. The two components of the name service, the agent
program and the BIND process, took up approximately 2.4% of the total memory of the
machines usad for tedting the name syssem. The machines used for testing dl had Intel
Pentium 450 MHz processors with 128 Megabytes of RAM. To show the memory usage
of the programs, the agent program was run on a machine, and the program top wasrun
to give a memory and CPU usage report. The output of the top program is shown in
Table 5. As shown in Table 5, the agent program occupied 1.7 Megabytes of memory

and the BIND process, named, occupied 1.4 Megabytes of memory.

Table 5 — Output of top: Memory usage of name service

Sze RSS share % CPU % MEM
1784 1784 1456 0.0 1.3 agent
1448 1448 708 0.0 11 named

Both of these processes were idle when the top was run, and so the CPU usage is

zero for both processes.

In times of heavy agent and DNS message traffic, the CPU
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usage is around 5%. During zone trandfers, the memory usage may go up to two or three
times the idle usage because named forks off new named processes to handle zone
transfers, but 128 Megabytes of RAM should be sufficient to support this extra load.
These numbers support the assertion that the name service does not place a large load on
a machine. The machine is not overloaded or overworked ly the name service and will
not be a bottleneck to communication in the network. The assumption was made that
mechines running name savices should have a minimum st of spedifications,  but
presently, computers with 450 MHz processing capabilities are standard, and multi-user
saver machines often have more than 128 Megabytes of RAM. Standard computers

should be able to run the agent program and the BIND process without many problems.

4.4 — Bandwidth and Processor L oad of Name System

An individud name service should be able to answer a far amount of DNS
queries and updates. In addition, name services should be able to perform zone transfers.
The zone trander is the mechanism used by BIND to replicate name information through
the network. Also, the rame service should be able to respond to agent messages. When
the name sarvices in the network require reconfiguration, a set of agent messages will be
transferred from agent to agent. The following sections describe each of these different
types of communication and the load they place on the name system.

4.4.1 — DNS Query and Update M essages

The machines the agent programs were tested on al used 100/10 Megabit
Ethernet cards. Since dl of the machines were able to use 100 Megabit-capable Ethernet
cards, the bandwidth for each machine is 100 Megabit/second. Assume that 100 bytes is

the rough average sSze for a DNS packet [2]. Since there are 8 bitgbyte, each DNS
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packet is approximately 800 bits. To figure out the optima bandwidth for DNS packets
in the sysem, the following caculation is peformed usng the optimad edimate of the

network conditions:

(100 Megabits/ second) / (80 bits/ DNS packet) = 125,000 PNS packets/ second

The number of DNS packets per second seems very large, but this number is
derived with the assumption of optima network conditions. It is unlikey that 100
Megabits'second will be avaladle for use because other messages might be coming in
from the network interface card and physicad network comnections might be dow. Also,
the processor will not be able to handle 125,000 DNS packets per second. The processor
can handle roughly severa hundred DNS packets per second. So, the bottleneck for
handling DNS packets will be the processor and not the network connection. Given that
the processor can handle severd hundred DNS packets per second, the name service
should be able to comfortably serve about the same number of hosts smultaneoudy
performing name intensve tasks like web surfing.  Thus, for a network with a thousand
hogts, there needs to be three or four name services running in the system to answer name
queries and updates. Also, running three or four name services provides replication for
the name datalin case one of the services fails or becomes unreachable.

Running three or four name sarvices is reasonable for a network of a thousand
hogts. For replication purposes, the absolute minimum of name services to run for any
network should be two. Adding one or two to the minimum number only helps the
system to be more fault-tolerant. Also, for a typica organization, it is not uncommon to

run five to seven name savers [2]. The company where the agent program was
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developed has around a thousand employees, and he company uses four name servers to
sarvice the hosts in theinternal network.
4.4.1.1 — Special Processing for DNS Update M essage

In the name system, the named process does not directly handle DNS queries and
updates. The agent program will firs see any DNS messages and forward dong the
message to the named process. When the agent program sees a DNS query, the agent
amply forwards the query to the named process controlled by the agent program. The
forwarding process is more complex with DNS updates. When the agent program sees a
DNS update, the agent will check if the agent's named process is authoritative for the
update zone. If the named process is authoritative, then the update will be forwarded to
the master name service. No extra DNS traffic will be generated in this case.

Otherwise, a SOA query is made and sent to the named process asking it to find
the primary mester for the update zone. If the update zone dready exidts in the system,
then the update message is forwarded to the primary master for the update zone. Else, the
agent will reconfigure its BIND process to handle a new zone and send a DNS update
message to the name service for the parent zone. In the worst case, only two extra DNS
messages are generated for a DNS update.  This extra treffic is negligible, and so the
gpeciad processng that might be required for a DNS update message will not affect the
performance of the name sysem and whether more name services will be needed to

handle DNS messages.

4.4.2 —Zone Transfers

In addition to handling DNS updates and queries, name sarvices will aso have to

handle zone transfers from other name sarvices. Zone transfers happen when a master
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name server for a zone transfers its zone data to the dave sarvers for the zone. A zone
transfer is sent as many DNS packets in a row. If a master name server has 100 name
records for a zone, then the zone transfer consgsts of sending each name record as a
separate DNS packet.  As long as the processor can handle the packets and there is
enough bandwidth available to send the zone transfer packets, the name service will be
able to handle the zone transfers.  From the previous andyss in this section, there will be
sufficient bandwidth and processor power to handle zone transfers in the name system.
However, if the processor does become overloaded or the network does become
congested, the two named processes performing a zone trander have mechanisms for
congestion control and message rdiability. In BIND, a zone trandfer is implemented by
establishing a TCP/IP connection between two named processes. The TCP/IP protocol
guarantees the rdiable transfer of messages and can dow the send rate of a message
based on network conditions. Thus, for the name system, zone transfers between name

services will be rdiable and properly replicate name information in the network.

4.5 - Analysis of Agent M essages

The name sarvice will aso have to handle agent messages.  Agent messages use a
text-based message forma with each fidd delimited by a semicolon. Typicdly, the agent
message will be about 100 bytes long, the same Sze as an average DNS packet. A
sample agent message is shown here:

3; getroot;response; 1; nanme; i p_address; server _id; 1

This message returns information on the root servers in the sysem.  Assuming
that the name is 10 characters long, the IP address is 15 characters long, and the ID of the

saver is 17 characters long, the above agent message will be 67 bytes long. Taking into
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account the additional headers for the transport protocol are added on and variations in
the agent payload length, 100 bytes is a conservaive edimate for the length of an agent
message. S0, an agent message Size-wise isvery smilar to a DNS packet.

For the mogt part, agent message traffic will be very low. Once the name services
in the network have been configured and working properly, the agent program does not
need to do much, and agent messages are not transferred in this seady date.  Agent
messages are only redly used to reconfigure the name services when a new name service
enters or an old name service leaves the network. In these cases, there will be a burst of
agent message traffic and other traffic generated from the other parts of the network
system. For example, when the name sarvice on a new manager enters the network, the
discovery portion of the new manager will have to make the manager known to the other
managers and to find the other managers in the network.  There is a nontrivid amount of
traffic associated with this discovery process, and this effect has to be taken into
condderation when andyzing the amount of traffic the agent program generates. In the
following sections, the traffic generated by the agent program during configuration and
adminigration will be discussed.  Also, the amount of time the agent needs to configure
and adminiger a name service will be discussed in detail, and a comparison between the
name system and existing research will be presented.

4.5.1 — Configuration

When a new name service enters the network, the rame sarvice will go through a
configuration process. The agent will firsd see wha other name sarvices have been
discovered, and then based on this discover information, the agent will configure its

BIND process accordingly. For the testing of the agent program, the agent waited ten
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seconds for discover messages. Ten seconds is ample time for sending and hearing the
discover messages and for darting different agent programs smultaneoudy.  This wait
time is known as the check-discover dday time and can be denoted by the variable D).
After the check-discover delay time passed, the agent program checked what other name
sarvices exised in the network and configured and darted the named process. Also,
before the agent generates a named.conf file and cdls named to start its BIND process,
the agent might need to obtain information from other agents in the network. In these
cases, agent message traffic will be generated, and it could take some time for the agent
to configure its BIND process.

In addition to the agent message traffic generated by the configuration process,
there will be discover traffic generated by the discovery portion of the manager. In order
for the agent program to work properly, the agent needs to know of the existence of every
other name sarvice in the network. The discovery portion of the manager is required to
provide the agent with this information, and the amount of time and number of messages
required to obtain this information should be quantified. Since the discovery portion of
the manager was developed independently of the name service and is ill being worked
on, it isdifficult to quantify the time and traffic of the discovery process.

However, some useful metrics can be used as ways of thinking about the discover
process. To represent the amount of time it takes for discover information to propagate
through the network, the varidble Ty will be used. For discover information to spread
through the network, the information will pass through a series of managers. The
discover information passing through a sngle manager to another manager can be seen as

a network hop. Each network hop will take a certain amount of time, and since this
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network hop time is variable, the variable Ty will be expressed in terms of the unit hop-
time. For example, if there are ten machines connected dl in a row, the time it will take
for a message to reach from one end of the network to the other end will be nine hop-
times. The Tq for this case will be nine hop-times.

To represent the number of messages that need to be sent, the variable Ny, will be
used. The variable Ny, will represent how many machines need to hear the discover
message for a new manager. For example, if a new name sarvice joins a network that
dready has ten managers, then the ten managers will have to hear the discover for the
new name service, and the new name sarvice will have to hear the discover for the ten
exiging name sarvices. S0, in this case, Ny will be equd to twenty. Usng these two
metrics will hdp in the thinking of how wdl the agent configuration process works.
With these tools in hand, dl the possble dtart-up scenarios can be looked a in more
detail.

45.1.1 — Start-up Scenario: No Name Services Discovered

In this scenario, the name sarvice is the firg one in the sysem. No discover
messages are received from the rest of the network, and the agent does not need to send
any agent messages to other agents in the network. There is no Ty or Ny, associated with
this scenario, and the amount of time it will take the agent to configure the name service
will be the check-discover delay time, Dy, which is set to ten seconds.
4.5.1.2 — Start-up Scenario: At Least One Configured Name Service Discovered

In this scenario, a new name service entering the network will hear discover
messages about al the other name services in the network. Initidly, given there are n

name sarvices dready in the network, there were be a minimum of 2 * n discover
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messages passed to the agents in the program.  The n existing rame services each need to
hear a discover message for the new name sarvice, and the new name service needs to
hear a discover message for each of the n existing name services. So, Ny will gart off
with the vadue 2 * n. Since hop-times are on the order of millissconds and the agent
program was tested on a smal network, the time to discover, Ty, will be much less than
the check-discover ddlay time, Oy Since Oy is sufficient time for the discover process to
happen, the time Ty does not have to be taken into consideration in this scenario.

After the check-discover dday time, Dy, has passed, the new agent will look
through its discovered name services and send one getroot agent message to the name
sarvice with the highest ID. The agent on that name service will respond with a getroot
message, and the new agent will configure BIND with the root servers given in the
regpone message. The whole configuration will teke the time Dy plus the round-trip
time of the getroot message. The round-trip time of the getroot message will be on the
order of milliseconds, and so0 the totad time to configure will be gpproximately Dy After
configuration is complete, discover messages have to be sent notifying the rest of the
network that the new name sarvice is configured and ready to accept name queries.
Therewill be acost of n extradiscover messages that have to be sent.

To summarize, only one agent message will be used in the configuration process
in this scenario, and the amount of time to configure the new name service will be Dy,
which is set to ten seconds. Also, the number of discover messages needed, N, will be 3
* n, where n is the number of name services dready in the network. A graph of this
relaion is shown in Fig. 22. Since the processors for the managers can handle severd

hundred agent messages a second, this amount of network traffic is acceptable for
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networks with less than fifty or 0 exising name sarvices. This is within the limit for an

organization running five to seven name sarvices.
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Figure 22 — N vs. n for At Least One Configured Found during Start-up
For larger networks, the amount of network traffic generated by requiring tha

every name sarvice needs to know of another might be unbearable. However, the reason
for this requirement is to ensure that the adminidration function of the agent works
properly, and this requirement can be relaxed for the configuration case. As long as a
new agent knows about one configured name sarvice, the new agent will have enough
information to configure its BIND process. The discovery portion of the manager can be
changed to discover less managers, and reducing the discover traffic will make the

configuration portion of the name service scaable.
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4.5.1.3 — Sart-up Scenario: Only Non-Configured Servers Discovered

If multiple name sarvices dat up & the same time, the agents of the name
savices will have to go through the process of decting a master and configuring ther
BIND processes. If n name services dl enter the network a the same time, each name
savice will hear n — 1 discover messages. So, Ny, will gart off with the value n * (n — 1).
Like the last €enario, Oy is sufficient time to for the discover process to happen, and s0
the time Ty does not have to be taken into consideration in this scenario.

After waiting the check-discover delay time Dg, the agent with the highest server
ID will configure its BIND process to be the root master for the network. Once this
configuretion is complete, the other agents in the network need to be informed of the
newly configured name sarvice. At the minimum, n — 1 discover messages will be used
to trangmit this information. After waiting another dday time Dy, the n — 1 unconfigured
agents will use the getroot message to obtain the root information from the master server.
As each unconfigured name service becomes configured through the getroot information,
more discover messages will be generated. Since each name service needs to announce
its configuration date to everyone ese, there will be n * (n — 1) discover messages
generated as the name services become configured.

For n name sarvices dl dating a the sametime, n - 1 agent messages will be
used in the configuration process. The master name service will take the dday time DOy to
configure, while the other name services will take 2 * Dy to configure.  Also, the number
of discover messages needed, Ny, will be 2 * n * (n-1). A graph of this rdation is shown
in Fg. 23. In this scenario, the agents do not take a long time to configure their name

sarvices, but a large amount of network traffic might be generated if a large number of
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name services start up d the same time. However, there is little chance that this scenario
happens.  In generd, name services enter one by one, and it is unlikely that a bunch of

sarverswill dl start up within ten seconds of each other.
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Figure 23 - N vs. n for None Configured during Start-up
4.5.1.4 — Comparison of Configuration Process With Other Systems

The agent program is able to autonomoudy configure a DNS process without any
human intervention. To accomplish name sarvice configuration, multiple agent programs
communicate with each other and exchange information, and based on information from
other agents, an agent will generate the named.conf file and cdl the named command.

No human is required to configure the name services, and configuration is done in a
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decentrdized manner.  This is different from exising configuration solutions in industry
and research.

Name sarvice solutions in industry require humans to manudly ingdl the server
software and configure the server to act as a name server.  For example, there is much
plaaning and modding involved in the configuraiion process of the Lucent QIP
Enterprise system [19]. In order for the QIP system to work effectively, physicd and
logical reationships between network objects and users have to be determined. This can
be a time-consuming process for a network adminigtrator. With the agent program, the
only thing to do is to run the agent program. The agent figures out how to configure the
name sarver, and atrained professond is not require for this configuration process.

Also, the time is takes for the agent program to configure a name sarvice is
minima. As explained in the sections preceding this one, the time it takes for the agent
to configure the BIND process is ether one or two discover delay times. Given that the
discover dday time is ten seconds, the whole configuration process will take less than
one minute. This configuration time can be compared to the times given in the “Zero
Internet Adminigtration” paper [12]. In this paper, the researchers perform an experiment
to determine how long it takes two groups of people to configure a name server.  The two
groups of people ae shown in Table 6. One group had experience in network
management, while the other group does not. These two groups of people were asked to
configure a name sarver udng different tools. The command line tool helps convert
name-to-address bindings into the correct format, and the nssetup tool is the tool
developed by the researchers and is the focus of the paper. The results of the experiment

aeshownin Table 7 [12].
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Table 6 — Participants Background

ID | Computer Use | Pogition Background

1 |workiresearch | 1¥ year Masters Student in | Extensve use of PC  and
Computer Science workstation

2 | work/research | 2" year Masters Student in | Experience in network

Computer Science

management

Table 7 — Time use for configuring a name server

Time (Minutes)
ID 1 2
without any tool 600 120
using acommand line tool 30 8
usng nssetup 3 2
using agent program <1 <1

Looking a the table, usng the nssetup tool saves a condderable amount of time
used in configuring a name server.  The fourth tool shown in Table 7 was not part of the
origind experiment but was incuded to shown the time performance of the agent
program. Not only does the agent program take less time to configure a name service, no
redl prior computer experience is needed to know how to use the agent program.
Compared with other systems, the agent program is different in that no human is required
and aminima amount of timeis used to configure a name service.

4.5.2 — Administration

After the name sarvice goes through the configuration process, the name sarvice

enters into the configured state.  Once the name service enters the configured date, the

101



name service can answer name queries and accept name updates. In addition, the agent
of the name sarvice will have to peform adminidrative tasks The adminigration of the
name sysem involves maintaning the name database and paying atention to any new
name servers that may join the system.

Maintaining the name database is farly Sraghtforward and follows the rules of
dynamic DNS. Tasks involving the maintenance of the name database are done using
DNS queries and updates and do not involve agent messages. The manager will use
DHCP to assign IP addresses to hosts, and that name-to-address binding information will
be sent to the name service in the form of a DNS update packet. The agent will see this
update message and direct the message to the correct name service in the network. That
name binding will be sored in the gppropriate place and will be avalable for name
reolution in the future. If the name has a doman name that is new to the sysem, the
agent can create storage space for the new domain name. For the credtion of any new
zones, the agent will st up al the required parent and child delegation information
between name sarvicess These tasks generdly occur in the background and are
performed without much effect on the network traffic or load of the system.

When a new name service enters the syssem or a name service leaves the network,
agent prograns on configured name sarvices will use agent messages to  obtain
information on how to reconfigure their BIND processes. How the agent reconfigures its
BIND process depends on the discover or leave messages that it receives. This
reconfiguration process can place a non-negligible load on the network. Many messages
may be passed around, and the process of finding zone conflicts and eecting new magters

can be quite complex. Using the same metrics used in the configuration andyss section,
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the possible scenarios that can occur for a configured name service can be looked at in
more detall.
4.5.2.1 — Configured Scenario: No Servers Discovered

In this case, nothing has to be done. There are no changes to the dtae of the
network.
4.5.2.2 — Configured Scenario: Discover Only Unconfigured Servers

In this case, the agent does not have to perform any reconfiguration. The new
unconfigured name service will not have any zone conflicts with the configure name
service, and S0 the configured agent will not have to perform any reconfiguration.
4.5.2.3 — Configured Scenario: Discover Configured Servers

This case occurs when two configured networks join together. One network has
m configured name services and another network has n configured name services.
Somehow, the two networks become connected, and the name services will have to
configure themsdlves if any zone conflicts exist. Before detecting any zone conflicts,
discover messages have to be passed around. A name service on one network will have
to hear discover messages for each name service on the other network. If there are m
machines on one network, then a total of m * n discover messages have to be heard on
one network. Similarly, n * m discover messages have to heard on the other network.
So, the tota number of discover messages, Ny, that have to heard is 2 * n * m This
relaion isshown for m= 3inFg. 24.

For smdl networks, the discover traffic will not be unbeardble  For larger
networks, in order to make the discover traffic bearable, the discover messages can be

made to propagate dower through the network. The time to discover, Tg, will be longer,
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leading to a longer time to reconfigure the name sarvices. This is a satidfactory tradeoff

to ensure tha the network traffic is not too high. It is important that the network is able

to pass messages, but reconfiguring the name services is not necessarily a critical event.

Name sarvices reman avalable to hogsts to answer queries, and even though name

services might not have dl a zone's name data for a period of time, eventudly the name

service will be reconfigured properly.

# of disc. messages needed, Nm

Nm vs. n for m=3
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Figure 24 — N vs. n for m=3in Configured Sate
In addition to the discover messages, there are agent messages that have to be sent

in order for a name service to reconfigure properly. All the agent messages that are sent

and

which agents have to send those messages are detailed in Table 8. Each name

service sends a getroot message to a machine on the other network to obtain the root
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server information for the other network. Using the other network’s root information, the
agent sends SOA queries to the other network to see if any zone conflicts exist. If a zone
conflict exigts, then the negotiatemaster and forceslave messages are used to resolve the
conflict.  Also, a zone trander is cdled to merge the name data for the conflicting
savers. As long as there are not too many zones being used in the network, the
reconfiguration process will not place a large load on the system. Each agent message is
gndl in 9ze, and zone transfers happen dl the time. However, if there are many zones,
the discover message time, Ty, can be made longer so that the reconfiguration process
does not hgppen al a once. With these consderations in mind, the reconfiguraion of the

name services when a zone conflict occurs will be scaable.

Table 8 — Messages for Reconfiguration

M essage How many messages sent

getroot message All configured agents send getroot message
to the newly joined network.
m + n tota getroot messages sent

SOA query One for each zone in the network

negotiatemaster and forceslave message | One for each conflicting zone in the
network.

zone transfer One for each conflicing zone in the
network.

4.5.2.4 - Configured Scenario: L eave M essage
This case occurs when a name service leaves the network. When a name service
leaves the network, the remaining n name services should receive a leave message. SO,

there are n leave messages that have to be sent. Based on which name service left the
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system, the agents will reconfigure their BIND proceses. If the leaving name sarvice
was a master for a zone, the daves will eect a new master based on the server ID, and the
new meder will send becomeslave messages to the daves. The number of becomedave
messages sent will be the number of daves. If the leaving name service was a dave,
there will be no agent messages passed, and no reconfiguration of any name services will
take place. In this case, not much network traffic or load will be generated, and the
network can reconfigure very quickly.
4.5.2.5 — Comparison of Administration Process with Other Systems

The agent program is able to autonomoudy administer a name system without any
human intervention. New name-to-address bindings are sent to the name system through
DNS dynamic updates, and the agent program is in charge of making sure the update
messages reach the correct name service.  Also, depending on discover and leave
information, agent programs will communicate with each other to detect zone conflicts
and reconfigure name services accordingly if conflicts exis.  Adminidretion is done in a
decentralized fashion, and no human is required to manudly enter in new name-to-
address bindings and rewrite BIND’s configuration files. In regards to the autonomous
maintenance of the name database, the agent program is dmilar to exising adminigtration
solutions in industry, but the agent program provides a decentrdized approach to
adminigration and a mechanism to easily add new name services.

Exiging adminigration solutions in indudtry take the integrated DNS and DHCP
solution. New hosts joining a network obtain an IP address usng DHCP, and a DNS
update message is sent to notify the DNS system of the new name-to-address binding.

For example, Shadow IPServer integrates DHCP and DNS into a single, unified system
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architecture [33]. The agent name service system takes the same approach as commercia
solutions in regards to new names in the network. However, commercial solutions
cannot handle the creation of new zones and the changing of network as quickly as the
agent program. Commercid solutions are centrdly managed and primarily used for datic
networks, and the administrator is required to make a response to changes in the network.
On the other hand, any agent can reconfigure a portion of the name system.

Name service solutions in industry ae centradly managed by network
adminigrators.  The man usars of name service solutions are large organizations that
want to have an easy way for doring and resolving names in ther sysem. These
organizetions will hire network adminigrators to help configure and s-up therr name
savers. To assg these network adminigtrators, name service solutions are designed with
central management in mind. For example, the Meta IP syssem has an ‘Admin Consol€
that alows any authorized adminisrator to manage every dement with in the entire IP
network, located on any Meta IP Ste within the organization [20]. Also, the Norte
Network's NetlD solution provides a sngle point of management for al IP addressing
information, as well as DNS and DHCP configuraion and management [23]. This
central management scheme works well for an organizaion that can hire trained people
to adminiger their networks, but the agent program works in the absence of trained
people.

The agent program’s decentralized approach makes it easy to for a new zone to be
created in the system. An agent smply changes the named.conf file for its name sarvice
to handle a new zone, and the sysem can automaticaly store names and provide name

resolution for that zone. In a centrdized sysem, the adminiser will have to manudly
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crete the new zone in the sysem. Once the new zone is created, then the integrated
DHCP and DNS approach can be used to autonomoudy add names in the name database.
Any agent in the name sysem can create the new zone, and no administrator is needed
before new names for the zone can be added in the name database. Also, the
decentralized approach makes it smple to add a new name service in the syssem and
combine exiging name sarvices in the network. The agent takes care of dl the
reconfiguration required when name sarvices join a network and can handle a dynamic
name saver topology. Exiging commercid solutions assume a rdaivey datic name
sarver network, and an adminigrator is required to perform any reconfiguration when the
topology of the name sarver network changes. In addition to not requiring a human
adminigrator to make changes, the agent name sysem is much more flexible in adapting
to changesin topology and in handling new names than existing commercid solutions.

One feature the agent name system does not have is a fault detection mechanism.
The agent does not detect if there are any erors in the configuration or administration of
the name sarvers The agent only performs the action of configuring and adminigtration.
This is in contrast to the DNS network management sysem implemented using a rule-
based system and neura networks [24]. This network management syssem went through
the BIND system log and searched for errors. Any errors were reported and suggestions
were given on how to fix the error. This purpose of this system was to detect any hard to
catch human erors made in the configuration and adminigtration process of BIND. The
purpose of the agent program is not to detect errors but to participate in the process of

configuration and adminidration. By dlowing the agent program to autonomoudy
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configure and administer a name service, the common errors that occur during the setup

and maintenance of the BIND process can be avoided.

4.6 — Comparison with ZEROCONF

The goa of the Zero Configuration Networking (ZEROCONF) Working Group is
to enable networking in the absence of configuration and administration. The god of this
working group is very smilar to the god of the larger project this thess is a pat of.
However, the ZEROCONF project is ill in the process of developing specifications for
the sysem, where as there has dready been an attempt to implement a self-configuring
and sdf-administering network at the Research Corporation. The name portion of the
implemented system is the agent and BIND name sarvice sysem explained in this thess,
and the workings of the agent name sarvice are different than what is specified in the
requirements for the zeroconf protocol.

For the zeroconf protocol, there must be some scheme, exiging across dl the
zeroconf computers, that will store zeroconf name-to-address mappings and provide
resolution until a DNS server is able to be located [13]. Once a DNS name server is
located, then that DNS server is used for name resolutions and updates. The agent name
system provides a DNS name server for the hosts in the network to use.  The whole point
of the agent name system is for the agent to learn the dtate of the network and configure a
DNS name srver according. Hodgs in the network perform name resolutions and queries
right away, and there is no need to try to locate an outsde service. Also, the newly
configured DNS servers in the network can join the Internet, and hods in the network

will be ale to communicate with any machine in the world.
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With the agent name system, an independent scdable network can be built
quickly. Because name servers are provided, many hosts can join the network and expect
to communicate with each other and sarvices immediatdly. DNS dynamic updates are
received every time a new hog joins the network, and so the agent name system satisfies
the requirement that when a new host joins the network, the rest of the network will know
about that name of the host. The zeroconf protocol aso has this requirement for new
hogts in a network. Also, the agent program configures the name sarvers in a fault-
tolerant and scdable way by making name servers replicate information and maintaining
the DNS naming scheme and tree-like dructure. The zeroconf protocol does not specify
anywhere how to build a naming system in the absence of a DNS sarver. In the zeroconf
protocol, storing names and providing name resolutions among zeroconf machines is a
temporary solution. The more permanent solution is for zeroconf computers to locate a
DNS name server.  After locating the DNS server, the zeroconf computers will achieve a
full configuration sate and will function like any other computer in the Internet.  The
agent name sysem is much more flexible and provides a greater breadth of services to

hostsin a network than the zeroconf protocol does.

4.7 — Comparison with NetBIOS

Like the agent name system, the NetBIOS system provides a naming system that
end-nodes can use to store and resolve name-to-address bindings. However, the agent
name sysem is more scaable and has a more uniform agpproach. NetBIOS makes a
disinction between the different end-nodes that exist in the system. Nodes in NetBIOS
can ether be a broadcast node, point-to-point node, or a mixed node. Each of these

nodes performs a different task in regards to name regidration and resolution.  For
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different nodes, the name regidration occurs in different places, and name resolution uses
two different ways of finding name information. In the agent name system, there is no
digtinction made into what kind of node a machine is, and each name service resolves
names and accepts updates in the same way. Also, there is no set way on how the
NetBIOS Name Service (NBNS) can be implemented. A sngle NBNS may be
implemented as a digtributed entity, such as the Domain Name Service [32]. However,
by not specifying how the NBNS works, it might be difficult to integrate NetBIOS
savices with the rest of the Internet. The agent name system uses the standard DNS
concepts and formats, and agent name services can eadly communicate with other name
servers and hosts in the Internet.

In addition, the agent name system is more scdable than the NetBIOS system.
Fird, there is a fla naming space in the NeBIOS sysem. There is a limit to how many
names can be used, and name conflicts can be frequent. The agent name system uses the
dandard DNS dot notation for names, and this hierarchicd naming scheme avoids
conflicts and is scdable. Also, to register a name in the NetBIOS system, broadcasts
sometimes have to be sent. For large networks, broadcasts tend to be inefficient and
place a large load on the network. Broadcasts can aso be sent to resolve names n the
NetBIOS system. The agents in agent name system can redirect update messages to the
right name service, and agents take advantage of the DNS tree dructure to provide
scdable name resolutions.  The naming system used in NetBIOS works wdl for a small,
specidized network, but for larger generic networks, the agent name system is a better

way to provide name storage and resolutions.
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4.8 — Comparison with AppleTalk

Like the agent name system, the AppleTak network system has way of assgning
names to machines and doring name-to-address bindings for machines in the system.
However, the naming conventions used in AppleTak is different from the ones used in
the Internet, and the name storage and resolution scheme is not as scalable as the one
ued in the agent name sysem. Entities in AppleTdk take the following form:
object:type@zone. This is different from the standard dotted notation used in the Internet
today. Also, AppleTak’s Name Binding Protocol uses a different message format from
the standard DNS format. The agent name system uses standard DNS protocols and
message formats, and the agent system can be more easly integrated with systems in the
Internet than AppleTak systems can.

Also, AppleTdk’s name storage and resolution scheme is not as scdable as the
agent’'s scheme.  AppleTak uses a didributed database cdled the names directory to
dore the name information for a zone in the network. This names directory can reside on
different machines, and if a machine has a copy of the names directory, then the machine
will know about dl the names in the zone. However, as the zone becomes large, it would
be difficult to gore dl the names in one directory and to mantan conssency among
multiple copies. The agent name system uses the properties of DNS to distribute name
information among different servers. Also, a copy of the zone informdion in an
AppleTdk sysem has to be on every router. It is difficult to mantain zone information
consggtency if many routers and zones exid in the sysem. The agent name system stores

zone information in the same manner as it sores host name informeation.
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Using broadcasts as a means of performing name lookups is inefficient compared
to the resolution scheme used for the agent name sysem. For AppleTak, if the name in
guestion is in the same zone as the requester, a name lookup packet is broadcast in the
network. Else, a directed broadcast is sent in the network zone of the name in question.
Even though a broadcast is sent, the origina requester only uses one answer. For the
agent name sysem, there is a st of dedicated services used for answering name
resolution requests.  There is little wasted network traffic used. The AppleTak system
works well for specidized interna networks, but the agent name system is more scdable

and can be more eadly integrated with the Internet.
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5 —-FutureWork

The agent name sysem works well in goring names and providing name-to-
address resolutions in a scdable and fault-tolerant way. However, there are refinements
and improvements that can be peformed in the future. In the future, the agent system
can be less dependent on discover messages, can use different root servers, can be

extended for more functiondity, and can have security features.
5.1 — Discover M essages

The firg improvement is to make the agent name system less dependent on the
discover messages sent by the managers. Currently, an agent program needs to hear a
discover message for every other name sarvice that exigts in the sysem. For a very large
network, this might not be possble It would be more ussful if an agent could function
with only hearing a few discover messages. One fix for this problem has dready been
proposed. Every agent name service can automdicaly start out as an interna root server,
and once the agent hears the existence of another agent name sarvices, the agent name
services can fight amongst themselves to resolve the root domain conflict or any other
zone conflicts that might occur.  Since every name service darts in the configured date,
the change from a dart-up state to configured state does not need to be propagated to
other name sarvices.  In addition, the name services will properly configure even if the
agent does not know about every other name service in the nework. Implementing this
scheme will save on the number of discover messages used.

Along the same lines, the conflict detection scheme for the zones assumes that an
agent will recelve a discover message for every newly joined name sarvice in he system.

One possible way to reduce the amount of discover traffic is to only have the root servers
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receive discover messages and alow the root servers to perform conflict detection and
reolution.  In the future, the design of the conflict detection scheme and the

configuration process can be refined to work more efficiently.

5.2 —Useof Internal Roots

Another future work is to change the agent name system o that it does not use
internal roots.  For implementation and testing purposes, using internal root smplified
much of the logic and naming for the sygem. In the future, the agent name system will
take on a gpecid doman name like autonomous.company.com, and the agent will control
al the names in the domain. The basic idea of the network will not change, and the only
difference is that root doman used interndly now has a specid name in the future. By
dlocating a new doman name within a organization, hogs from the outsde world will be

able to easly communicate with hogts and servers in the autonomous network.
5.3 — Extension of Name System

The agent name system is just a bass for a name sysem. In the future, DNS
extensons such as Mobile IP or a load-baancing web server functiondly can be added
onto the agent name system. By adding this functiondity, the agent name system can be
customized to better handle certain network environments. Things might be added onto
the agent name system, but the foundeation of the name sysem will reman the same
Also, it would be interesting to look a how cdlular phone digtribute identity informetion
and apply some of those methods to the agent name system. A related future work would
be deciding which red-world applications the autonomous network and agent name

system are best suited for.
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5.4 — Security I'ssues

Findly, security issues have to be carefully conddered and implemented in the
future. In its current form, the agent name system does not worry much about security
issues. It would be useful to devise a security procedure that determines which hogts can
or cannot join the network. Also, IP spoofing can be a large problem. For example, if
someone decides to spoof a root server, it could be disastrous to the integrity of the name
sysdem. Shared keys or other security measures can be used to authenticate users, and
doing security checks will prevent spoofing and other attacks to the name server process.
Also, Secure DNS can be used to for the name system. Secure DNS provides secure
name updates and authenticates peer DNS servers. Also, agents have to be able to know
which other agents are trusted in the sysem. In a military setting, these security issues
ae veay important. The integrity of the connection is continualy tested by enemy
entities. A way to provide secure name services will be needed. These security issues

areimportant and left for future devel opment.

5.5 - Miscdlaneous

Some others issues that can be explored are using different transport protocol for
delivering messages in the network. Right now, the TCP and UDP protocol is used for
communication, but there might be more efficient protocols that can be used for the name
sysem. Also, afal back option can be devised in case the whole name system fails. For
example, essentid name information can be cached on a router in order to achieve

extremdy high availaility.
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6 — Appendix

6.1 — Agent M essages

The agent message format will consst of a header section and a payload field. The
header section will have amessage ID, Opcode, and a Send/Response Flag. These three
fildswill ddimited by asemicolon and be in plain text format. The payload section can
be of varigble sze, and each fidd in the payload section will be delimited by a semicolon.

Server Record Format

Name

IP Address

Server ID

Status Hag

Discover Message

Msg Id number

Opcode discover

Send/Response Flag Send

Payload Server Records of any newly
discovered servers.

Leave Message

Msg Id number

Opcode leave

Send/Response Flag Send

Payload Server Records of any lost servers.

Getroot Message

Msg_Id number

Opcode getroot

Send/Response Flag Send

Payload Empty

Msg_Id number

Opcode getroot

Send/Response Flag Response
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Payload Server Records for the root servers
in the sysem.

Becomeslave Message

Msg_ld number

Opcode becomeslave

Send/Response Flag Send

Payload Zone Name the agent should be a
davefor.
Server Record for the master name
service.
Parent Name Service Information:
Name and |P Address of Parent
Name Service.

Msg Id number

Opcode becomeslave

Send/Response Flag Response

Payload Zone Name the agent should be a
davefor.

Server Record for the dave name
KFrvice

Negotiatemaster message

Msg Id number
Opcode negotiatemaster
Send/Response Flag Send
Payload Zone Namein conflict
Number of Slaves the agent hasfor
the zone.
Server Record of the sending agent.
Msg_ld number
Opcode negotiatemaster
Send/Response Flag Response
Payload Zone Namein conflict
Number of Savesthe agent has for
the zone.
Server Record of the responding
agent.
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Forcedave message

Msg_Id

number

Opcode

forceslave

Send/Response Flag

Send

Payload

Zone Name the agent isforced be a
davefor.

Server Record for the master name
savice

Parent Name Sarvice Information:
Name and |P Address of Parent
Name Service.

Msg Id

number

Opcode

forceslave

Send/Response Flag

Response

Payload

Zone Name the agent should be a
davefor.

Server Records for dl the dave
servers the agent used to be the
master for.

6.2 — Sample named Configuration Files

Sample named.conf file

options {

directory "/hone/feng/dns_agent/dbfiles/";

notify yes;

check- nanes master warn;
check- nanes sl ave warn;

check- nanmes response ignore;

listen-on port 55 {129.83.47.17; };
pid-file "/var/run/nanmed. pid";

b

sone "
type master;

al | ow- update {129. 83. 47/ 24;

file "db.root";

b

zone "green"
type master;

al | ow- update {129. 83. 47/ 24,
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file "db.green";

i

zone "0.0.127.in-addr. arpa”
type master;
file "db.127.0.0";

b

zone "17.47.83.129.in-addr.arpa."

type master;
file "db.129.83.47.17";

b
Sample db.root file

in {

in {

86400 IN SOA naneservice hostmaster (

7 ; serial nunber

120 ; refresh time

60 ; retry tinme

604800 ; expire tine

86400 ) ; mnimmtinme-to-live
IN NS naneservice

naneservice IN A

Sample db.cachefile

192. 168. 20. 1

. 3600000 IN NS A ROOT- SERVERS. NET.
A. ROOT- SERVERS. NET. 3600000 A 198.41.0.4
. 3600000 NS B. ROOT- SERVERS. NET.
B. ROOT- SERVERS. NET. 3600000 A 129.9.0.107
. 3600000 NS C. ROOT- SERVERS. NET.
C. ROOT- SERVERS. NET. 3600000 A 192.33.4.12
. 3600000 NS D. ROOT- SERVERS. NET.
D. ROOT- SERVERS. NET. 3600000 A 128.8.10.90
Sample db.orgfile
org. 86400 IN SOA naneservice hostmaster.org. (

1 ; serial nunber

120 ; refresh time

60 ; retry tinme

604800 ; expire tinme

86400 ) ; mninmnumtime-to-live
org. IN NS naneservice

naneservice IN A 192.128.

14. 3
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