1.0 Introduction

Approximately 90 billion dollars each year are spent on the processing of
machi ne printed bank checks in the United States. Several steps in the
processi ng of these checks are done by conputers, but npst of the processing
cost lies in the steps that require human intervention. The nobst costly of
these steps consists of the physical transportation of the checks and the

i dentification of the dollar (or the unit of currency) amount for which the
check has been written. Enployees at bank processing centers read the anount by
hand and enter the quantity into a conputer, which prints the anbunt in MCR ink
(Magnetic I nk Character Recognition) at the bottom of the check. Thereafter

the check is physically forwarded through vari ous banks where sorting machi nes
or MCR devices are used to aid in the processing. However, banks have not
fully exploited the decrease in processing costs that network connectivity, such
as the internet, can potentially provide since checks are still physically noved
t hrough the bank system

Recently there has been a rapid expansion of the use of the internet. Wth nore
than 30 mllion users today, and 90 million projected to cone on board in the
next two years, the internet is a new way for businesses to establish conmputer-
based resources that can be accessed by consunmers as well as business partners
around the world [25]. Not only are individuals using the internet, but

organi zati ons and busi nesses are also including internet-connectivity into their
information infrastructure. Thus, the nunber of users and organi zati ons
reachabl e through this world-wi de network is greatly increasing. The internet
i's now seen by nmany organi zations as an efficient means to reach potentia
customers. However, secure nethods of transactions are needed before we will
see Wi despread comercial use of the internet.

Taking into account the growth of the internet as a business nodel and the fact
that there is a need to reduce the cost of processing bank checks, a systemis
proposed that can autononmously recognize the anount for which a check has been
written and can all ow | ocal banks to electronically transfer the information on
the checks between thensel ves and other renote banks in a secure fashion. Thus,
our systemcan reliably and securely speed up the processing of checks and
greatly decrease processing costs.

2.0 Background

There are currently a nunber of initiatives underway for the creation of secure
cost-effective paynent systens which attenpt to take advantage of internet
connectivity; yet none of these systems take full advantage of the existing
financial infra-structure. Furthernore, they require users to change their
nmoney- spendi ng paradi gm since there is no paper currency or physical receipts of
any kind. W will now give a overview of the salient features of these systens.
2.1 Net Cash

Net Cash is a franmework that supports "real-tine electronic paynents with
provi si on of anonymity over an unsecure network"[12]. Its infrastructure is
based on currency nmanagers that are independently managed and distri buted.

These currency managers provide a point of exchange between non-anonynous

i nstruments such as el ectronic checks and anonynous el ectronic currency. |If an
organi zati on wi shes to set up and nmanage a currency server it has to obtain

i nsurance from an insurance agency simlar to the Federal Deposit and |Insurance
Corporation (FDIC), referred to as the Federal Insurance Corporation (FIC), to
establish an authentication service. After the insurance has been obtained, the

currency server sends its public key to the FIC through a secure channel. The
FIC then issues the currency server a "certificate of insurance for producing
and managi ng the currency''[12]. This certificate is then used by financia

institutions and other currency servers to verify the new currency server's
aut henticity.

The certificate is conposed of a unique ID (Certif_id) to identify the
particul ar currency server named in the certificate, the public key of the



currency server KP along with the date of issue and an expiration date of the
certificate. This certificate is sealed with the FIC s secret key KSFIC. The
coin itself consists of a synbolic currency server nane, a currency server |P
address, expiration date, serial nunber, and coin value sealed with the currency
server's secret key KSCS. Thereafter, any coins issued by the currency server
can be verified and authenticated:

Certificate: {Certif_id, CSnane, KPCS, issue_date, exp_date}

Coin: {CS _nanme, s_addr, exp_date, serial_nunber, coin_val}, Certif_id

A client that wants to decrypt the coin uses the Certif_id to map to the
appropriate certificate. After the client conpletes the mapping, it uses the
corresponding FIC s public key KPFIC to decrypt the certificate which contains
the public key KPCS. Then, it uses KPCS to decrypt the coin. Since KPFIC is
FIC s public key, it can be sure that the currency server CS m nted the coin.
There are four types of basic exchanges that provide the follow ng services:
coin verification (i.e., double spending detection), coin exchange for
untraceability, purchasing coins with checks and cashing in coins for checks.
These exchanges are showed in the figure bel ow

FI GURE 1. Ceneric exchange with the currency server (from[12])

Qut of the four types of exchanges, only the latter two reveal the identity of

X. In step 1, X sends a check or a coin encrypted with the currency server's
public key KCS together with the new session key SessKX, and an indication of
the transaction to be perforned.

If a coin sent by X was issued by the currency server itself then it can check
for doubl e-spending. However, if the coin was issued by a renpte currency
server then the local currency server forwards the coin to the renote one in
exchange for a check payable to the I ocal one. This check is then cleared by

t he gl obal accounting infrastructure.

In step 2 the server returns either newy issued coins or checks that have been
cleared by the currency server encrypted with the session key SessKX.

Encryption with SesskKX inplicitly authenticates CS to X and provi des secrecy

bet ween X and CS

Net Cash al | ows an exchange between two agents, payor A and payee B, where both
agents are protected fromfraud. 1In this scheme, A is guaranteed anonymty
together with a valid receipt or its noney back, and B is protected from doubl e-
spending. A obtains a coin triplet <CB, CA CX> fromthe currency server CS
where each coin is identical in value and serial nunber. Futhernore each coin
is valid for a certain non-overl appi ng period of tinme (beginning with CB and
ending with CX). The first two coins are intended for B and A respectively. In
the first window of time only CB can be used with CS. In the subsequent w ndows
of time, CA and CX can be used exclusively. Futhernore, B's public key is
encrypted in coin CB (so that only B can use the coin) and in CA (to decrease
the ampbunt of state CS has to keep track of to be able to issue A a receipt).
Therefore, if Awants to pay Bit will ask CS for a coin triplet to be used for
B. Then Awll keep CX and CA and sends CB to B and waits for B to send back a
receipt. |If B does not give a receipt to A, "A can query the currency server
and check whether B spent the coin" [12]. |If B spent the coin, CSwill give A a
receipt. On the other hand, A can request a refund during the wi ndow when CA is
valid if the coin was never spent.

2.2 Net Cheque

Net Cheque is a distributed accounting service supporting the credit-debit nodel
of paynent [15]. Clients using NetCheque mai ntain accounts with accounting
servers in much the sane way that people nmintain conventional checking accounts
with banks. Simlar to a paper check, NetCheque bears an el ectronic signature,
and "nust be endorsed by the payee, using another electronic signhature, before
the check will be paid" [15]. These signatures are authenticated using
Kerberos. Furthernore, since NetCheque is a distributed accounting service,



various accounting servers arranged hierarchically (see figure 2) settle
accounts when endorsed checks are exchanged.

FI GURE 2. Accounting H erarchy (from|[15]).

The check itself contains the currency unit, the amunt of the check, an
expiration date, an account server identification nunber, the payee, together
with the signatures and endorsenents collected during the processing (verifiable
by the accounting server against which the check was drawn). Users can wite
and deposit checks via the wite-check and deposit-check functions respectively
and deternmine their account bal ances using the statenment function

To use wite_check, a person passes as paraneters the accounts agai nst which the
check is to be drawn, the payee, the amount, and the currency unit. This
function obtains a Kerberos ticket that will be used to authenticate the payor
to the accounting server and produces the cleartext [15]. On the other hand,
the deposit_check function reads the cleartext part of the check, obtains a
ticket from Kerberos used to authenticate the payee to the payer's accounting
server, endorses the check via a special Kerberos ticket called a proxy, and
appends the endorsement to the check. Then, an encrypted connection is opened
to the payee's accounting server and the endorsed check is deposited. |[If both

t he payee and payor have the sane accounting server, the accounting server wll
verify immediately if the check cleared. However, if they do not have the same
accounting server the payee's server places a hold on the payee's account unti
verifying if the check clears. As the check is processed by nmultiple accounting
servers, each server appends its own endorsenent to the check. |If the check is
rej ected the payee takes whatever action (s)he deens necessary. However, if the
check clears, the payees' account is credited with the appropriate anount.

2.3 Mllicent

MIlicent is a |lightweight and secure protocol that enables comercia
transactions over the internet [7]. It is designed to support snmall nonetary
transactions, including anounts that are smaller than a cent. It is based on
the "decentralized validation of electronic cash at the vendor's server w thout
any additional communi cation, expensive encryption, or off-line processing"[7].
This system nakes use of the scrip and broker abstraction. A scrip is vendor-
dependent cash and conmes in two kinds: vendor scrip and broker scrip. A broker
is the person who is in charge of account managenment, billing, and establishing
accounts with vendors.

Scrip is simlar to cash in the sense that it has intrinsic value. However, it

only has val ue when used with the particular nerchant that issued it. 1In this
sense it, is like a calling card or a gift certificate which is nerchant-
dependent. Like electronic cash, "scrip will consist of a signhed nessage
attesting that a particular serial nunber holds a particular value" [11]. The

role of brokers in this systemis to serve as accounting internediaries between
vendors and custoners. Custoners formties with brokers in the sane way that
they do with banks and credit card conpanies. Brokers buy and sell vendor scrip
as a service to the vendors and the custoners[11]. Futhernore, broker scrip
serves as a coherent currency for custonmers to use when buying scrip from
vendors, and for vendors to give as a refund for unspent scrip [11].

In this scheme, authenticity between custoner and nerchant is guaranteed by a
secret key used in an efficient symmetric encrypti on nethod such as DES or RC4.
Scrip can be used to establish the shared key. The secret key is generated when

a custoner buys scrip using a secure non-MIlicent protocol or purchased using a
secure MIlicent transaction [11]. Therefore, a user has to keep track of the
secret keys it has established with the nmerchants. For performance a hash, such
as MD5, is conputed on the plain text of the scrip before signing. It is

i nportant that secret keys not be very |large because it mi ght decrease
performance. However, since the scrip value is so small it is not worth the

conput ati onal cost to try to break the key.



Two maj or potential problens are duplicating scrip and scalability of the
system To avoid duplicating scrip, vendors will keep bit vectors corresponding
to subranges of the issued serial numbers for scrip until the scrip expires or
is spent. Therefore, it is difficult for an adversary to spend the forged scrip
since double use of the serial number will be noticed. Another deterrent to
scrip forgery lies in the fact that the cost of breaking the protocol is greater
than the value of the scrip itself. However, each tinme a user needs scrip

(s)he has to buy scrip froma broker in real-tine; this inplies problens related
to scalability. Futhernmore, there is no nechanismthat allows nerchant-

i ndependent scrip to be purchased by custoners and used in transactions with
mul ti pl e vendors.

Finally, MIlicent does not scale well to |arge paynents since the encryption is

not strong enough. In general, it is best suited for transactions of little
value. Mllicent is also a systemthat provides anonynty as |ong as the broker
and the vendor do not collude. Overall, this systemdoes a fair job at

provi ding a secure neans for transacting small amounts of noney but only will
exist in small niches of paynent strategies because of its restrictions to snal
transactions.

2.4 Visa and Master Card's Secure Electronic Transaction (SET)

Visa International and Master card announced on February 1, 1996 [25] the

devel opnent of a single technical standard for safeguardi ng paynent card
purchases made over open networks. This standard is being published as an open
specification for the industry. The specifications are available to be
integrated into any paynent service and nay be used by software vendors to
devel op applications. |t uses RSA-based public key cryptography to provide
confidentiality of information, ensure paynment integrity, and authenticate both
mer chants and car dhol ders.

SET defines a variety of transaction protocols that use public and private key
cryptography to securely conduct electronic conmerce. W will describe the
foll owi ng mechani sns:

Car dhol der registration

2. Mer chant registration

3. Pur chase request
4
5

=

Payment aut horization

. Payment capture.
2.4.1 Cardhol der Registration
This protocol is defined between the cardhol der conmputer and the certification
authority. Cardholders have to register with a Certificate Authority (CA)
before they can send requests to merchants. The cardholder initiates the
protocol by requesting a copy of the CA's key-exchange certificate. Then the CA
responds by transnmitting the key-exchange certificate which is used by the
cardhol der to secure the paynent card account nunber in the registration form
request [25]. Then, the cardhol der creates a registration formrequest nessage,
generates a random key to encrypt the registration formrequest nessage, and
sends both the encrypted request nessage together with the random key, al
encrypted in the CA's public key-exchange key. On receipt of these data, the CA
determ nes the appropriate registration form digitally signs it by generating a
message digest for the form encrypts it with the CA's private signature key,
and sends it to the cardholder. To register an account, the cardholder fills
out the registration which contains information such as cardhol der's nane,
expiration date, account billing address, and any addition information the
i ssuing financial institution believes necessary to identify the certificate
requester as the authentic cardhol der. Then, the cardhol der signs the
registration information, generates two random symmetric encryption keys, places
one key inside the nmessage (one key is used to encrypt the registration and the
other will be used by the CA to encrypt the response), and puts the other key



together with the account information and a random nunber (that will be used by
the CA to generate the certificate) into a digital envel ope.

VWhen the CA receives the cardholder's request, it decrypts the digital envel ope
to obtain the account information and symmetric encryption key (which it uses to
decrypt the registration request). Then, the CA verifies the information
contained in the registration request. However, the details of how the CA
obtains this information is outside the scope of the protocol. Once the

i nformati on has been verified, the CA generates a random nunber that is used
together with the random nunber produced by the cardhol der to generate a secret
val ue. Then, the account information and the secret value are passed through a
one-way hash function and the CA signs the cardholder certificate. Next, a
response nessage containing the random nunber generated and encrypted (with the
symmetric key sent by the cardholder in the registration nessage) by the CAis
sent to the cardhol der [25].

When the cardhol der receives the response fromthe CA, it stores the certificate
for use in future electronic comercial transactions. Next, "the cardhol der
decrypts the registration response using the symetric encryption key that it
sent to the CAin the registration nessage" [25]. Finally, it combines the

val ue that was send in the registration nmessage with the CA's random nunber to
conmpute the secret value to use with the certificate

FI GURE 3. Summary of carhol der registration protocol (from]|[25]).

2.4.2 Merchant Registration

Merchants register with the CAin a simlar fashion to cardhol ders. The

mer chant regi stration mechanismis conposed of five parts, instead of the seven
that the cardhol der registration process involves. The nmajor difference is that
after the merchant initiates a request, the CA responds by sending a
registration form Therefore, the merchant does not have to explicitly request
a registration form

2.4.3 Purchase Request

Thi s mechani sm defi nes how the cardhol der transmts the credit card account
information to pay for a given item It assunmes the cardhol der and merchant
have already regi stered and that the cardhol der has decided which itens to
purchase. The SET order process i s begun when "when the cardhol der software
requests a copy of the nerchant's and gateway's certificates" [25]. Wen the
nmer chant receives the request, it assigns a unique identifier to the nessage and
sends the nerchant and gateway certificates.

Upon recei pt the cardhol der generates the Order Information (AO) and the
Payment Instructions (Pl) and associ ates the unique identifier produced by the
merchant with the O and the PI. Next, the cardhol der generates a symetric
encryption key used to encrypt the Pl and sends the Pl together with the O.
Then, the nerchant receives the nessage and processes the order including the
payment authorization described in the next section. After the O has been
processed "the nerchant software generates and digitally signs a purchase
response nessage, which includes the nmerchant signature certificate and

i ndicates that the carholder's order has been received by the nmerchant" [25].
Then, this response is transmtted to the cardhol der

FIGURE 4. Sunmmary of purchase request (from|[25]).

2.4.4 Paynment Authorization

This mechanismis defined between the nerchant and the paynent gateway when the
merchant is processing an order froma cardholder. The nmerchant creates an

aut horization request which contains information such as the anount to be

aut horized and the transaction identifier fromthe O. Then, the Pl and the

aut horization request are sent to the paynent gateway. When the paynent gateway
receives the PI and the authorization request, the payment gateway verifies



their authenticity and "formats and sends an authorization request to the Issuer
via a paynment systent’ [25]. Once the payment gateway receives a response from
the Issuer it generates an authorization response nessage which contains an
optional capture token (described in the next section). The response is then
sent to the nerchant. Then, the nerchant stores the authorization response and
capture token and lastly delivers the goods described in the original form
2.4.5 Paynment Capture

Thi s mechani sm defi nes how the nerchant receives his paynent. There may be a
large gap in tine between the nessage requesting authorization and the nessage
requesting paynment. Once the nerchant initiates this portion of the nmechani sm
the merchant sends the paynment gateway the capture request and optionally the
capture token. Futhernore, SET allows for nultiple requests to be nmade in

paral lel. \When the paynent gateway receives the capture token (if sent) and the
information in the capture request, the payment gateway creates a clearing
request which it sends to the Issuer. Then, the paynment gateway creates and
then signs the capture response nessage and transnmts the nessage to the
merchant. Finally, when the merchant receives the capture response nessage, it
stores the nmessage to be used for reconciliation with paynent received fromthe
acquirer.

3.0 Mdtivation

The previously mentioned systens share something in conmon: they attenpt to
descri be a framework that supports realtine electronic paynents over a network
Fut hernore, the commercial transactions are carried out solely in the electronic
domain. The fact that these systens are conpletely paperless is a doubl e-edged
sword. The advantage lies in the elimnation of the paper processing overhead;
however, in the short term we believe that in daily transactions, such as

buyi ng groceries at the supermarket, people will feel nmore confortable using
paper cash and checks than their electronic counterparts.

Paper - based noney has been used for centuries. Since it has been in use much

| onger, people are nuch nore famliar with this type of currency than any of the
el ectronic versions discussed so far [7][11][12][15]. Therefore, in the short-
run, neither custoners nor nmerchants will switch to a conpletely paperless
schene. In light of this assunption, we propose a systemthat will allow paper-
based conmercial transactions, in the form of bank checks, at the front end with
aut ononous paperl ess processing thereafter. Thus, our systemw |l serve as a

nodel of transitional technol ogy between the current system described in the
foll owi ng section, and the previously described systenms [7][11][12][15].

3.1 Current Model for Processing Bank Checks

After a check is deposited at a local bank, it is forwarded to a processing
center. At the processing center, the courtesy anmount bl ock (where the user has
written the quantity of the check in nunbers) is read by human operators and the
quantity of the check is keyed in by hand into a conputer. After this stage,
the amount for which the check was witten is printed on the bottom of the check
in Magnetic I nk Character Recognition (MCR) ink. This ink contains an iron

oxi de so that the characters are magneti zed and can be "read" by sorting

machi nes and conputer input devices. Then, the checks nove through a

conbi nati on of three institutions: correspondent banks, clearinghouses, and
Federal Reserve Banks. The correspondent banks handl e checking accounts for
sone banks and provi de geographi c coverage for others (see figure 5).

Cl eari nghouses "receive the checks banks have credited to their own accounts and
sort the checks for distribution to the banks on which they are drawn"[5], while
the regional offices of the Federal Reserve Bank serve as clearing houses (see
figure 5).

FI GURE 5. Conplete check flow (from[5]).
Suppose a consuner pays a nerchant with a check fromthe bank Buser and the
mer chant deposits the check at the end of the day at bank Bnerchant. Since the



user's account is not at this location, Bmerchant mails the bank check to a
processing center where the information on the check is read by hand. Then, the
checks are mailed to the federal reserve board FRBmerchant that presides over
Bnmerchant. At FRBnerchant the checks are fed into high-speed MCR readers which
read the data, such as user's bank nane/ID, the checking account nunber, and
the dollar amount to decide which FRB the check will be mailed to. Once the
check reaches FRBuser it is fed into another high-speed M CR reader to deternine
the bank it needs to be forwarded to. Then, the bank check is sent to Buser
and the data detected by the MCR reader is transnitted electronically to Buser

FI GURE 6. Typical check route

3.2 Design Goals

We propose a systemthat decreases the need for human intervention when
processing a check. Furthernore, we propose a systemthat greatly decreases

t he nunber of banks the check physically passes through. W will also decrease
the amount of processing perforned in the anal og domai n, thus decreasing the
total processing latency. Futhernore, we will allow the secure electronic

transfer of bank check data, thus elimnating and speedi ng several of the steps
depicted in figures 5 and 6 while maxim zing the utilization of the avail able
World Wde Web infra-structure.

4.0 iCheck Mddel /Design

Before Tim Berners Lee wote the first web browser at CERN in 1992, nost
client/server applications communicated in proprietary formats and non-standard
protocols built on top of the Transfer Control Protocol/Internet Protoco
(TCP/I1P). However, since that time a network service built on top of existing

| ocal and wi de area networks called the World Wde Wb (WA has grown to
enornous proportions. Clients, called web browsers, on the WM communi cate with
web servers via a protocol called Hyper Text Transfer Protocol (HTTP) which is
built on top of the reliable transport service provided by TCP [4]. Wb
browsers, using a Uniform Resource Locator (URL) to identify a resource at the
server, request information which is returned in the formof a page of HTM
commands. Web browsers parse this stream of commands and use tools fromits
native operating environment to build display imges representing the materia
in the command stream The command stream fromthe server may include text
formatting i nformation, enbedded graphics and other selectable |inks. Devel opers
of client/server applications can now take advantage of the avail able framework
the WAW has provided them For this reason, one design goal of the iCheck
systemis to maxim ze the utilization of the WAMVinfra-structure.

Ot her design goals for our proposed systemare to elimnate the need for human
intervention for reading the check's courtesy anmount and to elimnate the need
for the physical transm ssion of checks between Bnmerchant and Buser in a secure
fashion. W call our proposed systemi Check. This systemis conposed of two
mai n nodul es: the Bank Modul e (one client per bank) and the Central Storage
Facility (one gl obal server).

The Bank Modul e initiates the processing by scanning the bank check into the

el ectronic domain. This nodule is responsible for authenticating itself to the
Central Storage Facility and securely uploading the scanned check. This is
achieved by first negotiating a session key through a three phase handshake
protocol (described in section 4.1.3) and then encrypting the data with the
session key. Furthernore, the Bank Module is responsible for securely

downl oadi ng data fromthe Central Storage Facility.

The Central Storage facility is responsible for storage, indexing, and retrieva
of the bank check data. Furthernore, it is also responsible for nmaintaining the
data safe from potential intruders.

FIGURE 7. i Check d obal nodul e view.
4.1 Bank Mbdul e



The Bank Modul e is conposed of three nain parts: Optical Character Recognition
(OCR) nodul e, Check and Briefcase Object Packer nodule, and the security nodul e.
i Check processes bank checks through a set of three steps as foll ows:

1. Optical character recognition of the check's courtesy anount.
2. Creation of Briefcase Objects and Check Objects.
3. Est abl i shnment of a secure connection with a renpte bank and transni ssion

of the check imge together with the recogni zed dat a.

4.1.1 OCR Mdul e

This nmodul e is responsible for the automated readi ng of handwitten/typewitten
anount on the courtesy block using neural network techniques after the check has
been scanned in. It is divided into three nmain stages: preprocessing,

recogni tion, and postprocessing [8, 26]. The preprocessing stage itself
consists of: a segnmentation of the characters into individual units,
normal i zati on, slant correction, thinning, and thickening. The recognition
stage consists of a neural network which takes the preprocessed data as an input
to recogni ze the characters. Finally, postprocessing involves the exam nation
of the nuneral bitmap and out put of the neural net to produce confidence
nmeasures about the predicted val ue.

The first step in preprocessing, called segnentation, separates al phanuneric
synmbols into individual units. Based on general |ocation and size within
segment i mage, commmas and ot her punctuation marks are identified. Then, each
digit is normalized to a 16 by 16 bit grid followed by a de-slanting procedure
whi ch decreases the angle of slant [13, 14]. Thinning turns the nuneral into a
one pixel thickness skeleton [9, 14]. A good skeleton "retains the connectivity
and structural features of the original pattern and, once defined, is then

thi ckened to a thickness of two pixels" [26].

In the recognition phase the 16 by 16 bit inmage is passed into a neural network
based recogni zer. The neural net, consisting of 256 input nodes and 40 hi dden
nodes is trained on extensive anounts of data available fromthe Nationa
Institute of Standards and Technol ogy (NI ST) database. The output consists of 10
nodes which are mapped to the 10 different digits.

In the postprocessing stage "each segnent is passed through a second neura
network that has been trained with negative tenplates" [26]. Follow ng the
recognition stage, the output fromthe two networks are conpared. If the
outputs are not consistent the data is input back into the segnentation for a
second pass.

4.1.2 Check and Briefcase Object Packer Mdul e

For several years industry and academ a have been noving from procedura
centered programmng to object oriented programm ng [22]. One idea from object
oriented programm ng that we decide to use in the Object Packer Mdule is data
encapsul ation since it is nore logical and neat to group together data that is
semantically related. This way, information such as the CAB and M CR are bound
together in one entity: the Check Object inside a Briefcase Object.

This nmodul e is responsible for building the check and briefcase objects after
the OCR nodul e recogni zes and stores the Courtesy Amount Bl ock (CAB) and M CR
guantities as tenporary variables. Then, the raw check inage is JPG conpressed
and the new size of the image is also stored which sinplifies the Centra
Storage Facility parser (see section 4.2.1). It is inportant to note that the
i mge must be stored at a high enough resolution so that it is legally
acceptable (i.e., we will be able to recognize the signature). However,
excessive detail stored in the image will degrade the network transm ssion
performance due to the increased bandwidth required to transmt nore data.
Therefore, a careful trade-off needs to be nade between inmage resolution and
transm ssion speed. Finally, the information in the tenporary variables is used
to create a Check Object by storing the CAB, MCR, image |ength, and JPG i nage
t oget her.



FI GURE 8. Check Object.

Each tinme a check is processed, a new Check Object is created and appended onto
an entity we call "Briefcase Cbject". The Briefcase Object is composed of a
header foll owed by the Check Cbjects. The header contains information such as
the processi ng bank nane and the nunber of Check Objects in the briefcase. W
send a Briefcase Object, and not individual Check Objects, for efficiency. 1In
this way, the cost of transm ssion is anortized over the nunber of checks in the
bri ef case.

FIGURE 9. Briefcase Object.

Alimt of 4 gigabytes was established for the |l ength of the Briefcase Object
due to the limtations of formbased file uploading (the nechani sm by which we
upl oad the Briefcase to the Central Storage Facility)[6, 23]. To enforce this
size limtation, we check for the size of the current Briefcase. If the

di fference between 4 gigabytes and the current size is at |east the size of the
current Check Object, the Check Object is appended to the Briefcase. O herw se,
a new Briefcase is created.

4.1.3 Network/Security Mdul e

The goal of this nodule is to establish a secure connection between a Bank
Modul e and the Central Storage Facility to transnmit the Briefcase Object. A
secure connection is defined as a connection where the data are privately
transmtted and both the sender and the receiver are nmutually authenticated to
each other. In other words, an eavesdropper that |listens to the comuni cation
channel between the Bank Modul e and the Central Storage Facility will not be
abl e to deci pher the contents of the transmitted data. Futhernore, the Bank
Modul e will be sure that it is communicating with the Central Storage Facility
and vi ce-versa

Various factors affect our design decisions: encryption algorithm conputation
time, algorithmrobustness, and avail abl e cryptographical application
programm ng i nterfaces (API). Only by carefully exam ning these factors are we
able to achieve our goal of secure transactions.

A factor that influences our design criteria is the tinme our encryption

al gorithnms takes to execute. We decide to use a public key algorithmto encrypt
a session key which is later used to encrypt the data using a private key

al gorithm (see section 4.1.3.1). The reasoning behind this decision is based on
the fact that in general, public key algorithns are approximately two to three
orders of magnitude sl ower than their private key counterparts[24] and the
session key is orders of magnitude smaller than the data to be encrypted. For
exanple on a '90 MHz Pentium RSA Data Security's cryptographic tool kit BSAFE
3.0 has a throughput for private-key operations of 21.6 Kbits per second with a
512-bit nodulus and 7.4 Kbits per second with a 1024-bit nodulus"[24]. By
conparison, a private key algorithmsuch as DES is generally at |east 100 tines
as fast as RSA when inplenented in software[24]. Furthernore, the encryption
al gorithm conputation tine is proportional not only to the key nodul us, but to
the length of the input data. Therefore, the decision to use private key
algorithms to encrypt the data is further substantiated since the |ength of the
data encrypted in i Check can be up to 4 gigabytes long (orders of magnitude

| onger than the key nodul us).

We consider a nunber of public and private key al gorithns that have been shown
to be secure by industry standards [10, 20]. The two public key algorithnms we
consider are El-Gamal [20] and RSA. RSA's security is contingent on the
difficulty of factoring |arge conposite nunbers while El-Gamal's i s contingent
on the difficulty of solving the discrete |ogarithmproblem[20]. The three
private key al gorithms we consider are DES, RC2, and RCA.

DES is the Data Encryption Standard, an encryption bl ock cipher defined and
endorsed by the U S. government in 1977 as an official standard; the details can
be found in the latest official FIPS (Federal Information Processing Standards)
publication concerning DES [21]. It specifies a cryptographic algorithmto



encrypt and decrypt 64-bit bl ocks of data under the control of a unique key as
defined in Federal Information Processing Standards (FIPS).

RC2 is a variable key-size block cipher. It is faster than DES and is designed
as a replacenent for DES. It can be nmade nore secure or |ess secure than DES
agai nst exhaustive key search by using appropriate key sizes [24]. It has a

bl ock size of 64 bits and is about two to three times faster than DES in
software. The algorithmis confidential and proprietary to RSA Data Security.
RC4 is a variable key-size stream ci pher with a byte-oriented operations. The
algorithmis based on the use of a random pernutation. Furthernore, eight to
si xteen machi ne operations are required for every output byte, and the cipher
can run very quickly [19]. Although the algorithmis proprietary, it has been
scrutini zed under conditions of non-disclosure by independent analysts and it is
consi dered secure [24].

One practical factor that affects the decision on how to inplenent our

Net wor k/ Security Module is the availability of cryptographical application
programm ng i nterfaces for the previously nentioned al gorithns. We decided to
use CryptoAPI: a cryptographical APl by Mcrosoft for various reasons.

Crypt oAPI provides system | evel access to common cryptographical functions such
as key generation, key exchange, data encryption and decryption, hashing and
digital signatures. Also, CryptoAPl eases the process of making applications
and cryptographic services nodular. This allows software devel opers that use
CryptoAPI in their applications and to substitute-in stronger Cryptographica
Service Providers (CSP) nodul es as the need may arise. The CryptoAPI
programm ng nodel is simlar to the Wndows Graphical Device Interface (GDI)
nodel in that the CSP's are to CryptoAPl as device drivers are to the Wndows
GDlI. Therefore, just as "well-behaved" applications are not allowed to
comunicate directly with the hardware, "well-behaved" applications cannot
directly access the CSP' s.

After taking into consideration both public key algorithns and the choice of
Crypt oAPI, we determ ned that the best design decision is that RSA be used as
the pubic key algorithmfor i Check [6, 10]. Furthernore, after considering the
various private key algorithnms, we decided to use RC4 since it is both robust
and quick by conparison to DES and RC2 (on a 120 MHz Pentium based conputer DES
encrypts 1,138,519 bytes a second, RC2 encrypts at 286,888 bytes a second, while
RC4 encrypts at 2,377,723 bytes a second) [19].

4.1.3.1 Session Key Exchange Protocol

As nmentioned earlier, we decided to use a public key algorithmto encrypt a
session key which is later used to encrypt the data using a private key

al gorithm since public key algorithns are in general nmuch slower than their
private key counterparts [24]. W explored two possible ways to securely
exchange a session key: the nonce session key exchange protocol and the three-
phase session key exchange protocol [19].

We first explored the nonce session key exchange protocol. 1In this protocol
there is a sender that wants to give a nessage to a receiver. The sender
creates a random session key and encrypts the nmessage with it. Then the sender
encrypts the session key with the receiver's public key and sends it to the
receiver together with the encrypted nmessage. When the receiver gets the data
it can decrypt the session key with its private key and then use the session key
to decrypt the nessage. This protocol is vulnerable to one formof attack

replay of transmitted data. |In other words, an eavesdropper that acquires
copies of one or nore encrypted nessages and the encrypted keys could at sone
later time send one of these nmessages to the receiver and the receiver will have

no way of knowi ng the nmessage did not cone directly fromthe original sender
To reduce the risk of attack, we tinestanp all the nmessages and have the
receiver verify that the nessages are current. |In case of a replay attack the
receiver would notice this since the tinestanp woul d have expired.



FI GURE 10. Nonce session key exchange protocol

However, we decided to use the three-phase session key exchange protocol since
it provides a way for two parties to create an authenticated, real-tinme
connection between thenselves w thout the need for tine stanps [19]. The end
result of this protocol is a session key that is shared by both of the parties
i nvol ved. This protocol is known as a three-phase protocol because it requires
that the two parties exchange three packets of data in the process of creating
the shared session key. This protocol elimnates, instead of reducing, the risk
of replay attack. Here, both parties contribute a portion of the data that the
negoti ated session key is derived from This protocol ensures that both the
parties are current and are sendi ng nessages directly to each other. W nmake

t he assunption that both parties involved already possess their own set of
public/private key pairs and that they have al so obtai ned each other's public
keys. Furthernore, we assunme that the parties have al ready exchanged hunman-
readabl e user nanes. This is usually done at the same tine the public keys are
exchanged, since the user nane is included as part of each certificate (see
section 4.1.3.2).

In the first phase of the protocol, the sender creates a random session key KA.
The sender then encrypts KA with the receiver's exchange public key PB. The
encrypted KA is then sent to the receiver. Upon receipt, the receiver decrypts
KA with the receiver's exchange private key SB

In the second phase of the protocol, the receiver creates a random sessi on key
KB of its own. The receiver then encrypts KB with the sender's exchange public
key PA. The encrypted KB is then sent to the sender. The receiver then
conputes the hash HlL of KA, the receiver's nane, KB, the sender's nane, and the
text "Message 2" via the MD5 hashing algorithm[24]. This hash value is then
sent to the sender. The data must be hashed in the standard sequence, so the
sender will be able to properly validate it. Then the sender decrypts KB with
t he sender's exchange private key SA. The hash value Hl is also received. The
sendi ng user then validates the receiver's hash value Hl by creating a hash of
its own containing the same data, and conparing the two hash values. |[If the
hash val ues do not match, then either the destination user has not been
forthright, or soneone else is tanpering with the data between the two parties.
In either case, the protocol is term nated and the comunication |ink severed.
If the two hash values do match, this tells the sender that the destination user
is presently on-line and in real-tinme comunication. This is primarily because
t he hash val ue contains KA, which was sent out encrypted with the receiver's
public key PB. Only the real destination user could have decrypted the session
key and built the hash value. Having the human-readabl e user nanes in the hash
makes it possible to involve the users in the process as an additional check
[19].

In the third phase of the protocol, the sender builds up a hash val ue H2
containing KB, the sender's nane, the receiver's nane, and the text "Message 3."
This hash value is then sent to the destination user. The destination user
accepts the hash value fromthe sender and validates it by creating a hash of
its own and conparing the two hash values. |If the hash values do not match, then
the protocol should be term nated and the comruni cation |ink severed. |If the
two hash value do match, this tells the receiver that the sender is presently
on-line and in real-tinme communication. This is prinmarily because the hash

val ue contains session KB, which was sent out encrypted with the sending user's
public key PA. Only the real sending user could have decrypted the session key
and built the hash val ue.

FIGURE 11. Three phase session key exchange protocol
Once the two parties have exchanged session keys and hash val ues and the hash
val ues have been properly validated, the protocol is conplete. Each party can



now i ndependently create a shared session key based on KA and KB that can be
used to send encrypted nessages to each other. To create the shared session
key, each party nust create a hash session key KA and session key KB and then
derive the key based on the value of the hash. The inplenentation details of
this procedure are outlined in the follow ng paragraphs.

The three phase session key exchange protocol is inplenmented as a web browser

hel per application that is |aunched before data is uploaded fromthe bank
runni ng the i Check Bank Mbdule. First, the hel per application calls Crypt GenKey
to generate the random session key KA and calls Crypt ExportKey to encrypt the
key KA with the Central Storage Facility's (CSF) public key KB. Then, the

hel per application opens a socket connection to CSF, sends the encrypted key KA
toit, and listens to the specified socket for a response fromthe CSF. The

hel per application verifies the validity of the hash val ue HL upon receipt of
the response and extracts, using the CryptlnportKey function, the random session
key KB produced by the CSF. If the hash value is invalid the protocol is

term nated and the comunication |ink severed. Finally, the hel per application
builds up a hash value H2 and sends it to the CSF through the al ready opened
socket connection. Below is pseudo code that describes the first portion of the
protocol up to the point where the hel per application verifies the validity of
hash value Hl sent by the CSP (for all the inplenentation details of the
protocol, please see Appendix A).

/1l Get handle to the Cryptographical Service Provider

Crypt Acqui reCont ext (& Prov, NULL, NULL, PROV_RSA FULL, 0);

/1 Obtain the destination user's exchange public key. Inport it into
/1 the CSP and place a handle to it in "~hDestPubKey'.

Crypt Get User Key( hProv, AT_KEYEXCHANGE, &hDest PubKey);

/1l Create a random session key KA.
Crypt GenKey( hProv, CALG RC4, CRYPT_EXPORTABLE, &hKeyA);

/1 Export session key KA into a sinple key blob
dwBl obLen = BLOB_SI ZE;
Crypt Export Key( hKeyA, hDest PubKey, SIMPLEBLOB, 0, pbKeyBl ob, &dwBl obLen);

/1 Send key bl ob containing session key KA to the CSF
sendto (connectedport, pbKeyBl ob, dwBl obLen, O,
(struct sockaddr *) &clientaddr, sizeof (clientaddr))
/'l Receive a key bl ob containing session key KB fromthe CSF
/1 and place it in "~pbKeyBlob'. Set “dwBl obLen' to the nunber
/1 of bytes in the key bl ob.
| ettersent= recv (connectedport, pbKeyBl ob, MAXLEN, O0)
dwBl obLen=l ett ersent;

/!l Receive a hash value HL fromthe CSF and place it in

/1 ~pbHashVal ue'. Set "dwHashLen' to the nunber of bytes in the hash
/1 val ue.

| ettersent= recv (connectedport, pbDestHash, MAXLEN, O0)

dwDest HashLen=| ett er sent;

/1 Inport the key blob into the CSP

Crypt | nport Key(hProv, pbKeyBl ob, dwBl obLen, 0, 0, &hKeyB)

/1 Verify hash value received fromthe destination user
/1l Create hash object.

Crypt Creat eHash(hProv, CALG MD5, 0, 0, &hHash);
/1 Add session key A to hash.



Crypt HashSessi onKey( hHash, hKeyA, 0);

/1 Add destination user's name to hash.

Crypt HashDat a( hHash, pbDest Name, dwDest NaneLen, O0);

/'l Add session key B to hash.

Crypt HashSessi onKey( hHash, hKeyB, 0);

/1 Add sending user's nane to hash.

Crypt HashDat a( hHash, pbSendNane, dwSendNaneLen, 0);

/1 Add "Message 2" text to hash.

Crypt HashDat a( hHash, "Message 2", 9, 0);

/1 Conplete the hash conputation and retrieve the hash val ue.
dwHashLen = HASH Sl ZE;

Crypt Get HashPar am( hHash, HP_HASHVALUE, pbHash, &dwHashLen, O0);
/'l Destroy the hash object.

Crypt Dest r oyHash( hHash) ;

/1 Conpare the hash value received fromthe destination user with
/1 the hash value that we just conputed. If they do not nmatch, then
/1l terminate the protocol

i f (dwHashLen! =dwDest HashLen || mencnp(pbHash, pbDest Hash, dwHashLen)) {
printf("Key exchange protocol failed in Second Phase!\n");
printf("Aborting protocol!\n");
return;

4.1.3.2 Certification Authority

Certificates are digital docunments attesting to the binding of a public key to
an individual or other entity. They allow verification of the claimthat a given
public key does in fact belong to a given individual. Certificates help prevent
sonmeone from using a phony key to inpersonate sonmeone else. |n iCheck public
key certificates are conposed of a public key, name of the owner of the public
key, and a hash of the public key and nane of the owner. All of this is
encrypted with the public key of an entity called a certifying authority (CA).

FI GURE 12. i Check public key certificate.
In iCheck a trusted third party vouches for the authenticity of the public key
keys used to negotiate the session key in the three phase session key exchange

pr ot ocol . The CA provides an electronic certificate that vouches for the fact
that a public key is owned by the sender and the receiver of the three phase
sessi on key exchange protocol. This electronic certificate, itself digitally

signed by the CA is stored by the sender and the receiver. Before initiating
the three phase session key exchange protocol both the sender and the receiver
exchange their public key certificates. Upon receipt, the receiver uses the
certificate to verify the sender's public key. At that point the receiver is
sure of three things:

1. the original data was not altered (data integrity)

2. t he message could only have been encrypted by the hol der of that public
key (entity authentication)

3 a trusted third party has vouched for the fact that the sender is in fact

the hol der of that key

Therefore, the strength of the public key certificate provides an acceptable

| evel of assurance to the sender that it holds a copy of the receiver's public
key and vice-versa.

It is inportant to note that there may be a need for nmultiple CA's. Suppose
that the sender gives a certificate to the receiver. The receiver would verify



the certificate using the certifying authority's public key and, now confident
of the public key of the sender, verify the nmessage's signature. There nay be
two or nore certificates enclosed with the nessage, formng a, hierarchica
chain, wherein one certificate testifies to the authenticity of the previous
certificate. At the end of a certificate hierarchy is a top-level certifying
authority, which is trusted without a certificate fromany other certifying
authority. The public key of the top-level certifying authority nust be

i ndependently known by being wi dely published. It is also inportant to note
that the nmore fanmiliar the sender is to the receiver of the nessage, the |ess
need there is to enclose, and to verify, certificates. For exanple, if the Bank
Modul e sends nessages to the CSF every day, the Bank Mdul e can encl ose a
certificate chain, which the CSF verifies on the first day. The CSF thereafter
stores the Bank Modul e's public key and no nore certificates or certificate
verifications are necessary. A sender whose conpany is known to the receiver
may need to enclose only one certificate (issued by the conpany), whereas a
sender whose conpany is unknown to the receiver may need to encl ose two

certificates. 1In general it is good to enclose just enough of a certificate
chain so that the issuer of the highest level certificate in the chain is well-
known to the receiver. |If there are multiple recipients, then enough

certificates should be included to cover what each recipient mght need.

4.2 Central Storage Facility Module

The size of magnetic storage has been steadily increasing and will continue to

i ncrease at an exponential rate according to More's Law. Therefore, prices
have decreased at simlar rate for a given anpunt of magnetic storage. Magnetic
storage decreases in cost primarily have occurred because of inprovements in
three major areas [18]:

1. Magneti c di sk storage cost/bit and absol ute size

2. Net wor k bandwi dt h i ncreases whi ch now permts noving data fromthe
storage facility to the client within a human reaction tine

3. Di spl ay technol ogy

It is now feasible to be able to store terabytes of data in one |location
Exanpl es of such systens include the UC Berkeley's digital library research

proj ect having a capacity of nore than six terabytes, |arge collections of
survey data for use by economi sts and social scientists covering a wi de range of
sources such as governnent censuses and consunmer surveys [2], and the Massive
Dat a Anal ysis Systens at the San Di ego Superconputer Center [3]. This is why we
make the design decision that all the check data processed in the OCR Mydul e be
stored in one location: the Central Storage Facility (CSF). Therefore, we need
a mechani sm for upl oading data onto the CSF. The mechani smwe use is called
form based file uploading and is avail able on web clients.

Currently, HTM. forms allow the producer of the formto request information from
the user reading the form These forns have proven useful in a wde variety of
applications in which input is necessary. However, this capability was limted
because HTML forns did not provide a way to ask the user to submt files of
data until recently. Service providers who needed to get files fromthe user
had to i nmplement custom user applications. However, the nechani sm necessary for
client side file uploads is now possible with the advent of formbased file

upl oading [23]. To have form based file uploading available on a certain HTM.
file the software devel oper edits the HTM. docunent to include the formtag
enctype ="multipart/formdata", nmethod = "post", and input type = "file".

Anyone who views the given HTML file with a web browser will see sonething
simlar to the figure below. A user sinply needs to enter the |location of the
file (s)he wants to upload and then selects the Upload button.

FI GURE 13. Form based file upl oadi ng.
4.2.1 Parser



The Parser is the part of the CSF Moddule that is responsible for processing data
(in this case the Briefcase Objects) that have been uploaded fromw th the form
based fil e uploadi ng nmechanism The first thing the parser does is to read the
Header field of the Briefcase Object to extract the identification of the bank
that is uploading the data and to extract the field that indicates how many
Check Cbjects are in the Briefcase Object. Then, for every Check Object the
Parser extracts the CAB, Imge Length, M CR, and the Inmage and creates a HTM
docunent that contains all of the extracted data and the imge.

FI GURE 14. Central Storage Facility parser.
Following is a code segnent for the CSF parser:

f pUpl oaded = fopen(value[1l], "rb");
fscanf (f pUpl oaded, "%", strBriefcaselD); /1get 1D for briefcase
whi | e(fscanf (f pUpl oaded, "%", strCAB) != EOF) {
sprintf(strlmgefnane, "imged%d. pgn', i);
sprintf(strlmagef namepat h,
"“c:\\inet pub\\ wwwr oot \\ net bank\\ conversi ons\\ %", strl magef nane) ;

f pi mage = fopen(strlmagefnanepath, "w');
_setmode( _fileno( fpUploaded ), _O BINARY );
fscanf (f pUpl oaded, "%", &byte);

for(ibytecount=0; ibytecount<GREYMAPSI ZE; i bytecount ++) {
fscanf (f pUpl oaded, "%", &byte);
fprintf(fpimge, "%", byte);

}

sprintf(strBat Conmand, "convert %", strlmagefnane);

syst em( st r Bat Command) ;

fcl ose(fpi mge);

/1 _unlink(strlmgefnanepath);

/[l Create HTML file
sprintf(strHtmnfnane,
"c:\\inet pub\\ wwr oot \\ net bank\\ conversi ons\\ convertedata%d. htm ",i);

fpHt M fname = fopen(strHtm f nanme, "w'");
fprintf(fpH m fnane, "%", strheadhtm);
fprintf(fpH m fnane,

"<B>BriefCasel D = %</ B><P>\n\n", strBriefcaselD);

fprintf(fpHtm fnane, "<B>NuntChk = %l</B><P>\n\n", i);
fprintf(fpHtm fname, "<B>CAB = %s</B><P>\n\n", strCAB);
fprintf(fpH m fnane,

" <HR><I MG SRC=\"check%l. j pg\ " ><P><HR></ BODY></ HTM.>" | i ) ;

fclose(fpH m f nane);
i ++;
_setnode( _fileno( fpUploaded ), _O TEXT );
}
fcl ose(fpUpl oaded) ;
5.0 i Check Scenario
Suppose you are at a grocery store and you wite a check to pay for the food you
just bought. At the end of the day the nerchant deposits the checks that (s)he
has gathered for the day into his/her bank account at Bnmerchant. The nmerchant's
bank collects the checks and feeds theminto the i Check scanner which converts
theminto digital imges. Then the OCR nodul e recogni zes the quantity each
check was witten for and stores the data together with the digital imge into a



Check Object and appends it onto to a Briefcase Object. At certain periods of
the day an authorized bank enpl oyee connects to a "lnitiate Session Key
Negoti ati on” web page provided by the Central Storage Facility (CSF). The bank
enpl oyee selects the "Initiate Session Key Negotiation" button and waits for a
confirmati on nmessage. Here, a session key is negotiated between the CSF and the
web browser hel per application resident in the i Check Bank Mddul e. Then, an
encrypted connecti on between the Bank Modul e and the Central Storage Facility is
opened and the data are transmtted. Thereafter, the uploaded data is
avai |l abl e for other banks to downl oad.

FIGURE 15. Initiate Session Key Negotiation web page.

VWen a user wants to downl oad check data fromthe CSF (s)he goes to the

"Downl oad Check Data Web" page. There (s)he finds another initiate session key
button (used to encrypt the data to be downl oaded) and a pointer to the Secured

Directory which will contain the encrypted check data.
If a user contests the ampbunt witten on the check, the user can request a copy
fromthe bank. The bank will retrieve the digitized image and print a hard copy

for the user. Since the digital inmage was stored at a high enough resol ution
for legal acceptability, the hardcopy is as good as the original

FI GURE 16. Sunmary of the iCheck system conmuni cati on between the OCR nodul e and
the Central Storage Facility.

6.0 Concl usion

6.1 How i Check Succeeds to Meet Design Expectations

i Check is a systemarchitecture that securely all ows the banking systemto

i ncrease the check processing speed and decrease the check processing cost. The
i Check architecture provides a secure, reliable, and wi dely avail able
infrastructure for accessing the existing bank paynment system over the internet.
This is acconplished by designing, devel oping and integrating the conponents
necessary to decrease bank check processing tinme and to reduce the need for
human i ntervention in a secure form over open public networks. These conponents
are inplenented in two nmain nodul es and denonstrate the interoperability and the
infrastructure that can benefit banks by allowi ng them a consistent, secure,
trusted way of offering faster and cheaper services. This infrastructure should
al so enable the offering of innovative new systens which take advantage of new
devel opnents in tel ecommuni cati ons technol ogy and enhancenents to the existing
banki ng paynent system

6.1.1 Drastic Increase in Speed of Check Processing.

In current banking systens a check can take as long as two weeks to clear. Wy
is this so? As we saw in section 3.1, a given check may be forwarded by
mul ti pl e banks before it reaches its original bank of issue. However, in

i Check, we can experience a vast increase in speed by noving the data fromthe
anal og donain to the digital domain. For exanple, wthout |oss of generality,
suppose a check in the anal og donmain takes 336 hours (2 weeks) to reach the
original bank of issue, while a check in iCheck takes 1 hour to reach the
Central Storage Mddule (a very conservative estimate); this is nmore than a 3000%
decrease in check processing |atency.

6.1.2 Drastic Decrease in Check Processing Cost.

Two factors are responsible for the decrease in check processing costs that

i Check provides: OCR technol ogy and digital check transportation. By performng
OCR on the check, we elimnate the costs associated with enploying a person to
read the checks. For exanple, a person enployed to read checks at $5. 00/ hour
for 8 hours/day working 250 days/year costs $10000/year (and this is the cost
for only one enployee). This clearly surpasses any one-tinme cost associated with
the i Check OCR. Also, a consequence, which needs no explanation, of scanning
checks into the digital domain is a decrease in check transportati on costs.
6.1.3 Secure Transactions



The heart of iCheck's security protocols are based on the cryptographically safe
al gorithms RSA and RC4. Breaking RSA would inply solving an NP-conpl ete problem
in polynom al time which is believed by many mat hematici ans to be inpossible
[10]. Furthernore, RC4 has been scrutinized under conditions of non-disclosure
by i ndependent analysts and it is considered secure [24].

6.2 Future Work

Future work to be done on i Check includes inmproving the Optical Character
Recognition (OCR) nodule to get higher recognition accuracy. Also, making the
system scal abl e to handl e thousands of bank nodul es by having rmulti-threaded
support. Furthernore, an in-depth study of the econom cal, technol ogical, and
comerci al repercussions that i Check can potentially cause on the banking
system

6.3 How Can Ot her Systens Benefit from i Check?

i Check was designed in the client/server paradigm Therefore, there is a clear
demarcation of the workload distribution that other client/server systens can
benefit from Furthernore, iCheck's secure transactions are general enough to
enconpass the encryption of not only check inmages, but of any other potenti al
data. Finally, other electronic currency systens can use the infra-structure
and the cryptographical protocols in iCheck as ground work for their projects.
In summary, iCheck is an architecture that makes use of the existing financia
and WA infra-structure. It requires no special hardware. |t automates and
speeds up costly procedures such as reading the courtesy anount and check
forwarding in a secure fashion. The technol ogical advancenents that the i Check
system exploits will enable banks and corporations to streanline and re-engi neer
back-of fi ce processes to provide faster check information, allow ng check
payment decisions to be made nore quickly and with increased assurance. As a
result, consuners, as well as businesses, should enjoy quicker availability of
funds, better safeguards agai nst fraud, and, in the near future, have greater
and faster access to their checks' status at a customer site.

Appendi x A. Parser

#define _WN32_W NNT 0x0400

#i ncl ude <wi ndows. h>

#i ncl ude <stdi o. h>
#i ncl ude <stdlib. h>
#i ncl ude <string. h>
#i ncl ude <fcntl. h>
#i ncl ude <i o. h>

#defi ne CABSI ZE 50

#def i ne FI LENAMESI ZE 40

#def i ne PATHNAMESI ZE 200

#def i ne GREYMAPSI ZE 1512038 /* 38 bytes of PGM header (1237538)*/
#def i ne BRI EFCASEI DSI ZE 20

#def i ne BATCOMVNANDSI ZE 50

#tdef i ne MAXPATH 200

#defi ne MAXENTRI ES (40) /* Max nunber of nane/val ue pairs */
#defi ne MAXNAME (20) /* Max number of chars in each name + 1 */
#defi ne MAXVALUE (100) /* Max nunber of chars in each value + 1 */

t ypedef char NameStr[ MAXNAME]
t ypedef char Val ueStr[ MAXVALUE] ;

int read_str( FILE *f, char *s, int size)



}

char ch;

do { /* Read characters into s until null byte is read */
ch = fgetc(f);
if( ch == EOF )

return -1;
*s = (char) ch
S++;
si ze--;
} while( ch !'="\0" && size !'=0);
if( size == 0) /* Ensure string is null-term nated */
*(s-1) = "\0';
return O;

int read_info( char *fn, NameStr n[], ValueStr v[] )

{

int ix; /* Name/ Val ue pairs read */
FILE *f; /* File pointer to info file */
f = fopen( fn, "rb" ); /* Open info file */
if( f == NULL ) { /* return -1 on file open error */
return -1;
}
for( ix =0; ix < MAXENTRIES; ix++ ) { /* Process all nane/value pairs */
if( read_str( f, n[ix], MAXNAME ) == -1 ) /* Read nane */
br eak; /* Endloop if end of file */
if( read_str( f, v[ix], MAXVALUE ) == -1 ) /* Read value */
br eak; /* Endwhile if end of file */
}

fclose( f ); [/* Close file */

unlink( fn); /* Delete info file */
return ix; [/* Return nunber of entries read */

int min( int argc, char *argv[] )

{

FILE *fpUpl oaded, *fpimge, *fpHt nlfnane;

char str CAB[ CABSI ZE], strl nagef namepat h[ PATHNAMESI ZE] ;

char strl magef nanme[ FI LENAMESI ZE], strHt m f name[ PATHNAVESI ZE] ;

char byte;

char strheadhtm [] ="<HEADER>\ n<Tl TLE> NETBANK </ TI TLE>\ n</ HEADER>\ n<BODY><H1>

The i mage data</Hi>\n";

char strBriefcasel D[ BRI EFCASEI DSI ZE], str Bat Conmand[ BATCOMVNANDSI ZE] ;
int i=0, ibytecount;

FI LE *textfile; /* File pointer to textfile */
char i nfopat h[ MAXPATH] ; /* Pathname of infofile */
char t ext pat h[ MAXPATH]; /* Pathnane of textfile */
NanmeStr name[ MAXENTRI ES] ; /[* Names frominfo file */

Val ueStr val ue[ MAXENTRIES]; /* Values frominfo file */



i nt entries; /* # of Nanme/Value pairs frominfo file */
i nt i X; /* Index variable */

if( argc <2 ) return 1; /* End programif argunment is mssing */

strcpy( infopath, argv[1l] ); /* Get infofile path */

/* Read all info data */
entries = read_info( infopath, nanme, value );
if( entries <0 ) return 1; /* End programif file error */

[ R FRE KKK KX kK Process the inconm ng data  *****/

f pUpl oaded = fopen(value[l], "rb");

f scanf (f pUpl oaded, "%s", strBriefcaselD); [//get ID for briefcase

whi | e(fscanf (f pUpl oaded, "%", strCAB) != EOF) {
sprintf(strlmgefnanme, "check%d.pgm', i);

sprintf(strlmgefnamepath, "c:\\inetpub\\wwroot\\netbank\\conversions\\%",strim
agef nane) ;
fpi mage = fopen(strlmagefnanepath, "w');

_setnmode( _fileno( fpUploaded ), _O BI NARY );
fscanf (f pUpl oaded, "%", &byte);

for(ibytecount=0; ibytecount<GREYMAPSI ZE; i bytecount ++) {
fscanf (f pUpl oaded, "%", &byte);
fprintf(fpinmge, "%", byte);

}

sprintf(strBat Conmmand, "convert %", strlmagefnane);

syst em( st r Bat Command) ;

fcl ose(fpi mge);

/1 _unlink(strlmagef nanepath); //del ete check%.pgmfile

[/ Create HTM. file
sprintf(strHtnfnane,

"c:\\inet pub\\ wwwr oot \\ net bank\\ conversi ons\\ check%d. htm ",i);
fpHt M fname = fopen(strHtm fnanme, "w");
fprintf(fpHtmfname, "%", strheadhtml);
fprintf(fpHtm fname, "<B>BriefCaselD = %</B><P>\n\n", strBriefcaselD);
fprintf(fpH m fnane, "<B>NunChk = %</ B><P>\n\n", i);
fprintf(fpH m fname, "<B>CAB = %s</B><P>\n\n", strCAB);
fprintf(fpH M fname, "<HR><IMG

SRC=\ "check?%l. j pg\ " ><P><HR></ BODY></ HTML>", i ) ;
fclose(fpH m fnane);

i ++;
_setnmode( _fileno( fpUploaded ), _O TEXT );

}
fcl ose(fpUpl oaded) ;

strcpy(textpath, "userexec.txt");
textfile = fopen( textpath, "w' ); /* Open text file */



if( textfile == NULL ) { /* end programon file open error */
fclose( textfile );
return 1,

}

for( ix =0; ix <entries; ix++ ) { /* Print all info to textfile */
fprintf( textfile, "% = %\n", nane[ix], value[ix] );

}

fclose( textfile ); /* Close textfile */

return 0; /* Done */

}
Appendi x B. Form Based Fil e Upl oadi ng Sanpl e HTM. Page

<HEADER>
<TlI TLE> Net bank Hone Page </ Tl TLE>
<link href="milto:joesurf@thena.nt.edu"></ HEADER>

<BODY>

<H1> Net bank Home Page</H1>
<HR>

In the area bel ow enter the nane of the briefcase object to upl oad. <P>

<HR>

<form enctype="nultipart/formdata"
action="http://forrest. mt.edu/scripts/cgi-bin/upload. exe"
met hod=post >

Enter Briefcase Object: <input name="fil enane"” type="file"> <P>

<i nput type="submt" val ue=" Upl oad">
</ fornp
<HR>

</ BODY>
</ HTML>

Appendi x C. Certification Authority
#define _WN32_W NNT 0x0400

#i ncl ude <wi ndows. h>

#i ncl ude <stdi o. h>

#i ncl ude <string. h>

#i ncl ude <wi nsock. h>

#i ncl ude <wi nbase. h>

#i ncl ude <wi ncrypt. h>

#i ncl ude <i ostream h>

#i ncl ude <tchar. h>

#def i ne TEMPFI LE "del ne. t xt"

#defi ne BLOCK_SI ZE 200

#defi ne BUFFER_SI ZE (BLOCK S| ZE+16) // G ve buffer 16 bytes of extra
#defi ne DEFAULT_PORT 1625

#def i ne MAXLEN 512

#def i ne HASH_SI ZE 256

#defi ne SDESCRI PTI ON "Hash of nanme and key"



#def i ne BLOB_SI ZE 256
#def i ne HASH_SI ZE 256

BOOL searchfor(int argc, char *argv[],
char searchstring[2], int *whicharg)

{
i nt count;
/1 Display each command-1ine argunent.
for( count = 1; count < argc; count++ )
if (mencnp(argv[count], searchstring, 2) == 0)
{
*whi charg = count;
return TRUE
}
return FALSE
}
void main( int argc, /1 Number of strings in array argv
char *argv[], /1 Array of command-1ine argunent strings
char *envp[] ) [// Array of environnment variable strings
{

/1l repeat the | oop?
char repeat! oop;

!/l sockets decl arati ons

struct sockaddr_in serveraddr, clientaddr;
int |istensocket, connectedport, clientaddrlength, lettersent;

/'] Crypt ography decl arati ons
HCRYPTPROV hProv = 0;

HCRYPTKEY hSi gnature = 0;

BYTE *pbSi gnat ure = NULL;
HCRYPTHASH hHash = 0;
DWORD dwSi gLen;

/I W nsock Version Verification
WORD wWer si onRequest ed;
WSADATA wsabDat a;

int err;

i nt portnunber;

i nt scannedchar;

FI LE *hSource = NULL;

FI LE *hDest = NULL;

int eof = O;

char filetowite[ NAME_SI ZE] ;

i nt dwBl obBuf Len, dwNaneBuf Len, QCutBufLen;
BYTE pbBI obBuf f er [ MAXLEN] ;

BYTE naneBuf f er [ BUFFER _SI ZE] ;

BYTE out Buf f er [ MAXLEN] ;

DWORD dwCount ;



i nt whi charg;

/'l Read in port nunber
/1l port is defined with -p, DEFAULT ot herw se
if (searchfor(argc, argv, "-p", &wwhicharg))

{
portnunmber = atoi (_strninc(argv[whicharg], 2));
}
el se
{
port nunber = DEFAULT_PORT;
}

printf("Checking Wnsock Versions.\n");

/] Check versions of Wnsock
wVer si onRequested = MAKEWORD( 1, 1 );

err = WBASt artup( wWer si onRequest ed, &wsaData );
if (err 1=0) {
printf("Error % during Startup\n", WSAGetLastError());

/* Tell the user that we couldn't find a useable */

/* W nSock DLL. */

return;
}
[* Confirmthat the WnSock DLL supports 2.0.*/
/* Note that if the DLL supports versions greater */
/* than 2.0 in addition to 2.0, it will still return */
/* 2.0 in wersion since that is the version we */
/* requested. */
if ( LOBYTE( wsabData.wWersion ) !=1 ||

HI BYTE( wsaData.wersion ) !'= 1)

printf("Could not find useable Wnsock DLL\n");
/* Tell the user that we couldn't find a useable */

/* W nSock DLL. */
WBAC! eanup( );
return;

}

/* The W nSock DLL is acceptable. Proceed. */
i stensocket = socket (AF_I NET, SOCK_STREAM 0);
if (listensocket < 0)
{
printf("Error % during create\n", WSAGetLastError());
got o done;

printf("Socket created.\n");

/1l Assign listensocket to a local IP and port TEST_PORT
serveraddr.sin_famly AF_| NET;
serveraddr. si n_addr. s_addr ht onl (| NADDR_ANY) ;



serveraddr. sin_port = htons ((short)portnunber);
if (bind(listensocket, (struct sockaddr *) &serveraddr, sizeof
(serveraddr)) <0)

printf("Error %l during bind.\n", WSAGetLastError());
goto done;

printf("Socket bound.\n");
listen (listensocket, 5);

/'l Repeat the filenanme query and certificate signing in | oop
do

{
printf("Certificate authority ready and active on port %\ n", portnunber);

/1 need to replace this "wite to file idea"

if (searchfor(argc, argv, "-j", &whicharg))

i f ((hDest=fopen((_strninc(argv[whicharg],2)),"wbh"))==NULL) {
printf("Error opening Witing filel\n");

strcpy(filetowite, (_strninc(argv[whicharg],?2)));
el se

i f((hDest=fopen( TEMPFI LE, "wb"))==NULL) {
printf("Error opening Witing filel\n");

}
strcpy(filetowite, TEMPFI LE);
}

[l printf("Certification authority initialized.\nWaiting for
connection.\n");

clientaddrl engt h= sizeof (clientaddr);

if ((connectedport = accept (listensocket,
(struct sockaddr *) &clientaddr
&cli entaddrlength)) < 0)

{
printf("Error %l during connection.\n", WSAGetLastError());
goto done;

}

/1 printf("Connection successful. Receiving key.\n");

if ((lettersent= recv (connectedport, pbBlobBuffer, BUFFER SIZE, 0))<0)

{
printf("Error % during receive.\n", WSAGet LastError());

goto done;

}

/1 set dwBl obBuflLen to size of public key blob received
dwBl obBuf Len= | ettersent;



if ((lettersent= recv (connectedport, naneBuffer, BUFFER _SI ZE, 0)) <0)

{
printf("Error % during receive.\n", WSAGetLastError());

goto done;

}
/1 set dwNaneBuflLen to size of nane received
dwNameBuf Len = | ettersent;

/1l printf("Key and nane received. Generating certificate.\n");
/'l Get handle to the default provider

i f(!CryptAcquireContext(&Prov, NULL, NULL, PROV_RSA FULL, 0)) {
printf("Error % during CryptAcquireContext!\n", GetlLastError());
goto done;

}

/1 Compute hash value and sign it.

/'l Create hash object.

i f(!CryptCreateHash(hProv, CALG MD5, 0, 0, &hHash)) {

printf("Error % during CryptCreateHash (to send)!\n", GetlLastError());
goto done;

}
/1 Add Sender's Public Key to hash.

i f(!CryptHashDat a( hHash, pbBl obBuffer, dwBl obBuflLen, 0)) {
printf("Error % during CryptHashData (Name)!\n", GetlLastError());
goto done;

}

/1 Add Sender's name to hash.

i f(!CryptHashDat a( hHash, nanmeBuffer, dwNanmeBuflLen, 0)) {
printf("Error % during CryptHashData (Name)!\n", GetLastError());
got o done;

}

/1l Get Signed Hash Length to allocate nmenory
i f(!CryptSignHash(hHash, AT_SI GNATURE, SDESCRI PTI ON, 0, NULL, &dwSiglLen))

printf("Error % during CryptGetHashParam \n", GetlLastError());
goto done;

}

i f((pbSignature = malloc(dwSigLen)) == NULL) {
printf("Qut of nmenory!\n");

goto done;

}

/1 Put Signed Hash in pbSignature
i f(!CryptSignHash(hHash, AT_SI GNATURE, SDESCRI PTI ON
0, pbSignature, &dwSiglLen)) ({
printf("Error % during CryptGetHashParam \n", CetLastError());
got o done;



}

/!l Free up nmenory and destroy hashes

i f(!CryptDestroyHash(hHash)) {

printf("Error % during CryptDestroyHash!\n", GetLastError());
goto done;

}

/1 Wite size of signed hash to destination file.
fwrite(&IwSi gLen, sizeof (DWORD), 1, hDest);
if(ferror(hDest)) {

printf("Error witing header!\n");

got o done;

}

/1 Keep track of outbuffer |ength
Qut Buf Len=si zeof ( DWORD) ;

/1 Wite size of nane to destination file.
fwrite(&IwNaneBuf Len, sizeof (DWORD), 1, hDest);
if(ferror(hDest)) {

printf("Error witing header!\n");

goto done;

}

/1 Keep track of outbuffer |ength
Qut Buf Len=CQut Buf Len + si zeof ( DWORD)

/1 Wite size of public key to destination file.
fwrite(&dIwBl obBuf Len, sizeof (DWORD), 1, hDest);
if(ferror(hDest)) {

printf("Error witing header!\n");

goto done;

}

/1 Keep track of outbuffer |ength
Qut Buf Len=0Qut Buf Len + si zeof ( DNORD)

/1 Wite signed hash to destination file.
fwite(pbSignature, 1, dwSiglLen, hDest);
if(ferror(hDest)) {

printf("Error witing Signature!\n");
free(pbSi gnature);

goto done;

}

/1l Keep track of outbuffer [ength
Qut Buf Len=0Qut Buf Len + dwSi gLen;

/1 Wite sender name to destination file.
fwrite(nameBuffer, 1, dwNaneBuflLen, hDest);
if(ferror(hDest)) {

printf("Error witing Nanme!\n");

free(pbSi gnature);

goto done;

}



/1 Keep track of outbuffer Iength
Cut Buf Len=Qut Buf Len + dwNanmeBuf Len

fwite(pbBl obBuffer, 1, dwBl obBuflLen, hDest);
if(ferror(hDest)) {

printf("Error witing Public Key!\n");

goto done;

}

/1 Keep track of outbuffer Iength
Cut Buf Len=Qut Buf Len + dwBl obBuf Len;

/1l Close destination file.
i f(hDest !'= NULL) fclose(hDest);
/[l printf("Certificate witten to file %\n", filetowite);

/! Read file in again and transnit the certificate

i f((hSource=fopen(filetowite,"rb"))==NULL) {
printf("Error opening source filel\n");

}

dwCount = fread(outBuffer, 1, QutBuflLen, hSource);
if(ferror(hSource)) {
printf("Error reading data from source filel\n");
goto done;

eof =f eof (hSour ce) ;
[l printf("Certificate Generated. Sending back.\n");
if ((lettersent= sendto (connectedport, outBuffer, QutBuflLen, O, (struct

sockaddr *) &clientaddr, sizeof (clientaddr)))<0)

{
printf("Error %l during send.\n", WSAGetLastError());

goto done;

}

/'l printf("Certificate sent.\n");

/1l Free nenory used to store signature.
i f(pbSignature !'= NULL) free(pbSignature);

/1 Continue?
cl osesocket (connect edport);
/1l Close destination file.
} while (1);
[Iwhile (strcnp(repeatloop,”"y") || strcnp(repeatloop,”Y")=0);

done:

cl osesocket (i stensocket);



Appendi x D.1. Three Phase Session Key Exchange Protocol (Server)
#define _W N32_W NNT 0x0400

#i ncl ude <wi ndows. h>

#i ncl ude <stdio. h>

#i ncl ude <wi nsock. h>

#i ncl ude <wi ncrypt. h>

#i ncl ude <tchar. h>

#i nclude <iostreamh> // for command |ine argunents

#def i ne NAME_SI ZE 256
#def i ne BLOB_SI ZE 512
#tdefi ne BLOCK_SI ZE 200
#defi ne BUFFER_SI ZE (BLOCK SI ZE+16) // G ve buffer 16 bytes of extra

#defi ne TEMPFI LE "del ne. txt"

#def i ne DEFAULT_LOCAL_CERTFI LE "nycert.txt"
#def i ne DEFAULT_SI GNATURE_KEYFI LE "si gn. key"
#defi ne SERVER NAME " CSF"

#tdefi ne NAME_LEN 60
#defi ne HASH_SI ZE 256

#defi ne BUFFER_SI ZE (BLOCK_SI ZE+16) // G ve buffer 16 bytes of extra
#defi ne SDESCRI PTI ON "Hash of nanme and key"

BOOL verifycertificate( HCRYPTPROV hProv, char *fil et ocheck
char *signaturekeyfil enane,
BYTE *pbKeyBl ob, DWORD *dwBI obLen,
BYTE *pbDest User Nane, DWORD *dwDest User NanmelLen) ;
BOOL searchfor(int argc, char *argv[],
char searchstring[2], int *whicharg);

/'l verify certificate returns 1 if certificate checks okay, 0 otherw se
/1 input hProv- HCRYPTPROV cryptography provider

/1 input filetocheck-char null-term nated string of certificate to verify
/1 output publickeybl ob-public key blob of destination user

/1 output dwBl obLen-Length of public key blob

/'l out put pbDestUserNanme-null-term nated string for destination user name
/1 output dwbDest User NaneLen-Length of nane

BOOL verifycertificate( HCRYPTPROV hProv, char *fil et ocheck
char *si gnat urekeyfil enane,
BYTE *pbKeyBl ob, DWORD *dwBl obLen,
BYTE *pbDest User Namre, DWORD *dwDest User NanmelLen) {

FI LE *hDest
FILE *hSi gn

NULL;
NULL;

BYTE pbSi gnKeyBIl ob[ BLOB_SI ZE] ;
DWORD dwSi gnBl obLen;

HCRYPTKEY hSi gnature = 0;
HCRYPTHASH hHash = 0;



DWORD Publ i cKeyLen, HashLen, NamelLen;
BYTE Fi | ePubl i cKey[ BLOB_SI ZE], Fil eHash[ BLOB_SI ZE], Fil eName[ NAME_SI ZE] ;

i nt scannedchar;

i f ((hSi gn=fopen(signaturekeyfil enane,"rb"))==NULL) {
printf("Error opening source filel\n");
}

/!l Read signature key blob length fromsource file and all ocate menory.
fread( &wSi gnBl obLen, sizeof (DWORD), 1, hSign);
if(ferror(hSign) || feof (hSign)) {

printf("Error reading file header!\n");

return( FALSE);

}

pbSi gnKeyBl ob == nal | oc(dwSi gnBl obLen) ;
i f(pbSi gnKeyBl ob == NULL) {

printf("Qut of nenory!\n");

return( FALSE) ;
}

/'l Read signature key blob from source file.

fread(pbSi gnKeyBl ob, 1, dwSi gnBl obLen, hSign);

if(ferror(hSign) || feof(hSign)) {
printf("Error reading file header!\n");
return( FALSE);

}

/1 lnport signature key blob into CSP

i f(!'CryptlnportKey(hProv, pbSignKeyBl ob, dwSignBl obLen, 0, 0, &hSignature)) {
printf("Error % during CryptlnportKey!\n", GetLastError());
return( FALSE);

}

/'l check certificate
printf("Verifying certificate.\n");

i f((hDest=fopen(filetocheck, "rb"))==NULL) ({
printf("Error opening Certificate file for exam nation!\n");
return( FALSE);

}

/1 Allocate nmenmory for Hash

fread(&HashLen, sizeof (DWORD), 1, hDest);

if(ferror(hDest) || feof(hDest)) {
printf("Error reading file header!\n");
return( FALSE) ;

}

Fi | eHash == mal | oc(HashLen);

i f(FileHash == NULL) {
printf("Qut of nmenory!\n");
return( FALSE);

}

/1 Allocate nmenory for Nane



fread(&NameLen, sizeof (DWORD), 1, hDest);

if(ferror(hDest) || feof(hDest)) {
printf("Error reading file header!\n");
return(FALSE) ;

}

Fi | eName == mal | oc( NaneLen);

i f(FileName == NULL) {
printf("Qut of nenory!\n");
return( FALSE) ;

}

/1l Allocate nenory for Public Key Bl ob

fread( &Publ i cKeyLen, sizeof (DWORD), 1, hDest);

if(ferror(hDest) || feof(hDest)) {
printf("Error reading Public Key!\n");
return( FALSE);

}

Fi | ePubl i cKey == mal |l oc(PublicKeyLen);
i f(FilePublicKey == NULL) {
printf("Qut of nmenory!\n");
return( FALSE);
}

/1 Read signature

fread(Fil eHash, 1, HashLen, hDest);

if(ferror(hDest) || feof(hDest)) {
printf("Error reading hash!\n");
return( FALSE) ;

}

/1 Read name

fread(Fil eNane, 1, NanmeLen, hDest);

if(ferror(hDest) || feof(hDest)) {
printf("Error reading nane!\n");
return( FALSE) ;

}

/'l Read public key
fread(Fil ePublicKey, 1, PublicKeyLen, hDest);
if(ferror(hDest) || feof(hDest)) {
printf("Error reading key!\n");
return( FALSE);
}

/1l Create hash object.

i f(!CryptCreateHash(hProv, CALG MD5, 0, 0, &hHash)) {
printf("Error % during CryptCreateHash (to send)!\n", GetlLastError());
return( FALSE);

}

/1 Add Sender's Public Key to hash.

i f(!CryptHashDat a(hHash, Fil ePublicKey, PublicKeyLen, 0)) {
printf("Error % during CryptHashData (Nanme)!\n", GetLastError());
return( FALSE) ;
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}

// Add Sender's nane to hash.

i f(!CryptHashDat a( hHash, Fil eNanme, NaneLen, 0)) {

printf("Error % during CryptHashData (Nanme)!\n", GetLastError());

return( FALSE);
}

i f(!CryptVerifySignature(hHash, FileHash, HashLen, hSi gnature,

) |

SDESCRI PTI ON,

printf("Error % during CryptVerifySignature!\n", GetLastError());

printf("Certificate invalid\n");
return(FALSE) ;
/ldelete file

}

el se

{

[l printf("Certificate % verified and ready to use\n",filetocheck);

mencpy( pbKeyBl ob, Fi | ePubl i cKey, Publ i cKeyLen) ;
*dwBl obLen=Publ i cKeyLen;

mencpy( pbDest User Nane, Fi | eNanme, NanmelLen) ;

/| pbDest User Name= Fi | eNane

*dwDest User NaneLen=NanelLen;

i f (hDest
i f(hSign !

NULL) fcl ose(hDest);
NULL) fcl ose(hSign);

return( TRUE);

searchfor finds a switch in the command |ine and returns the
argunment nunber of the switch

searchfor returns true if the searchstring is found

argc (int) = nunmber of comand line itens (excluding call)
argv (*char) = string values of these command line itens
searchstring[2] (char) = switch to be searched for i.e.
whicharg (int) = returns the value of the found arg

-9

BOOL searchfor(int argc, char *argv[],

{

}

char searchstring[2], int *whicharg)

i nt count;

/1 Display each command-1ine argunent.

for( count = 1; count < argc; count++ )
if (menmcmp(argv[count], searchstring, 2) == 0)
{
*whi charg = count;
return TRUE
}
return FALSE

void mai n(int argc, /1 Number of strings in array argv
char *argv[], /1 Array of command-1ine argunent strings



char *envp[] ) [/ Array of environnment variable strings

{
[/ sockets decl arations
#tdef i ne DEFAULT_PORT 1625
#defi ne MAXLEN 1000
#defi ne HASH _SI ZE 256
#defi ne CERT_SI ZE 512
#defi ne BUFFER_SI ZE (BLOCK S| ZE+16) // G ve buffer 16 bytes of extra

struct sockaddr _in serveraddr, clientaddr;
int |istensocket, connectedport, clientaddrlength, lettersent;

/I Wnsock Version Verification
WORD wWer si onRequest ed;
WSADATA wsabDat a;

int err;

char signaturekeyfil ename[ 60];

/1 Crypt ography decl arati ons
HCRYPTPROV hProv = O;
BYTE pbDest Nanme[ NAME_SI ZE] ;
/I char pbDest Name[ NAME_SI ZE] ;
DWORD dwDest NanelLen;
BYTE pbSendNane[ NAME_SI ZE] ;
/I char pbSendName[ NAME_SI ZE] ;
DWORD dwSendNanelLen;
HCRYPTKEY hSendPubKey =
HCRYPTKEY hMyPubKey = 0;
HCRYPTKEY hShar edKey = O;
HCRYPTKEY hKeyA = O0;
HCRYPTKEY hKeyB = O0;
BYTE pbKeyBIl ob[ BLOB_SI ZE] ;
DWORD dwBl obLen;

0;

BYTE pbHash[ HASH_SI ZE] ;
DWORD dwHashLen;

BYTE pbSendHash[ HASH_SI ZE] ;
DWORD dwSendHashLen;
HCRYPTHASH hHash = 0;

BYTE pbCert[ CERT_SI ZE] ;
DWORD Cert | engt h;

DWORD Certpartl ength;
BYTE pbout buf f er [ MAXLEN] ;

//File access vari abl es
FI LE *hSource = NULL;

FI LE *hRenpteCert = NULL;
FI LE *hDest = NULL;

FI LE *hRecvFil e = NULL;
int eof = 0O;

/1 room for padding, etc.
BYTE pbBuff er [ BUFFER_SI ZE] ;
DWORD dwCount ;



char localcertfil enane[60], keyfilenane[60], renotecertfil ename[60];
char RecvBuffer[ BUFFER_SI ZE], recvfil ename[ 60];

i nt scannedchar;

i nt portnunber;

i nt whicharg;

LONG Recei velLen;

LONG Byt esRecei ved;

/! Read in client (local) port nunber
/1 client port is defined with -p, DEFAULT ot herw se
if (searchfor(argc, argv, "-p", &whicharg))

{
portnunber = atoi (_strninc(argv[whicharg], 2));
}
el se
{
port nunber = DEFAULT_PORT;
}

/1l Read in Local Certificate
/1 local certificate is defined with -m DEFAULT ot herw se
if (searchfor(argc, argv, "-m', &whicharg))
{
i f((hSource=fopen((_strninc(argv[whicharg],?2)),"rb"))==NULL) {
printf("Error opening your certificate filel\n");
goto done;

}

strcpy(l ocal certfilenane, (_strninc(argv[whicharg],2)));

el se

i f((hSource=fopen(DEFAULT_LOCAL_CERTFI LE, "rb"))==NULL) {
printf("Error opening your certificate filel\n");

goto done;

}

strcpy(l ocal certfil enane, DEFAULT_LOCAL_CERTFI LE);

}

/! Read in junk filenane
if (searchfor(argc, argv,
{
i f ((hRenpt eCert =fopen((_strninc(argv[whicharg],2)),"wb"))==NULL) {
printf("Error opening Witing filel\n");
}

strcpy(renotecertfil ename, (_strninc(argv[whicharg], 2)));

-j", &whicharg))

el se

i f((hRenot eCert=fopen( TEMPFI LE, "wb")) ==NULL) {
printf("Error opening certificate destination file!\n");

}
strcpy(remotecertfil ename, TEMPFI LE) ;



/1l Get handle to the default provider

i f(!CryptAcquireContext(&Prov, NULL, NULL, PROV_RSA FULL, 0)) {
printf("Error % during CryptAcquireContext!\n", GetlLastError());
goto done;

}

//lnitiate connection

/] Check versions of Wnsock
wVer si onRequested = MAKEWORD( 1, 1 );

err = WBASt art up( wWer si onRequest ed, &wsaData );
if (err 1=0) {
printf("Error %l during Startup\n", WSAGetLastError());

/* Tell the user that we couldn't find a useable */

/* W nSock DLL. */
return,;
}
/* Confirmthat the WnSock DLL supports 2.0.*/
/* Note that if the DLL supports versions greater */
/* than 2.0 in addition to 2.0, it will still return */
/* 2.0 in wersion since that is the version we */
/* requested. */

if ( LOBYTE( wsaData.wVersion ) !=1 ||
H BYTE( wsaData.wWersion ) !'=1) {
printf("Could not find useable Wnsock DLL\n");
/* Tell the user that we couldn't find a useable */

/* W nSock DLL. */
WBACI eanup( );
return;

}

/* The W nSock DLL is acceptable. Proceed. */

i stensocket = socket (AF_INET, SOCK_STREAM O0);
if (listensocket < 0)
{
printf("Error %l during create\n", WSAGetLastError());
goto done;

[lprintf("Socket created.\n");

/1 Assign listensocket to a local IP and port TEST_PORT
serveraddr.sin_famly AF_| NET;
serveraddr. si n_addr.s_addr ht onl (| NADDR_ANY) ;
serveraddr. sin_port ht ons ((short) portnunber);
if (bind(listensocket, (struct sockaddr *) &serveraddr, sizeof
(serveraddr)) <0)
{
printf("Error % during bind.\n", WSAGetLastError());
goto done;

listen (listensocket, 5);



[lrepeat this whole loop infinitely
do{
printf("Server active on port %\ n", portnunber);

clientaddrl ength= sizeof(clientaddr);
if ((connectedport = accept (listensocket, (struct sockaddr *) &clientaddr
&clientaddrlength)) < 0)
{
printf("Error % during connection.\n", WSACetLastError());
got o done;

}
printf("Connection successful.\n");
/'l Receive a key bl ob containing certificate
[lprintf("Receiving rempte Certificate\n");
if ((lettersent= recv (connectedport, pbCert, CERT_SIZE, 0))<0)

printf("Error %l during receive of certificate.\n", WSAGetLastError());
goto done;

}

/1 Wite data to destination file.
fwite(pbCert, 1, lettersent, hRenoteCert);
if(ferror(hRenoteCert)) ({
printf("Error witing data to renote certificate filel\n");
got o done;
}
i f(hRempteCert !'= NULL) fclose(hRenoteCert);

/1 Obtain the sending user's exchange public key. Inmport it into the
/1 CSP and place a handle to it in ~hSendPubKey'.

[l printf("Sending ny certificate.\n");

/'l Get certificate length fromfile header
fread(&Certpartlength, sizeof (DWORD), 1, hSource);
Certl engt h=Certpartl engt h+si zeof ( DWNORD)
fread(&Certpartlength, sizeof ( DWORD), 1, hSource);
Certl engt h=Certpartl| engt h+Certl engt h+si zeof ( DANORD)
fread(&Certpartlength, sizeof ( DWORD), 1, hSource);
Certl engt h=Certpartl engt h+Certl engt h+si zeof ( DAORD)
[lrewind to start and read again

rewi nd( hSource);

dwCount = fread(pboutbuffer, 1, Certlength, hSource);
if(ferror(hSource)) {
printf("Error reading data from source filel\n");
goto done;

eof =f eof (hSour ce) ;



if ((lettersent= sendto (connectedport, pboutbuffer, Certlength, O, (struct
sockaddr *) &clientaddr, sizeof (clientaddr)))<0)

{
printf("Error %l during send.\n", WSAGetLastError());
goto done;

}

/1 Signature key filename -S
if (searchfor(argc, argv, "-S", &whicharg))
{

strcpy(signaturekeyfil enanme, (_strninc(argv[whicharg],2)));

}

el se

{
strcpy(si gnaturekeyfil ename, DEFAULT_SI GNATURE_KEYFI LE) ;
}

if (!verifycertificate(hProv, renmotecertfil enanme, signaturekeyfilenane,
pbKeyBIl ob, &dwBl obLen
pbDest Nanme, &dwDest NanmelLen))

printf("Could not verify certificate.\n");
goto done;

}

/1 lnport key blob into CSP

if(!CryptlnportKey(hProv, pbKeyBl ob, dwBl obLen, 0, 0, &hSendPubKey)) {
printf("Error % during CryptlnportKey!\n", GetlLastError());
goto done;

}

//Do | need this line? |'moverwiting the DestPubKey

i f(!CryptGetUserKey(hProv, AT_KEYEXCHANGE, &hMyPubKey)) {
printf("Error % during CryptGetUserKey\n", GetLastError());
got o done;

}

/1 Obtain the sending user's nane. This is usually done at the

/1 same tinme the public key was obtained. Place this in

/1 " pbSendNanme' and set "~ dwSendNaneLen' to the nunmber of bytes in
/1 the name.

/! Hardcode the server's nane as " CSF"
strcpy( pbSendNanme, SERVER NAME) ;
dwSendNaneLen=str| en( pbSendNane) ;

/'l Receive a key bl ob containing session key A fromthe sending user
/1 and place it in ~pbKeyBlob'. Set "dwBlobLen' to the nunber of
/1 bytes in the key bl ob.



/1 printf("Receiving Session Key A \n");
if ((lettersent= recv (connectedport, pbKeyBl ob, MAXLEN, 0))<0)

printf("Error %l during receive.\n", WSAGetLastError());
goto done;

dwBl obLen=| ettersent;

/1 lInport the key blob into the CSP

i f(!CryptlnmportKey(hProv, pbKeyBl ob, dwBl obLen, 0, 0, &hKeyA)) {
printf("Error % during CryptlnportKey KeyAl\n", CetlLastError());
got o done;

}

/1l Create a random session key (session key B). Because this key is

/1l going to be used solely for key exchange and not encryption, it

/1 does not matter which algorithmyou specify here.

i f(!Crypt GenKey(hProv, CALG RC2, CRYPT_EXPORTABLE, &hKeyB)) {
printf("Error % during CryptGenKey KeyB!'\n", GetLastError());
got o done;

}

/1 Export session key B into a sinple key bl ob
dwBl obLen = BLOB_SI ZE;

i f(!CryptExportKey(hKeyB, hSendPubKey,
SI MPLEBLOB, 0, pbKeyBl ob, &dwBl obLen)) {
printf("Error % during CryptExportKey KeyB!'\n", GCetlLastError());
got o done;

}

/1 Transmt key blob containing session key B to the sending user
[Iprintf("Sending Session Key B.\n");

if ((lettersent= sendto (connectedport, pbKeyBl ob
dwBl obLen, O, (struct sockaddr *) &clientaddr
si zeof (clientaddr)))<0)
{
printf("Error %l during send.\n", WSAGetLastError());
goto done;

}

/1

/1 Compute hash value and transmit it to the sending user

/1

/1l Create hash object.

i f(!CryptCreateHash(hProv, CALG MD5, 0, 0, &hHash)) {
printf("Error % during CryptCreateHash (to send)!\n", GetlLastError());
goto done;

}

/1 Add session key A to hash.

i f(!CryptHashSessi onKey(hHash, hKeyA, 0)) {
printf("Error % during CryptHashSessi onKey (KeyA)!\n", GetLastError());
got o done;



}

// Add destination user's name to hash.

i f(!CryptHashDat a( hHash, pbDest Nane, dwDest NanmeLen, 0)) {

printf("Error % during CryptHashData (DestNane)!\n", GetlLastError());
goto done;

}

/1 Add session key B to hash.

i f(!CryptHashSessi onKey(hHash, hKeyB, 0)) {
printf("Error % during CryptHashSessi onKey (keyB)!\n", GetlLastError());
goto done;

}

/1 Add sendi ng user nanme to hash.

i f(!CryptHashDat a( hHash, pbSendName, dwSendNanmeLen, 0)) {
printf("Error % during CryptHashData (SendName)!\n", CetLastError());
got o done;

}

/1 Add "phase 2" text to hash.

i f(!CryptHashDat a( hHash, "phase 2", 7, 0)) {
printf("Error % during CryptHashData (phase2)!\n", GetLastError());
goto done;

}

/1 Conplete the hash conputation and retrieve the hash val ue.
dwHashLen = HASH_ Sl ZE;

i f(!CryptGetHashParam hHash, HP_HASHVAL, pbHash, &dwHashLen, 0)) {
printf("Error % during CryptGetHashParam \n", GetlLastError());
goto done;

}

/1 Destroy the hash object.

i f(!CryptDestroyHash(hHash)) {
printf("Error % during CryptDestroyHash!\n", GetLastError());
goto done;

}
/1l Transnmit the hash value to the sending user.

if ((lettersent= sendto (connectedport, pbHash, dwHashLen, O, (struct
sockaddr *) &clientaddr, sizeof (clientaddr)))<0)

{
printf("Error %l during send.\n", WSAGetLastError());
goto done;

}
/1 Wait for the sending user to respond.

/1l Receive a hash value fromthe sending user and place it in
/1 " pbSendHashVal ue'. Set "~ dwSendHashLen' to the nunmber of bytes in



/1 the hash val ue.
/1 printf("Receiving 2nd hash value.\n");

if ((lettersent= recv (connectedport, pbSendHash, MAXLEN, 0)) < 0)
{
printf("Error %l during recv.\n", WSAGetLastError());
goto done;

dwSendHashLen=l ett er sent;

/'l Verify hash val ue received fromthe sendi ng user.

/1l Create hash object.
i f(!CryptCreateHash(hProv, CALG MD5, 0, 0, &hHash)) {
printf("Error % during CryptCreateHash (to conpare)!\n",
GetLastError());
goto done;

}

/'l Add session key B to hash.

i f(!CryptHashSessi onKey(hHash, hKeyB, 0)) {
printf("Error % during CryptHashSessi onKey (hKeyB)!\n", GetlLastError());
goto done;

}

/1 Add sending user's name to hash.

i f(!CryptHashDat a( hHash, pbSendName, dwSendNaneLen, 0)) {
printf("Error 9% during CryptHashData (sendName)!\n", CetLastError());
got o done;

}

/1 Add destination user's name to hash.

i f(!CryptHashDat a( hHash, pbDest Nane, dwDest NanmeLen, 0)) {
printf("Error % during CryptHashData (destNane)!\n", GetlLastError());
goto done;

}

/'l Add "phase 3" text to hash.

i f(!CryptHashDat a( hHash, "phase 3", 7, 0)) {
printf("Error % during CryptHashData (phase 3)!\n", GetlLastError());
goto done;

}

/1l Conplete the hash conputation and retrieve the hash val ue.

dwHashLen = HASH Sl ZE;

i f(!CryptGetHashParam hHash, HP_HASHVAL, pbHash, &dwHashLen, 0)) {
printf("Error % during CryptGetHashParam \n", GetlLastError());
goto done;

}

/1 Destroy the hash object.

i f(!CryptDestroyHash(hHash)) {
printf("Error % during CryptDestroyHash!\n", GetLastError());
goto done;

}



/1

/1 Conpare the hash val ue received fromthe sending user with the

/'l hash value that we just computed. If they do not match, then

/1l term nate the protocol.

/1

i f (dwHashLen! =dwSendHashLen || nencnp(pbHash, pbSendHash, dwHashLen)) {
printf("Key exchange protocol failed in phase 3!/'\n");
printf("Aborting protocol!\n");
return,;

}

/[lprintf("Hash validated.\n");

/1

/1l Create a shared session key to be used by the two users for
/'l exchangi ng encrypted nessages. Both users nmust agree on the
/1 algorithm and paraneters that this key is to use.

/1

/1 Create hash object.

i f(!CryptCreateHash(hProv, CALG MD5, 0, 0, &hHash)) {
printf("Error % during CryptCreateHash (shared key)!\n",
GetLastError());
goto done;

}

/1 Add session key A to hash.

i f(!CryptHashSessi onKey(hHash, hKeyA, 0)) {
printf("Error % during CryptHashSessi onKey (KeyA)!\n", GetlLastError());
goto done;

}
/1 Add session key B to hash.

i f(!CryptHashSessi onKey(hHash, hKeyB, 0)) {
printf("Error % during CryptHashSessi onKey (KeyB)!\n", GetLastError());
got o done;

}

/1 Conplete the hash conputation and derive a session key fromit.

/1 The CRYPT_EXPORTABLE flag is not specified here because the key

/1 is not generally exported out of the CSP.

/I Modified to CRYPT_EXPORTABLE from O

i f(!CryptDeriveKey(hProv, CALG RC4, hHash, CRYPT_EXPORTABLE, &hSharedKey)) {
printf("Error % during CryptDeriveKey!\n", GetLastError());
got o done;

}
/1 Destroy the hash object.

i f(!CryptDestroyHash(hHash)) {
printf("Error % during CryptDestroyHash!\n", GetLastError());
goto done;

}



/1l Use the shared key to send encrypted nessages to the other user

/[* send stuff */
printf("Successful Key Exchange.\n");

/1 get file length
if ((lettersent= recv (connectedport, RecvBuffer, 20, 0))<0)

{
printf("Error % during receive.\n", WSAGetLastError());
goto done;

}

if ((lettersent= sendto (connectedport, RecvBuffer, strlen(RecvBuffer),
0, (struct sockaddr *) &clientaddr
si zeof (clientaddr)))<0)
{
printf("Error % during send.\n", WSAGetLastError());
goto done;

}
Recei veLen=at ol (RecvBuffer);

/1 get file nanme

if ((lettersent= recv (connectedport, RecvBuffer, 20, 0))<0)
{
printf("Error % during receive.\n", WSAGetLastError());
goto done;

}

if ((lettersent= sendto (connectedport, RecvBuffer, strlen(recvfilenane),
0, (struct sockaddr *) &clientaddr
si zeof (clientaddr)))<0)
{
printf("Error % during send.\n", WSAGetLastError());
goto done;

}

strncpy(recvfil ename, RecvBuffer, lettersent);

//open file
i f((hRecvFi | e=fopen(recvfil enane, "wbh"))==NULL) {
printf("Error opening key destination file!l\n");

}

/Il receive file
eof = O;

Byt esRecei ved =0
do {

if ((lettersent= recv (connectedport, RecvBuffer, BUFFER _SIZE, 0))<0)

{
printf("Error %l during receive.\n", WSAGetLastError());

goto done;

}

/1 decrypt data
i f(!((BytesReceived +l ettersent)<ReceivelLen))



eof = 1;

}

i f(!CryptDecrypt(hSharedKey, 0, eof, 0, RecvBuffer, & ettersent)) {
printf("Error % during CryptDecrypt!\n", GetlLastError());
goto done;

}

fwite(RecvBuffer, 1, lettersent, hRecvFile);

if(ferror(hRecvFile)) {
printf("Error witing data to destination file!\n");
goto done;

}

Byt esRecei ved = Byt esRecei ved +| ettersent;

} whil e(BytesRecei ved<Recei velLen );

/1 Close source file.
i f(hSource !'= NULL) fclose(hSource);

/'l Close destination file.
i f(hDest !'= NULL) fclose(hDest);

i f(hRecvFile !'= NULL) fclose(hRecvFile);
} while(l); //repeat this large |oop
done:

/1 Destroy session key.
/1 Destroy handle to sending user's public key.
i f(!CryptDestroyKey(hSharedKey)) {
printf("Error % during CryptDestroyKey!\n", GetlLastError());
exit (2);
}

/'l Rel ease provider handle.

i f(!CryptRel easeContext(hProv, 0)) {
printf("Error % during CryptRel easeContext!\n", CetLastError());
exit (2);

}

/1 Close source file.
i f(hSource !'= NULL) fclose(hSource);

/] Close destination file.
i f(hDest !'= NULL) fclose(hDest);

if (closesocket(connectedport) < 0)
{
printf("Error %l during cl osesocket.\n", WSAGetLastError());
exit (3);
}

if (closesocket(listensocket) < 0)
{
printf("Error % during cl osesocket.\n", WSAGetLastError());
exit (3);



}
}
Appendi x D.2. Three Phase Sessi on Key Exchange Protocol (Client)
#tdefi ne _W N32_W NNT 0x0400
#i ncl ude <wi ndows. h>
#i ncl ude <stdio. h>
#i ncl ude <wi nsock. h>
#i ncl ude <wi ncrypt. h>
#i ncl ude <tchar. h>
#include <iostreamh> // for command |ine argunents

#def i ne NAME_SI ZE 256
#tdefi ne BLOB_SI ZE 512
#defi ne BLOCK_SI ZE 200

#defi ne TEMPFI LE "del ne. txt"

#def i ne DEFAULT_LOCAL_CERTFI LE "nycert.txt"
#def i ne DEFAULT_SI GNATURE_KEYFI LE "si gn. key"
#def i ne DEFAULT_SERVERI P "18. 172. 0. 225"

#defi ne NAME_LEN 60
#def i ne HASH_SI ZE 256

/1l Prototypes
BOOL verifycertificate( HCRYPTPROV hProv, char *fil et ocheck, char
*si gnat ur ekeyfi | enane,

BYTE *pbKeyBl ob, DWORD *dwBl obLen,

BYTE *pbDest User Nane, DWORD *dwDest User NanelLen) ;
BOOL askforserverip(char *serveri paddress);
BOOL searchfor(int argc, char *argv[],

char searchstring[2], int *whicharg);

/1l searchfor finds a switch in the command |ine and returns the
/1l argunment nunber of the switch

/1l searchfor returns true if the searchstring is found

/1 argc (int) = nunber of command line itens (excluding call)
/1 argv (*char) = string values of these command line itens
/1l searchstring[2] (char) = switch to be searched for i.e.
/1 whicharg (int) = returns the value of the found arg

-9

BOOL searchfor(int argc, char *argv[],
char searchstring[2], int *whicharg)

{
i nt count;
/1 Display each command-1ine argunent.
for( count = 1; count < argc; count++ )
if (menmcmp(argv[count], searchstring, 2) == 0)
{
*whi charg = count;
return TRUE
}
return FALSE
}

BOOL askforserverip(char *serveri paddress){



char *dotfinder, *testipaddress;
i nt dotcount, found3dots;
i nt scannedchar;

/! Read in server |P address

dot count = O;
f ound3dots = O;
t esti paddress=serveri paddress;
whil e (dotcount < 3){
dotfinder = strchr(testipaddress, ".');
if (dotfinder == NULL){
f ound3dots = 1;
dot count = 3;
}
testi paddress = _strinc(dotfinder);
dot count ++;

}

if (found3dots == 1){
printf("1P address not formatted correctly.\n");
return FALSE

}

el se
{
return TRUE
}

}

[l verifycertificate returns 1 if certificate checks okay, O otherw se
/'l input hProv- HCRYPTPROV crypt ography provider
/1l input filetocheck-char null-term nated string of certificate to verify
/1 output publickeybl ob-public key blob of destination user
/1 output dwBl obLen-Length of public key blob
/1 output pbDestUserNanme-null-termi nated string for destination user nane
/1 output dwbDestUser NaneLen-Length of nane
BOOL verifycertificate( HCRYPTPROV hProv, char *fil et ocheck, char
*si gnat ur ekeyfi |l enane,
BYTE *pbKeyBl ob, DWORD *dwBI obLen,
BYTE *pbDest User Nane, DWORD *dwDest User NameLen) {

FI LE *hDest
FILE *hSi gn

NULL,;
NULL,;

#def i ne BUFFER_SI ZE (BLOCK_SI ZE+16) // G ve buffer 16 bytes of extra
#defi ne SDESCRI PTI ON "Hash of name and key"

BYTE pbSi gnKeyBIl ob[ BLOB_SI ZE] ;
DWORD dwSi gnBl obLen;

HCRYPTKEY hSi gnature = 0;
HCRYPTHASH hHash = 0;

DWORD Publ i cKeyLen, HashLen, NanelLen;
BYTE Fi | ePubl i cKey[ BLOB_SI ZE], Fil eHash[ BLOB_SI ZE], Fil eName[ NAME_SI ZE] ;

/I char signaturekeyfil enane[ NAME_LEN] ;



i nt scannedchar;
i nt whi charg;

do{
/1 Open source file.
i f ((hSi gn=fopen(signaturekeyfil enane,"rb"))==NULL) {
printf("Error opening source filel\n");

}
} while (hSign==NULL);

/!l Read signature key blob length fromsource file and all ocate menory.
fread( &wSi gnBl obLen, sizeof (DWORD), 1, hSign);
if(ferror(hSign) || feof(hSign)) {

printf("Error reading signature |length!\n");

return( FALSE);

}

pbSi gnKeyBl ob == nal | oc(dwSi gnBl obLen) ;
i f (pbSi gnKeyBl ob == NULL) {

printf("Out of nenory!\n");

return( FALSE) ;
}

/'l Read signature key blob from source file.

fread(pbSi gnKeyBl ob, 1, dwSi gnBl obLen, hSign);

if(ferror(hSign) || feof(hSign)) {
printf("Error reading signature blob!/\n");
return( FALSE) ;

}

/'l 1nmport signature key blob into CSP

i f(!CryptlnportKey(hProv, pbSignKeyBl ob, dwSi gnBl obLen, 0, 0, &hSignature)) {
printf("Error % during CryptlnportKey!\n", GetLastError());
return( FALSE);

}

/1 check certificate
printf("Verifying certificate.\n");

i f((hDest=fopen(filetocheck,"rb"))==NULL) {
printf("Error opening Certificate file for exam nation!\n");
return( FALSE);

}

/1 Al'locate menmory for Hash

fread(&HashLen, sizeof (DWORD), 1, hDest);

if(ferror(hDest) || feof(hDest)) {
printf("Error reading file header!\n");
return(FALSE) ;

}

Fi |l eHash == mal | oc(HashLen);

i f(FileHash == NULL) {
printf("Qut of nenory!\n");
return( FALSE) ;

}



/1 Allocate nenory for Nane

fread(&NameLen, sizeof (DWORD), 1, hDest);

if(ferror(hDest) || feof (hDest)) {
printf("Error reading file header!\n");
return( FALSE);

}

Fi | eName == mal | oc( NaneLen) ;

i f(FileName == NULL) {
printf("Qut of nenory!\n");
return( FALSE) ;

}

/1 Allocate menory for Public Key Bl ob

fread( &Publ i cKeyLen, sizeof (DWORD), 1, hDest);

if(ferror(hDest) || feof(hDest)) {
printf("Error reading Public Key!\n");
return( FALSE);

}

Fi | ePubl i cKey == mal | oc(PublicKeyLen);
i f(FilePublicKey == NULL) {
printf("Qut of nenory!\n");
return( FALSE);
}

/1 Read signature

fread(Fil eHash, 1, HashLen, hDest);

if(ferror(hDest) || feof(hDest)) {
printf("Error reading hash!\n");
return(FALSE) ;

}

/1 Read name

fread(Fil eNane, 1, NanmelLen, hDest);

if(ferror(hDest) || feof(hDest)) {
printf("Error reading name!\n");
return( FALSE) ;

}

/1 Read public key
fread(Fil ePublicKey, 1, PublicKeyLen, hDest);
if(ferror(hDest) || feof(hDest)) {
printf("Error reading key!\n");
return( FALSE);
}

/'l Create hash object.

i f(!CryptCreateHash(hProv, CALG MD5, 0, 0, &hHash)) {
printf("Error % during CryptCreateHash (to send)!\n", GetlLastError());
return( FALSE);

}

/1 Add Sender's Public Key to hash.
i f(!CryptHashDat a( hHash, Fil ePublicKey, PublicKeyLen, 0)) {
printf("Error % during CryptHashData (Nane)!\n", GetlLastError());



return( FALSE);
}

/! Add Sender's name to hash.

i f(!CryptHashDat a( hHash, FileName, NaneLen, 0)) {
printf("Error % during CryptHashData (Nanme)!\n", GetLastError());
return( FALSE);

}

i f(!CryptVerifySignature(hHash, FileHash, HashLen, hSignature, SDESCRI PTI ON,
0)) {
printf("Error % during CryptVerifySignature!\n", GetlLastError());
printf("Certificate invalid\n");
return( FALSE);
/ldelete file
}

el se
{

printf("Certificate % verified and ready to use\n",fil etocheck);
mencpy( pbKeyBl ob, Fi | ePubl i cKey, Publ i cKeyLen) ;
*dwBl obLen=Publ i cKeyLen;
mencpy( pbDest User Nane, Fi | eNanme, NanelLen) ;
*dwDest User NaneLen=NanelLen;
i f(hDest !'= NULL) fclose(hDest);
i f(hSign !'= NULL) fclose(hSign);
return(TRUE);

}

void main(int argc, /1 Nunmber of strings in array argv
char *argv|[], /'l Array of command-line argument strings
char *envp[] ) [// Array of environnent variable strings

{
/l sockets decl arations
#defi ne DEFAULT_SERVER PORT 1625
#defi ne DEFAULT_CLI ENT_PORT 1626
#def i ne MAXLEN 1000
#def i ne NAME_SI ZE 256
#def i ne CERT_SI ZE 512
#tdef i ne HASH_SI ZE 256
#defi ne BUFFER_SI ZE (BLOCK S| ZE+16) // G ve buffer 16 bytes of extra
#define | P_ADDRESS LEN 20

struct sockaddr _in serveraddr, clientaddr;
i nt connectedport, connecterror, lettersent;
i nt | ocal portnunber, connectportnunber;

BYTE pbout buf f er [ MAXLEN] ;

/I W nsock Version Verification
WORD wWer si onRequest ed;
WSADATA wsabDat a;

int err;

/1 Crypt ography decl arati ons
HCRYPTPROV hProv = 0;



BYTE pbDest Nane[ NAME_SI ZE] ;
/I char pbDest Name[ NAME_SI ZE] ;
DWORD dwDest NanelLen;

BYTE pbSendNanme[ NAMVE_SI ZE] ;
/I char pbSendName[ NAME_SI ZE] ;
DWORD dwSendNanelLen;
HCRYPTKEY hDest PubKey =
HCRYPTKEY hMyPubKey = 0;
HCRYPTKEY hShar edKey = 0;
HCRYPTKEY hKeyA = O0;
HCRYPTKEY hKeyB = O0;

BYTE pbKeyBIl ob[ BLOB_SI ZE] ;

0,

BYTE pbCert [ CERT_SI ZE] ;
DWORD dwBl obLen;

BYTE pbHash[ HASH_SI ZE] ;
DWORD dwHashLen;

BYTE pbDest Hash[ HASH_SI ZE] ;
DWORD dwDest HashLen;
HCRYPTHASH hHash = 0;
DWORD Cert | engt h;

DWORD Certpartl ength;

FI LE *hSource = NULL;

FI LE *hRenpteCert = NULL;
FI LE *hDest = NULL;

FI LE *hDataFil e = NULL;
int eof = 0O;

/'l room for padding, etc.
BYTE pbBuf f er [ BUFFER _SI ZE] ;
char ReadBuf f er [ BUFFER_SI ZE] ;
DWORD dwCount ;

char localcertfil enane[60], keyfilenane[60],

char signaturekeyfil ename[ 60];

char fil etosend[60];

i nt scannedchar;

DWORD dwSour celen;

i nt whicharg;

char serveri paddress[| P_ADDRESS LEN;

// Read in |P address

renot ecertfil enanme[ 60];

/1 1P is defined with -i, DEFAULT ot herw se
if (searchfor(argc, argv, "-i", &whicharg))
{
strcpy(serveri paddress, (_strninc(argv[whicharg], 2)));
el se
{

strcpy(serveri paddress, DEFAULT_SERVERI P) ;

}

if (!(askforserverip(serveripaddress)))



{

goto done;

}

/! Read in client (local) port nunber
/1l client port is defined with -p, DEFAULT ot herw se
if (searchfor(argc, argv, "-p", &whicharg))

{
| ocal portnunber = atoi (_strninc(argv[whicharg], 2));
}
el se
{
| ocal portnunmber = DEFAULT_CLI ENT_PORT;
}

/! Read in client (local) port nunber
/1l client port is defined with -p, DEFAULT ot herw se
if (searchfor(argc, argv, "-s", &whicharg))

{
connect port nunber = atoi (_strninc(argv[whicharg], 2));
}
el se
{
connect port nunber = DEFAULT_SERVER PORT;
}

/1 Read in Local Certificate
/1l client port is defined with -m DEFAULT ot herw se
if (searchfor(argc, argv, "-m', &whicharg))
{
i f ((hSource=fopen((_strninc(argv[whicharg],?2)),"rb"))==NULL) {
printf("Error opening your certificate filel\n");
goto done;

}

strcpy(l ocal certfil ename, (_strninc(argv[whicharg], 2)));

i f((hSource=fopen(DEFAULT_LOCAL_CERTFI LE, "rb"))==NULL) {
printf("Error opening your certificate filel\n");
goto done;

}
strcpy(l ocal certfil enane, DEFAULT_LOCAL_CERTFI LE);

}

/1 Read in junk filename
if (searchfor(argc, argv, "-j", &whicharg))

i f ((hRenpt eCert =fopen((_strninc(argv[whicharg],2)),"wb"))==NULL)
printf("Error opening Witing filel\n");
}

strcpy(remotecertfilenanme, (_strninc(argv[whicharg],2)));

el se

{



i f ((hRenot eCert=fopen( TEMPFI LE, "wb"))==NULL) {
printf("Error opening certificate destination file!l\n");

}
strcpy(renotecertfil enane, TEMPFI LE) ;

}

/1l Get handle to the default provider.
i f(!CryptAcquireContext(&Prov, NULL, NULL, PROV_RSA FULL, 0)) {
printf("Error % during CryptAcquireContext!\n", GetlLastError());
goto done;

}

/] Obtain the destination user's exchange public key. Inport it into
/1 the CSP and place a handle to it in "~hDestPubKey'.

/1 Place the sending user's name in "~ pbSendNane' and set
/1 "~ dwSendNaneLen' to the nunber of bytes in it.

//1nitiate connection

[/ Check versions of Wnsock
wVer si onRequested = MAKEWORD( 1, 1 );

err = WBASt artup( wWer si onRequest ed, &wsaData );
if (err 1=0) {
printf("Error %l during Startup\n", WSAGetLastError());

/* Tell the user that we couldn't find a useable */

/* W nSock DLL. */
return;
}
/* Confirmthat the WnSock DLL supports 2.0.*/
/* Note that if the DLL supports versions greater */
/* than 2.0 in addition to 2.0, it will still return */
/* 2.0 in wersion since that is the version we */
/* requested. */

if ( LOBYTE( wsaData.w\Version )

1]
Hl BYTE( wsaDat a. wer si on ) 1) {
printf("Could not find useable Wnsock DLL\n");
/* Tell the user that we couldn't find a useable */
/* W nSock DLL. */
WBACI eanup( );
return;

}

/* The W nSock DLL is acceptable. Proceed. */
connectedport = socket (AF_INET, SOCK_STREAM 0);

if (connectedport < 0)

{
printf("Error % during create\n", WSAGetLastError());
goto done;

}

printf("\nSocket created.\n");



serveraddr.sin_famly
serveraddr. si n_addr.s_addr
serveraddr. sin_port

AF_| NET;
i net _addr (serveri paddress);
ht ons ((short)connect portnunber);

clientaddr.sin_famly
clientaddr.sin_addr.s_addr
/lclient.sin_addr.s_addr =
clientaddr.sin_port

AF_| NET;

ht onl (| NADDR_ANY) ;

net _addr ("18.172.0.225");

ht ons ((short)l ocal portnunber);

i f (bind(connectedport, (struct sockaddr *) &clientaddr, sizeof
(clientaddr))<0)
{

printf("Error %l during bind.\n", WSAGetLastError());
goto done;

}

printf("Socket bound.\n");

if ((connecterror=connect(connectedport, (struct sockaddr *) &serveraddr
zeof (serveraddr)))<0)

{
printf("Error %l during connect.\n", WSAGetLastError());

goto done;

}

printf("Connected to host.\n");

S

printf("Sending ny certificate.\n");

/'l Get certificate length fromfile header
fread(&Certpartlength, sizeof (DWORD), 1, hSource);
Certl engt h=Certpartl engt h+si zeof ( DWNORD)
fread(&Certpartlength, sizeof ( DWORD), 1, hSource);
Certl engt h=Certpartl engt h+Certl engt h+si zeof ( DANORD)
fread(&Certpartlength, sizeof( DWORD), 1, hSource);
Certl engt h=Certpartl engt h+Certl engt h+si zeof ( DANORD)
/lrewind to start and read again

rewi nd( hSource);

dwCount = fread(pboutbuffer, 1, Certlength, hSource);
if(ferror(hSource)) {
printf("Error reading data from source filel\n");
goto done;

eof =f eof (hSour ce) ;

if ((lettersent= sendto (connectedport, pboutbuffer, Certlength, O, (struct
sockaddr *) &clientaddr, sizeof (clientaddr)))<0)
I1if ((lettersent= send (connectedport, outbuffer, strlen(outbuffer), 0))<0)

{
printf("Error %l during send.\n", WSAGetLastError());
goto done;

}

/1 Wait for the destination user to respond.



/1l Receive a key blob containing certificate
printf("Receiving rembte certificate\n");

if ((lettersent= recv (connectedport, pbCert, CERT_SIZE, 0))<0)

{
printf("Error %l during receive of certificate.\n", WSAGetLastError());

goto done;

}

/!l Wite data to destination file.
fwite(pbCert, 1, lettersent, hRenoteCert);
if(ferror(hRenoteCert)) {
printf("Error witing data to renote certificate filel\n");
goto done;

}
i f(hRempteCert !'= NULL) fclose(hRenoteCert);

/1 Signature key filenanme -S
if (searchfor(argc, argv, "-S", &wwhicharg))

{
strcpy(signaturekeyfil enane, (_strninc(argv[whicharg],?2)));

el se
{
strcpy(signaturekeyfil ename, DEFAULT_SI GNATURE_KEYFI LE) ;

}

if (!'verifycertificate(hProv, renotecertfil ename, signaturekeyfil enane,
pbKeyBIl ob, &dwBl obLen,
pbSendName, &dwSendNanelLen))
{
printf("Could not verify certificate.\n");
goto done;

/1 Inport key blob into CSP

i f(!CryptlnportKey(hProv, pbKeyBl ob, dwBl obLen, 0, 0, &hDestPubKey)) {
printf("Error % during CryptlnportKey!\n", GetLastError());
goto done;

}

/IDo | need this Iine? 1'moverwiting the DestPubKey

i f(!CryptGetUserKey(hProv, AT_KEYEXCHANGE, &hMyPubKey)) {
printf("Error % during GetUserKey!\n", GetlLastError());
goto done;

}

/1l Obtain the destination user's nane. This is usually done at the
/1l same tinme as the public key was obtained. Place this in

/1 " pbDest Name' and set "~ dwDestNaneLen' to the nunber of bytes in
/1 the name.



//'your name must be second item (itemafter function call)

if (argc<2)
{
printf("No name specified.\n");
goto done;

el se

{
strcpy(pbDest Name, argv[1]);
dwDest NaneLen=st r| en( pbDest Nane) ;

}

/1 Place the sending user's name in "~ pbSendNane' and set
/1 "~ dwSendNaneLen' to the nunber of bytes in it.

/1l Create a random session key (session key A). Because this key will
/1 be used solely for key exchange and not encryption, it
/1 does not matter which algorithmyou specify here.

i f(!CryptGenKey(hProv, CALG RC2, CRYPT_EXPORTABLE, &hKeyA)) {
printf("Error % during CryptGenKey for KeyAl\n", GetLastError());
goto done;

}

/1l Export session key A into a sinple key bl ob
dwBl obLen = BLOB_SI ZE;

i f(!CryptExportKey(hKeyA, hDestPubKey, SIMPLEBLOB, 0, pbKeyBl ob, &dwBl obLen))

{
printf("Error % during Crypt ExportKey for KeyAl\n", GetlLastError());
goto done;

}

/1 Send key blob containing session key A to the destination user
printf("Sendi ng Session Key A.\n");

if ((lettersent= sendto (connectedport, pbKeyBl ob, dwBl obLen, 0, (struct
sockaddr *) &clientaddr, sizeof (clientaddr)))<0)
[1if ((lettersent= send (connectedport, outbuffer, strlen(outbuffer), 0))<0)

{
printf("Error %l during send.\n", WSAGetLastError());
goto done;

}

/'l Wait for the destination user to respond.
/!l Receive a key bl ob containing session key B fromthe destination
/1 user and place it in "~pbKeyBlob'. Set "dwBl obLen' to the nunber
/1 of bytes in the key bl ob.

printf("Receiving Session Key B\n\n");

if ((lettersent= recv (connectedport, pbKeyBl ob, MAXLEN, 0)) < 0)



{
printf("Error % during recv.\n", WSACGetLastError());
got o done;

dwBl obLen=| ett ersent;

/!l Receive a hash value fromthe destination user and place it in
/1 "~ pbHashVal ue'. Set “dwHashLen' to the nunber of bytes in the hash
/1 val ue.

printf("Receiving 1st hash value.\n");

if ((lettersent= recv (connectedport, pbDestHash, MAXLEN, 0)) < 0)

{
printf("Error %l during recv.\n", WSAGetLastError());

goto done;

}
dwDest HashLen=l ett er sent;

/1 Inport the key blob into the CSP.

i f(!CryptlnmportKey(hProv, pbKeyBl ob, dwBl obLen, 0, 0, &hKeyB)) {
printf("Error % during CryptlnportKey for KeyB'\n", GetlLastError());
goto done;

}

/'l Verify hash value received fromthe destination user.

/1l Create hash object.
i f(!CryptCreateHash(hProv, CALG MD5, 0, 0, &hHash)) {
printf("Error % during CryptCreateHash (to conpare to received)!\n",
GetLastError());
goto done;

}

/1 Add session key A to hash.

i f(!CryptHashSessi onKey(hHash, hKeyA, 0)) {
printf("Error % during CryptHashSessi onKey (KeyA)!\n", GetLastError());
got o done;

}

/1 Add destination user's name to hash.

i f(!CryptHashDat a( hHash, pbDest Nane, dwDest NanmeLen, 0)) {
printf("Error % during CryptHashData (destNane)!\n", GetlLastError());
goto done;

}

/1 Add session key B to hash.

i f(!CryptHashSessi onKey(hHash, hKeyB, 0)) {
printf("Error % during CryptHashSessi onKey (KeyB)!\n", GetLastError());
goto done;

}

/1 Add sending user's nanme to hash.

i f(!CryptHashDat a( hHash, pbSendName, dwSendNaneLen, 0)) {
printf("Error % during CryptHashData (sendNane)!\n", GetLastError());
got o done;



}

/! Add "phase 2" text to hash.

i f(!CryptHashDat a( hHash, "phase 2", 7, 0)) {
printf("Error % during CryptHashData (Phase 2)!\n", GetLastError());
goto done;

}

/1 Conplete the hash conputation and retrieve the hash val ue.
dwHashLen = HASH_SI ZE;

i f(!CryptGetHashParam hHash, HP_HASHVAL, pbHash, &dwHashLen, 0)) {
printf("Error % during CryptGetHashParam \n", GetlLastError());
goto done;

}

/1 Destroy the hash object.

i f(!CryptDestroyHash(hHash)) {
printf("Error % during CryptDestroyHash!\n", GetLastError());
goto done;

}

/1 Conpare the hash value received fromthe destination user with
/1 the hash value that we just conputed. If they do not match, then
/1l term nate the protocol.

i f (dwHashLen! =dwDest HashLen || mencnp(pbHash, pbDest Hash, dwHashLen)) {
printf("Key exchange protocol failed in phase 2!/\n");
printf("Aborting protocol!\n");
return;

}

printf("Hash val ues verified.\n");

/1 Conmpute hash to be sent to the destination user.
/1
/1l Create hash object.

i f(!CryptCreateHash(hProv, CALG MD5, 0, 0, &hHash)) {
printf("Error % during CryptCreateHash (to send)!\n", GetLastError());
goto done;

}

/1 Add session key B to hash.

i f(!CryptHashSessi onKey(hHash, hKeyB, 0)) {
printf("Error % during CryptHashSessi onKey (KeyB)!\n", GetLastError());
goto done;

}

/1 Add sending user's nane to hash.

i f(!CryptHashDat a( hHash, pbSendNanme, dwSendNanmeLen, 0)) {
printf("Error % during CryptHashData (SendNane)!\n", GetlLastError());
goto done;

}

// Add destination user's nane to hash.
i f(!CryptHashDat a( hHash, pbDest Name, dwDest NameLen, 0)) {



printf("Error % during CryptHashData (DestNane)!\n", GetLastError());
goto done;

}

/1 Add "phase 3" text to hash.

i f(!CryptHashDat a( hHash, "phase 3", 7, 0)) {
printf("Error % during CryptHashSessi onKey (phase3)!\n", GetlLastError());
goto done;

}

/1 Conplete the hash conputation and retrieve the hash val ue.
dwHashLen = HASH Sl ZE;

i f(!CryptGetHashParam hHash, HP_HASHVAL, pbHash, &dwHashLen, 0)) {
printf("Error % during CryptGetHashParam \n", GetlLastError());
goto done;

}

/1 Destroy the hash object.

i f(!CryptDestroyHash(hHash)) {
printf("Error % during CryptGet HashParam \n", GetlLastError());
got o done;

}

/1 Send the hash value to the destination user
printf("Sending 2nd Hash Val ue\n\n");

if ((lettersent= sendto (connectedport, pbHash, dwHashLen, O, (struct sockaddr
*) &clientaddr, sizeof (clientaddr)))<0)
/1if ((lettersent= send (connectedport, outbuffer, strlen(outbuffer), 0))<0)
{
printf("Error % during send.\n", WSAGetLastError());
goto done;

}

/1l Create a shared session key to be used by both users for

/1 exchangi ng encrypted nmessages. Both users must agree on the

/1 algorithm and paraneters that this key is to use.

/1

/1l Create hash object.

i f(!CryptCreateHash(hProv, CALG MD5, 0, 0, &hHash)) {
printf("Error % during CryptCreateHash (for shared key)!\n",

GetLastError());

goto done;

}

printf("Creating Shared Session Key\n");

/1 Add session key A to hash.
i f(!CryptHashSessi onKey(hHash, hKeyA, 0)) {
printf("Error % during CryptHashSessi onKey (for shared key, hKeyA)!\n",
GetLastError());
goto done;
}

/1 Add session key B to hash.



i f(!CryptHashSessi onKey(hHash, hKeyB, 0)) {
printf("Error % during CryptHashSessi onKey (for shared key, hKeyB)!\n",
Get LastError());
got o done;
}

/1 Conplete the hash conputation and derive a session key fromit.
/1 The CRYPT_EXPORTABLE flag is not specified here because the key
/1 usually is not exported out of the CSP

/1 changed to CRYPT_EXPORTABLE from O

i f(!CryptDeriveKey(hProv, CALG RC4, hHash, CRYPT_EXPORTABLE, &hSharedKey)) {
printf("Error % during CryptDeriveKey!\n", GetlLastError());
goto done;

}

/1 Destroy the hash object.

i f(!CryptDestroyHash(hHash)) {
printf("Error % during CryptDestroyHash!\n", GetLastError());
goto done;

}

/1 Use the shared key to send encrypted nessages to the other user
printf("Successful Key Exchange.\n");
/lget filenane to encrypt & send

// Read in data file
if (argc<3)
{
printf("No sending file specified!\n");
goto done;

}

el se
{
i f((hDat aFi |l e=fopen(argv[2],"rb"))==NULL) ({
printf("Error opening file to send!\n");

}

/I need to renpve the path
strcpy(fil etosend, argv[2]);

}

/1 Encrypt source file and send it

dwSour ceLen=0
do {
/1 Read up to BLOCK SIZE bytes from source file.
dwCount = fread(ReadBuffer, 1, BLOCK SIZE, hDataFile);
if(ferror(hDataFile)) {
printf("Error reading datal\n");
goto done;

}
eof =f eof (hDat aFi | e) ;



dwSour ceLen=dwSour ceLen+dwCount ;
printf("source | ength %\ n", dwSour celLen);

} while(!feof (hDataFile));

/1 send file length
_itoa(dwSourceLen, pbBuffer, 10);
if ((lettersent= sendto (connectedport, pbBuffer, strlen(pbBuffer), O, (struct
sockaddr *) &clientaddr, sizeof (clientaddr)))<0)
{
printf("Error % during send.\n", WSACGetLastError());
got o done;

}

/1l other side is reading both buffers together
/linstall checkback
if ((lettersent= recv (connectedport, pbBuffer, 50, 0))<0)
{
printf("Error % during transmission of filelength data.\n",
WBACGet Last Error());
got o done;

}

if (!(atol (pbBuffer)== (1ong)dwSourcelLen)){
printf("Data corrupted. Aborting.\n");
goto done;

}

strcpy(pbBuffer,fil etosend);
printf("filetosend: %\n", filetosend);
/1 send file nane
if ((lettersent= sendto (connectedport, pbBuffer, strlen(pbBuffer), O, (struct
sockaddr *) &clientaddr, sizeof (clientaddr)))<0)
{
printf("Error %l during send.\n", WSAGetLastError());
goto done;

}

[lverify correct nane received
if ((lettersent= recv (connectedport, pbBuffer, 50, 0))<0)
{
printf("Error %l during transm ssion of filenane data.\n",
WBAGet Last Error());
goto done;

}

if (!(strcnp(pbBuffer,filetosend)==0)){
printf("Data corrupted. Aborting.\n");
got o done;

}

printf("Sending file.\n");

rewi nd(hbDat aFil e);

/1 send file

do {
/! Read up to BLOCK_ SIZE bytes from source file.
dwCount = fread(pbBuffer, 1, BLOCK_SIZE, hDataFile);



if(ferror(hDataFile)) {
printf("Error reading datal\n");
got o done;

}

eof =f eof (hDat aFi | e) ;

printf("pbBuffer: %s\n", pbBuffer);

i f(!CryptEncrypt (hSharedKey, 0, eof, 0, pbBuffer, &IwCount, BUFFER SIZE)) {

printf("Error % during CryptEncrypt!\n", GetlLastError());
goto done;

}

if ((lettersent= sendto (connectedport, pbBuffer, (int)dwCount, O, (struct

sockaddr *) &clientaddr, sizeof (clientaddr)))<0)

{
printf("Error %l during send.\n", WSAGetLastError());
goto done;

}
} while(!feof (hDataFile));

done:

}

/1 Destroy session key.

i f(!CryptDestroyKey(hSharedKey)) {
printf("Error % during CryptDestroyKey!\n", GetlLastError());
exit (2);

}

/!l Rel ease provider handl e.

i f(!CryptRel easeContext(hProv, 0)) {
printf("Error % during CryptRel easeContext!\n", GetlLastError());
exit (2);

}

/1 Close source file.
i f(hSource !'= NULL) fclose(hSource);

/1 Close Certificate file
i f(hRempteCert !'= NULL) fclose(hRenoteCert);

/1 Close data fil.e
if(hDataFile !'= NULL) fclose(hDataFile);

/'l Close destination file.
i f(hDest !'= NULL) fclose(hDest);

if (closesocket(connectedport) < 0)

{
printf("Error %l during cl osesocket.\n", WSAGetLastError());

exit (3);
}
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