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ABSTRACT

As developers develop larger systems, distributed object technol ogies came into the foreground to handle
complexity. Thisthesis examines popular architectures of component software which can be scaled to
handle large scal e distributed systems. These architectures include OLE by Microsoft, CORBA by the
Object Management Group, and Java Beans by Sun. Many issues need to be examined, such as what
platforms will the system run on and the size of the network the system will run on. The decision of what
architectureis suitable for agiven complex systemis crucial. Thisthesis provides acomparative analysisto
provide arational basisfor selection.
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1. Introduction and Background

The point of having distributed object technologiesisto write powerful yet maintainable applications. The
“distributed” makes the system powerful, allowing scal eable solutions that can overcome single machine
performance limits aswell as geographical boundaries. The “object” makes the system maintainable,
allowing extensive software reuse. An organization can use distributed object technologiesto gain an
advantage in the market while at the same time building a foundation for future applications. This
introduction first looks at what an “ object” is, and the issues involved in distributing them. Therest of this
paper will describe existing technologies as well as acomparison of them.

1.1 Component Software

In acomputer, the hardware performsrelatively simple operations, such as OR and XOR. Constructing user-
level applications by manipulating these primitives directly is nearly impossible for ahuman being, so there
was a need for high-level languages, such as Pascal, C, LISP, and Algol. Compilers for these languages
attempted to abstract the programmer from the low-level microprocessor details. Asaresult, the
complexities of the executing hardware system becomes less of afactor.

However, complexity in software is now becoming aproblem. There are trendsin modern software
requirements:

1. Developersare taking on more complex projects. Examplesinclude the Therac-25 radiation treatment
system [LT] and the Patriot anti-missile system. Computers are not just used in code-cracking anymore,
but are also used in systems where afailure can be lethal.

2. Peoplearerequiring distributed systems. The decentralization of systemsis often atradeoff in
maintainability and scalability. An exampleisthe Denver International Airport Automated Baggage
system, which ran $55 million over budget and continues to be unreliable [Swartz]. In addition, these
systems often contain different platforms and require conformance to legacy systems.

The main problem is complexity. So just like software was used to eliminate the compl exities of
hardware, a new technology has emerged, still initsinfancy, to reduce the complexity in writing software.
Perhaps a misnomer, this technology is called component software.

The lines between component software and classical software are not as clean cut asthose
between software and hardware. Component software is software, but such software follows a specific
architecture that allows distribution and interoperability with other components.

1.2 Objects

Oneway of designing component software iswith object-oriented technology (OOT). An object isadata
type, similar to structuresin C. Thedifferenceisthat:

1. Objects can contain functions (known as methods) in addition to variables (known as members).

2. Objects can hide members and methods from acaller.

Depending on who one talksto (e.g. Microsoft or the rest of the world), “ object-oriented” may
mean different things. OOT, according to mainstream thought, is built on top of encapsulation,
polymorphism, and inheritance.

1.2.1 Encapsulation

A well-designed object will permit only itself to manipulate itsinternal data, and in addition will not
haphazardly manipulate data structures outside its scope of functionality. Thisisthe main idea of
encapsulation.

The“internal data” refersto private member variables and methods, which outside clients can not
access. Outside entities can only interact with the object throughits public members and variables. Thus,
the details of the implementation are abstracted away from the user. The object provides an interface which



the caller can use. Theinterfaceisagroup of methods which act as a contract between the caller and
implementer of the object. In the paradigm of object oriented programming languages like C++ and Java, one
object provides one interface. Inthe architecture defined by OLE, an object may provide more than one
interface.

1.2.2 Polymorphism

Suppose an air traffic controller wantsto tell Planes A, B, and C to land. He doesn’t need to know
what models the planes are. Each plane knows how to land itself (think of a plane as an object, forget the
fact that inside thereisapilot controlling it and other details). The air traffic controller doesn’t need to
know that A isaBoeing 747, B isa Concorde, and C isan Airbus. Hejust knowsthat they are all planes,
and all planes have the ability to land, so all he hasto do issay, “Plane A, land on airstrip #24”, etc.

Thisistheideaof polymorphism. The caller of amethod won't need to know the type of the object
the method belongsto. It just knows that the method will perform the appropriate action according to its
type. A common way of implementing polymorphism (the only way in some languages) is through the use
of inheritance, explained below.

1.2.3 Inheritance

Traditionally, objectsin an OO system caninherit attributes and methods from another object. This
provides a convenient form of software reuse; programmers can create an object by inheriting from a
previously -created object. They do not even need the source code to the object they are inheriting from.

Inheritance can be viewed as anis-arelation, asin “acircleisa shape”. However, theidea of
instantiation is often viewed as anis-a relation. This bringsinto question just one of the fundamental
issues of inheritance. The philosophy of inheritanceisalot deeper than one may think at first glance.

There are many uses of inheritance, but Microsoft has omitted direct inheritance from itsOLE
architecture. This hasbeen apoint of criticism for many purists, but Microsoft had decided to provide the
inheritance functionality through other means.

Inheritance is an aspect of OOT that needsto be looked at more closely, because Microsoft’s OLE
eschewsit.

Kraig Brockschmidt, amember of the OLE design team, wrote:

“Inheritanceis a means to polymor phism and reuse--inheritance is not an end in itself.
Many defend inheritance as a core part of OOP, but it is nothing of the sort.
Polymorphism and reuse are the things you're really after.” [Brockschmidt]

Microsoft implemented reuse and polymorphism in OLE through other means, and Brockschmidt’s

Boeing 747 Concorde Blackbird




response implies that those two features are the only reason why inheritance is necessary. This
paper examines these object technologies’ methods of reuse in Section 5.3, Reusability.

1.3 Out-of-process Objects

When thefirst object-oriented programming languages were designed and implemented, designers only
thought that clients would invoke methods on objects that were local to the client. Therefore, object
oriented technology evolved with this view of in-process objects; programmers never thought about where
the objects existed, and millions of lines of code were written without taking thisinto account. Thisis, along
with simplicity, is one reason why transparency of distribution isimportant.

In the 1980 s, the Open Software Foundation (OSF) started its Distributed Computing Environment
(DCE) research, and designed the Remote Procedure Call (RPC). It created a platform independent and
transport independent method of calling procedures running in different processes. The remote procedures
do not necessarily have to be running on machines with the same architecture as the calling process; thusit
enabled the proliferation of heterogeneous networks. DCE RPC was not designed to work with objects,
though. Microsoft’'s DCOM (described in Section 3), however, uses a superset of the DCE RPC wire
protocol for its method invocations; they call it Object RPC (ORPC). The Object Management Group, in
deciding what to use for IDL in describing objects, considered using DCE RPC's IDL asabasis(like
Microsoft). However, they decided to design their own unencumbered IDL instead. Many CORBA
vendors, however, build on top of RPC for object communication.

1.3.1 Local Out-of-process Objects

When an object is on the same machine as the client, but in adifferent process, there are many issues that
every method invocation needs to address. When amethod isinvoked whith parameters, the data must be
marshaled and transmitted to the process the object existsin. The server process must then unmarshal the
arguments and invoke the method. Similar marshaling/unmarshaling must be done with any return values.

In C++ and C, many data structures contain pointers to parts of memory (buffers or other data
structures). Such data structures have to be specially marshaled, the designer of the object needsto write
or generate marshaling code. The burden of thisfalls on the object implementer, not the user.

On the same machine, two processes can share memory; thisis faster than marshaling and
unmarshaling data. Some CORBA vendors use this method to share datalocally.

Objects al'so need to pass around other objects, not just unencapsulated data. Objects are usually
not copied around if they are mutable or not explicitly copied. The reason isthat changes made to one
object may need to be reflected in one single location so that other clients may be able to access the
changed object. Since objects can only be passed by reference, each object needs a particular object
reference to distinguish it from other instances.

These are some of theissues that need to be addressed in out-of-process objects.

1.3.2 Remote Objects

Theissuesthat affect local servers also affect remote objects. Since remote objects reside on other
machines, method invocations need to work over anetwork. Network lines may fail and then work again; it
isup to the distributed object infrastructure to detect when remote servers become unavailable and
reconnect to them if necessary. Different strategieswork best in different situations.

Once there are remote objects, the number of objects possible increases by orders of magnitude.
Therefore each object infrastructure should have away to detect how objects are located and their
interfaces obtained. Since distributed object technologies are only recently being deployed in large
guantities, many shrink-wrapped object technology systems are very limited in managing these systems.
As of now, no distributed object technology infrastructure provides adequate support for managing large
graphs of objects; companies need to develop or contract such management software [Newman]. Many
CORBA venders provide adeguate dynamic naming services that allow clients to choose which objects to
use. Richer trading services should come out at the end of 1997 [OHEZ].



Finally, clientswill have to be written to make use of these trading services and dynamically bind to
them. When Rapid Application Development toolslike Visual Basic and Delphi came out, they provided a
strong glue for component software. If these components can reside on other servers, then the reach and
power of these programs increases tremendously.

1.4 Distributed Object Technologies

With a defined description of objects, it is necessary to see how they can be used by programmers. This
paper does not look at or compare object-oriented languages like Smalltalk, C++, or Java. Distributing
objects requires more than just alanguage; it needs awhole architecture.

Effectively alowing remote objectsis not as simple as it sounds. Providing the capability to
distribute objectsis only part of the problem; effective distributed object architectures need to provide a
good infrastructure for managing those objects effectively. Architectures need to provide agood set of
services and capabilities that make object distribution as simple as possible. The rest of this paper will
examine and discuss the merits of various technologies. These technol ogies include the Object
Management Group's (OMG) Common Object Request Broker Architecture (CORBA), Microsoft’s
Distributed Common Object Model (DCOM), and Java solutions.



2. CORBA Specification

The Object Management Group (OMG) was formed in 1989 to handle the growing complexities of software
development. It creates and publishes specifications that allow interoperability and hasten the devel opment
of standardized distributed object software. Currently it has more than 700 members.

The OMG was the group that created the Common Object Request Broker Architecture (CORBA).
CORBA isonly aspecification, allowing venders to implement the architecture in any way they wish.

2.1 Overview

The main goal of CORBA isto allow FilgUr@ £ tional method invocation where the object isin the
interoperability between objects on sgme process as the caller

distributed systems. With the
newest specification of CORBA,

version 2.0, different vendors can
now gommu?!cate with gach cher, Calling A Object
creating the “intergal actic object Procedure

bus’. Thus, CORBA providesa
good architecture for working with
distributed objectson a
heterogeneous network; this aids
greatly in integration of legacy

applications.

CORBA works by allowing clients and servers to communicate without worrying about the network
protocol and other communication aspects. In thisdescription of CORBA, the “client” isthe process that
makes use of an object and the “server” isthe process that contains the instantiated object. The client does
not need to know where the server is; the client can work just asif the object it isworking with existsin the
same process space. A CORBA implementation achieves this by creating client stubs and server skeletons;

Fi gu@ﬁ é ﬁ\tzthod invocation using CORBA (different processes) Server
ORB
Calling Client Stub Server Stub )
Procedure > O g > © Bhle
Redirects
call to
server

they marshal and unmarshal requests and responses. Transparency was an important design goal of
CORBA.

Figure 2 and Figure 3illustrate the difference between atraditional method invocation and one that
uses an ORB. Note that the client and server do not know the whereabouts of the other; the ORB handlesit
al.

The next section talks about various parts of the architecture in more detail.




2.2 Architecture

Figure 4 Architecture of CORBA
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The client and server are connected by the Object Request Broker (ORB). The ORB does much of
the work, taking the communications work from the client and server. The object must first be described not
in the language it isimplemented in, but in an Interface Description Language (IDL). TheIDL specifiesa
contract between the caller and implementer of the object. Thisway the implementer and user of the object
do not have to be the same person. Aninterfacein CORBA represents agroup of methods and members
variables. The member variables may also be read-only.

Figure 4is amore detailed diagram of the workings of the ORB than Figure 3. There are more
visible components to the ORB in this diagram.

2.2.1 Object Request Broker (ORB)

The Object Request Broker (ORB) providesthe “glue” between the client and server. It directs requests and
replies between clients and servers. The specification does not dictate how to implement it, so thereisroom
for competitors; it can be an integral part of the operating system, adaemon running in the background, or
just apair of libraries.

To help it with itstask, the ORB has two main parts- the Interface Repository and Implementation
Repository.

2.2.2 IDL

The Interface Description Language (IDL) isapurely declarative language that specifies the interface that
an object should implement and a client must use. It isasuperset of asubset of C++. But, sinceitis
declarative, a user cannot write afunctioning programin IDL.

The IDL declarations map into a programming language in a standard OM G-decided way, so a
client and server can be “ported” to other CORBA implementations with little or no code change. Official
mappings currently exist for C, C++, Smalltalk, and Ada95. In progress are mappingsto Javaand COBOL. In
the rush to jump on the Java bandwagon, some companies have already implemented their own mappings to
Java.

The IDL fileisused to generate stub files for the client and server; it marshals parameters and
sends them to the ORB. Thus, the client and server do not need to know location information; allowing the
programmer to concentrate on the object implementation, not network handling.
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Figure 5isan example of an IDL file. Car isaninterface. It containstwo attributes and a method.
The attributes, speed and direction, map to get/set methods. The Police_Car interfaceinheritsfrom Car,
meaning that it can use the same functions asCar. Also note that since attributes map to methods, setting
siren_on = TRUE may invoke amethod. Thisisaconvenient way for auser to activate the siren, for
instance.

When an IDL compiler for C++ processesit, it producesfiles similar to thoseinTable 1. Theclient
stub and server skeleton files are to be linked into the client and server programs, respectively.

Figure 6 depictstherole of the IDL compiler. When aclient invokes a method, amethod from
mypr og_c isactually invoked. This stub method marshals the parameters and tells the ORB to pass them
along to the server. The server skeletonmypr og_s then receivesthe call, and passesit along to the real
object. Theresponseishandledinasimilar fashion.

2.2.3 Object Adapters FIgLe SThEr P ey TRl gL e

attribute float direction;

There are so many ways to ; ; X ;
implement and object that there must be a void drive(in float distance);
standardized way for the ORB to work with
the object. Thisis provided by the Object
Adapter. They areresponsiblefor:

- Registering implementations

- Generating and interpreting b
object references

- Mapping object referencesto their corresponding implementaions

- Activating and deactivating ————
object implementations TR et red M A

- Invoking methods

- Coordinating interaction security | MYProg_c. cc  Implementation of client stub

—

interface Police_Car : Car {
attri bute bool ean siren_on;

code
[Siegel 78] nyprog_s. hh  Header file for use with the
The OMG has standardized one Object server

Adapter, called the Basic Object Adapter rog s.cc :
(BOA). There are other Object Adaptersin Myprog_s. Implementation of server

the standardization process right now. skeleton code
Going into the details of the Basic Object Adapter isbeyond the scope of this paper.

2.2.4 Interface

Repository (IR) Figure 6 Role of theTDL compiler
The Interface Repository (IR) isan ——WHieR-by-Jeer Myprog-t
important part of the ORB that contains

type information for interfaces. ThelR

requires aform of persistent storageto —
store the interfaces. Theinformation in an Provided by IDL
IDL fileis sufficient to be stored in the IR. ORB vendor Compiler

However, an object can add, modify, or
delete an interface in the IR during runtime.

This opens up the fieldto allow

dynamically constructed invocations, myprog_c.hh | Generated by | Myprog_s.hh

described below myprog_c.cc IDL compiler myprog_s.cc
The IRis ngc&sary inthe u;e of Used by client Used by server

the Dynamic Invocation Interface, which and server

allows invocations to be constructed
during runtime. Thiswill be explained below.
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Note that even though the Implementation Repository and I nterface Repository both have the
sameinitial letters, IR is used to denote the | atter.

2.2.5 Implementation Repository

The Implementation Repository isapart of the ORB that contains information on where to locate objects as
well aswhich objects are currently instantiated. A system administrator can register objects manually, or a
server can register objects during runtime. The implementation repository is used by the ORB when aclient
wants to connect to a particular object or activate a new one.

2.2.6 Dynamic Invocation Interface (DlIl)

As mentioned above, the Dynamic Invocation Interface (DII) is used to create invocations during runtime,
as opposed to using client stubs (note that using client stubs to invoke a method uses the Static Invocation
Interface, or SII). Thisallowsaclient to use an interface that it was not compiled with. A user can thus
browse through the IR, see any new objects he might want to use, and then invoke a method.

Using DIl invocations is more complex than using the SI1. So in general, the DIl should be used
only when necessary; when interface information is not available. One common place to usethe DIl isin
scripting languages. This all happens on the client side; a server can not tell whether an invocation was
made using the SI1 or DII.

To aid in scripting, dynamically invoked methods can have named value pairs. Thisintegrates well
with many popular macro languages, including Microsoft Visual Basic. Thus, itis possibleto call afunction
with something like:

Address = Lookup(ID = 12345, Nane = “Jay Ongg”)

Similar to OLE Automation (in Section 3.2), the complexities involved in making a dynamic request
make macro languages the best medium to use DII.

2.2.7 Dynamic Skeleton Interface (DSI)

The Dynamic Skeleton Interface (DSI) isanew additionto CORBA 2.0. It letsthe ORB pass
requeststo other ORBs or non-CORBA systems. This makesthe DSI very important in a heterogeneous
network, especially one with legacy systems. One can view the DSI asa“filter” for method invocations.

Similar to the DII, aclient can not tell whether the object they are using is accessed using the DS
or not.

2.2.8 Internet Interoperability Protocol (IIOP) and the
Intergalactic Object Bus

CORBA 2.0 a'so required ORB implementers to support the Internet Interoperability Protocol. This
protocol works on top of TCP/IP and allows CORBA 2.0 compliant ORBs to communicate with each other.
Thisway, the Internet can be used as the network in which object datais transmitted. Thisiswhat CORBA
supporters call the “Intergalactic Object Bus’. There then becomes no limits on where an object may reside;
aclient may invoke a method on an object halfway across the globe as easily asit can on an object on the
same computer. The system administrators just have make sure the ORBs are configured correctly, and the
necessary security precautions are in place.

When aclient wants to communicate with an object on another ORB, it simply communicates with
itslocal ORB and thelocal ORB will forward the request appropriately.

Interfaces to be used outside alocal domain will need an identifier that is unique in space and time.
Therefore, ahuman generated name like “Mylnterface” is not good enough.

CORBA allowstwo ways of identifying interfaces. viaahuman generated name, or viaa
Universally Unique Identifier (UUID). The UUID isa 16 byte number generated by an algorithm that the
Open Software Foundation discovered to help its development of the Distributed Computing Environment.



The algorithm looks at the current time as well asthe MAC number of the computer’s ethernet card (if it
contains one) to guarantee uniqueness. |f the computer does not have an ethernet card, then the algorithm
will not guarantee unigueness, but the chances of collision then become extremely unlikely (i.e. the chances
of quantum mechanics affecting the macroscopic world are higher than this algorithm producing a conflict.
Soit’s safe to say that pigswill fly before the algorithm produces a duplicate ID).

2.3 CORBAservices and the Object Management
Architecture (OMA)

Theinfrastructure defined above is sufficient for objects to communicate with each other. However, the
OMG wanted to create afundamental set of interfaces that vendors could implement for users. They
defined the Object Management Architecture (OMA), and divided it into two parts: The CORBASservices
and CORBAfacilities.
The CORBAservices are still being specified, so not many vendors have implemented them yet.
They comprise low level interfaces that should be implemented, and the CORBAfacilitieswill build on top of
them.
Hereisapartia list of the CORBAservices:
Lifecycle Service: Provides services and conventions for creating, deleting, copying, and moving
objects
Persistent Object Service: Provides servicesthat simplify the creation of persistent objects (i.e.
objectsthat exist when the ORB is shutdown and restarted)
Externalization Service: Provides services, interfaces, and protocols that allow an object to be written
asastream of bytes.
Naming Service: Providesan interface for an object to be bound to aname.
Trader Service: Provides an interface for an object to be bound to a particular category. One may
think of the Naming Service asthe “White Pages’ and the Trader Service asthe Y ellow Pages”.
Event Service: Provides an interface for an object to send asynchronous eventsto its client.
Transaction and Concurrency Control Services: Provides services and interfaces that allow
transactions and concurrency control.
Property Service: Allowsthe user to add a property to an already defined and instantiated object. A
property isastring binding to any data structure.
Security Service: Provides servicesthat enable security in the distributed object model.

2.4 CORBAfacilities and CORBAdomains

While the CORBAservices create arich infrastructure that a programmer can use to develop CORBA
applications, an infrastructure is not enough for a devel oper to build component software. With what we've
talked about already, a user can not just pick a spreadsheet, attach it to hisword processor, and start typing.
The OMG isin the process of specifying the CORBAfacilities, which are these application-level

objects. CORBAfacilities are to be implemented using the CORBAservices. The CORBAfacilities are a set
of horizontal APIsthat have ageneral purpose use. The CORBAfacilities are divided into four basic areas:

User Interface: For interaction with the user.

Information Management: For managing and interchanging information.

Systems M anagement: For managing complex, multivendor information systems

Task Management: For automating work processes.

The CORBAdomainswill cover specific vertical markets. Currently, the OMG has groups working on
interfaces for Healthcare, Telecommunications, Transportation, Financial Services, Manufacturing,
Electronic Commerce, and Business Objects. These names are self-explanatory, except for the Business
Objectsgroup. This group isworking on a standard that will model people, entities, and anything activein
the business domain.
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3. OLE

OLEisageneral term for Microsoft’s object-based infrastructure for component software. OLE originally
stood for Object Linking and Embedding, the capability for one program to link or embed data for another
program. The overused exampleisthat of embedding an Excel table in a Word document; then when the
user double-clicks on the Excel table, Excel pops up in anew window.

Then came OLE 2, which enabledin-place activation. Now when a user double-clicks on the Excel
table, they can work on the Excel table in-place, without opening a new window. OLE 2 was also built on an
object model called the Component Object Model (COM). COM iswhat forms much of the glue between
components.

As OLE evolved, Microsoft just got rid of the version number and called the whole architecture
OLE. New features were added: OLE Automation, OLE Controls, Local/Remote Transparency, and other
services. Anyone can see that Microsoft has created arich architecture for component software.

Where CORBA was designed with distributability in mind, OLE wasnot. OLE wasan aid in the
trend towards the document-centric desktop; the computer shouldn’t make the user care about applications,
just documents. Microsoft has recently incorporated distribution into OLE, with the advent of the
Distributed Component Object Model (DCOM).

Finally, with the explosion in growth of the Internet, Microsoft jumped on the bandwagon with its
ActiveX technology. One may have heard about the debate between ActiveX and Java; such a comparison
is beyond the scope of this paper.

One interesting thing about Microsoft and its OLE technology is that they write the specifications
(if any) and until recently, were the only implementers. So, in the past, behavior and requirements have
changed, to the chagrin of developers everywhere. In fact, with ActiveX, since Microsoft jumped on
quickly, there are many undocumented parts of it and there was not even a specification on what defines an
ActiveX control.

The following sections should provide the reader a good background to understand the
comparisons of it that will come later.

3.1 Component Object Model (COM) and Distributed
COM (DCOM)

The Conmponent Object Model (COM) isthe fundamental basis of all of OLE. In fact, the other mgjor parts of
OLE (Automation, DCOM, and ActiveX) all build on COM.

CORBA does not care how implementations handle the objects. The requirement isthat a CORBA
ORB must be accessible through code created with the IDL. COM, however, isabinary specification; it
matters very much what the compiled code looks like; COM works with pointers and arrays of pointers. One
bad side effect of thisisthat executables created with Microsoft’s Visual C++ will work with COM, whereas
those created with other compilers may not.

14



3.1.1 Interfaces and Classes

A COM object can be access through
aninterface. Unlikein CORBA, a
COM interface can not hold member Interfaces

variables, just methods. A COM \ IUnknown
interfaceisidentified by an Interface
Identifier (11D). AnlID isrepresented

by a UUID (described in Section V'
2.2.8), which Microsoft renamed as a o O—
Globally Unique Identifier (GUID). IDictionary

A COM object isan CDictionary

implementation of one or more o——
interfaces. Itisalsoidentified by a IThesaurus 9
GUID, known as a Class Identifier
(CLSID).

A COM object can only be
mani pulated through an interface; a
client can not work directly with the
classitself. Thisisone of the
fundamental concepts of COM.

That was a quick run-
through of various terms used in COM. For aconcrete example, look at Figure 7. The classCDictionary
implements the interfacesUnknown, IDictionary, and I Thesaurus. Those are all human-readable names; to
acomputer, CDictionary, IlUnknown, IDictionary, and | Thesauruswould be represented by 16 byte GUIDs.
Thisisan example of an object that implements more than one interface.

Class

Figure 7 Example of aCOM Object

3.1.2 IlUnknown and its members

Oneinterface that all COM aobjects must implement islUnknown. It contains three methods necessary for
COM to work: Querylnterface, AddRef, and Release.

Querylnterface allows a client to ask an object whether it implements acertain interface. So,
through Querylnterface, aclient may ask an instance of CDictionary, “Do you implement I Dictionary?” and
get aresponse. AddRef and Release are used for reference counting; the object isonly destroyed when the
reference count is 0.

Not only must all COM objects implement |Unknown, but every COM interface must also
implement Queryl nterface, AddRef, and Release. Thisway, aclient can access other interfaces of an object
no matter what interfacesit currently knows about.

3.1.3 MIDL and RPC

The architecture that Microsoft uses to marshal arguments and pass them across boundariesis based on
the Microsoft’s Remote Procedure Call, based on the RPC from the Open Software Foundation’s Distributed
Computing Environment. Similar to CORBA, COM/OLE and OSF RPC use an IDL language. Microsoft
Interface Description Languageis often called IDL or MIDL; this document will refer toitasMIDL.
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Unlikein CORBA, MIDL g PRI T
isnot necessary to create an OLE Figure 8 Mycars.idl, An example of aMIDL file.
object; it existsfor writing custom
parameter marshaling code and for
the creation of type libraries. Only
asubset of MIDL isusedin OLE,
since it was designed for broader
applications of remote procedure
cals. Figure8isan exampleof a
MIDL file. Thisfilelooksvery
dissimilar to the IDL file depicted
in Figure 5, even though they are Vi
describing the same functionality. '
Thisthesiswill go through thisin
more detail than with the CORBA
IDL because MIDL isnot as
intuitive. Even though it seems
that some of these constructs
seem unnecessary, keep in mind
that MIDL is used by RPC, not
just OLE.

HRESULT drive([in] float distance);

[ uui d(00000000- 0000- 0000- 0000- 000000000001) ,
obj ect ]
interface Police_Car : Car {

HRESULT Get Siren([out] BOOLEAN *on);
HRESULT Set Siren([in] BOOLEAN on);

}s

There are two interfaceshere, Car and Police_Car. Each interfaceis preceded by atag that
indicates the UUID of theinterface, and the fact that the interface isto be used by an object.

Inthei nt er f ace lines, eachinterfaceinherits from IUnknown (the IlUnknown interfaceisvisible
because of the import statement at the top of thefile). This givesthe interface the Querylnterface, AddRef,
and Release methods necessary to all COM objects.

Finally, for each of the actual interfaces themselves, not how they are declared. For OLE to use an
interface, it must return an HRESULT (whichisa 32 bit error return code). Any return values must come
through the parameters. Like CORBA, there arein and out parameters.

Onething to noteis that even though Police_Car inheritsfrom Car, thisonly exemplifiesinterface
inheritance. In general, OLE does not use inheritance to reuse implementations. In OLE, reuseisachieved
through multiple interfaces, via aggregation or containment. Thiswill be discussed in more detail in Section

5.3, Reusahility.
When the MIDL compiler processes MrCars—h H fite-contamine-stroct
the MIDL file, it generates afew files, Table2 Flleﬁgmaat%lecyara?iléﬂrTSDL compies

described in Table 2. Therole of thesefilesis MyCars_i.c  Contansthe lID dehnitions
not like that of the files generated by CORBA’s My Car S_p C  Contains proxy/stub code

IDL compiler. The MyCars i.c and dl | dat N inf .
MyCars p.cfilesareto be linked into both the ata.c ecessary informétion to

client and server. To simplify this, the MIDL createa DLL
compiler creates the dlldata.c file which contains routines necessary for afunctioning DLL. Figure 9 shows
therole of the MIDL compiler.

3.1.4 Object Registration _
. ) Written by User mycars.idl
In COM, aclient must call aglobal API function,
CoCreatel nstance, to get an instance of aclass. Onthe
Windows platforms, CoCr eatel nstance searches the 3
registry to find a certain CLSID; the registry contains Provided by ( MIDL \
activation information (such as how to launch the server, ORB vendor C i
and whereitis). One can view theregistry asthe COM \_Lompuier
equivalents of CORBA’s IR and Implementation
Repository. 3
Generated by
MIDL compiler, mycars'.h
linked into a DLL mycars_.c
for use in the mycars_p.c
16 client and server dlidata.c




Having a system administrator register every COM object into the Windows registry reduces
scalability and maintainability. Therefore, there isashift to creating serversthat register their objects on
startup. The disadvantage isthat the operating system can not launch a server; it must already be running
to make its objects available.

3.1.5 Local/Remote Transparency

Like CORBA, COM has a method of accessing objects outside the process of the client application. Likein
CORBA, there arerulesrequired in accessing an object; if these rules are followed, then COM can marshal
arguments and transmit them for in-process servers, local servers (same machine, different process), and
remote servers.

When an interface pointer to a COM aobject is obtained, it can point to two things:

1. A pointer to thereal object itself (if the object isin-process)

2. A pointer to aproxy object that will marshal the arguments over to the server.

Most objects use standard marshaling. Standard marshalingis COM’s default marshaling routine.
However, method invocations on certain classes of objects can be optimized more; COM alowsa
programmer to do this with custommarshaling. Thus, if adeveloper feelsthat Microsoft’s marshaling
method is not optimal for his object (and for immutable objectsit is often awaste of network bandwith or
interprocess communications), he can rewrite the marshaling code (by implementing a particular interface
caled IMarshal). Sincethisisan option, an object developer can implement an object without worrying
about the remote procedure callsto it, unless he wants to.

3.1.6 COM Services and Features

Like CORBA, COM provides more than just an infrastructure or rules for working. Although COM and
CORBA share many different services, COM was developed on Microsoft Windows, so thereis adefinite
desktop-oriented flavor to the servicesit provides. Many of these features enable interaction between
different applications and contribute to a document-centric operating system. Among them are:
Persistence: Similar to CORBA, COM provides a mechanism for persistent objects.
Structured Storage: COM provides an interface for reading and writing to files. Theimplementation of
thisis called Compound Files. Thisfeature allows a programmer to write datain an organized fashion
to afile; it simulates afile system within afile to facilitate storage and retrieval of data streams.
Connection Points: Arising from Windows' use of callback functions, connection points allow an
object to call interfaceson aclient easily.
Monikers: After Microsoft’s experience in devel oping desktop applications, they needed a method to
keep track of names of linked and embedded objects. They therefore provided and extralevel of
indirection to facilitate this, and called them monikers.
Uniform Data Transfer: Thisisan interface that grow from desktop application interactions.
Originally, there were different methods that a program had to use to communicate with other programs,
the clipboard, embedded objects, etc. Microsoft designed the Uniform Data Transfer interface which
objects can implement and clients can call. Now to communicate with different objects, a client can just
use this interface regardless of what object implementsit.

3.1.7 Distributed Component Object Model (DCOM)

When Microsoft released Windows NT 4.0, they also released an extension to COM called DCOM, for
Distributed Component Object Model. DCOM allows applications to work with objects on other computers.
Thisiswhat brings COM from the desktop to the network. Almost nothing hasto be done by a programmer
to make a client or object distributed.

However, since DCOM ismainly an extension of COM, little has been done on various distributed
issues; such as object announcement, trader services, etc. New featureslike thiswill come out in Windows
NT 5.0.
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3.2 OLE Automation

COM isagood infrastructure for compiled programs that wish to make use of objects. Each interfacein
COM iscompiled into the code, similar to CORBA stubs. COM interfaces do not provide as much flexibility
and speed for dynamic invocations, and in addition, not all COM interfaces have type information
associated with. Thus, to dynamically invoke a COM interface, thereisalot of complexity involved in
obtaining an object’ stype information.

Because of this, COM is not well-suited for macro language use. In general, macro languages
dynamically bind objects during run-time (and in the case of Visual Basic, during editing to aid with
programming). Scripting languages need a different way of working with objects, alate-binding mechanism.
OLE Automation, which arose from the Visual Basic team, is Microsoft’s solution. Thereisachangein
terminology: aclientiscalled acontroller, since Automation was developed to allow Visual Basic programs
to control other applications (such as Microsoft Word).

3.2.1 Dispinterfaces and IDispatch

OLE Automation is built on top of COM; it provides an extralevel of indirection. Automation servers export
their objects through an interface called adispinterface. Dispinterfaces are similar to standard COM
interfaces except that:

1. Dispinterfaces can contain properties, which are simply member variables (it isalso
possible to specify whether they are read/write or read-only.

2. Each method or property in adispinterface must have associated with it adisplD. No
two methods or propertiesin adispinterface can share the same dispID.

T ' I~
vietnoa | L

cAlJ
Invoke

ven adisplD and other 1 ecessary parameters, calls amethod or access a

nroparivin thic dienintarfaca
Propery-HIHHSEISpHREHAce:

Getl DSOfNames Converts text names of peroperties and methods to their corresponding
displDs.

GetTypel nfoCount Determines whether there is type information available for this dispinterface,
returning O (unavailable) or 1 (available).

GetTypelnfo Retrieves the type information for this dispinterface if GetTypelnfoCount

returned successfully.

Once an Automation server is developed to export a dispinterface, then it must implement the | Dispatch
COM interfaceto useit. Thisinterfaceisthe key interface of OLE Automation. The methods of the
I Dispatch interface is shown in Table 3. The controller must use thisto access dispinterfaces. How the
controller actually makes use of thisinterface is beyond the scope of thisthesis. Note that | Dispatch isnot
adispinterface, itisaCOM interface that enablesthe server and client to work with dispinterfaces.

When working with OLE Automation objects, it is possible to pass data structures and Visual
Basic datatypes (currency, date/time, etc.). Itisnot possibleto pointers, since they make almost no sense
inamacro language. However, starting with Visual Basic 5.0, Microsoft will specify aprotocol so that the
controller can passin callback functionsto the server.

To simplify the use and manipulation of dispinterfaces, MIDL can also describethem. Thislets
programmers describe the methods of adispinterface for usein atypelibrary. Once atype library is made,
4GL tools may make use of them to simplify development.
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3.2.2 Locales

One advantage of dynamic binding that OLE Automation takes advantage of is that Automation servers can
givetheir dispinterfaces and methods different names. For localization of Automation controls, thisfeature
isvery useful. For aregular COM abject, it is not as flexible since so much is programmed into the object
itself.

A server can also support multiplelocales. “Locale” covers more than just language; there are the
issues of date/time formats and currency, too. Programmers tend to want to program in English because all
system APIsarein English and all the lower-level programming tools and languages express their
capabilitiesin English. A higher level user, however, would prefer scripting in his native language. An OLE
Automation server can allow both groups of usersto work the way they want, with the same object. Thus
an end-user can drive the object with his personal script, which, at the sasmetime, isdriven by a corporate
developer’ s script in English.

Infact, an OLE Automation server can support every locale available, but thisideal situationis
probably not going to happen.

3.2.3 Remote Automation

Before DCOM came out, Visua Basic 4.0 Enterprise Edition allowed distributability of OLE serversand
clients through Remote Automation. Remote Automation allows Automation controllers and serversto be
physically apart, and in addition lets Automation controllers make asynchronous method invocations. It
also aids greatly in making threetiered client-server architectures.

3.3 ActiveX and the Internet

From the technol ogies of emb edded documents and in-place activation of thsese documents arose atype of
object called an OLE control. Many OLE controls were also OLE Automation servers; this allowed controls
to be scripted.

OLE controls were simply objects that could be embedded ina container (such as Visua Basic 4.0
or Microsoft Internet Explorer 3.0). In astandard OL E document embedding (like the Excel into Word cliché
), the inner document is activated by the contained. Thisis called Outside-In activation. An OLE control,
however, can have Inside-Out activation; thusit can send events out to its container.

With the explosion of the Internet, Microsoft decided to leverage its OLE controls for use over the
Internet. Most home users have modem speed connections, so Microsoft cut down the number of
interfaces required to implement a control, and renamed them ActiveX controls. This section talks about
how ActiveX controls are used over the Internet.
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3.3.1 Architecture and Example

An ActiveX control isadynamically
linked library that a user can install on L
his system. These controlsimplement T ome Jljl Taiess g 7 eretet meroson cormy produsts! seEuBer ok g prearco I JJl L\nEEi_
specified interfaces that a control
container can use. The control can
fire events that the container can
detect; this makes a control most
useful in a scripting environment.
Figure 10is an example of an
ActiveX control. The stoplight isan
ActiveX control; it interacts with the Newlight || Red || Geen || velew || o |{TUTETT
container (the web browser) through
JavaScript, a scripting language. The
buttons are not ActiveX controls;
they are part of the HTML page which

rs

] )

Warning! StopLite being tested!

This page uses JavaScript to link the controls. Click to jump to the YBScript

the user usesto interaCt Wlth the wersion of this page. Or click to open {run) the Yisual Basic demo app for
control itsalf this control,
Any container would interact This nage REQUIRES an Activex-activated hrowser such as Microsaoft

. . .. Internet Explorer version 3.0. =
with the control in asimilar manner.

Mote: If the StopLite does not display properly, make sure that you've
installed and registered STOPLITE.OCX and the DLLs it requires as described

3.3.2 ACtlveX | in the DLLEEQ.HTM file, | ;/l
controls and the
Internet

Since an ActiveX control is embeddable in aweb page, Microsoft pushed to have the WWW consortium
modify HTML to include embeddable objects. So now Internet Explorer can download objects over the web
and install them. The main two problems with this approach are:

1. Portability
2. Security

Most ActiveX controls are compiled to run on Windows 95 or Windows NT. Therefore, they can only run
onthe“Wintel” platforms. Thiscan be aproblem in a heterogeneous environment.

Asfor security, there are many issues here which will be covered in Section 7.4, Security and
Encryption. Briefly, an ActiveX control can do anything on your computer that any normal program can do.
This can make for very powerful controls. However, it isimpossible to verify whether or not an ActivaX
control does something malicious; thisisamajor security hole..

Microsoft and Verisign have introduced A uthenticode technology which helps certify who wrote
the control. But it does not verify what the control does, and attributing a control to its author doesn’t
necessarily mean anything. Thereisan ActiveX control called “Exploder” described at
http://www.hal cyon.com/mclain/ActiveX to demonstrate the security problems with ActiveX. What the
control doesiswait 10 seconds, then shutdown the user’s computer. Microsoft has threatened the author of
the ActiveX control with legal action, so hetook it off hisweb site.

Downloading ActiveX control randomly off the Internet is probably not the safest thing to do. The
problem isnot that trojan horses and viruses can exist in ActiveX controls; they can exist anywhere,
including Netscape plug-ins. The differenceisthat ActiveX controls are so easy to download, install and
run.

However, ActiveX controlsin an intranet situation isa practical option. It is safe to assume that the
servers are trustworthy and would not serve unsafe controls.



4. Java Solutions

One of the hottest topics that the mediadebateis: “ ActiveX or Java?’ Asmuch as Microsoft’s competitors
like to make usersthink, ActiveX controls and Java applets do not necessarily compete. Javaisan object-
oriented language, not an object-oriented infrastructure for distributed computing. In fact, Java can make
use of ActiveX controls and features of OLE (although the tools and technology that provide this are not as
mature asthose for C++).

Javaisvery similar to C++. However, one important factor is that it takes the burden of memory
management away from the programmer. Memory management problems account for a large percentage of
C++ bugs, so Java s built-in garbage collection is aboon to those writing large programs.

Another much-touted aspect of Javaisitsinherent portability. Even though languages are
standardized to ease portability, very few large programs can compile on more than one platform. In
addition, Java compilesinto a standard bytecode, an executable format that platforms mu st either interpret or
compile. This portable bytecode has spawned a class of programs called applets.

4.1 Applets

Even though one can
write full-fledged i nport java.awt.?*;
applicationsin Javalike
any other language, one |public class Hell o extends java. appl et. Appl et {

unique aspect of Javais public void paint(Gaphics g) {

its portabl e executable g.drawString(”"Hello World!”, 100, 100);
format. A web page can }

contain a Java applet }

that will execute when
the user |oads the page.
Thisallows aweb page
to contain transparent active content; the user does not need to close his web browser, reboot his
computer, or even tell the browser to download the program.

Figure 11 Hello, World! applet

4.1.1 Untrusted Applets

One important difference between an applet and an application is the security necessary with an
applet. A user downloads an applet without necessarily knowing that he is downloading anything at all,
and runsit. Anyone could have written that applet; it does not necessarily have to be the owner of the web
page. Thereisapotentia for malice.

Therefore, untrusted applets run in a sandbox, aterm indicating an environment that they can not
break out of. In general, untrusted applets can not:

1. Read or write from persistent storage on the local machine.
2. Communicate with any computers other than the machine it was downloaded from.

Java’ s security model is not perfect, however. There were many security problemswhich, bit by bit, were
fixed. Asof now, thereisno mathematical model of Java, which making it impossible to prove its security.
The current way of testing the security isto run the implementation of Java on test cases.

4.1.2 Trusted Applets

Trusted appl ets are applets which do not have to run in asandbox. Trusted applets can effectively be
treated like applications.

The question is: what’ s the difference between atrusted applet and an application, then? Trusted
applets, like untrusted appl ets, can be downloaded off the web. However, atrusted applet need to be
extracted from a package that was signed with a digital signature. Microsoft uses a packaging format called
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acabinet file. Microsoft has used cabinet files (with the extension .CAB) to distribute software for along
time. CAB filesarewell integrated with the Windows 95 and NT 4.0 operating systems. Sun has been
pushing atype of packaging called aJava Archive ((JAR) file. JAR readers and writers are written in Java,
thus ensuring their portability.

Either way, JAR and CAB files perform essentially the same function: package and compress many
filesin one archive, aswell as hold digital signature information. Itisthisdigital signature information that
separates atrusted applet from an untrusted one.

4.2 Java Distributed Object Model (RMI)

Sun designed a distributed object model for use with Java. It uses alightweight method invocation

paradigm, called Remote Method Invocation (RM1). Distributed objects are different from local objectsin

that:

1. Clientsof remote objects only interact with interfaces, not classes.

2. Nonremote data are passed by copy rather than by reference. The reason isthat object references are
only useful in the same virtual machine.

3. Remote objects are passed by reference, not by copying the actual remote implementation.

4. Since remote objects require more failure modes than local objects, each method of aremote interface
must be able to throw an exception indicating this.

JavaRMI is alightweight method invocation tool to be used with the Java distributed object model. Itis
composed of three parts:
1. The Stub/Skeleton Layer

The stub/skeleton layer provides the static client stubs and server skeletons. Thisiswhat the Java
program will use to communicate with the lower levels.

2. TheRemote Reference Layer
Thislayer handles the object references and management.

3. TheTransport Layer
Thislayer issimply the Internet transport protocol used. Sun provides and implementation that
uses TCP/IP; but someone else could replace it with UDP if he wishes.

Each of these three partsis

interchangeable; they do not
depend on the other layers. This o -

allows someone to provide an Application
alternate layer without requiring I I

replacing the others. These layers
areillustrated in Figure 12.

; Stubs Skeletons
4.2.1 Dynamic RMI System
Class Loading Remote Reference Layer
Since Java executables are the
same no matter what platform the Transport

virtual machineisrunningin, itis
possibleto do an applet-like

d0\_/vnl oad of client stub code. ) Figure 12 The Java RMI architecture [JavaRMI p.17]
This means that a JJava RMI client

can work with remote objects it



never knew existed. The mechanism isdifferent from that of loading an applet from a URL ; the mechanism
requires an intimate knowledge of the workings of Java's ClassL oader class and security.

4.2.2 ByteCode Passing

Since Javaisinherently supposed to be portable, it is possible to pass behavior, not just interfaces, around.
This means that method invocations can work with actual object instantiations and their bytecodes. Thisis
one advantage that DCOM and CORBA can never have, because they involve heterogeneous networks
(and they do not allow passing of executable code in parameter lists).

4.3 JavaBeans

As of recently, the only popular way of inserting downloadable components was to use ActiveX controls.
Whileit istrue that there are other embeddable object technologiesin existence, like Apple/IBM’s
OpenDoc, web browsers do not support downloading them on the fly like with ActiveX controls.

However, Sun has recently developed a competitor to ActiveX controls, and popular web browsers
will or aready do support them. Theinfrastructure is called JavaBeans.

“A JavaBean is areusable software component that can be manipulated visually in abuilder tool.”
[JavaBean p.9]

JavaBeansisvery similar to ActiveX. Each component is called a Bean, and the infrastructure is
designed to work well with other existing component infrastructures. There are plans to develop bridges for
ActiveX, OpenDoc, and LiveConnect. Thisinteroperability could be aboon to component software
developers; they could then use mature toolslike Visual Basic to design platform+independent Beans.

Java Beans are different from appletsin that they enable reusability very easily. A development
tool or component container can introspect a Java Bean to see what interfacesit supports. JavaBeans are
also visual, so programmers can use RAD tools to work with a Bean.

4.3.1 JavaBeans Features

Java Beans support many features of ActiveX, otherwise agood bridge could not be written. Java Beans
may have a user interface (most would), and support persistence, events, and properties. Java Beans, like
ActiveX controls and OLE Automation servers, are active at design time aswell as runtime, to determine
what properties and methods it supports. Sun calls thisfeature introspection.

With introspection, aclient does not need to statically link stubsto work with an object. Like OLE
Automation, aclient can discover what properties and methods a Bean supports. This dynamic bindability
of this comp onent architectureis useful both at runtime and development time.

Sun is pushing “Write Once, Run Anywhere, Re-Use Everywhere” as JavaBeans motto. The
reusability part is one very important feature of JavaBeans. Through introspection, adeveloper can use a
Bean in hisown applications. The visual aspect of a Java Bean is useful in developing component software;
that is one advantage a Bean has over aclasslibrary. However, objects which do not need visual
modification or areimmutable, such as amathematical function library, probably do not need the overhead
of Beans.

4.3.2 Bridging

With bridging JavaBeans to other infrastructures, a Bean islocked into the platforms that support
those technologies. Sun istherefore promoting its“100% Java’ campaign; if all components and software
were written in Java, then there would be no portability problems.

The main disadvantage with JavaBeans right now isthat they are an immature technol ogy.
Although Sun has had experience with downloadabl e objects (and correcting security problemsin the
sandbox model) in their Java applet technology, JavaBeansitself isimmature. There are few development
tools out there that will directly develop aBean. Even though bridges will be developed, using abridge
limits a Bean to the functionality of the architectureit is bridged from.



4.3.3 Downloading and Packaging

Beans can be packaged in a compressed archive (JAR file) that contains all the classes that it needs to
operate. Similar to ActiveX, adeveloper can sign aBean with adigital signature that would authenticate
who wrote it. Thisrunsinto the same security problemsthat ActiveX encounters. However, since the
extent of damage islimited to the Javavirtual machine, it can do lessthan an ActiveX control (whichisn’t to
say itisn’t much). JavaBeansand ActiveX controls may both delete files on one’s hard drive, but only an
ActiveX control may edit system parameters, format hard drives, or reboot a user’s computer.

A client may still use Java Beans without risk by restricting himself to only using untrusted applets
(and thus, the security measures are in place when the Bean is activated).
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5. Specification Comparisons

Objects
CORBA ActiveX Controls* ActiveX Controls
DEOM i 6w st 1 e of i et | AULOMaLION Servers Java Objects (as applets)
'Remote JavaObjects~~ | CORBA (DII) JavaBeans
JavaBeans
Remote Java Objects’

'ActiveX Controls do not necessarily have to be scriptable, but since they can also be built use OLE
Automation, they may be scriptable.

Since there are so many different architectures and different uses of them, any potential decision-maker
needs to do the analogue of the following: “Compare apples to apples, and oranges to oranges, and ask
ourselves, should we eat an apple or an orange?’ In light of the number of technologiesto look at, details
what needs to be examined.

First there are the Standard Objects, where interfaces to objects are statically compiled into clients.
CORBA, DCOM, and JavaRMI arein this category. CORBA and DCOM are the “heavyweights’, chock full
of services and features. Java RMI issimply a mechanism for Java programs to communicate with each
other remotely.

The second category of object technologies are Dynamically Bindable Objects. Clients can bind
to these objects and manipulate them without knowledge of the interfaces and functions necessary;
everything is done dynamically. Usually, auser will write a script that the client will interpret and use to
control the component. The most popular scripting language for component software is Microsoft Visual
Basic.

Finally, the third category of objects are Downloadable Objects. These objects are distributed in
that they are components that a user downloadsto hislocal machine and executes them. Although Java
Applets and JavaBeans are not orthogonal, they are different features of the Java programming language
that need to be looked at separately.

ActiveX controls are good for component software. Combined with a distributed object
infrastructure like CORBA or DCOM, ActiveX controls can aid in distributing programs. JavaBeans are very
similar to ActiveX controls, and they can also be combined with a distributed object infrastructure like
CORBA or JavaRMI, but not DCOM. Therefore, it makes no sense to compare CORBA to ActiveX controls
or JavaBeans; it is possible for avendor to mix and match if necessary.

5.1 Architectures

As shown in Table 4, each object infrastructure technology must be compared toits competitors. The main
thing to remember about all these technologiesisthat DCOM was designed and developed to work with
desktop systems originally, and CORBA was designed from a network centric point of view.

5.1.1 Standard Objects

The main heavyhittersin this arenaare CORBA and DCOM. Java RMI was designed to be alightweight
protocol for usein small projects where complex management of objectswasis necessary. One main area of
added complexity in Java RMI which might limit it to small projectsis the fact that thereis no client
transparency. The interfaces for working with remote and local objects are different. CORBA and DCOM
abstract object location from the client, which is why they are the infrastructures designed with large object
networksin mind.

25



Figure 13 TDictionary and 1Ldokup interfaces
/1 LookupWord: Looks up a word
HRESULT LookupWord([in, string] szWhrd, [out, string] szDef);

/1 Spell Check: Checks the word for spelling
HRESULT Spel | Check([in, string] szWord, [out] fBool);

}s

i nterface |Lookup: |Unknown {
/1 Definition: Looks up a word's definition
HRESULT Definition([in, string] szWrd, [out, string] szDef);
/1 Antonym Looks up a word’'s antonym
HRESULT Antonynm([in, string] szWord, [out, string] szAnt);

}s

5.1.1.1 Interfaces

Interfaces are the glue between clients and servers. Instead of merely publishing objects for othersto use, a
developer designs interfaces and/or implements them. The interfaces are then reusable by others. As
published inthe C++ FAQ-Lite:

[22.1] What'sthe big deal of separating interface from
implementation?

Interfaces are acompany's most valuabl e resources. Designing an interface takes longer
than whipping together a concrete class which fulfills that interface. Furthermore
interfaces require the time of more expensive people.

Since interfaces are so valuable, they should be protected from being tarnished by data
structures and other implementation artifacts. Thus you should separate interface from
implementation.

[Cling]

Compatible interfaces are the key to component software. A client therefore would not need to know
anything about the implementation of the object; it just knows the contract that the object has agreed to
implement.

5.1.1.1.1 Multiple versus Single interfaces

Microsoft’ s architecture to allow multipleinterfacesis a good design choice; it allows an object’s
functionality to be shared by different interfaces. For example, suppose there are two existing interfaces
(developed by two different developers): IDictionary and ILookup, as shown in Figure 13.

These two interfaces have overlapping functionality. Suppose athird vendor wishes to support
these two interfaces. With DCOM, the vendor can create one object, and implement these interfaces in that
object. If multiple interfaces were not supported, then the vendor would have to implement two objects. If a
client wanted to use interfaces, it requestsit via Querylnterface (in C++) or viaacast in Java.

CORBA does not allow multiple interfacesyet. The OMG is currently in the process of designing a
specification that allows thisfeature. Java objects can support multiple interfaces, which iswhy COM maps
well into Java classes.

5.1.1.1.2 Binary and IDL Specifications

DCOM uses a binary approach for interoperability between clients and servers. Itsuse of C++ vtables (in
the Visual C++ format) leadsto the problem that it is much more complex to use DCOM in other
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programming languages. There are many toolsfor COM programming that ease the burden on the
programmer at the cost of flexibility. Visual J++ isan example (see Section5.2.2.2).

However, if the devel oper works with the development tool the way it is supposed to be used, then
there should be no problems of interoperability between COM clients and servers.

5.1.1.2 Object Persistence

CORBA was designed with the idea of persistent objectsin mind. Each object lives on a server that only
exitswhen the server decidesto kill it. COM was designed with the idea that clients create new instances of
aclass, and that instance is discarded when the client is done with it. The state may be stored persistently,
but the actual object instantiation istransient. Both mo dels make sense for different aspects of a distributed
object system. The technologies are flexible enough so that it is possible to have COM servers of persistent
objects and CORBA servers of transient objects.

5.1.1.2.1 Reference Counts

In DCOM, if the devel oper uses C++ to implement the client, he must keep track of reference
counts. This means that every time he copies and object or stops referring to one, he needs to call AddRef()
and Release(), respectively. CORBA has a similar mechanism for reference counting; the methods are
_duplicate() and _release().

The difference between these two methods is that the CORBA reference counts only count the
references that are on the client itself. The DCOM reference counts work with the server itself. If aDCOM
client iserroneousin its reference counting, it will affect the server and any shared objects. However, a
CORBA client can not have such an effect on the server. Such adifference should not provide any
argument for one technology or the other; DCOM provides keep-alive pings to determine whether a client
till lives or not.

5.1.1.2.2 Object Activation

In CORBA, it ispossible for the ORB to set the activation mode of the server. For instance, with the Basic
Object Adapter, it is possible to set server activation policies. Thisallowsfor different methods of
activation depending on the configuration:

1. Shared server policy: A server activated by the BOA encompassing multiple active objects.

2. Persistent server policy: Like the shared server except that the server is activated outside of the BOA
and registered in an installation procedure.

3. Unshared server policy: Only one object of agiven implementation at atime can be active on a server.

4. Server-per-method policy: The BOA starts a separate server for each method invocation; the server
fulfills the request and then terminates.

With DCOM, it isimpossible to do this; it always follows a shared server policy.

5.1.2 Dynamically Bindable Objects

Dynamically bindable objects refer to the class of objects that clients can access without compiling in stubs.
Developers do not have to change CORBA and Java Beans to make them dynamically bindable. However,
COM abjects can not be made dynamically bindable; clientsmust use compiled stubs. If aclient statically
compilesin the I Dispatch interface, it can then use thisinterface to dynamically access the methods and
type information of an OLE Automation Server or ActiveX control.

For a CORBA object, the implementation does not need to do anything special. CORBA specifies
that the ORB must support D11, so a client can dynamically bind to an object without having the server
know whether it was dynamically or statically bound.

CORBA ismore flexible than COM in that its standard objects can also be dynamically bound;
nothing special hasto be done on the server side. COM objects would have to provide dual interfaces, a
dispinterface and a COM interface, to be dynamically bindable and efficient as a statically bound object.
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OLE Automation and CORBA objects can support named arguments, optional arguments, and
most ideas that are expected in powerful macro or saripting languages. Java applets and Java beans,
however, are not so easily bound; the client side must download client stub code to work with remote
interfaces it knows nothing about. Thereis a definite performance lag in downloading client stub code and
running it. Basically, the best thing to do in Javaworking requiring dynamically bindable objectsisto use a
Java ORB and forget Java RMI.

5.1.3 Downloadable Objects

With the advent of the Internet and simple and automatic downloading of objects, two main players have
arisen: ActiveX controls and Java applets. Java Beans are new and not widely used, but Sun is pushing its
use very strongly.

Downloadable objects differ greatly from the previous two in that method invocations are not
remote; all objects are downloaded from aremote source to the local system. This paradigmisa
combination of :

1. Downloading the component.
2. Automatically installing the component.

3. Letting component containers on the local system know that there is anew component they
can embed.

Java Beans and Java applets can run in a sandbox, so security would not be a problem. If desired, they can
run as trusted applets, much like ActiveX controls. Java applets are simply downloadable objects. ActiveX
controls and Java Beans are downl oadable components.

5.1.3.1 Components vs. Applets

Component technologies like ActiveX and JavaBeans enable software reuse. Each component can
provide asingle unit of functionality that can work with others. While there are other component
technologiesin existence like OpenDoc, their main disadvantage is that the infrastructure to automatically
download and use them is not in place.

Applets were the forefathers of downloadable objects on the WWW. However, they lacked many
features which ActiveX controls and Java Beans have; namely, they do not lend well to reuse. Without the
sourceto an applet, using it in one’s own applicationsisvery difficult. ActiveX controls and Java Beans
aresimilar to classlibraries; they allow avendor to provide functionality without releasing source code.

5.1.3.2 Components vs. Class Libraries

Components are more modular than classlibraries. Instead of spending efforts worrying about library
conflicts and compatibility problems (which can end up being nontrivial), a software developer can simply
use standard interfaces to work with each component. Class libraries need to be compiled for each different
compiler since the epilog/prolog code of each compiler isdifferent.

That is not to say that class libraries are never useful. Often an object does not need avisual
interface, even for customization. In thiscase, it is often unnecessary to add in the overhead to makeit a
component. These libraries often do not need to be used in RAD tools or over the Internet as active
content. In these cases, classlibraries are agood, efficient choice.
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5.2 Languages and Development Tools

Table 5 Native language support of various distr] e BHE@8Nnol ogies

Hargaage

DCOM | ActiveX Controls| OLE Automation | CORBA | Beans/Applets/RMI

Adags / ’

C / / / '

C++ f f 4 f

cosoL / '

Eiffel? 4 ’ '

Java'? / 4 r '

Pascal’ / 4 ’

Smalltalk v ’ 4 '

Visual Basic* s 4 r

'cOBOL and Java IDL mappings are in the process of being specified

2Current Eiffel and Java IDL mappings are not official OMG mappings (yet); they are vendor specific
®Borland provides Pascal support from their Delphi development environment

“Visual Basic - Controls in VB5.0

In selecting atechnology to work with, the user needs to decide leverage knowledge that he already
possesses. Table 5 displays the technologies mentioned in this thesis and what languages natively support
them. Using object technology bridges and/or mixed-language development tools, a programmer can
program for any of these technologies using amost any language. The main problem with thisisthat the
application will take a performance hit.

The next sections examine afew languages or development tools for each technology. Note that
the language coverage is not exhaustive of all possibilities; this section simply compares two languages per
technology. At the end of each section, thereis a subsection talking about the pros and cons of each
language, along with aflow chart to help make adecision. Please remember that the flowchart is not
exhaustive, and every project will have different aspects that can not be reflected in the flowchart.

5.2.1 CORBA Language Support

CORBA isaspecification, not aparticular implementation of an object technology. The ORB vendors must
support an IDL mapping to alanguage to fully support it. The mapping allows servers and clientsto talk to
each other through the ORB. To communicate with objects devel oped with other ORBs, both ORBSs must
implement 11OP, now arequirement to be called CORBA -compliant.

In an impatient rush to provide support for certain languages, some vendors have implemented
their own IDL mappings. The problem with thisisthat once auser uses a proprietary |DL mapping, it could
be difficult to move the program to another ORB when the OMG provides an official mapping.



5.2.1.1 C++ Programming
The IDL datatypes map to C++ datatypes. Since|DL isasubset of C++, C++ programmers can leverage

Vi Gooiing C++ Ddiinitioi

(" Short short
long CORBA::Long Platform Dependent
unsigned short CORBA::Ushort unsigned short
unsigned long CORBA::Ulong unsigned long
float CORBA::FHoat float
double CORBA::Double double
char CORBA::Char char
boolean CORBA::Boolean unsigned char
octet CORBA::Octet unsigned char
longlong CORBA::Longlong Platform Dependent
ulonglong CORBA::Ulonglong Platform Dependent

their knowledge to write IDL quite easily. Table 6isalist of the primitive data type mappings.

All interfaces map into C++ pure abstract base classes, which the client and server share. Infact,
using abstract base classes to represent an interface to an object is often a good programming technique; it
enhances readability and maintainability [Cling]. IDL Inheritance mapsto public inheritancein C++. The
client also gets stub code generated, and the server gets skeleton code generated. To implement the server,
the programmer has to derive a class from the server skeleton code and implement the interfaces.

Aninterface may also work with other objects. The catch with thisisthat since objects are only
passed by reference in CORBA, any object that a user wishes to pass around must be defined in an
interface, which may not be possible for legacy code. Asaresult, the OMG is currently in the process of
specifying a pass-by-val ue specification where an entire object and its contents can be passed to a method.
Writing a pass-by-value specification is more complex than “ packing up the bits and sending them” ; custom
marshaling is required, something which the spec will address. |ONA technologies has already implemented
aproprietary version of thisfeature in their Orbix ORB.

Since C++ isnot atype-safe language, programmers often like to pass around pointers to buffers
(the Win32 API has many good examples of this). IDL does not provide any method to handle this buffer
passing. Even if auser wantsto pass an array, the array must be defined to be afixed lenght. To simplify
this, the OMG has specified a sequence template which encapsulates an array with alength. Thisisusedin
lieu of buffers.

Asfor programming in C++ itself, code written for the client is more interchangeabl e between
different ORBs than the server. The reason isthat the client has had two rounds of standards definitions;
the server has only had one. Soon however, server implementation will be made more portable.

5.2.1.1.1 DIl Client Language Issues

Asfor languages to make DIl requestsin, the best choiceis“neither”. DIl isbest used as an underlying
mechanism of a higher level language. So far, there are no scripting languages (at least on the Windows
platform) that work with DIl natively. The best thing to do isto use one of the Automation/CORBA bridges
supplied by ORB vendors and work with Visual Basic. Each DIl request in C++ or Javawill haveto be
tediously constructed and then requested. It just adds complexity to the whole program, which is what
component software istrying to eliminate.

5.2.1.1.2 Client

For aclient, the program must initialize the ORB and then bind it to an object with something similar to the
following code:

CORBA: : ORB _var orb = CORBA::ORB_ init();
/1 MyObject is an abstract base cl ass
MyObj ect *myobj ect = MyOQbj ect: : bind();



There should be atry/catch block around the bind invocation to catch any exceptions. Basically,
however, thisisall that is needed to obtain a pointer to an object. To invoke methods, one can simply make
standard C++ method invocationslike

nyobj ect - >Foo() ;
A clientis, in genera, intuitive to implement with C++.

5.2.1.1.3 Server

For aserver, the program must provide an implementation for the interface. The implementation must inherit
from skeleton code produced by the IDL compiler. For aninterface My Cbj ect , askeleton class
_sk_Mynj ect iscreated. The programmer must then inherit from this skeleton class:

class MyQbject_inpl : public _sk_MObject {
/1 Method Decl arati ons
b

Once the implementation is done, the programmer needs to write a server that can interact with the ORB and
register the object. A program must initialize the ORB, use the ORB to obtain an object adapter, and use the
object adapter to let the ORB know that there is an object available for remote usersto use. Some sample
code follows:

/1 Initialize ORB.
CORBA: : ORB_ptr orb = CORBA:: ORB_init(argc, argv);

/1 Obtain the Basic Object Adapter fromthe ORB
/1 To read about the BOA, see Section 2.2.3
CORBA: : BOA_ptr boa = orb->BOA_init(argc, argv);

/1l Create the object
MyQbj ect _i mpl myob();

/1l Let the object adapter know the object is ready to
/'l receive requests
boa- >0obj _i s_ready(&nyob);

/1 Al the objects have been initialized; enter a | oop
boa->i mpl _i s_ready();

That isall it takesin C++ to get a CORBA object running.

5.2.1.2 Java Programming

Since Javaisvery similar to C++, so arethe IDL mappings. Also, sincethe primitive datatypesin Javatake
the same amount of memory no matter what platform the program isrunning on. Thereforein Java, thereis
no need to prepend each primitive datatype with a“ CORBA” namespace or classlikein C++.

Unlike C++, however, thereis no OMG endorsed Java mapping. All the current IDL mappings are
proprietary; there are subtle difference between them. Current implemented mappings include those from
Visigenic, IONA, and Sun. Itisprobably best to wait for the OMG endorsed mapping before writing much
codein Java. However, ORB vendors who currently provide Java IDL mappings map them almost exactly
the way that C++ does; the difference becomes syntactic, not semantic.
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5.2.1.3 CORBA Language Decision

If one were to implement and use
CORBA objects, the interaction
between CORBA and the language
should really not be afactor, since
programming in C++ or Javaisvery
similar. The project manager should
decide which language to use based
on which language is best suited for
the task.

Javais more portable than
C++ and it istype-safe; thereis also
no need for manual allocation and
deletion of objects. Javaistheonly
language that allows downloadable, | Figure 14 CORBA Language Decision
sandboxed applets. Netscape
Communicationsisincluding Visigenic's Java ORB runtime in the newest version of their web browser,
Navigator 4.0. Thedistribution of an ORB with amajor web browser will open the doors to awave of widely
distributed n-tiered client/server systems.

The main problem with Javaisthat it is not very mature. C++ isyearsahead of it in terms of legacy
code, class libraries, and development tools. The choice of language depends mainly on the type of project
and its goals.

CORBA Language Decision

Yes—+| Use Java

Portability more
important than
maturity?

5.2.2 DCOM Language Support
Unlike CORBA, DCOM is abinary . -
standard. DCOM specifiesthe wire Flﬁucre 1§txcapto Tt MIBL e | oo
protocol and interactions between
machines and objects. In addition,
COM objects must support arrays of
pointersin aspecific format to work. -
In Visual C++, aC++ object using _ void *pv,
virtual functionswill automatically [in] ULONG cb,
haveitsvirtual tablein the proper [out] ULONG *pcbRead);
format to work with COM; other
compilers must be modified to work
with COM astransparently.

Therefore, auser must
check to make sure acompiler will
work with COM objects, even if the Table 5liststhat it does. For example, Borland C++ and Visual J++ will
work with COM, GNU’s g++ and Sun’s Java Developer’ sKit will not.

As mentioned in Section 3.1.3, MIDL and RPC, one can writeinterfacesin MIDL if necessary.
MIDL can help when the object requires information to marshal its arguments. Figure 15is excerpt from a
Microsoft IDL file. Figure 16 isadescription of the parameters.

Notethat MIDL, unlike

[l ocal]
HRESULT Read(
[out, size_ is(cbh), length_is(*pcbRead)]

/] Extra methods renoved

OMG'sIDL, lets an interface to void * pv, Pointer to buffer into which the stream is
contain avariable-sized buffer or read

array (void * pv in our example).

When a pointer is passed between ULONG cb, Specifies the number of bytes to read
two processes, the data it

referenced isinvalidin the ULONG * pchRead Pointer to location that contains actual
destination process. When MIDL number of bytes read

generates proxy code, it _ Figure 16 Description of | Sequential Stream: : Read()'s parameters
automatically generates marshaling
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code that will copy the referenced data. In the case of an array, the size of the buffer passed in is specified
by the size_is(cb) tag, and the length of the datathat isreturned is specified by the length_is(* pcbRead)
tag. The marshaling code generated by MIDL will therefore look at the tags to ensure that the appropriate
number of bytes are passed when the function returns. MIDL isbased on DCE'sRPC'sIDL; itismore
complex than IDL, but it is moreflexible, too.

5.2.2.1 C++ Programming

A COM object isassigned aGUID called a CLSID; this uniqueidentifier represents the class. Each CLSID is
associated with agroup of GUIDs called 11Ds; each 1D represents a COM interface that the object
implements.

COM interfaces, much like CORBA IDL interfaces, map well to C++ abstract base classes. Each
method in the interface must return an HRESULT type parameter to indicate success or failure; any return
values essential to the logic of the method must be passed as an out parameter, like
| Sequential Stream: : Read()’ s pcbRead.

In the examples that follow, no error checking code is included, although they should be used in
production-quality code.

5.2.2.1.1 Client

A client can not access a COM object directly; it must only access an object through itsinterfaces. An
interfaceis represented by an abstract base class. Such an object can never be instantiated; instead it
merely acts as atemplate to access interfaces of the object.

Suppose in our example below, MyClass implements COM interfaces| Unknown and IMyClass, and
IMyClass contains one method, MyMethod(). Hereis one way to obtain an interface that can be used later:

| Unhknown *pUnk;

CoCreat el nstance(CLSI D_MyCl ass, /1 The CLSID of the object
NULL, /1 Pointer to aggregating object
CLSCTX_SERVER, /1 Context of object inplenmentation
Il D_I Unknown, /1 11D to request
&pUnk) ; /1 Address of pointer to interface

The client must first declare avariable to hold a pointer to an interface. This example usesthe
IUnknown interface since all COM objects must implement it. The client then calls CoCreatel nstance with
the appropriate parameters. The NULL parameter is used in aggregation, the way that COM implements
reusability. Thisiscoveredin Section 5.3, Reusability. The CLSCTX_SERVER parameter is a constant
which indicates the type of server the client would run, whether it isinstantiated in the client process, out of
the client process on the same machine, or on a separate machine.

After the function call, pUnk will contain apointer to avalid interface. The client can usethis
interface to get pointersto other interfaces, if it wants:

| MyCl ass *pMyC ass;
pUnk->Querylnterface(lID_|I MCl ass, & MC ass);

That isall that is necessary to obtain an interface pointer. If there were no error, then the client can
cal pMyClass->MyMethod() asif it were anormal C++ method invocation. When the client is done using
the object, he must decrement the reference count. Querylnterface automatically gives an object areference
count of 1. If the client obtains moreinterfacesto the object, it will need to call AddRef to increment the
reference count. When the client is done with each reference of the object (including the first reference
obtained by Querylnterface), it must then call Release on that reference.

5.2.2.1.2 Server



Similar to CORBA servers, COM servers require implementation of the object aswell asthe actual
connections that allows the operating system to accessit. Implementing an object to implement the
MyClass COM object, the programmer must declare the following class:

/1 1 nplenmentation of | MyQbj ect
class Clnpl MyObj ect : public | MyObj ect {
publi c:

/1 Constructor

Cl mpl MyObj ect () ;

/1 1'Unknown menbers

STDMETHODI MP Queryl nterface(REFI I D, PPVA D);
STDMETHODI MP_( DWORD) AddRef () ;

STDMETHODI MP_( DWORD) Rel ease() ;

/1 1 MObj ect nmenbers
STDMETHODI MP My Met hod() ;

/'l Reference Count
i nt m cRef;
1
STDMETHODIMP issimply amacro that returns HRESULT (typedef d to a 32-bit integer) and other

modifiers. The STDMETHODIMP_(type) isasimilar macro that returnstype instead of HRESULT. Below
are implementations of the methods.

Cl mpl MyObj ect: : Cl nmpl MyObj ect () {

m cRef = 0;
}
HRESULT ClI npl MyObj ect:: Querylnterface(REFIID refiid, PPVO D ppvoid){
if (riid == 11D_lUnknown || riid == 11D_I M ass){
*ppvoid = this;
return NOERROR, /1 Constant indicating no error
}
return E_NO NTERFACE; /1 Constant indicating the interface
/1 does not exi st
}

DWORD CI mpl MyObj ect : : AddRef () {
return ++m cRef;

}

DWORD CI mpl MyObj ect : : Rel ease(){
if (--mcRef == 0)
delete this;

}

HRESULT ClI nmpl MyObj ect : : MyMet hod() {
cout << “MyMet hod invoked” << endl;
return NOERROR, /1 constant indicating success



Thiswas avery simplistic example, it was a class that implements one interface. When a classimplements
more than one interface, however, the number of lines necessary to implement the object, aswell asthe
complexity, increases tremendously. Not only must the programmer define a new class for each
implementation of an interface, but there must also be a class that implements|Unknown as well as keeps
references to instances of the other classes. The programmer must implement quite a bit of “grunge code”,
code that is necessary for housekeeping purposes.

As described in Section 5.3, Reusability, COM objects do not support direct inheritance of binary
code. Rather, they require a user toimplement aggregation. Thisisjust alayer of complexity which C++
programmers need to deal with. Java deals with reusability in amore intuitive way.

The previous sections described how an object isimplemented. Morework isneeded to link it to the COM
architecture and operating system registry so that aclient can invokeit. A COM server can be written as
one of three things: an in-process DLL, alocal server (yet astandalone executable), or aremote server. The
main difference between alocal server and remote server isthat the remote server is on a machine separate
from the client, so aprogrammer can talk about them asif they were one. The difference between anin-
process DLL and aserver isthat the DLL isloaded in the process of the client, and the server isin a
separate process. Anin-process DLL can call methods without resorting to copying data and context -
switching. However, if anin-process DLL crashes, then the whole program crashes. If aserver crashes, the
client can keep on running, if it was designed to do so.

The object must be compiled into abinary, either aDLL or executable. Onceit isplaced on the
system, the operating system must be told where to find it. In Windows 95 and Windows NT, thisis done
through registry values. In the case of aremote server, the registry would have an entry that tells on what
machine the object is on.

Towork with the

. interface | ClassFactory : | Unknown {
COM architecture, the server
*
or DLL must expose an object HRESULT Creat el nst ance( IRLEJEI|<|ngwn ’ 3UnkOJt er,
that exposes COM interface . rerg
voi d **ppv);

IClassFactory, declared in
Figure 17. A classfactory is ]
an object that will create b
instances of a COM object. Figure 17 The IClassFactory interface [Brockschmidt2 p.232]
Each classfactory is separate
from the actual object it creates.

Whenever aclient callslClassFactory:: Createl nstance, the class factory will create the object and
the client can use it from there. The reason why there were no class factoriesin the client example aboveis
that CoCreatel nstance, used in the example, automatically creates a class factory and usesit. A class
factory isuseful to keep around if the client wantsto efficiently create many instances of the same class.

There are many other aspectsin implementing COM servers. To get more detailed information, one
of the best references isInside OLE by Kraig Brockschmidt [ Brockschmidt2].

HRESULT LockServer (BOOL fLock);

5.2.2.2 Java Programming

Theideaof Javaworking with COM objects may seem antithetical to Sun’s philosophy in creating Java.
After all, Javais a portable language, and COM (as of now) primarily exists on Windows platforms (see
Section 7.1, Platforms). However, Microsoft has licensed Javafrom Sun, and in their Visual J++ compiler,
they have extended the Java bytecode specification to work with COM objects.

Since Javais atype-safe language, people tend to put Java at a higher level of abstraction than
C++. Instead of making Java equivalents of class factories, CoCreatel nstance, and other low-level details,
Microsoft designed Java-COM interaction to be as intuitive as possible. Thusthere are major differencesin
programming COM between C++ and Java.

5.2.2.2.1 Client

Visual J++ can only use COM objects which have type libraries associated with it. Thereasonisthatinits
effort to integrate COM with Java, Microsoft converts Javatype libraries into Javainterfaces and objects



using the Java Type Library Wizard. The bytecode files generated use Microsoft extensions that interface
to the COM architecture below. These extensions do not have any Javalanguage equivalents; thus they
must be generated with the extension.

Assuming that all that has been done, working with an object is rather simple. Supposetheseisa
COM object MyClass, which implements two interfaces, Interfacel and Interface2. The client needsto work
with the class through its interfaces; working with the class directly islegal in Java, but if the classisa COM
object, then there will be aruntime error.

Thus:

Interfacel nylnterface = (Interfacel) new MyCl ass();
will execute correctly, but

MyCl ass myCl ass = new MyCl ass();

will cause aruntime error.

Thisisequivalent to C++ sCoCreatel nstance. Oncethe client hasthe interface, it can work with it like any
other Javainterface. To work with another interface of the same object, the client hasto cast it:

Interface2 nylnterface2 = (Interface2) mylnterface;

Thisisanintuitive way of working with COM objects instead of working with CoCreatel nstance,
Querylnterface, and reference counting. Everything isautomatically handled by the Java subsystem.
Java' s use of multiple interfaces used by an object almost mirrors COM’ s paradigm.

Itisimportant to note that using Javato instantiate COM objectsislessflexiblethan using it C++.
CoCreatel nstance provides alot of options (such as server location) that Java’ snew operator cannot
possible integrate and maintain the syntactic integrity of the Javalanguage. Thus, if the client needsto
make heavy use of COM instantiation (thus optimally using a class factory) or wants to make use of
different servers, Javais probably not the best language to use.

5.2.2.2.2 Server

To implement aCOM server in Java, the programmer must create the Java class, and then register it asa
COM object intheregistry. Microsoft provides a program, javareg, that will do thisfor the user.

There arejust afew rules that the programmer must follow in writing a COM object. Whereasin
C++, each method of an interface must return HRESULT to indicate success or failure, in Java, each method
must return void and throw an exception to indicate failure.

The Microsoft Java virtual machine knows how to automatically aggregate an object, which lets
programmersinherit normally with the extendskeyword. All Java-created COM objects are aggregatable,
but not all COM objects written in C++ are. Also, since Java does not support multiple implementation
inheritance, Java COM objects can not aggregate from more than one object. These are the only limitations
that Java programmers are faced in reusability with COM.

For more details on development with COM clients and servers, the reader should look in the
Visual J++ helpfiles.



5.2.2.3 DCOM Language Decision

DCOM Client Language Decision

Portability
more important
an maturity?2

Yes Yes Yes

Figure 18 DCOM Client Language Decision

Writing aCOM client in Javais more intuitive to Java programmers than writing a COM client in C++ to C++
programmers. In Java, the programmer does not have to worry about reference counts, class factories, or
IUnknown and its members. Microsoft’s adaptation of the Javalanguage to COM simplifies removesthe
low-level grunge with little compromise of functionality.

An untrusted Java applet can not access COM objects; the only types of Java programs that may
do so aretrusted applets and applications. In addition, the virtual machine must be one that will support
Microsoft’s Java bytecode extensions. The only Java virtual machine which supportsthisis Microsoft’s
ownJavaVM.

One of the major disadvantages of COM programming in C++ isthe client side maintenance of
reference counts. It just adds an extra aspect of complexity; code shared by many programmers can misuse
reference counts; this can cause objects not to be del eted when the client overestimates the reference
count, or even worse, it may cause a mission-critical program to crash when it underestimates the reference
count and del etes an already-del eted object.

However, it may not be agood move to jump to Javajust yet. Keep in mind, while making your
language choice, that the Javatoolsto work with COM are still maturing.

Onthe server side, itis
probably best to work with C++ for ..
now. C++ integrates very well with DCOM Server Language Decision

the Win32 API and is not restricted in
Yes_>

functionality like Javais (for
portability’ s sake). Thereference
counting problem is not an issue with
servers, since they do not actually
count references; they just provide
functionality for clientsto do so. No

Note, however that C++ servers need
to explicitly aggregate for object
reuse; Java servers can just inherit.

Also, C++ servers must be written to
allow aggregation, Java servers are Figure 19 DCOM Server Language Decision
automatically aggregatable. Java, in
this case, removes alot of grunge code. However, Java servers can not inherit from more than one parent.
This isnot necessarily a problem, but this means that Java can only use one other COM object efficiently;
every other reused object must be contained (see Section 5.3, Reusahility).

Although in this section a distinction is made between client and server, a network of objectsis not
necessarily going to be asimple client/server n-tiered hierarchy. As systems become more complex, each

Portability mors
important than
maturity?
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executable will contain clients and servers of different types of objects. Thus the above statements are just
guidelinesfor project managersto use.

5.2.3 OLE Automation

FO

other recessary parameters, calls amethod or access a
property in this dispinterface.

GetlDsSOfNames Converts text names of peroperties and methods to their corresponding
displDs.

GetTypelnfoCount Determines whether there is type information available for this dispinterface,
returning O (unavailable) or 1 (available).

GetTypelnfo Retrieves the type information for this dispinterface if GetTypelnfoCount

returned successfully.

Even though OL E Automation uses COM does not mean that the same languages used for COM
development are ideal for working with this higher level technology. This section examineswriting OLE
Automation serversin C++ and Visual Basic. OLE Automation isnot avery effective or secure way to work
with distributed objects. Remote Automation (Section 3.2.3) isincluded only for completeness, and
Microsoft seemsto have plans to phase out its use. The distributed path of OLE Automation is probably to
work with I Dispatch objects via DCOM.

5.2.3.1 C++ Programming

Writing an Automation client in C++ is probably not the best thing to do. To invoke a method from a
dispinterface, a C++ client would have to go through alot of low-level grunge to construct the request, and
then call Invoke(). Itisbest to leave dispinterface method invocations up to ahigh level language.

Programming an OLE Automation serverin C++ isamatter of implementing the | Dispatch interface,
as mentioned in Section 3.2.1. Once the dispinterface is designed, the programmer must implement the
IDispatch interface so that all clients can invoke methods of the dispinterface. From here, the programmer
can create atype library using MIDL to facilitate use of the object in programming environments; type
librariesaid in error detection before the program is actually executed.

When an object implements a dispinterface through its | Dispatch methods and also implements a
COM interface that shares the same methods as the dispinterface, it is said to have adual interface. This
lets clients call the object’s methods asif it were an Automation client or asaCOM client. It increasesthe
adaptability of the object so its clients would not have to work with atype of interface just to work with the
object.

5.2.3.2 Visual Basic Programming

Microsoft Visual Basicisavery popular language. According to Deloitte and Touche Consulting Group,
40% of ClOsrate Visual Basic the most important to their technology plans[CSVB]. Itisnot surprising,
considering that Visual Basic is a development tool that allows application development with little code
writing.

OLE Automation arose from Microsoft’ s Visual Basic team. They needed a method for their
language to dynamically bind and work with objects. Therefore, it isno surprisethat Visual Basic integrates
very well with OLE Automation.

Visual Basic isbetter than C++ when it comes to writing Automation clients. With Visual Basic,
one does not need to worry about constructing an invocation every time he wants to use a dispinterface
method. Thisiswhy Visual Basic isused very often for front end work; combining Automation servers and
controlstogether is perfect for this development environment.



5.2.3.3 OLE Automation Language Decision

OLE Automation was designed for
dynamic binding and scripting.
Dynamically binding to an object
simply adds alot of unnecessary
grunge code (and therefore, a source
of bugs) to aprogram. So unlessa
client absolutely must use C++ for its
work, it should best be implemented in
Visual Basic or some other Rapid

OLE Automation Language Decision

Need Win32 API?

No

Application Development tool.
For the server, it does not ]
matter as much. If it will only be used Use Visual Basfc

by Automation clients, then Visual

Basic should befine, if it can do that
job. If COM clientsneed to useittoo, |Figure 20 OLE Automation Language Decision
then the server should be
implemented in C++ with dual interfaces for flexibility.

lean towards Visual Basic for clients

5.2.4 ActiveX Controls

As of now, Microsoft has not specifically set down what the minimum interfaces are that an ActiveX control
must implement. Until recently, user could only create ActiveX controls with Visual C++. However, many
different programs can use ActiveX controls. Many ActiveX controls can also be controlled through OLE
Automation. Thisisvery powerful for active documents (hence the name)

5.2.4.1 Rapid Application Development Tools

As of thiswriting, only two RAD tools support ActiveX control development: Visual Basic 5.0 and Delphi
2.0. Visual Basic 5.0's Control Creation Edition is currently in betatesting, so there are not many
experiences on devel oping controlswith it yet. Visual Basic, however, has always been effecting in
developing containersthat use ActiveX controls.

Borland' s Delphi has been avery powerful RAD tool for along time, based on its time-tested
Turbo Pascal engine. Delphi works very similarly to Visual Basic, containing ActiveX controls and
manipulating them, too. Delphi can also create reusable Visual Component Libraries (VCLS) that other
Delphi projects canreuse. These VCLs are where one can create ActiveX controlsfrom. Apiary Software, a
devel oper of component software tools, has a utility called OCX Expert that converts most VCLsinto OCXs
seamlessly and easily. This utility makes Delphi a strong contender as a development tool of ActiveX
controls.

The main problem with RAD Toolsisthe size of the produced executables. ActiveX controlsthat
areinstalled with software can be any size, but components that are downloaded on the fly on aneed basis
need to be small in size, at least to cater to the many home users running 28.8k modems.

5.2.4.2 C++ Tools

Most ActiveX controlson web pages are written in C++. Even with Visual C++, there are many waysto
develop controls. Each have their advantages and disadvantages.

5.2.4.2.1 Straight C++

Itis possibleto create an ActiveX control simply by creatinga COM object that implements all the
necessary interfaces. Most ActiveX controls use the same implementations of these interfaces, so
constantly reimplementing these interfacesin C++ isvery tedious. Straight C++ might be a good way to
understand how an ActiveX Control works, but it is probably not something that use every time would want
to do every time.



5.2.4.2.2 ActiveX Template Library

Recognizing that many ActiveX controls use similar implementations of certain interfaces, Microsoft
released the ActiveX Template Library. The ATL can help in creating COM objects, Automation servers,
and ActiveX controls. The ATL still has bugs (also because of the immaturity of C++ compilers' template
compiling routines), and has a high learning curve. However, ActiveX controls created with the ATL havea

very small footprint.

5.2.4.2.3 Microsoft Foundation Classes

InVisual C++, auser can use the ContolWizard to create an ActiveX control. Creating a control using the
ControlWizard isalot simpler than creating one with straight C++ or the ATL. However, these controls

require alot of memory for two reasons:

1. Since controls created this way use the Microsoft Foundation Classes, these controls require the M FC
DLLsontheclient’s machine. If the client does not already have them, then the files must be

downloaded and installed.

2. The ControlWizard generates and uses lots of excessive code which is not necessarily used. Therefore
thefile size of the controls are generally large. A release version of an ActiveX control that does
nothing is 22k, compiled with Visual C++ 4.2b for the Win32 platform.

5.2.4.3 ActiveX Control Language Decision

In writing an ActiveX control container, it
basically depends on how powerful the
container should be. Thereisatradeoff
here between ease of development and
power of thetool. A discussion of the
benefits and tradeoffs of RAD versus C++
programming is beyond the scope of this
thesis.
If ActiveX controls are to be downloaded
over the Internet, especially via modem,
then they should be small and lightweight.
If ActiveX controls areinstalled viaan
intranet or “sneakernet”, then there
wouldn’t be a problem with size, barring
client machine memory considerations.

In general, controls writtenin
Visua Basic or Delphi will belarge.
Controlswritten with the ControlWizard are
smaller, but thereis still code bloat.
Controls written with the ActiveX Template
Library will be very small. Even though
controls written in straight C++ will be very
small, the complexity involved in creating a
useful control thisway outweighs the
benefitsin speed. For Internet use,
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Consider
RAD Tool

downloaded over
the Internet?

controls should be written with the ATL or ControlWizard; time will tell to seeif future versions of Visua

Basic or Delphi will create small controls.

5.3 Reusability

One major problem that object oriented technol ogies are supposed to solve arein the area of software
reusability. Hardware engineers have known thisideafor along time; designing a microprocessor isvery
complex. To solve these complexities hardware engineers reuse designs.




Software has had alimited form of reuse in terms of classlibrariesfor along time. When object
oriented languages became popular, objects were designed to enable reusability through class inheritance.
At alanguage level thiswas good, but at the linking and compiling level, it was not always so simple.
Libraries had to be recompiled to run on different compilers and operating systems. Legacy systems had to
be ported from mainframesto run on client/server systems. Such conversions contribute little to the
functionality of the system and take up much time and money.

The object oriented technol ogies presented enable reusability at many different levels.
“Reusability” isageneral term that can be interpreted many ways. Thissection examines:

1. Interface reusability
2. Implementation reusability
3. Legacy systemsintegration

5.3.1 Interface Reusability

“Interface reusability” refersto the ability of oneinterface to build from another interface. Thiswould
provide for clean IDL files whose class hierarchies can be shared and reused by other devel opers.

Both MIDL and IDL allow interface reuse through interface inheritance. Thisallowsan interface
hierarchy to be constructed which other devel opers can use; instead of implementing a bloated interface,
they can simply implement an interface higher up on the hierarchy. Plus, since interfaces are not language-
specific, different interfaces in the same hierarchy can be implemented in different languages.

5.3.2 Implementation Reusability

Implementation Reuse Methods
Technology
Inheritance Containment Aggregation
DCOM Java Only Yes Yes
ActiveX Controls Yes
OLE Automation Yes
CORBA (Stub and DII) Yes Yes
Java Objects Yes Yes

Table 8 Implementation Reusability Methods

The idea of implementation reusability is an important aspect that object oriented technol ogies address.
Implementation reusability is the idea of reusing executable code without needing the source. The object
oriented technologiesin Table 4 all allow some form of reuse. There are many ways to reuse code, and each
object oriented technology uses one or some of them.

5.3.2.1 Inheritance

Inheritance is the most common way to reuse code in object oriented languages. If an object oriented
technology mirrors alanguage’ s reuse capabilities. CORBA and Java based objects use inheritance for
implementation reusability. COM objects are restricted to either containment or aggregation for reusability.
However, Microsoft has developed their Java virtual machine to allow COM object reuse through
inheritance. In other words, they abstract the rote implementation of aggregation away from the user.
Inheritance is a basic object oriented method; it is described in Section 1.2.3, Inheritance.

5.3.2.2 Containment

One method of reuse that israrely used by non COM programmersiscontainment. Suppose object A
wishes to usemethodsin object B. Object A can thus contain an instance of object B and invoke methods
on it as necessary. Object A isthus the containing object and object B is the contained object. Object A
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can thus call object B from it’s own members; there can be a one-to-one correspondence between object A's

methods and object B’s.

Containment allows for great flexibility
on what is exposed by the containing object.
With containment, the containing object may
hide some members or methods of the contained
object. Thisisimpossiblewith inheritance or
aggregation.

Figure 22 is an example of containment
in C++. Note that the implementations of these
objects arein the header file, something that
should not be done to work with these
component infrastructures. The AddDollars
method is hidden in the containing object, and
the AddNT method callsit after converting the
NT currency into Taiwanese currency.

However, this extra flexibility comes
with aprice; the ShowBalance method in
CNTAccount calls the ShowBalance method in
CDollarAccount. Thisisjust an extralevel of
function calling. Plus, duplicating all the
methodsin alarge contained objectsis proneto
error and adds compl exity.

Since interfaces of containing objects
inherit from the interfaces of contained objects,
there is often no need to hide methods of a
contained object. Often, if amethod of a
contained object needs to be hidden in the
interface of a containing object, the blame should
be placed on poor design of the contained
object’ sinterface.

Microsoft discourages containment in
COM, and encourages aggregation. All the
other technologies can use containment if they
truly wish to, but it is not the sole vehicle for
reuse. Insummary, containment should not be
used for well thought out interface hierarchies,
and should be used only when necessary.

5.3.2.3 Aggregation

/1l contain.h
/1 Exanpl e of contai nment

/1 Bank account saved in US currency
cl ass CDol | ar Account {
publi c:
CDol | ar Account () {
m_nhbney = O;
}

voi d AddDol | ars(doubl e nDol I ars){
m_nMoney += nDol | ars;

}

doubl e ShowBal ance(){
return m.nhoney;
1
private:
doubl e m nMoney;

b

/1 Bank account in Tai wanese currency
cl ass CNTAccount{
publi c:
voi d AdANT(doubl e nNT) {
m_Account . AddDol | ar s(nNT / 27);

}

doubl e ShowBal ance(){
return m Account. ShowBal ance();

}

private:
CDol | ar Account m_Account;

b

Figure 22 Containment example

Aggregation only works when an object model can supports multiple interfaces. Since Microsoft eschewed
inheritancein COM it advocates aggregation as the method of reusability in COM.
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Figure 23 Interfacesin aggregation example

InCOM (in C++), whena
client wantsto obtain an interface
pointer from an object, it needs to
cal Querylnterface. Sincethe
object itself implements
Querylnterface, it can return an
interface pointer from anywhere.

Suppose there are the
interfaces as described in Figure
23. Notethat these interfaces are
different from those inFigure 8 HRESULT drive([in] float distance);
the IPolice_Car interface does };
not inherit from ICar. Thus, these
two interfaces have nothingtodo  |[ uui d(00000000- 0000- 0000- 0000- 000000000001) ,

with each other. obj ect ]

Now if let usimplement interface | Police Car: |Unknown {
two objects, CCar and
CPolice_Car. CCar implements HRESULT Get Siren([out] BOOLEAN *on);
all the methods of ICar. HRESULT Set Siren([in] BOOLEAN on);
CPolice_Car implements both };

methods of |Police_Car, and also
contains an instance of CCar. Also, Querylnterfaceis also implemented so that whenever a client asks for
ICar it will return al Car pointer to theinner object. That isaggregation.

Figure 24 explains the paradigm in

pictures. The client seesCPolice_Car .
exposing the |Car and | Police_Car interfaces. CPolice_Car

However, inside, CPolice_Car doesn’t a )
implement I Car; it only merely implemented its ICar CCar
Querylnterface so that the interfaces are

N O
exposed in this manner.

COM objects must worry about afew
things to allow aggregation. First of all, COM
objects are not automatically aggregatable;
suppose someone obtained | Car from
CPolice_Car above, then called
Querylnterface looking for | Police_Car.
CCar’ s Querylnterface must know how to

IPolice_Car
O_

Figure 24 Aggregation model

delegate to its outer object CPolice_Car.

Plus there are things a containing object must worry about concerning the lifetime of a contained object,
such as controlling the reference count, worrying about reentrancy in its destructor, and other things.
Errorsinimplementing aggregational functionality can cause subtle bugsin an object concerning the
management of itsinner object. Especially in adistributed object environment, these bugs can be hard to
track down.

Many COM programmers, especially beginning ones, would prefer not to do aggregation, so they
sometimes implement reusability through containment. Microsoft has recognized this problem. When one
writes COM objectsin Java, they are automatically aggregatable, and aggregation is abstracted away from
the programmer through inheritance. Microsoft could do thiswith Java since they modified the Java virtual
machine; there would have been too many obstacles towards modifying their C++ compiler to do the same
thing.

5.3.2.4 Component Object Reuse

ActiveX controls have a mechanism for reusing Windows standard controls, like the Edit controls called
subclassing. However, this does not work when one wants to reuse third party components.



The best way to reuse athird-party ActiveX control your own component isto make your
component an ActiveX control that also acts as an ActiveX container. Thisway, itispossibleto reusea
contained control’ s features at the programmer’ s discretion.

5.3.3 Legacy Systems Integration

Most companies have a significant investment in mainframe systems or some technology that existed before
these object technologies. Some of these systems are programmed in RPG, COBOL, FORTRAN, or old
database systems. The time it takes to convert these resources for integration into a modern network is
often not worth the time and money, so companies might be stuck with inefficient distributed systems.
However, there are optionsto integrate older systemsinto modern object networks.

5.3.3.1 ORB Available on Legacy System

There are many ORB vendors out there. Chances are that any modern system will have an ORB that runs on
it. If alegacy application exists on one of these systems, making use of thisisobvious. Partsof alegacy
application can be coarsely wrapped by an object; the object would delegate function callsto the legacy
application. If the legacy application provided all its functionality through a command line (like many Unix
applications) then the delegation would involve forking a new process and running acommand line.
Otherwise, hopefully the program is modul arized enough for an object to delegateto API calls. Figure 25
illustratesthis.
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5.3.3.2 ORB Unavailable on Legacy System

If there is no available ORB on the system and no vendor iswilling to port to one, there are two options:
1. Writean |1OP wrapper

2. Wrap it with an application on an ORB available platform
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If the legacy application does not need much of the services of an ORB, then a developer may construct an
[HOP wrapper. [10OPisawell-defined protocol using TCP/IP that any vendor can work with. Thus, any [1OP-
compliant ORB may work with the legacy application. Thisisillustrated inFigure 26.

Writing an | 1OP wrapper may not always betrivial; handling things like invalid objects and other
requests are just administrative details that have nothing to do with the legacy application’s functionality.
It may then be possible to write a client/server system where the client will communicate with the legacy
application via sockets. The client can then have an ORB installed on it that will communicate with the other
objectson the system. Thisisillustrated in Figure 27.

Notethat in all cases, invoking objects do not see the workings of the object; it need not even
know that the object isalegacy application. All thisisabstracted by the interface.

5.4 Services

All these infrastructures do not mean much if it is solely an infrastructure. A superhighway system, for
instance, would mean nothing if there were buildingsin the areato generate commerce that will actually use
it. Thusthetwo major infrastructures, CORBA and DCOM, provide a set of servicesthat clients can usein
their programs. The services range from object management and manipulation to businesslogic to vertical
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market integration. The main point isthat each of these services are accessed through standard interfaces;
all CORBA vendors must follow the interfaces in implementing the services, aswell asall DCOM vendors
(when non-Windows DCOM support becomes widely used). This section compares the services provided
by each of these infrastructures; note that in the case of CORBA, these are only specifications, and not all
CORBA vendors have implemented all of them.

Note that this section does not talk about security; thisissueis dealt with in Section 7.4, Security
and Encryption.

5.4.1 Naming and Object Location

CORBA, as mentioned previously, was devel oped from a network-centric point of view. With thisin mind,
the OM G specified aNaming and Trader service that can be used to build a comprehensive directory
service. The Naming service provides a hierarchical naming structure that can be used with many existing
directory services (e.g. DCE, LDAP, etc.). An object can get bound with anamein different contexts; thisis
similar to afile system’ s directory traversal paradigm.

The Trader service allows aclient to look up objects grouped by function and interfaces as
opposed to by name. The Trader serviceisto the Naming service asthe Y ellow Pages are to the White
Pages. Optimally, aclient would use the Trader serviceto look up objects, and then dynamically bind to
them.

DCOM has no Trader or Naming service. Specifying one should not be hard for Microsoft to do,
especially since the OMG has already doneit for CORBA. However, COM objects cannot dynamically bind
to objects so a Trader service would provide less functionality for DCOM than CORBA. OLE Automation
objects can be dynamically bound, and ActiveX controls can be downloaded and installed on the fly. A
Trader service would work best with these technol ogies.

5.4.2 Relationships and Lifecycles

CORBA objects can be connected with relationships. The Relationship service provides a graph of related
objects that can be traversed by aclient. Two of the most common rel ationships are Containment and
Reference relationships. Their meanings should be obvious from their names.

The Lifecycle service alows copying, removing, and moving objects. A Lifecycle service
implementation that worksin conjunction with the Relationship service relieves a programmer from having
to worrying about deep copies, moves, and deletions.

DCOM, without something similar to a Lifecycle or Relationship service, must |et the programmer
manually handle object references and implement changes to contained or referred objects himself. Thisis
proneto error, and in potentially complicated object graphs, this can be a source of bugs.

5.4.3 Events

In CORBA, an object can listen into an event channel. This object is called an event consumer. The object
that generatesthe event is called the supplier. The event channel decouples the communications between
the supplier and consumer; many consumers can listen to a particular event channel and many suppliers can
writeto one. Eventsare useful for asynchronous notifications of information. In CORBA, the supplier and
consumers do not need to know each other.



The closest thing to events
inthe DCOM world isan
infrastructure called Connectable Client _ _
Objects. Itisamixture between Client passes sink
CORBA events and object reference interface to —
passing. Inthismodel, there arethree connectable object
entities: aclient, aconnectable object, » O
and asink. Without getting into
technical details (such aswhat Connectable
interfaces are used, etc.), what Object
happensit that the client passes the Sink —O <
sink’ sinterface pointer to the Connectable object
connectable object. The connectable can then invoke \ )
object can then invoke operations on sink's methods
the sink’ s pointer asit needs to.
There does not need to be abijection
between connectabl e objects and

Figure 28 Connectable Object

sinks; surjections and injections are
possible.

Connectabl e objects are more similar to simple CORBA object reference passing than to events.
However, the specifications require for enumerability of aconnectable object’ssinks. Thisalso allowsfor
asynchronous notification of events. Using Connectable Objects as a means of asynchronous event
notification requires more on the part of the programmer than using the CORBA Event service.

5.4.4 Transactions

A transaction is an interaction in which there are two possible outcomes: success and abort. If thereisan
error in the transaction, any effects of the transaction up to that point are rolled back to the state of the
system before the transaction started.

CORBA has provided a powerful Transaction service. It supposed flat and nested transactions,
transactions can span heterogenous ORBSs, and it is easily integratable into existing IDL interfaces.

COM’s support of transactionsis limited to the transactionsin the structured storage interfaces for
stream 1/0. The current Windows NT and Windows 95 implementations of structured storage also do not
support this functionality (in the specification, transactioning is an option). So even though the official
Microsoft specification of transactioning islimited to stream writes, no operating system has implemented it.
Clearly, in the case of transactions, DCOM does not face up to it.

5.4.5 Persistence

An important part of what these services need is a consistent interface for persistence. Persistenceisthe
idea of “hands off storage.” The client does not have to worry about the details of saving an object, and
sometimes the object’ s state is always saved after each change.

In CORBA, there are the persistence and externalization interfaces. The name of the persistence
serviceisaset of interfaces that make up the Persistent Object Service (POS). The POS can accommodate a
number of storage devices such as SQL databases, object databases, file systems, and compound
documents. The POS definesthree layers of abstraction that hide different implementations.

1. Persistent Objects: Objects whose states are persistently stored.

2. Persistent Object Manager: mplementation independent interface for persistence operations.
It provides auniform view of persistence in the system across multiple data services.

3. Persistent Data Services: Interfaces to the particul ar datastore implementation.

Depending on the level of control the client needs, the persistence functionalities may be used at any of
these levels.
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On the DCOM end, the persistence interfaces provide a consistent method of |etting an object
provide persistence capabilities. However, it only provides one layer of abstraction; it lacks the granularity
of CORBA’s POS.

5.4.6 Querying and Database Access

CORBA also hasinterfaces that deal with querying and databases. The Query service provides consistent
interfacesto work with databases and extract objects from them (the objects may actually be in the database,
or they may just represent datain the database). CORBA also specifies a Collection service which provides
interfaces that aid in grouping objects and working with them; thisis useful for working with results of
queries.

Microsoft has had alot of practical experience working with consistent waysto access databases.
The Windows operating systems have had Open Database Connectivity (ODBC) for along time; it isatime-
tested method of consistently accessing information from different database sources. They have recently
designed a set of interfaces called OLE DB that will let applications consistently access data from more data
sources, including ODBC compliant sources. Not only can one query data from databases, but also from file
systems, other COM components, spreadsheets, etc. ODBC currently only allows SQL queries; OLE DB
allows much more.

Itishard to say which service is better; there are few applications that make use of either of these
technologies. As of now, Microsoft has the advantage of its experience in designing the ODBC API.

5.4.7 Licensing

COM and CORBA both support licensing of objects with consistent interfaces. For COM, they specify an
interface, | ClassFactory2, which extends the | ClassFactory interface. The IClassFactory2 system
differentiates between two scenarios:

1. Themachine or end user isfully licensed.
2. Themachine or end user isnot licensed at all.

Itis up to the object implementer to define the method of authentication. It can be as simple as atext file on
the hard disk to a complex Kerberos protocal.

The OMG has a'so defined licensing interfaces, but they provide more functionality than COM’s.
The licensing scheme can be more granular; it is possible for a server to know when the component is being
used, keep track of how many method invocations are called, etc.

5.4.8 Versioning

Oneissue that component vendors must faceis that of versioning. When an object provides new
functionality in the next version, how should it be reflected, and still provide compatibility with the old
version? The OMG isin the process of specifying a method of consistent versioning.

Microsoft ignores thisissue by saying that if a user wantsto implement more functionality, they
need to create acompletely new interface. The new functionality is available through the new interface, and
the object can also implement the old interface too, so older clients can useit. Thisis an instance where
multiple object interfaces fitsin nicely.



6. CORBA Implementations

Figure29 CORBA Implémédirassfraliplementations (1)

General

Organization BEA Visigenic | IBM Sun HP
Product ObjectBroker| VisiBroker| SOM|Joe/NEO| Orb Plus
Development License| Unavailable |$2995-4995] Free 195 $3,000
Runtime License Unavailable | $150-250 | Free 195 $100
Free Evaluation Yes Yes Yes
Capabilities

lop Yes Yes Yes Yes Yes
IR Yes Yes Yes Yes Yes
Static Yes Yes Yes Yes Yes
Dynamic Yes Yes Yes Yes Yes
COM Gateway Yes Yes Yes
Language Bindings

C Yes Yes Yes Yes
C++ Yes Yes Yes Yes Yes
Java Yes Yes Yes Yes Yes
Smalltalk Yes Yes Yes Yes
Cobol 1998 Yes

Ada

Services

Naming Yes Yes Yes Yes Yes
Events Yes Yes Yes Yes Yes
Life Cycle 1998 Yes Yes Yes Yes
Trader Yes Yes Yes Yes
Transactions Yes Yes Yes Yes 1998
Concurrency 1998 Yes Yes Yes 1998
Security Yes Yes Yes Yes Yes
Persistence 1998 Yes Yes 1998
Externalization 1998 Yes 1998
Query 1998 1998 1998 Yes

Collections 1998 1998 1998

Relationships 1998 Yes Yes

Time 1998 Yes 1998

Licensing 1998 1998

Properties 1998 1998 Yes
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Previous sections have looked at comparisons of the specifications. However, not all implementations of

Figure 30 CORBA Implniinid Paiitplementations (1)

General

Organization IONA Expersoft ICL Chorus |U. Berlin
Product Orbix PowerBroker DAIS CoolORB | JacORB
Development License | $2500-7500| $2995-5900 |$2995-4995]$1000-4500| Free
Runtime License $100-200 $50-100 $50-100 $5-95 Free
Free Evaluation Yes Yes Yes Yes
Capabilities

lop Yes Yes Yes Yes Yes
IR Yes Yes Yes Yes

Static Yes Yes Yes Yes Yes
Dynamic Yes Yes Yes Yes

COM Gateway Yes Yes

Language Bindings

C Yes Yes

C++ Yes Yes Yes Yes

Java Yes Yes Yes Yes
Smalltalk Yes Yes

Cobol Yes Yes

Ada Yes

Services

Naming Yes Yes Yes Yes Yes
Events Yes Yes Yes Yes
Life Cycle Yes Yes 1998

Trader Yes Yes Yes

Transactions Yes Yes Yes

Concurrency Yes 1998

Security Yes Yes Yes

Persistence Yes Yes Yes

Externalization Yes Yes

Query Yes 1998 1998

Collections Yes 1998

Relationships Yes Yes

Time Yes 1998 1998

Licensing Yes 1998 1998

Properties Yes Yes 1998

CORBA actually implement all those services. Plusthere are issuesinvolved with “porting” programs from
one ORB to another. Client hastwo rounds of standardization. CORBA clients have had two rounds of
standardization, thus they are much easier to port than servers.

This section takes alook at some ORBs on the market and see what they have to offer, in terms of
CORBA services and their own add-ons. The commercial-grade ORBs add extra features like fault-tolerance,



replication, and extra management tools (these are not specified by the OMG). Below are some brief
descriptions of popular ORBs. Tables of these ORBs can be found on pages.

6.1 BEA - ObjectBroker

Originally owned by Digital, ObjectBroker now belongsto BEA. Digital is one of those vendorsin the
Microsoft camp, so they decided to sell of their CORBA ORB and go with DCOM. ObjectBroker is one of
the most mature ORBS, first shipping in 1991, and is running on more systems than any other ORB today.

6.2 Visigenic - VisiBroker

VisiBroker will possibly run on more desktops in the world when Netscape releases their newest browser. Its
C++ version runs on Solaris, SunOS, HP-UX, and 32 bhit Windows. However, itsintegration with Windowsis
not as good as it could be; having no COM gateway like some of the other vendors. This precludesits
development using Windows-native RAD toolslike Visua Basic.

6.3 IBM - SOM

The System Object Model (SOM) was developed by IBM, and is available on OS/2, Al X, and Windows.

One example of CORBA on the desktop is OS/2 Workplace shell, where all objects are SOM objects. This

shows that CORBA can be used for fine-grained desktop applicationsinstead of just large networks.
Since IBM istrying to promote the use of SOM, it isfree for download.

6.4 Sun - Joe/NEO

NEO isthe name of Sun’s CORBA -compliant ORB. Joe is another ORB that isimplemented in Java, by Sun.
Joe is compatible with NEO. Sun also lets users download a free Windows connectivity package that allows
real-time integration with COM objects. The packages run on Windows and Solaris.

6.5 Hewlett-Packard - ORB Plus

Hewlett-Packard's ORB Plusis amature ORB that integrates very well with Windows. It runson HP’sown
operating system, Solaris, and Windows NT. It provides avery streamlined COM gateway. Its Windows
versions also includes wizards that integrate with Visual C++ and simplify repetitive tasks.

6.6 Orbix

IONA Technologies' Orbix runs on more platforms than any of the ORBs described here. Orbix supports
many CORBA services, and adds many of its own features. Its COM gateway also integrates with the Visual
Basic user interface so CORBA objects can be treated as OL E Automation objects. Orbix is one of the most
mature ORBs in the industry.

6.7 Expersoft - PowerBroker

Expersoft isa consulting company that also wrote the PowerBroker ORB. It isamature ORB used widely. It
runs on Windows NT, Solaris, AIX, and HP-UX. However, its COM gateway is sold separately from its
ORB, so auser would have to spend more money to integrate with COM.

6.8 ICL - DAIS

ICL Technologiesis an information technology consulting company that specializes in distributed object
solutions. Their DAIS ORB runsthe largest CORBA implementation in the world right now, on Windows
and Solaris. This ORB is primarily used in the United Kingdom as in only recently coming into the United
States through another company, Dial ogos. DAIS, however, does not have a COM gateway.
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6.9 Chorus Systems - CoolORB

Chorus Systems' main products are real-time operating systems. They devel oped Cool ORB to run on this
operating system. Essentially, they give themselves an advantage over other RT systemsin that embedded
systems using their product can work with CORBA object, but can also work with other CORBA vendors
viallOP. To optimize communications when inter-ORB communications is not necessary, users may use
Chorus I PC as their transport mechanism instead of 110P.

In addition to their own operating systems, Cool ORB will run on AlX, Linux, SCO operating
systems, Solaris, and the 32 bit Windows OS's. Fortunately, it is possible to download their older versions
to evaluateit.

6.10 University of Berlin - JacORB

JacORB was developed by Freie Universitét Berlinin Germany. It isnot acommercial product, but instead,
an example of an ORB written completely in Java. It is published under the GNU Public License. Sinceitis
written in Java, anyone with aJDK 1.0 can work with it.
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7. Implementation Comparisons

CORBA implementations generally do not keep up with the specification as fast as DCOM. The reason
CORBA does not keep up aswell is that:

1. There are many companies working together on the specification; thusit is necessary
for a specification to be published before actually making much leeway into an
implementation.

2. DCOM is, in general, controlled by Microsoft (this may change with the passing of
DCOM into the Open Group). Assuch, it isalot easier to implement the
specifications before they are actually published.

Much of CORBA is specified together by competitors; it’s not perfect, but it was designed to cater to many
tastes. DCOM wasbuilt out of Microsoft’ s desktop operating systems. Thus, adelay in DCOM means a
delay in the next release of the operating system. DCOM therefore must face market pressures, perhaps
tangential onestoo.

7.1 Platforms

CORBA DCOM Java (Beans, Applets) ActiveX Controls
AlX 4.1 Yes No Yes No
BSD 2.1 Yes No Yes No
Digital Unix Yes Beta Yes No
HP/UX 10.x Yes No Yes No
HP/UX 9.x Yes No Yes No
IRIX 5.x Yes No Yes No
Linux Yes Beta Yes No
MacOS 7.5 Yes No Yes Beta
MVS Yes Beta No
Open VMS Yes No Yes No
0OS/2 Warp Yes No Yes No
QNX 4.22 Yes No No
Solaris 2.x Yes Beta Yes No
Sun 4.1.x (Solaris 1.0.1) Yes No Yes No
VxWorks 5.1.1 Yes No No
VxWorks 5.2 Yes No No
Windows 3.1 Yes No No
Windows 95 Yes Yes Yes Yes
Windows NT 3.5 Yes No Yes Yes
Windows NT 4.0 Yes Yes Yes Yes

Table 9 Platform Availability

Table 9isasnapshot of theindustry in Spring 1997. The blank entriesindicate that the datais not available.
There are many other platformsthat support CORBA, especially Unixes and mainframes for legacy
applications. Java, ActiveX controls, and DCOM are mostly restricted to modern operating systems.

Since CORBA is defined by the OMG, which is composed over 700 companies, it is no surprise that
CORBA implementations abound. Note that even though all these platforms support CORBA, not all of the
implementations are provided by the same vendor.

Microsoft is only provides DCOM on Windows and the Macintosh. All the other platforms (the
Unix ones) that support DCOM are provided by Software AG, which has an alliance with Microsoft.

There are many vendors out there that support Java. Sun has provided devel opment kits for Java
that provide full access. For those platforms which Sun has not provided any developer’ skits, Netscape's




web browser allows applet access to applets. Once Netscape's browser supports JDK 1.1, these platforms
can then use JavaBeans.

The fact that DCOM comes with Windows NT 4.0 makesit very popular among Windows users.
Windows 95 does not include DCOM, but it isfreely available off of Microsoft’ sweb site. One major
disadvantage of DCOM isthat it requiresaWindows NT Server to be running on the network. For
information infrastructures based on Netware or Unix, DCOM istherefore not even an option.

DCOM'’s intimate integration with the operating system lets the infrastructure work hand in hand
with the operating system. For instance, in COM it is possible to load objectsfrom aDLL by runningitin
the local process, dynamically binding to the DLL. No CORBA implementation allows this, partially sinceit
istough to do in a consistent manner across different platforms.

7.2 Software Development

Developing with distributed object technol ogies can be more difficult than developing traditional
applications. The main difference isthat developing a distributed object solution, or even asimple
client/server solution, debugging and testing is harder. Thereis not only one thread of instruction in such
applications.

This section discusses the available tools to work with these technol ogies.

7.2.1 COM and CORBA Development

COM development can be aided by Visual C++ and the Microsoft Foundation Classes. Even without MFC,
COM server and client development is mostly straightforward. Thisis only with C++ development. Borland
C++ isalso another development tool that can work with COM. C++ isthe primary language used to develop
COM software, so there are other C++ compilersthat can be used. Microsoft's COM support is best for
C++.

If Javawere the language used, then the only tool availableis Microsoft’s Visual J++. As of
version 1.0, it did not have excellent COM support; the only hints of COM support were in Microsoft’s Java
SDK and the Visual J++ help files. Few books have been written on the topic. In general, Java support for
COM isnot mature yet.

For other languages, Microsoft does not produce the softwareitself. There are Adaand Eiffel
compilersthat support COM, but since they are not as widespread as C++ or Java, chancesarethat it is
harder to find help when using those tools.

Asfor CORBA, there are few if any tools out there for CORBA specific development. To requirea
CORBA object israther straightforward and needs little +handhol ding. See Section 9, Example CORBA
Implementation, for an example of an implementation using Visigenic's ORB.

Developing Java remote objects should be as simple as working with Java objects themselves. The
reason isthat Java remote objects does not require much (nor doesit provide as much). The main problem
that developerswill encounter with thiswill probably just be in the debugging phase; Java devel opment
tools arejust not as mature as those for other languages.

7.2.2 Visual Development

Outside of traditional programming, there are development tools that require visual interaction with the
programmer. For ActiveX controls and Java Beans, Rapid Application Development (RAD) tools are very
helpful (or necessary). However, for more low-level control or for efficiency reasons, programmers may opt
to not use a RAD tooal, but use atraditional tool to develop these visual objects.

RAD tools are ideal for components that:

1. Describeitself through properties, type information, or other means
2. Facilitate graphical editing of its properties

3. Aredirectly customizable from a programming language

4. Generate events so the RAD tool can semantically link components



7.2.2.1 OLE Automation Server Development

Visua Basic isthe chief tool for OLE Automation server development. Using Visual Basic to develop
softwareisvery simplesinceit isvisual (hence the name). To develop an OLE Automation server or client,
one simply hasto load the project and modify its properties and such visually. The development
environment (and language) handles much of the plumbing necessary to route the appropriate messages
and method calls.

7.2.2.2 ActiveX Control Development

ActiveX Control developers have many choices choices, as mentioned in Section 5.2.4. The choicesinclude
Visual Basic (whose virtues were extolled in the previous section), the ActiveX Template Library, and Visual
C++'s OLE ControlWizard. It isalso possible to use avery powerful RAD tool by Borland called Delphi to
create ActiveX controls (although athird party program is necessary).

Visual development istheintuitive way to develop ActiveX controls. Users can use RAD toolsto
see what a container or component will look like and make modifications. However, one may argue that too
much is abstracted away from the programmer. At its heart, ActiveX controls developed with the
ControlWizard is straight C++. The ControlWizard just creates aframework of C++ code which the user fills
in with necessary information. If a programmer relies on the ControlWizard too much, he won't be able to do
extensive debugging of his own control, and will not learn much about the internals of ActiveX controls as
he should. The tradeoff isthere.

7.2.2.3 Java Bean Development

The newest in the bunch is JavaBeans. Not only is Java anew language, but JavaBeansis such a new
technology that few vendors have had time to put out tools that actually introspect Beans for rapid
development.

One of the most notable playersin the field is Borland, coming out with its JBuilder product.
JBuilder usesthe RAD interface of Borland’' s groundbreaking Delphi. Thisis essentially aVisual Basic for
Java, more so than Visual J++. JBuilder will not only support Java Bean development, but it will also use
Visigenic’'s Java ORB to develop Java CORBA applications.

7.3 Business Issues

The main bone of contention between CORBA and DCOM isthat CORBA was designed by a conglomerate
of companies, whereas DCOM was designed solely by Microsoft. Microsoft also does not seem to be
relinquishing its hold on COM, although it istrying to make DCOM’s ORPC an Internet Standard.
Microsoft is the main supporter of DCOM and ActiveX. It haslicensed DCOM to Software AG and has
given parts of ActiveX to the Open Group (formerly OSF, makers of RPC). Only timewill tell whether or not
other platforms will be as supported as Windows.

CORBA has been controlled by the OMG, with more than 700 members. This may imply slowness
in the frequency of new specifications and vendor compliance. As more and more companiesjoin the OMG,
which is now the largest specifications group intheworld, it ishard to tell if thiswill affect itstask.

7.3.1 Price

The main disadvantage of CORBA isthe price. DCOM comes free with Windows NT 4.0 Server (whichis
not freel) and the Java sol utions come with Sun’ s free Java Development Kit. However, there are free
CORBA ORBsout there. These ORBs are generally not for commercial quality software, though, and
support for them may be hard to get.

Good news exists for CORBA users, though. Netscape has made adeal with Visigenic to include
VisiBroker runtime software with every Netscape Navigator 4.0 and Netscape Enterprise Server 3.0. With
the prevalence and popul arity of Netscape' s software, it islikely that a new generation of CORBA -enabled
appletswill arise that take advantage of Java with the power of an ORB. At the least, it ismore likely to be
used than DCOM because COM constructs in Java code does not comply with official Java's specified
behavior, evenif it runs on a platform that supports it.



On the downloadabl e objects playing field, all those technologies are also free. ActiveX control
capability come with Windows, and asimplied above, JavaBeans support is also free.

7.3.2 Support

There are many vendors betting on the success of one of these technologies. Microsoft isthe main
proponent of DCOM and ActiveX, Sunis busily promoting Java solutions, and the OMG and its members
are pushing CORBA.. Microsoft has already submitted its DCOM wire protocol ORPC to the Internet
Engineering Task Forceto join the grass-roots origins of the Internet. Users and devel opers generally would
not need to worry about finding where to turn for updates, upgrades, and questions.

7.3.2.1 CORBA Support

The OMG with its membersisamajor driving force that will increase the popularity of CORBA; if not by
technological then by sheer numbers of use. Whether it will ever overtake the huge share of personal
computer running Windows operating systems (and thus will probably tend towards COM/DCOM) remains
to be seen. Even if CORBA fails on the Windows platform, it islikely to succeed on non-Intel, non-
Windows platforms, despite Microsoft and Software AG’ s efforts. The one notable exception to thisis
Digital, which recently sold its ObjectBroker ORB. Instead, it has embraced DCOM as the distributed object
technology it will usein the future.

Besides CORBA vendors, there are numerous other vendors who will use CORBA in their
upcoming products. Below are some major companies whose role in adopting CORBA will affect devel opers.

7.3.2.1.1 ORB Vendors

The OMG consists of 700+ members. Many of these members have developed their own ORBs which they
may distribute with their products. Theinfluential onesin theindustry include Hewlett-Packard, IBM, Sun,
and Xerox.

There are many other members of the OMG, who do not develop ORBSs, but will support CORBA in their
services and products. The sheer mass of companies supporting CORBA impliesthat it will not go down
easily.

7.3.2.1.2 Netscape

Perhaps the most notable of all those supporting CORBA is Netscape. As mentioned above, it is planning
putting Visigenic’'s ORB in their newest web browser and server. Thiswill practically guarantee the
longevity of CORBA unless something drastic happens.

Netscape is Microsoft’ s biggest competitor in the web browser market. It is one of the few markets
where Microsoft is not ahead. Not surprisingly, Netscape does not want Microsoft to gain market share;
DCOM support or acceptance by the Internet community can do that. To do everything it can to slow down
the proliferation of DCOM, Netscapeis pushing CORBA.

7.3.2.1.3 Borland

Borland, like Netscape, is one of Microsoft’s competitors. Borland is Microsoft’ s biggest competitor in the
compiler market, ever since the days of MSDOS. Therefore, Borland’ s JBuilder will use Visigenic’'s CORBA
implementation as the method underlying client/server solutions.

In addition, JBuilder is one of the first RAD tools for Java Beans. While Visual J++ ishaving
trouble working with JDK 1.1 (arequirement for Java Beans), Borland has a chance to |eap ahead and
popularize CORBA onthe Windows platform.

7.3.2.1.4 Silicon Graphics

Silicon Graphics, manufacturers of well-known graphics processing machines, have started including IONA
Technologies' Orbix ORB into their IRIX operating system. They will aso include bundled application
software using Orbix. Providing thisin the operating system is similar to Microsoft providing DCOM with



Windows NT, gibing developers easy access to object technologies. The implementation distributed with
IRIX will interoperate with Orbix on other platforms.

7.3.2.1.5 Oracle

Oracle, the large database company, has decided to integrate Visigenic’s CORBA implementation into its
Network Computing Architecture (NCA). They will include the architecture in the NCA development
environment. With Oracle targeting the WWW, providing a CORBA development environment will
generate a steady flow of CORBA programmers.

7.3.2.1.6 Novell

Novell will license and distribute Visigenic's ORBs with their IntranetWare™ server platform. Considering
how Novell’s Netware has alarge and loyal following, it islikely that thiswill affect many companies. The
server platform will encourage the use of CORBA and Javafor development of applications.

7.3.2.2 DCOM and ActiveX Support

The main supporter of DCOM and ActiveX isthe manufacturer, Microsoft. Since these are the crux of
Windows NT 4.0’ sinfrastructure, and Microsoft intends to migrate all their operating systems to Windows
NT in the future, Microsoft will compete all it can to make sure these technologies proliferate. To help make
this happen, they are attacking their main weakness: platform unavailability (and legacy systems). To solve
this, they have made alliances and have also tried to make ActiveX an open standard.

7.3.2.2.1 Digital

Digital and Microsoft have had along-standing relationship, ever since Windows NT started running on the
DEC Alpha. With DCOM being built into Windows NT, Digital had to includeit in their DEC Alpha
versions, and therefore are adopting DCOM. |n addition, they have sold their ORB, ObjectBroker, to BEA
Systems.

DCOM support on the powerful DEC Alpha machines (whether running NT or Digital Unix) will let
developers use DCOM in powerful super-applications. However, thisis aniche market; the main thrust of
the DCOM evangelism will come from Microsoft.

7.3.2.2.2 Software AG

To aid in the porting of DCOM to other operating systems, Microsoft has licensed it to Software AG.
Software AG has already started porting it to some Unix systems, with othersin the works. 1f DCOM
becomes available on these operating systems, then it would help Microsoft’s “Wintel only” image.

7.3.2.2.3 Open Group

Microsoft has submitted its part of their ActiveX and DCOM technol ogies to the Open Group, formerly
OSF. Thisgroup will port DCOM to Java, which will improve DCOM’s portability. Asfor how much of
DCOM and ActiveX isopen and how much is proprietary, only Microsoft knows that.

7.3.2.3 Java Support

Java, in itstwo years of public life, has become avery popular tool. Its proliferation throughout the World
Wide Web (including Netscape and Microsoft’ s adoption of it in their browsers) is unprecedented
throughout history. A lot of companies have adopted it. Itisno surprise sinceit is supposedly a portable
language, it is not just source portable, but also executable-format portable. This portability has aided its
acceptance everywhere.

Java applets are already very common. Many web pages use them, and they can be very useful in
an intranet environment. Java Beans are even more useful in that they can create rich and interactive web
pages over the Internet or in an intranet.
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7.4 Security and Encryption

Security in adistributed object system is avery important issue because:

1. Thereisaparadigm shift in moving from one machine to remote objects. Especially when working over
the Internet, many hackers out there have the opportunity to break in to your network.

2. When thereis asecurity breach or problem, people will not necessarily notify who is responsible, if
they plan on making use of it. Thus, even if breaches are detected, they may not necessarily be

repaired.

The importance of security in distributed computing over the Internet can not be deemphasized. In other
words, Murphy’s Law should always be applied when dealing with security in a network that services
millions of users.

DCOM in Windows NT supports level C2 security from the US Department of Defense’ s “ Orange
Book”. The specified CORBA Security Service allows up to B2 security for distributed objects. In order of
increasing security, here are the divisions:

1.

Class D: Minimal Security Protection. Thisdivision containsonly one class. It isreserved
for those systems that have been evaluated but that fail to meet the requirements for a higher
evaluation class.

Class C1: Discretionary Security Protection. The Trusted Computing Base (TCB) of aclass
(C1) system nominally satisfies the discretionary security requirements by providing
separation of users and data. It incorporates some form of credible controls capable of
enforcing access limitations on an individual basis, i.e., ostensibly suitable for allowing users
to be able to protect project or private information and to keep other users from accidentally
reading or destroying their data. The class (C1) environment is expected to be one of
cooperating users processing data at the same level(s) of sensitivity. Most Unixes are roughly
about thislevel.

Class C2: Controlled Access Protection. Systemsin this class enforce amore finely grained
discretionary access control than (C1) systems, making usersindividually accountable for their
actions through login procedures, auditing of security-relevant events, and resource isolation.
Windows NT 4.0 was certified for this division.

Class B1: Labeled Security Protection. Class (B1) systemsrequire all the features required for
class (C2). Inaddition, aninformal statement of the security policy model, datalabeling, and
mandatory access control over named subjects and objects must be present. The capability
must exist for accurately labeling exported information. Any flaws identified by testing must
be removed.

Class B2: Structured Protection. In class (B2) systems, the TCB is based on aclearly defined
and documented formal security policy model that requires the discretionary and mandatory
access control enforcement found in class (B1) systems be extended to all subjects and
objectsin the ADP system. In addition, covert channels are addressed. The TCB must be
carefully structured into protection-critical and non- protection-critical elements. The TCB
interface iswell-defined and the TCB design and implementation enable it to be subjected to
more thorough testing and more complete review. Authentication mechanisms are
strengthened, trusted facility management is provided in the form of support for system
administrator and operator functions, and stringent configuration management controls are
imposed. The system isrelatively resistant to penetration. CORBA'’s security specification
allows up to this protection.

Class B3: Security Domains. The class (B3) TCB must satisfy the reference monitor
requirementsthat it mediate all accesses of subjects to objects, be tamperproof, and be small
enough to be subjected to analysis and tests. To thisend, the TCB is structured to exclude
code not essential to security policy enforcement, with significant system engineering during
TCB design and implementation directed toward minimizing its complexity. A security



administrator is supported, audit mechanisms are expanded to signal security- relevant events,
and system recovery proceduresare required. The system ishighly resistant to penetration.

7. ClassAl: Verified Design. Systemsin class (A1) are functionally equivalent to those in class
(B3) in that no additional architectural features or policy requirements are added. The
distinguishing feature of systemsin this classisthe analysis derived from formal design
specification and verification techniques and the resulting high degree of assurance that the
TCB iscorrectly implemented. This assuranceis developmental in nature, starting with a
formal model of the security policy and aformal top-level specification (FTLS) of the design.

Most of the above information was extracted from [DOD]. The next sections shall 1ook at the
implementations and specifications of the security features of the object technol ogies.

7.4.1 Distributed Object Security

Despite the existence of the CORBA Security Service, most CORBA ORBs are sorely lacking in security
services. Not many have implemented the service, and even if they did, there is no guarantee that they
implemented any good degree of protection (such aslevel C2 or above). Since DCOM comes with Windows
NT 4.0 whichislevel C2, it automatically has many time-tested security features.

7.4.1.1 Authentication and Authorization

In Windows NT auser must log in to the machine before he can do anything, even to use DCOM objects on
another machine. In Windows 95, a user does not have to log in, but then if he accesses any DCOM object,
he will accessit as an anonymous user. One definite advantage for system administrators using CORBA is
that they do not have to worry about two orthogonal security domains; the DCOM user space is the same
asthat of the operating system.

In DCOM there are three sets of access permissions: Launch, Call, and Configuration access. Users
with Launch access may instantiate and start new DCOM objects remotely. Users with Call access may bind
to and work with objects that are already running on the remote system. Users with Configuration access
may change the access permissions of that object.

No CORBA implementation integrates seamlessly with the NT operating system yet. Users must
undergo a separate principal authentication scheme to be authenticated. Once thisis done, the ORB retains
a Credentials object that contains information on what the user’ s capabilities are.

When aninvoked CORBA object needs to invoke another object, it may:

1. Useitsown credentials when invoking the other method.
2. Useitsclient’s credentials when invoking the other method.

3. Combinethe client’s and its own credentials in invoking the other method. The remote object
will then have no way of telling whose credentialsit is allowing.

The ORB may have default delegation policies, or the security-aware object can control the delegation.

7.4.1.2 Privacy and Encryption

Besides access controls, distributed object security also involves preventing sniffers from obtaining
information directly off the wire. On the Internet, there is no easy way to control the route of a packet, so it
is not possible to know who will see your information. It is also necessary to prevent people from modifying
your data and passing it off as your messenger’s. The solution to these problems all derive from data
encryption.

An ORB can provide mechanismsto protect on-the-wire data. The Security service allows ORBs to
work with replaceable subsystems that can encrypt on the ORB level or to integrate with alower level
encryption mechanism (such as the Secure Sockets Layer). In addition, all this happens without needing
knowledge of the client or servers; it can be the ORB administrator’ s decision whether to use encryption or
not, and for which objects.
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DCOM, similar to CORBA, aso alows encryption and works with replaceable subsystems. The
ones who decide whether or not to use the encryption are the clients and servers, so no DCOM
administrator can make a blanket “Let’s encrypt everything!” statement.

Implementation-wise, DCOM is ahead of the game. Windows NT 4.0 comes with a40 bit encryption
mechanism (to comply with export laws). There are also plansto create a US/Canada version that uses 128-
bit keysfor stronger encryption. Whereas on the CORBA side, few implementations have implemented
encryption mechanisms.

7.4.1.3 Security Holes

While DCOM has more security implemented at thistime, thereis awell-known bug in the DCOM
architecture. This bug allows anyone anywhere to disable aDCOM machine, raising it to 100% utilization,
effectively disabling any work that it was meant to do. This means that exposing a DCOM -enabled machine
to the Internet is opening all sorts of potential denial-of-service attacks.

7.4.2 Component Security

7.4.2.1 ActiveX

The main problem with Microsoft’ s marketing of ActiveX controlsisthat they claim that accountability is
sufficient security. Thisis most certainly not true. If someone were to knock on your door, tell you heis
Sebastian Meretzky, shows you a birth certificate, driver’slicense, everything in the world to prove heis
who heis, does that mean you would let him into your house unsupervised (assuming you don’t know who
heis)? ActiveX controls over the Internet are inherently dangerous, where you can not trust anyone.

Microsoft has released an Internet Explorer Administration Kit which allows a system administrator
control where users of his domain can download ActiveX controls from. Thisway, browsers can be limited
to downloading controls solely from trusted sources. Even so, bugs in trusted well-intentioned ActiveX
controls can cause mischief in systems. It is possible to, for instance, overflow a buffer of atrusted ActivexX
control. Even though thisidea sounds far-fetched, this was one way Robert Morris’ worm propagated itself
over the Internet in 1987, and a problem like thisin NCSA httpd even caused CERT to put out a security
advisory on this potential problem.

7.4.2.2 Java

To exploit bugsin Java Beans or Java appl ets, the hacker would need to find abug in the Java
Virtual Machine for asystem. There are only afew VM’ s out there, constantly scrutinized for security
problems, the same can not be said for the thousands of ActiveX controlsin existence. Even trusted Java
Beans or applets can not be manipulated like this to cause problems because Javais atypesafe language.

If there are problems with the Javamodel, it will come primarily from trusted Java applets and
Beans. The problem of accountability still must be solved. Java’ s sandbox model isthe only safe way of
solving problems before they happen.

Because of the newness of these technologies, there are no examples of major problemsin the
security of these components. It may just be amatter of time before users realize that “accountability” isn’t
enough. Even though JDK 1.1 support trusted applets which essentially remove security restrictions, this
should be restricted to Intranet use.

Future versions of the JDK will allow better security controls; Javawill at least has the capability to
allow and disallow specific actions, instead of completely allowing everything like ActiveX does. For
instance, for aprogram to print, it is not necessary to allow that program to have access to the hard drive or
network connections. ActiveX, by design, can never be flexible enough for fine-grained control, but Java
has the potential.

7.5 Scalability

One important thing to noteis the scal ability of these technologies. Itislikely that DCOM and CORBA can
work in a 100 object system, but what about a 1000 or 10000 object system? Unfortunately, it isvery hard to



tell these things apart since these technologies are too new for extensive testing. Various other aspects will
be examined, though, and case studies are detailed in Section 8.

This section only applies to object technol ogies which use awire protocol such as DCOM,
CORBA, and JavaRMI. ActiveX controls and Java applets/Beans do not need to worry about this; these
technol ogies comeinto play on thelocal system, not with remote method invocations.

7.5.1 Object Registration and Publication

7.5.1.1 Implementation and Interface Repositories

For aDCOM client to work with aremote object, the local host needs to know the name of the server. This
severely limits the maintainability of a DCOM network. Asnew objects get installed on the network, then
every client will need to be updated.

CORBA's use of implementation and interface repositories allow objects to be added the system easily and
without necessarily updating the clients. If the Naming and Trader services were added to the system, then
thisincreases the flexibility of the system; clients do not even necessarily need to have any information
about the objects compiled in.

7.5.1.2 Object Activation

Most of the ORBs on the market support object activation. The servers do not need to be running; the ORB
knows what executable they are located in and launch the servers. DCOM provides similar functionality;
however, the client needs to know what machine the object resides on.

Many CORBA implementations also allow dynamic insertion of objectsinto the Interface
Repository and Implementation Repository. Since DCOM has no such service, thisisimpossible; all the
clients would have to be told when new objects arrive.

DCOM also supports object activation in Windows NT. Windows 95 however, does not support it
sinceit would be a security risk. Therefore, servers need to be pre-run on Windows 95.

7.5.2 Fault Tolerance

CORBA dso alowsfor fault-tolerant behavior. Since the client does not need to know where the object
resides, if the ORB detects that a particular server hasfailed, it can redirect requests to another server.
CORBA'sdesign goal of client transparency really shinesthrough here. Asfar asthe client knows, all
objects are persistent; they don’t shut down ever. The ORB must maintain thisillusion and abstraction.

With DCOM, the clients' knowledge of the location of the object precludes easy implementation of
fault tolerance. Thereisno central ORB to tell the client where the items are.

7.5.3 Wire Protocols

7.5.3.1 Firewalls

DCOM uses amodified version of DCE RPC for communications. RPC requests are layered on top of
another protocol, such as TCP or UDP. When methods are invoked remotely, they can use many different
socket ports. CORBA’s[10P protocol does not work that way; all method invocations work through one
port.
Thisallows I10OP to be used effectively through afirewall. When anew object isinstalled, the firewall does
not have to be reconfigured to allow its packets with those new port numbers through, like with DCOM. A
firewall just hasto be configured to allow one port value through.

Microsoft and various CORBA vendors are working on methods to tunnel ORPC and I10P via
HTTP, respectively. While [IOP tunneling viaHTTP is not very necessary, it saves the network
administrators of reconfiguring the firewallsfor IIOP. The problem with tunneling viaHTTP is that then
there can only be one-way interactions; clients can invoke from the server, but asynchronous callbacks
(events and connectabl e objects) would not be possible.
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7.5.3.2 Pinging

In DCOM, reference counts are maintained on the remote object. This meansthat reference counts must be
correct or there will be consequences that affect other objects. The problem with thisisthat people often do
not write bug-free reference counting code, and since thereis also the possibility of potential network
problems, servers often do not receive correct reference counting data. To solve this, DCOM uses a
pinging method to determineif clients and servers are still available.

CORBA has no need for such mechanisms because CORBA objects are assumed to always be
running. Reference counts are on the client side only; CORBA objects do not need to know who isusing it
and when. Itisthe ORB’sjob to make sure a CORBA objects are available for use, likethejob of a
Transaction Processing monitor. Therefore, thereisalso no need for pinging to determine whether or not an
object or client is available; any CORBA method invocation that fails will throw an exception.

7.5.3.3 Extensibility

DCOM solely uses ORPC for method invocations. CORBA vendors may or may not use |1OP (even though
they must implement it). Thisallows CORBA vendorsto implement their own wire protocol, and in fact,
CORBA vendors had to do this before CORBA 2.0. CORBA vendorswould probably use [IOP or some
other OM G-adopted protocol for inter-ORB communications, but for intra-ORB working, users have the
option of using possibly better or more scal eable wire protocols.

7.6 Interoperability Options

Oneimportant part of these object technologiesis how they can interoperate. This opensthe doorsto a
vast array of solutions, for not only does competition create better products, users can take those products
and combine them, using the best of all worlds. Some of these technol ogies were designed to integrate with
each other (like DCOM and ActiveX), and some were not (like DCOM and CORBA). Below are possible
configurations and their uses.

7.6.1 Wire Protocol Interoperability

Since CORBA 2.0, all compliant implementations must support the I1OP protocol. This ensures that all ORBs
will then be able to communicate with each other. At [CORBANEt], there is ademonstration of inter-ORB
integration. The Cooperative Research Center for Distributed Systems Technology (DSTC), avendor-
neutral research organization, manages this showcase.

This demonstration involves using many different ORBsto interact with other ORBsin a hotel
roombooking simulation. The showcase shows that it is possible to use different ORBs to interact, but it
does not explain the ease or complexity involved in working with [1OP.

7.6.2 Parallel Interoperability

Parallel interoperability refersto the interoperability necessary in getting competing technol ogies to work
together. There are various reasons for this: integration with legacy systems; integration with newly
acquired information infrastructures, etc. As of now, there are too few implementations that use parallel
interoperability to be ableto seeif it isfeasible.

7.6.2.1 COM/Automation/CORBA

Various companies, including IONA Technologies and Hewlett-Packard, have added COM/CORBA
integration with their ORBs. Note that thisisCOM integration, not DCOM integration. CORBA clients can
only work with local COM objects; they can not use ORPC to talk to DCOM servers (and vice versa). Of
course, there local COM objects can then use ORPC to talk to remote servers; this adds an extralevel of
indirection (and thus, worse performance).

For CORBA to survive on the Windows platform, interoperability with COM technologiesis
crucial. Not only have independent vendors created their own bridges, but the OMG isin the process on
working on a specification. They have already put out a RFP on the topic.
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One thing to note about CORBA was that it was designed to interoperate with other object
technologies. The Dynamic Skeleton Interface on the server side is there for this purpose.

7.6.2.2 ActiveX Controls/JavaBeans

Two more competing technologies that can interoperate are ActiveX controls and JavaBeans. JavaBeans
was designed to interoperate with ActiveX controls, so the design was planned out carefully in the
expectations of abridge. They both support many of the same features, including downloadability and
scriptability. However, no one has released a bridge for use by the public (although Sun is currently working
on one).

7.6.3 Orthogonal Interoperability

In addition to parallel interoperability is orthogonal interoperability. For many of these solutions, the
technologies were designed to enable interoperability. At first glance at these solutions, one can easily see
how companies are beginning to realize the potential of the WWW, and enable better object solutions with
it. The main idea of these integration solutionsisvisualized in Figure 31.
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Figure 31 Orthogonal Interoperability

The main idea of this paradigm isthat users only need to install one client: the web browser. This
web browser can download components off aweb page and those components can use DCOM, CORBA, or
RMI to communicate with remote objects. This allows easier distribution of services and maintainability of
clients.

7.6.3.1 Java and CORBA

The combination of Javaand CORBA islikely to be used widely in the future. One reason for thisisthat
they can run on most platforms, and Netscape is bundling a CORBA runtimein their newest browser.
CORBA implementationsin Java can run on any Java VM, unlike DCOM. Thisisagreat advantagein
distribution and again, in working with legacy systems.

7.6.3.2 ActiveX Controls and DCOM

Microsoft is promoting the use of ActiveX and DCOM together for distributed computing. ActiveX and
DCOM share the same roots in OLE, so they can integrate well together without kludging interoperability.
On aWindows-only intranet, this would be the logical choice to use. This may not be as good a solution on
alarge heterogeneous network (like the Internet).

7.6.3.3 JavaBeans and RMI

Using a Java Bean to communicate using RMI is as natural as using ActiveX controls communicating with
DCOM. This combination will work best in a small homogenous environment of machines that all run Java



VMs. Since both client and server run Java, remote Java objects can be passed around without worrying
about conforming to IDL mapping, which can be useful in pass-by-value situations.

7.6.3.4 Java and DCOM

Java can work with DCOM, but the integration is not very smooth, especially with distributed objects. Not
only that, Javaintegration with DCOM isaMicrosoft modification of their virtual machine; it isnot in the
specification. Thereis one very big problem with working with downloading Java applets: Java currently can
not specify alocation for DCOM serverslike C++ can. This means that unless a client machine has remote
object location information a priori to viewing the web page, it will not be able to choose which server to
work with.

In effect, Java applet integration with DCOM isalost cause with current technology and tools.



8. Existing Projects

While talking about object technologies and their implementationsis good at afundamental level, itis
essential to examine concrete examples of installations and their successes. As of now, the majority of
installed distributed object architectures use CORBA. DCOM and Java RMI are both too new.

8.1.1 United Kingdom Immigration Service

The United Kingdom Immigration service runs the largest CORBA implementation in the world. It was
implemented by ICL Enterprises, using their own DAIS ORB. The problem that this implementation solves
involves large scal e distribution of images and documents.

Every year, 10 million people seek entry to the United Kingdom. Some people are not allowed to
enter the country, but trying to detect these people was tedious and not always reliable. With the
installation the Immigration Service Suspect Index Computer System, this task hasimproved.

The Suspect Index (SI) isabook that contains 10,000 entries; each entry contains information
about a particular person that should not enter the country. This book was limited to 300 pages and only
contained the most important information on people. This limited its usefulness in screening passengers.
Maintaining the information in the book (and then redistributing it) was alabor-intensive process that drew
officer away from their main tasks.

The CORBA solution replaces the use of this book with a distributed document and image
management system. They use two UNIX serversrunning an ORACLE 7 relational database management
system to hold all the data. The system uses DAIS to handle all movement of images and data cross the
network. The DAIS portion facilitates:

- Scalahility

Heterogeneous platforms

Run-time flexibility

Distributed applications

Legacy integration

Portable multimedia data

Application resilience and high availability
Remote management of customer applications

When avisitor arrives at the immigration desk, the officer inputs the person’s name to the computer, and it
checksto seeif heisin the Suspect Index. If moreinformation isrequired, the officer can then look up more
information using a personal computer in the back office.

The system has run for 12 months with no total system outages. It has processed 10 million
passports, and over 15,000 images were downloaded at an average of 12 seconds per image.

8.1.2 Cariplo Bank

Cariplo S.p.A., abank in Italy, needed to improve its home banking system. The old system gave home
bankers the same user interface that the tellers at the bank used, thus few home userstook advantage of it.
The solution they implemented wasin 1996 and involved:

1. ActiveX Controlsontheclient side
2. DCOM onthe server side (since DCOM did not exist on Windows 95)
3. HTTP asthe communication protocol between client and server.

With the new system, a user would Microsoft Internet Explorer 3.0 as the web browser. It would download
and work with ActiveX controls that provide rich user interfaces (tabbed dialog boxes, etc.) that would allow
them easy access to their accounts. The ActiveX control would communicate with the accounts server
using http. The ActiveX controls used the Secure Sockets Layer to authenticate and encrypt the ISAPI
commands. Now that there is a Windows 95 implementation of DCOM, they are planning to use DCOM
instead.



The web server would use | SAPI to communicate with various COM business objects that provide
different functions. They used free-threading to achieve maximum performance and scalability. The fact that
they were COM objects makes the system more modular, and allows future flexibility of the deployment of
the business objects.

The home banking application needed to use the existing mainframe system, but it was one design
constraint was to leave the mainframe system unmodified. This meant that extra metadata, like security
credentials, access logs, and home banking specific fees, had to be stored elsewhere. The implementers
chose Microsoft SQL Server astheir database, and the integration between the database and mainframe
system was handled by the business objects.

Both ODBC and the mainframe’'s LUA2 protocols are connection oriented, meaning they were
expensive to work with. Thus, they implemented a Pool Manager component that manages a number of
connections. As other components requires connections, they would request it from the Pool Manager.
These Pool Managers had nothing to do with the business objects, so to constrain them to the same
machine as the business objects was not a smart solution. Instead, they used DCOM for communication
between the components, to allow scalability and ease of implementation.

In the future, if DCOM can be used to integrate the client-side components. The client’ s ActiveX
controls can then communicate directly with business objects or pool managers instead of having to work
through the web server. This also gives the whole system a better position if there arises a need to make
extensive changesin the future.

8.1.3 Wells Fargo

In the 1980s, many banks began offering brokerage and mutual funds accountsto its customers. Wells
Fargo was one of them. However, at Wells Fargo, the account data was stored on different systems, so
when a customer wanted information on all his accounts, there was no integrated way of getting to it. These
systems used VT100 or 3270 emulators to access mainframes with the data, and the user interfaces were not
very uniform. In fact, there was no way to find out list what accounts the customer had with the bank
without querying each database.

To solvethis problem, Wells Fargo decided to use Digital’ s ObjectBroker ORB to integrate all these
subsystems. A business object was devel oped to access and integrate the data from the various
mainframes, and a user interface was designed to access the business object. In the end, they created a
system that allowed representatives to uniformly work with all of a customer’s accounts. The system was
placed in full production in 104 days, in January 1994.

In March 1995, Wells Fargo decided to provide online banking services over the WWW. Sixty
days later, they finished the project. The project took so short because they were able to directly leverage
the business objects devel oped in the previous project. If it weren’t for the security issues, it would have
taken shorter. All they would have had to do was make aweb server an ObjectBroker client. Most of the
development efforts were put into maintaining security.

The web-based banking service has how grown to over 100,000 enrolled customers.lts ORB servers
were processing 200,000 business object invocations per day, and at peak periods there were as many as 300
simultaneous Internet customer. This project exemplifies the production-scale capabilities of CORBA. Future
servicesto customer can be added with less effort because the business objects can be reused.

8.1.4 MITRE

The Air Force sponsored research on DOMIS, the Distributed Object Management Integration System. The
research was conducted by the MITRE corporation. The project involved integration of legacy subsystems
into a distributed object management environment. They used CORBA to do this.

The Air Force’' s Contingency Theater Air Control System (TACS) Automated Planning System
(CTAPS) consisted of about 2.5 million lines of code. The DOMIS project has already integrated three
subsystems, containing roughly 500,000 lines of C, C++, Ada, SQL, and Pro C. Each subsystem was
encapsulated as asingle CORBA object, invoked through a CORBA interface. At first, they used the
HyperDesk Distributed Object Management System, but eventually ported their work to IONA
Technologies' Orbix ORB. Thereis adetailed description of their work at [DOMISImpl].



Theresearchis still going on; the Air Forceis converting more CTAPS subsystems over.
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9. Example CORBA Implementation

This section talks about an implementation of asimple Mandelbrot set calculation program using Visigenic’'s
ORB. Calculating the Mandelbrot set takes a non-trivial amount of time; thisimplementation distributes
calculations to other computers.

This program was implemented in Visual C++ 4.2b on a Pentium/133 running Windows 95.

9.1 Mandelbrot Set and Fractals

Fractal mathematics involves the generation of setsgiven from a
recursive formula. The characteristic equation of the Mandelbrot set is;
Zw1= 2+ C
z and ¢ are complex numbers. Given a point ¢, to determineif itisin the

Mandelbrot set, the computer would start by assigning a starting
value to z, (usually zero). The computer then iteratesz a prespecified
number of times or until its magnitude goes higher than 2 (which
indicates it will approach infinity).

If zdoes approach infinity, the point cis not in the set. The
point isthen assigned a color, usually the color isthe n mod the
maximum number of colorsto use. If the point does not approach
infinity, it isassigned a neutral color, usually black.

The Mandelbrot set is easily recognizable; most computer
users have probably seen it. Figure 32is an example of aMandelbrot | Figure 33 Mandelbrot Set zoom
set. Mandelbrot sets are infinitely zoomable, and each zoomin shows  |in
more and more detail. Figure 33 shows another view of the
Mandel brot set.

Eigure 32 Mandelbrot Sef

9.2 Example Design

The goal of this program was not to create an easily extensible program for future reuse and enhancement.
Rather, this was supposed to be a*“bare bones” type of program to illustrate how CORBA can be used in
distributed object programming. Thus, the design was not thought out to accommodate extensive
modifications.

9.2.1 Overview of Example Design

There are basically two types of objectsin this program, the Display object and the Fractal object. The
Display object assumes that the Fractal server are already started. Whether or not they are on separate
machines or not does not matter. When the local Display server starts, it will wait for the user to indicate
what coordinates and at what resolution they want the image. It must also know how many serversthere are
available (not very robust, but to the point).

When the Display server starts, it will register the Display object so Visigenic's Smart Agent will
recognizeits existence. It will then send requeststo the Fractal Serversto calculate different portions of the
Mandelbrot image. It divides the image into horizontal stripes, and asks each fractal server to calculateit.
When it asks the Fractal serversto calculate the image portions, it also passes each Fractal object a
reference to itself.



As each Fractal object finishes calculating line, it invokes methods on the Display object, passing
it image data. The Display object will then display image dataasit receivesit. Figure 34 illustrates this
design.

Fig delbrot viewer
WA

* Fractal Server #1

Fractal Server #2

Fractal Server #3

Display Server

9.2.2 Example Interfaces

Figure 35 and Figure 36 are the listings for the IDL files used. Indisplay.idl, the Pixel and SeqPixel data
types are defined. The Pixel datatypeissimply along, whichin CORBA IDL isa4 byteinteger. Thisfitsin
with Win32's RGBQUAD format used for displaying bitmaps. SeqPixel is simply a sequence of pixels.

Theinterface Display has three methods. PutPixels takes in arectangle (the upper left corner plus
the width and height) and a sequence of pixels. The sequence of pixels contains the image datato draw into
the amemory buffer of the Display object. PutPixel isashorter form of PutPixels, it takes one pixel instead
of ablock. Finally, Repaint tells the Display object to transfer the contents of the memory buffer to the
display of the machine that is running the object.

The Fractal interface is even more straightforward than the Display interface. The Fractal

cu [ ULl AT, T T VYV TTUUWS  ROEDOLUAL T UT TTat
Hll%uéaélls désglq%e'HLe<Pi xel > SeqPi xel ;
interface Display{
oneway void PutPixels(in long x, in long vy,
in long nWdth, in | ong nHeight,
i n SeqPi xel pixels);
oneway void PutPixel(in long x, inlong vy, in Pixel pixel);

oo ol d _Danal ot () -
STrevrety —Vv- oIS petT e U

};
interface only has one method, calculate. Thefirst four arguments represent the arectangle. Thisrectangle
represents the set of numbers that the Fractal object must determine are in the Mandelbrot set or not. The
next four coordinates represent a screen region which the Fractal object must writeto. They also tell the
Fractal object what resolution it needs to calculate. The last argument is areference to a Display object
which the Fractal object will work with. Note that the Display object is anin parameter, not anin/out
parameter since the cal culate method does not modify the variable; it merely callsthe Display object’s
methods.

All of these methods are oneway methods for speed purposes. oneway methods do not check for
return values or even if the method invocation succeeded. The client can simply call the method and
continue on without waiting for aresponse.
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PRl

oneway void cal cul ate(i

5 3 3 3 3 3 3 5

doubl e fpointX, in double fpointy,
doubl e fpoi nt Wdt h,

doubl e f poi nt Hei ght,

| ong nXcor ner,

| ong nYcor ner,

l ong nW dt h,

| ong nHei ght,

Di spl ay myDi spl ay) ;

9.2.3 Example Implementation Details
There are two separate executables running in this distributed object network, the Display and Fractal

SErvers.

9.2.3.1 Display Server Implementation

The Display server uses the Microsoft Foundation Classes 4.2. The relevant filesin the project are:

display_c.cpp Generated by IDL compiler
display_s.cpp Generated by IDL compiler

fractal_c.cpp Generated by IDL compiler
display_impl.cpp Implementation of the Display interface
DispSrv.cpp Generated by MFC AppWizard, modified
DispSrvDoc.cpp Generated by MFC AppWizard, modified
DispSrvView.cpp Generated by MFC AppWizard, modified
MainFrm.cpp Generated by MFC AppWizard, modified
orb_r.lib Required to work with Visigenic ORB DLL

The most important file to look at isthe display_impl.cpp file. Thisisthe implementation of the Display

interface. The methods do not need to be explained, since none of them are CORBA specific. They are either

straight C++ or Windows graphics specific.

The main CORBA specific areasinvolve initializing the Display implementation and making the

function call to the remote Fractal object. In CDispSrcDoc:: Dolmage(), the program initializes the ORB and
constructs the Display implementation. It calls the basic object adapter’ sobj_is_ready() method, to let the

ORB know that our object isinitialized.

The Display server assumes (for simplicity’ s sake) that the number of Fractal implementations on
the network is passed in the command line. Thismakesit easy to bind all the available Fractal objects. Once
all the Fractal objects have been bound, the program then calls the cal culate method of each of the Fractal

objects with the appropriate parameters.

The program then goesinto the standard Windows message |oop, doing nothing else unless its

Display implementation receives method invocations from the Fractal implementations on the net.

9.2.3.2 Fractal Server Implementation

The Fractal server usesthe Microsoft Foundation Classes 4.2. Therelevant filesin the project are:

display_c.cpp Generated by IDL compiler
fractal_c.cpp Generated by IDL compiler
fractal_s.cpp Generated by IDL compiler
mandel_impl.cpp Implementation of the Fractal interface
main.cpp Themain program
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orb_r.lib Required to work with Visigenic ORB DLL

Themain() function issimple. Sincethisis essentially just aserver without a need for a user interface or
anything, the main() function justinitializes the object with the name that’ s passed on the command line. It
then calls the basic object adapter’ sobj_is _ready() to let the ORB know the object is ready, and then
impl_is_ready() tolet it know that the ORB know that all the objects have been initiaized.

Mandel _Impl::calculate() isaso straightforward. Thereisvery little there that is CORBA specific.
The function does not even need to know that the Display variable isan interface to a CORBA object. The
function then iterates and cal culates the color of the pointsin the region it was told to calcul ate. After each
point is determined, it callsthe Display object’ s PutPixel routine. After every two lines, it callsthe
Repaint() method so the window on the user’ s screen will update. Thisis a crude way of doing it, butitis
purposely simpletoillustrate the ease of use of CORBA.

Note that the magic of CORBA isfully shown inFractal::calculate’ slast parameter, which isan
object reference to a Display object. Thisiswhere the automatic marshaling of parametersistruly
important.

9.2.4 Display Implementation Code

9.2.4.1 display.idl

typedef |ong Pixel; /1 W ndows RGBQUAD f or mat
t ypedef sequence<Pi xel > SeqPi xel ;

interface D spl ay{
oneway void PutPixels(in long x, in long vy,
inlong nWdth, in |ong nHeight,
in SeqPi xel pixels);
oneway void PutPixel (inlong x, inlong vy, in Pixel pixel);
oneway voi d Repaint();

}s

9.2.4.2 display_impl.cpp
/1 Display

i
i
i
i
i
i
i

ncl ude <corba. h>

ncl ude <af xwi n. h>

nclude <afxnt.h> // nultithreading
ncl ude <wi ndows. h>

ncl ude "display_s. hh"

ncl ude "display_inpl.h"

ncl ude "di spsrvdoc. h"

void Display_Inpl::PutPixel s(CORBA: : Long x, CORBA::Long vy,
CORBA: : Long nWdth, CORBA::Long nHei ght,
const SegPi xel & pixels){
/1 Make it reentrant
CCritical Section nyCritical Secti on;
nyCritical Section. Lock();

for (CORBA::Long ypoint = 0; ypoint < nHeight; ++ypoint){
for (CORBA::Long xpoint = 0; xpoint < nWdth; ++xpoint){
int ilndex = Getlndex(xpoint + x, ypoint + y);

Pi xel nycol or = pixels[xpoint + ( ypoint)* nWdth];
m pBi ts[ilndex] = nycol or;
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}

nyCritical Section. Unl ock();
b

long Display_Inpl::Getlndex(int x, int y){
Bl TMAPI NFOHEADER *pBI = ( Bl TMAPI NFOHEADER *) m pBM ;

I ong yof f set

pBI ->bi Wdth * vy;
I ong xof f set ;

X,

return xoffset + yoffset;

}

void Display_Inpl::Repaint(){
Af xGet Mai nWhd() - >l nval i dat e( FALSE) ;
}

void Display_Inpl::PutPixel (CORBA::Long x, CORBA::Long y, Pixel pixel){
/1 Make it reentrant
CCritical Section nyCritical Secti on;
nyCritical Section. Lock();

m pBi ts[ Get I ndex(x, y)] = pixel;

nyCritical Section. Unl ock();
}

Display_Inpl::Dsplay_Inpl(int nWdth, int nHeight, char *object_nane)
_sk_Di spl ay(obj ect _nane){
/1 nWdth and nHei ght are the width and hei ght of the display area

m pBM = new Bl TVAPI NFQ
Bl TMAPI NFOHEADER *pBl = ( Bl TVAPI NFOHEADER *) m pBM ;

pBl - >bi Si ze = si zeof ( Bl TMAPI NFCHEADER) ;
pBI ->bi Wdth = nWdth;

pBl - >bi Hei ght = -nHei ght;

pBl - >bi Pl anes = 1;

pBl - >bi Bi t Count = 32;

pBl - >bi Conpr essi on = Bl _RGB,;

pBl - >bi Si zel mage = 0;
pBI - >bi XPel sPer Met er
pBI - >bi YPel sPer Met er
pBl ->bi d rUsed = 0;
pBl->bi d rlnportant = O;

0;
0;

mpBits = new Pixel [nWdth * (nHeight + 1)];
}
Di splay_Inpl::~D splay_Inpl (){

del ete m pBM ;
delete [] mpBits;
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9.2.4.3 DispSrvDoc.h

// DispSrvDoc.h : interface of the CDispSrvDoc class
//
L1111777777777777777777777777777777777777/777/777//77//777/777//77///7///7777/

class CDispSrvDoc : public CDocument

protected: // create from serialization only
CDispSrvDoc();
DECLARE_DYNCREATE(CDispSrvDoc)

// Attributes
public:
Display_Impl *m_pDisplaylmpl;

// Operations
public:

Pixel *GetBitsAddress() const;

int GetHeight() const;

int GetWidth() const;

BITMAPINFO *GetBitmaplInfo() const;
void NewParam(Q);

// Overrides
// ClassWizard generated virtual function overrides
//{{AFX_VIRTUAL(CDispSrvDoc)
public:
virtual BOOL OnNewDocument();
virtual void Serialize(CArchive& ar);
//3}AFX_VIRTUAL

// Implementation
public:
virtual ~CDispSrvDoc(Q);
#ifdef _DEBUG
virtual void Assertvalid() const;
virtual void Dump(CDumpContext& dc) const;
#endif

protected:

// Generated message map functions
protected:
//{{AFX_MSG(CDispSrvDoc)
// NOTE - the ClassWizard will add and remove member functions here.
// DO NOT EDIT what you see in these blocks of generated code !
//}}AFX_MSG
DECLARE_MESSAGE_MAP()

private:
double m_fStartX, m_fStartY, m_fpointWidth, m_fpointHeight;
int m_nWidth, m_nHeight;

void Dolmage(CORBA: :Double fpointX,
CORBA: :Double fpointy,
CORBA: :Double fpointWidth,
CORBA: :Double fpointHeight,
CORBA: :Long nWidth,
CORBA::Long nHeight);
}:

L11777777777777777777777777777777777777777777777/77777777//777//777//777///777//777

9.2.4.4 DispSrvDoc.cpp

/1 DispSrvDoc.cpp : inplenentation of the CD spSrvDoc cl ass
/1

#i ncl ude "stdafx. h"
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i
i
i
i
i
i
i

ncl ude "Di spSrv. h"

nclude "..\display_s. hh"
ncl ude "display_inpl.h"
nclude "..\fractal _c. hh"
ncl ude "Di spSrvDoc. h"

ncl ude " Sel ect ParanD g. h"
ncl ude "corba. h"

#i f def _DEBUG

#defi ne new DEBUG _NEW

#undef TH S _FI LE

static char THHS_FILE[] = _ FILE ;
#endi f

NNy
/1 CDi spSrvDoc

| MPLEMENT_DYNCREATE( CDi spSrvDoc, CDocunent)

BEG N_MESSAGE_MAP( CDi spSrvDoc, CDocunent)
11 {{ AFX_MBG_MAP( CDi spSrvDoc)
/1 NOTE - the CassWzard will add and renove mappi ng rmacros here.
I DO NOT EDI T what you see in these bl ocks of generated code!
/1}} AFX_NMSG_VAP
END_MESSAGE_VAP()

N NN NN
/1 CDi spSrvDoc construction/destruction

CDi spSrvDoc: : CDi spSrvDoc()

{

mfStartX = -2;

mfStartY = -1.5;

m fpointWdth = 3;

m f poi nt Hei ght = 3;

m nWdth = 150;

m nHei ght = 150;

m pDi spl ayl npl = NULL;
}
CDi spSrvDoc: : ~CDi spSrvDoc()
{

if (mpDisplaylnpl)

del ete m pDi spl ayl npl ;

}
BOOL CDi spSrvDoc: : OnNewbDocunent ()
{

/1 Initialize CORBA object
CORBA: : ORB_var orb CORBA: :ORB_init(__argc, __argv);
CORBA: : BOA var boa = orb->BOA init(__argc, __argv);

if (mpDisplaylnpl){
boa- >deactivate_obj ((D splay *) mpDi splayl npl);
del ete m pDi spl ayl npl ;
m pDi spl ayl npl = NULL;
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m pDi spl ayl mpl = new Di spl ay_I npl (100, 100, "M/Name");

return TRUE;
}

voi d CDi spSrvDoc: : NewPar an()

{
CSel ect ParanDl g dl g;

digmfStartX = mfStartX;

dig.mfStartY = mfStart;

dlg. mfEndX = mfStart X + mfpoi nt Wdt h;
dlg.mfEndY = mfStartY + mfpoint Hei ght;
dlg.mnWdth = mnWdth;

dl g. m nHei ght = m nHei ght;

if (!dlg.DoMbdal ())
return ;

mfStartX = dlg.mfStartX;

mfStartY = dlg.mfStarty;

mfpointWdth = dlg. mfEndX - dlg. mfStartX;
m fpointHeight = dilg. mfEndY - dilg. mfStarty;
mnWdth = dl g. m nWdt h;

m nHei ght = dl g. m nHei ght;

Dol mage(dlg. mfStartX, dlg.mfStarty,
dlg. mfEndX - dilg. mfStartX dlg.mfEndY - dilg. mfStarty,
dl g. mnWdth, dlg.mnHeight);
}

voi d CDi spSrvDoc: : Dol nage( CORBA: : Doubl e fpoi nt X,
CORBA: : Doubl e fpointY,
CORBA: : Doubl e f poi nt Wdt h,
CORBA: : Doubl e f poi nt Hei ght,
CORBA: : Long nW dt h,
CORBA: : Long nHei ght) {

Fractal *Fractal s[10];
// limt of 10

int nCbjects = 1;
if (__argc == 2)

nCbjects = __argv[1][0] - 48;
/1 Only take first digit

/1 Initialize CORBA object
CORBA: : ORB var orb = CORBA::ORB_ init(__argc, __argv);
CORBA: : BOA var boa = orb->BOA init(__argc, __argv);

if (mpbDisplaylnpl){
boa- >deactivate_obj ((D splay *) mpDi splayl npl);
del ete m pDi spl ayl npl ;

}

m pDi spl ayl mpl = new Di spl ay_I npl (nWdth, nHei ght, "M/Nane");



boa- >obj _i s_ready(m pD spl ayl npl ) ;

/! The nunber of Fractal servers on the network out there is in the conmmand
l'ine.
/1 W assune they are nunmber "1", "2", etc. Max 10

for (int i =1; i <= nObjects; i++){
try{
CString cstrNane = char(i + 48);
Fractal s[i] = Fractal ::_bind((const char *)cstrName);
}

cat ch( CORBA: : Excepti on& excep) {
Af xMessageBox("Error binding to server");

return;
}
}
for (i =1; i <= nCbjects; i++){
try {
Fractal s[i]->cal culate(fpointX, fpointY + (i - 1) * fpointHeight /
nObj ect s,
f poi nt Wdth, fpointHeight / nCbjects,
0, (i - 1) * nHeight / nCbjects,
nWdth, nHeight / nQbjects,
(Display *)m pDi spl ayl npl ) ;
Af xGet Mai nWhd() - >l nval i dat e( FALSE) ;
}
cat ch( CORBA: : Syst enExcepti on& excep) ({
Af xMessageBox (" Error invoking nethod");
}
}

}

FEEITLEEETEEE i r b bbb
/1 CDi spSrvDoc comrands

int CDispSrvDoc::GetWdth() const

{
Bl TMAPI NFCHEADER *pBl = (Bl TMAPI NFOHEADER *) m pDi spl ayl npl - >m pBM ;
return pBl->bi Wdth;

}

int CDispSrvDoc: : Get Hei ght () const

{
Bl TMAPI NFCHEADER *pBl = (Bl TMAPI NFOHEADER *) m pDi spl ayl npl - >m pBM ;
return abs(pBl->bi Hei ght);

}

Pi xel *CDi spSrvDoc: : Get Bi t sAddress() const

{
return mpbDi spl ayl npl ->m pBits;

}

Bl TMAPI NFO *CDi spSrvDoc: : Get Bi t mapl nfo() const

{
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return m pDi spl ayl npl ->m pBM ;

9.2.5 Fractal Implementation Code

One extra point about thisimplementation needs to be mentioned. Visigenic’'s ORB at the time had trouble
working with Visual C++ 4.2'simplementation of the Standard C++ Class Library (they have said this
problem will be fixed in the next version). Therefore, thisimplementation could not use the built-in complex
datatype. Instead, a partial implementation was used, by doing some discretionary cutting and pasting from

the Visual C++' simplementation.

9.2.5.1 fractal.idl
#include "display.idl"

interface Fractal {

oneway void cal cul ate(in double fpointX, in double fpoint,

}s

9.2.5.2 main.cpp

#include <windows.h>
#include ". _ \fractal_s.hh"
#include . _\display_c.hh"
#include "mandel_impl_h"

n

n
n
n
n
n
n

doubl e fpoi nt Wdt h,
doubl e fpoi nt Hei ght,
| ong nXcor ner,

| ong nYcor ner,

| ong nWdt h,

| ong nHei ght,

Di spl ay nyDi spl ay) ;

int main(int argc, char *const *argv)

{
CORBA: :ORB_var orb =
CORBA: :BOA_var boa =
char *name;
if (argc = 2)
name = "1";
else
name = argv[1];
Mandel_Impl mandel(name);
boa->obj_is_ready(&mandel);
boa->impl_is_ready();
return(1);
T

9.2.5.3 mandel_impl.cpp
// mandel_impl.cpp
#include ". _\fractal_s._hh"

#include ". _\display_c.hh"
#include "mandel_impl_h"

CORBA: :ORB_init(argc, argv);
orb->BOA_init(argc, argv);

#include "complexpart.h™ // Incompatible with Standard C++ library!

Mandel_Impl::Mandel_Impl(char *object = NULL) : _sk Fractal(object){
cout << "Object Initialized" << endl;

}



void Mandel_Impl::calculate(CORBA: :Double fpointX,
CORBA: :Double fpointy,
CORBA: :Double fpointWidth,
CORBA: :Double fpointHeight,
CORBA::Long nXcorner,
CORBA: :Long nYcorner,
CORBA::Long nWidth,
CORBA: :Long nHeight,
Display_ptr myDisplay){

// This will calculate the mandelbrot set at

ifT (IReadMapFile('default.map™))

{
cout << "Could not read color map file" << endl;
return ;
3
cout << "Calculate called with " << fpointX << ", " << fpointY << "; " <<
fpointWidth << ", " << fpointHeight << "; "
<< nWidth << ", " << nHeight << endl;

SeqPixel FrameBuffer;

CORBA: :Double ftempX = fpointX, ftempY = fpointy,
fXinterval = fpointWidth / nWidth,
fYinterval = fpointHeight / nHeight;

long llterations;

FrameBuffer.length(nWidth * nHeight);

for (CORBA::Long y = 0; y < nHeight; ++y, ftempY += fYinterval){
ftempX = fpointX;
for (CORBA::Long x = 0; x < nWidth; ++x, ftempX += fXinterval){
Ilterations = MandelCalc(ftempX, ftempY);
FrameBuffer[x + y * nWidth] = m_ColorSpace[llterations % 256];
myDisplay->PutPixel (x + nXcorner, y + nYcorner, FrameBuffer[x + y * nWidth]);

¥
if (y% 2)
myDisplay->Repaint();
cout << "Plotted Line " << y << endl;

}

myDisplay->PutPixels(nXcorner, nYcorner, nWidth, nHeight, FrameBuffer);
myDisplay->Repaint();

}:
long Mandel_Impl::MandelCalc(CORBA: :Double x, CORBA::Double y){
int i;
complexPart<CORBA: :Double> c(X,y);
complexPart<CORBA: :Double> z(0, 0);
// Loop and see how many iterations it takes z to go out of bounds, under
// m_llterations
for (i = 1; i < 1000; i++){
z=2z%*z+ cC;
it (norm(z) >= 4)
return i;
3
return O;
3

int Mandel_Impl::ReadMapFile(char *name){
FILE *File;

char temp[300];
file = fopen(name,

ra');
it (File){

for (int 1 = 0; 1 < 256; ++i){
char red, green, blue;
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fscanf(file, "%d%d%d\n", &red, &green, &blue);

m_ColorSpace[i] = long((long(long(blue) << 16) +
long(long(green) << 8) +

long(red)));
¥
}
else
{
return O;

by
fclose(file);
return 1;

}

9.2.5.4 complexPart.h

/1 conpl exPart.h

/1 Partial inplementation of a conplex data type that works with Visigenic's ORB
tenpl ate <cl ass _type>

cl ass conpl exPart{

public:

/* conpl exPart<_type> operator*(const conplexPart<_type> &op){
return op;
}
*/
conpl exPart <_type> operat or+(const conpl exPart<_type> &op) {
return conpl exPart<_type>(real + op.real, inmag + op.inag);

}

_type getreal (){
return real;
}

_type getimag(){
return imag;

}

conpl exPart<_type>(_type r, _type i){
real =r;
img =i;

}

friend conpl exPart<_type> operator*(conpl exPart <_type> & eft, conpl exPart<_type>
&right);

private:
_type real;
_type inag;
b

/1 Hel per function
t enpl at e<cl ass _type>
i nline doubl e norn{conpl exPart<_type> &val)

{
}

return (val.getreal () * val.getreal () + val.getinmag() * val.getimag());
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t enpl at e<cl ass _type>
inline conpl exPart<_type> operator*(conpl exPart < type> & eft, conpl exPart<_type>
&right){
return conpl exPart< type>(left.real * right.real - left.imag * right.inmag,
left.imag * right.real + left.real * right.inag);

}

9.3 CORBA Implementation Conclusion

The implementation of this example was rather straightforward. Working off the documentation and
examples provided by Visigenic aswell as other references on CORBA, it was simple to compile and run this
example. If the ORB was moreintegrated with Visual C++’'s|ntegrated Development Environment (as such, it
may be with Borland’ s JBuilder), then this project would have been alot easier to implement without
impedance mismatches.

One reason why there were no problemsis probably because of the simplicity of CORBA. It was
designed to allow low-level objects to communicate with each other. Unlike DCOM, aswe'll seein the next
section, CORBA did not have any extra baggage when it was devel oped.



10. Example COM Implementation

The COM implementation is very similar to the CORBA implementation, so thereis no need to talk about the
overall view and design. Like the CORBA implementation, it uses two objects, adisplay object and afractal

object. The final implementation was written using the ActiveX Template Library for the fractal object, and
just straight COM for the client.

10.1 Example Design

Notice that there are interfaces: IMandel and IDisplay. This parallels the CORBA design. However, instead
of passing in an interface pointer into the IMandel:: calculate method, the actual object uses the connection

point technology of COM. Thisisnot indicated in connect.idl below, because MIDL filesonly describe
interfaces, not objects. In the actual class header file, the interfaces supported by an object are then
described.

10.1.1 Interfaces

10.1.1.1 connect.idl

/] Connect.idl : IDL source for Connect.dll
/1

/1 This file will be processed by the MDL tool to
/1 produce the type library (Connect.tlb) and narshalling code.

[
obj ect,
uui d( CCE84211- DB31- 11CF- 9D75- 00A0C90391D3) ,
dual ,
hel pstring("IMandel |nterface"),
poi nt er _def aul t (uni que)

]
interface | Mandel : |Di spatch

{

inmport "oaidl.idl";

HRESULT cal cul ate([in] doubl e fpointX,
[in] double fpointy,
[in] double fpointWdth,
[in] double fpointHeight,
[in] long nXcorner,
[in] long nYcorner,
[in] 1ong NWdth,
[in] long nHeight);

b
[
obj ect,
uui d( CCE84212- DB31- 11CF- 9D75- 00A0C90391D3) ,
dual ,
hel pstring("1D splay Interface"),
poi nt er _def aul t (uni que)
]
interface I D splay : | Unknown
{

inmport "oaidl.idl";
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HRESULT Put Pi xel (long x, long y, long color);
HRESULT Repai nt ();

}s

uui d( CCE8420F- DB31- 11CF- 9D75- 00A0C90391D3) ,
version(1.0),
hel pstring("Connect 1.0 Type Library")

]
I'i brary CONNECTLI b

{
inmportlib("stdole32.tlb");
[
uui d( CCE84215- DB31- 11CF- 9D75- 00A0C90391D3) ,
hel pstring("Mandel d ass")
]
cocl ass CoMandel
{
[defaul t] interface | Mandel;
[defaul t, source] interface |Display;
b
b

10.1.2 Objects

The CMandel class uses the ActiveX Template Library. Much of the work is abstracted away by using
templates, macros, and inheriting from base classes. A thorough discussion of each of the classes is beyond
the scope of thisthesis. Note that it inherits connection point functionality aswell as basic COM object
functionality.

The CDisplay classis more of abare bones COM object. It merely inherits the interface from
IDisplay, and implements all the required interfaces.

10.1.2.1 Mandel.h
#i ncl ude "connres. h" /1 main synbols

THLIELEEE i bbb
/] CWMandel

const int nMaxSessions = 10;

cl ass COwvandel
public |IDi spatchl npl <l Mandel, & I D_| Mandel, &LI Bl D_CONNECTLi b>,
publi c | Connecti onPoi nt Cont ai ner | npl <CMVandel >,
public | ConnectionPoi ntl| npl <CVandel , & I D_|I D splay, CConDynam cUnkArray>,
public | SupportErrorlnfo,
publ i ¢ CComhj ect Root ,
publ i ¢ CConmCod ass<CMandel , &CLSI D_CoMandel >
{
publi c:
Cwvandel ()
{
}

BEG N_COM MAP( CMandel )
COM | NTERFACE_ENTRY2( | Di spat ch, | Mandel )
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COM_| NTERFACE_ENTRY( | Mandel )

COM _| NTERFACE_ENTRY( | Support Err or | nf 0)

COM _| NTERFACE_ENTRY_I MPL( | Connect i onPoi nt Cont ai ner)
END_COM_MAP()

DECLARE_REG STRY_RESOURCEI (| DR_Random

/1 Connection Point
BEG N_CONNECTI ON_PQO NT_MAP( CMandel )
CONNECTI ON_PQI NT_ENTRY( | 1 D_I Di spl ay)
END_CONNECTI ON_PQOl NT_MAP( )

/1 1SupportsErrorlnfo
STDMETHOD( | nt er f aceSupportsErrorinfo) (REFIID riid);

/1 | Mandel
STDMVETHOD( cal cul at e) (doubl e fpoi nt X

doubl e fpointY,
doubl e fpoi nt Wdth,
doubl e fpoi nt Hei ght,
| ong nXcor ner,
| ong nYcor ner,
| ong NnWdt h,
| ong nHei ght);

private:
| ong Mandel Cal c(doubl e x, double y);
int ReadMapFi | e(char *nane);
| ong m Col or Space[ 256] ;

b

10.1.2.2 CbDisplay.h
i

4
4
4
4

ncl ude "stdaf x. h"

ncl ude <w ndows. h>

ncl ude <ol e2. h>

ncl ude <ocidl. h>

ncl ude <ol ectl. h>

#i ncl ude <obj base. h>

#i ncl ude <atl base. h>
extern CConmvbdul e _Modul €;
#i ncl ude <atlcom h>

#i ncl ude "..\connect.h"

FELETIPETEE i b i i b rnirrinny
/1 CDOispl ay

#i f ndef CDI SPLAY
#defi ne CDI SPLAY

class CDisplay :
public 1D splay
{
public:
CDi splay() {
m nRef = 0;



m pBM = new Bl TMAPI NFO,
Bl TMAPI NFOHEADER *pBl = ( Bl TMAPI NFOHEADER *) m pBM ;

pBl - >bi Si ze = si zeof ( Bl TMAPI NFOHEADER) ;
pBl - >bi Wdt h = 100;

pBI - >bi Hei ght 100;

pBI - >bi Pl anes 1;

pBI - >bi Bi t Count = 32;

pBl - >bi Conpr essi on = Bl _RGB;

pBl - >bi Si zel nage = 0;
pBl - >bi XPel sPer Met er
pBl - >bi YPel sPer Met er
pBl ->bi d rUsed = 0;
pBl ->bi d rlnportant = O;

0;
0;

mpBits = new | ong[ 100* 100*4] ;

}
~Chi splay(){
if (mpBM)
del ete m pBM ;
if (mpBits)
delete [] mpBits;
}
/1 1 Unknown

STDMETHOD( Queryl nterface) (REFIID riid, void **ppv){

*ppv = NULL;

if (riid==11D_IUnknown || riid == 11D_IDi splay){
*ppv = this;
t hi s- >AddRef () ;

}

if (!'ppv)
return E_NO NTERFACE;

return S _CK;

}

DWORD STDMVETHODCALLTYPE AddRef () {
return ++m nRef;

}
DWORD STDVETHCDCALLTYPE Rel ease() {

if (--mnRef == 0)
delete this;

return mnRef;

}

/1 1D splay
STDMETHOD( Put Pi xel ) (1 ong x, long y, long color){

m pBi t s[ Get I ndex(x,y)] = color;



return S_CK;
}

STDMVETHOD( Repai nt) () {
Af xGet Mai nWhd( ) - >l nval i dat e( FALSE) ;

return S _CK;
}

Bl TMAPI NFO *m pBM ;
long *mpBits;

private:
long Getlndex(int x, int y){
Bl TMAPI NFOHEADER *pBl = (Bl TMAPI NFOHEADER *) m pBM ;

I ong yof f set

pBI ->bi Wdth * vy;
I ong xof f set ;

X,

return xoffset + yoffset;

}

DWORD m nRef;
b

#endi f

10.1.3 Fractal Server Code

Below isthe code that wraps the CMandel object. It creates adynamically linked library, and appropriate
information must be inserted into the registry before it can run. The ActiveX Template Library project
automatically doesthis. The CMandel: :calculate() not calculates the fractal points, and transmits the data
to the client. This also makes use of the complexPart class described in the CORBA implementation section.

10.1.3.1 Connect.cpp
/1 Connect.cpp : Inplementation of DLL Exports.

#i ncl ude "preconn. h"
#i ncl ude "connres. h"
#i ncl ude "initguid.h"
#i ncl ude " Connect. h"
#i ncl ude "Mandel . h"

#defi ne |1 D_DEFI NED
#i ncl ude "Connect i.c"

CComvbdul e _Modul e;
BEG N_COBJECT_MAP( (bj ect Map)

OBJECT_ENTRY( CLSI D_CoMandel , CWVandel )
END_OBJECT_NMAP()

NN
/1 DLL Entry Poi nt

extern "C'



BOOL W NAPI D | Mai n( HE NSTANCE hl nst ance, DWORD dwReason, LPVA D /*| pReserved*/)
{
i f (dwReason == DLL_PROCESS ATTACH)
{
_Modul e. I nit (Coj ect Map, hl nstance);
Di sabl eThr eadLi braryCal | s(hl nst ance) ;

}

else if (dwReason == DLL_PROCESS DETACH)
_Modul e. Term() ;

return TRUE; /1 ok

}

NN
/1 Used to determ ne whether the DLL can be unl oaded by CLE

STDAPI Dl | CanUnl oadNow( voi d)
{

}

R NN
/1 Returns a class factory to create an object of the requested type

return (_Mdul e. Get LockCount ()==0) ? S OK : S FALSE;

STDAPI DI | Get d assOhj ect (REFCLSID rclsid, REFIID riid, LPVAOD* ppv)
{

}

NN
/1 Dl RegisterServer - Adds entries to the systemregistry

return _Mdul e. Getd asshject(rclsid, riid, ppv);

STDAPI Dl | Regi st er Server (voi d)
{

/'l registers object, typelib and all interfaces in typelib
return _Mdul e. Regi st er Server (TRUE) ;

}

NNy
/1 Dl UnregisterServer - Renpoves entries fromthe systemregistry

STDAPI Dl | Unr egi st er Server (voi d)

{
_Modul e. Unregi sterServer();
return S_CK

}

10.1.3.2 Mandel.cpp
/1 Mandel .cpp : Inplenentation of CConnectApp and DLL registration.

#i ncl ude "preconn. h"

#i ncl ude " Connect. h"

#i ncl ude " Mandel . h"

#i ncl ude "conpl expart.h"
#i ncl ude <stdio. h>

N N NN NNy
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STDVETHODI MP Cvandel : : I nterfaceSupportsErrorinfo(REFIID riid)
{
if (riid == 11D_l Mandel)
return S_CK
return S _FALSE;

}

STDMVETHODI MP Cvandel : : cal cul at e( doubl e f poi nt X
doubl e fpointY,
doubl e fpoi nt Wdt h,
doubl e fpoi nt Hei ght,
| ong nXcor ner,
| ong nYcor ner,
| ong NnWdt h,
I ong nHei ght){

HRESULT hr = S CK;

| Connecti onPoi nt | npl <CMandel , & 1D _| D splay, CConDynam cUnkArray>* p = this;

if (!ReadMapFil e("default.map"))

{
MessageBox( NULL, "Could not read color map file", "Error", M3 _(K);
return NCERRCR,

}

long *FraneBuffer = new long[nWdth * nHei ght];
doubl e ftenpX = fpointX, ftenpY = fpoint,
fXinterval = fpointWdth / nWdth,
fYinterval = fpointHeight / nHeight;
long | lterations;

for (longy =0; y < nHeight; ++y, ftempY += fYinterval){
ftempX = fpointX
for (long x = 0; x < nWdth; ++x, ftenpX += fXinterval){
Ilterations = Mandel Cal c(ftenmpX, ftenpY);
FrameBuffer[x + y * nWdth] = m Col or Space[l lterations % 256] ;

{
Lock();
| Unknown** pp = p->mvec. begi n();
while (pp < p->muvec.end() & hr == S _(K)
{
if (*pp != NULL)
{
| Di spl ay* plDisplay = (1D splay*)*pp;
hr = pl Di spl ay- >Put Pi xel (x + nXcorner,
y + nYcorner, FrameBuffer[x +y * nWdth]);
}
pp++;
}
Unl ock();
}
}
if (y %2)

Lock();



| Unknown** pp = p->mvec. begin();
while (pp < p->muvec.end() && hr == S X)

{
if (*pp != NULL)
{
I Di splay* plDisplay = (1D splay*)*pp
hr = pl Di spl ay- >Repai nt () ;
}
pp++;
}
Unl ock();
}
}
Lock();

| Unhknown** pp = p->mvec. begi n();
while (pp < p->mvec.end() & hr == S _(K)

{
if (*pp != NULL)
{
I Di splay* plDisplay = (1D splay*)*pp
hr = pl Di spl ay- >Repai nt () ;
}
pp++;
}
Unl ock();
return hr;
}
| ong Cwvandel : : Mandel Cal c(doubl e x, double y){
int i
conpl exPart <doubl e> c(x,vy);
conpl exPart <doubl e> z(0, 0);
/1 Loop and see how many iterations it takes z
/1 to go out of bounds, under mllterations
for (i =1; i < 1000; i++){
z =2z * 2z +c;
if (nornm(z) >= 4)
return i;
}
return O;
}
i nt Cvandel : : ReadMapFi | e(char *nane) {
FILE *file;

file = fopen(nane, "ra");
if (file){
for (int i =0; i < 256; ++i){
char red, green, blue

fscanf(file, "%%l%l\n", & ed, &green, &bl ue);



m Col or Space[i] = long((long(long(blue) << 16) +
long(l ong(green) << 8) +

long(red)));
}
}
el se
{
return O;
}
fclose(file);
return 1;

}
10.1.4 Display Server Code

Below isthe code that wraps the CDisplay object as well asthe CMandel client. The code that works with
the client isin the CDisplayconnDoc:: OnNewFractal () method. This application isan MFC application.
Theimplementation for the object is actually in the CDisplay.h file, asinline methods.

10.1.4.1 displayconnDoc.h

/1 displayconn.h : nmain header file for the DI SPLAYCONN application
/1

#ifndef _ ARXWN H
#error include 'stdafx.h' before including this file for PCH
#endi f

#i ncl ude "resource. h" /1 main synbol s

NN,
/1 CDi spl ayconnApp:

/1 See displayconn.cpp for the inplenmentation of this class

/1

cl ass CDi spl ayconnApp : public CWnApp
{
public:

CDi spl ayconnApp() ;

~CDi spl ayconnApp() ;

/1 CQverrides
/1 O assWzard generated virtual function overrides
/1 {{ AFX_VI RTUAL( CDi spl ayconnApp)
public:
virtual BOOL Initlnstance();
/1}} AFX_VI RTUAL

/1 1nplenentation

11 {{ AFX_MBG CDi spl ayconnApp)
af x_nsg voi d OnAppAbout () ;
/1 NOTE - the CassWzard will add and renmove nenber functions here.
I DO NOT EDI T what you see in these bl ocks of generated code !
/1}} AFX_MSG
DECLARE_MESSACGE MAP()



N N NN NN NNy

10.1.4.2 displayconnDoc.cpp

/1 displayconnDoc.cpp : inplenentati on of the CDi spl ayconnDoc cl ass
/1

#i ncl ude "stdafx. h"
#i ncl ude "di spl ayconn. h"
#i ncl ude "di spl ayconnDoc. h"

#i f def _DEBUG

#def i ne new DEBUG_NEW

#undef TH S _FI LE

static char THHS FILE[] = _FILE ;
#endi f

NN
/1 CDi spl ayconnbDoc

| MPLEMENT _DYNCREATE( CDi spl ayconnDoc, CDocunent)

BEG N_MESSAGE_MAP( CDi spl ayconnDoc, CDocunent)
/1 {{ AFX_MBG_MAP( CDi spl ayconnDoc)
/1 NOTE - the ClassWzard will add and renove mappi ng nacros here.
/1 DO NOT EDI T what you see in these bl ocks of generated code!
/1}} AFX_NMSG_ VAP
END_MESSAGE_VAP()

BOOL CDi spl ayconnDoc: : OnNewDocunent ()
{

}

NNy
/1 CDisplayconnDoc serialization

return TRUE;

voi d CDi spl ayconnDoc: : Seri al i ze( CArchi ve& ar)

{
if (ar.lsStoring())
{
// TODO add storing code here
}
el se
{
// TODO add | oadi ng code here
}
}

N NN
/1 CDOi spl ayconnDoc di agnostics

#i f def _DEBUG
voi d CDi spl ayconnDoc: : AssertValid() const

{
CDocunent : : AssertValid();



}

voi d CDi spl ayconnDoc: : Dunp( CDunpCont ext & dc) const
{

}
#endi f // _DEBUG

CDocunent : : Dunp(dc) ;

NN NNy,
/1 Construction/Destruction
CDi spl ayconnDoc: : CDi spl ayconnDoc()

{
mfStartX = -2;
mfStartyY = -1.5;
mfpointWdth = 3;
m f poi nt Hei ght = 3;
mnWdth = 150;
m nHei ght = 150;
m pDi spl ayl mpl = new CDi spl ay;
HRESULT hr = CoCreat el nstance(CLSI D_CoMandel ,
NULL, CLSCTX ALL,
11D | Mandel, (void**)&m pM;
_ASSERTE(m pM ' = NULL);
m dwAdvi se = 0;
}
CDi spl ayconnDoc: : ~CDi spl ayconnDoc()
{
if (mpDisplaylnpl){
del ete m pDi spl ayl npl ;
}
11 if (mdwAdvise !'= 0)
I At | Unadvi se(m pM [ID_IDsplay, mdwAdvise);
}

NNy
/1 CDi spl ayconnDoc conmands

int CDisplayconnDoc:: Get Wdt h() const

{ BI TMAPI NFCHEADER *pBI = ( Bl TMAPI NFOHEADER *) m pDi spl ay! npl - >m pBM ;
return pBl->bi Wdt h;

}

int CDi spl ayconnDoc: : Get Hei ght () const

{ Bl TMAPI NFCHEADER *pBI = (Bl TMAPI NFOHEADER *) m pDi spl ayl npl - >m pBM ;
return abs(pBl->bi Hei ght);

}

| ong *CDi spl ayconnDoc: : Get Bi t sSAddress() const

{
return mpDi spl ayl npl ->m pBits;
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}

Bl TMAPI NFO *CDi spl ayconnDoc: : Get Bi t mapl nfo() const
{

}

voi d CDi spl ayconnDoc: : OnNewFr act al (){

return m pDi spl ayl npl - >m pBM ;

HRESULT hr;

if (mdwAdvise !'= 0)
At | Unadvi se(m pM [ID_IDsplay, mdwAdvise);

if (mpDi splaylnpl)
del ete m pDi spl ayl npl ;

m pDi spl ayl mpl = new CDi spl ay;

hr = Atl Advise(m pM mpDisplaylnpl, IIDID splay, &m dwAdvise);
m pM >cal cul ate(-2,-1.5, 3, 3,0, 0, 100, 100) ;

return;

}

10.2 DCOM Implementation Conclusion

Working with COM for thefirst timewas alot more difficult and time consuming than working with CORBA.
The documentation available was all the documentation that came with Visual C++ 4.0 aswell asthe
Microsoft Developer’s Library of January 1997.

The ActiveX Template Library, failed as documented. At least three projects were created using
Microsoft’s ATL wizard, following their documentation, following their sample on connection points, and
they all failed to work. Thefinal project was a modification of their sample project.

Onereason why it was so difficult was because of the complexity in DCOM; There are many ways
to do the same thing. Whilethisis allows great flexibility, it greatly increases the chances of bugs. Even
Microsoft’ s integrated tools do not do enough of ajob in determining the source of run-time errors. This
makes the DCOM learning curve very steep.
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11. Alternatives

Besides the technol ogies described in detail, there are other technol ogies that others are working on. There
are technologies out there that are either in experimental development, or not used widely. The following are
some of the more popular companies and their projects.

11.1 The Open Group

Perhaps the most widely known of these is the Open Software Foundation’s (now called the Open Group)
Distributed Computing Environment (DCE). It isa suite of software and services that enable scaleable
distributed solutions on heterogeneous networks. It has been around much longer than ActiveX or CORBA,
so it has many vendors and many adopters.

DCE services cover much of what DCOM and CORBA provide. The difference between DCE and
the other technologies presented in thisthesisis that DCE does not inherently support objects. While there
are proponents who claim that DCE can be adapted to do distributed object computing, The Open Group is
not about to create a competitor to Java' s Distributed Object Model, DCOM, and CORBA. However, the
OMG has recognized the value of DCE’'s RPC, security services, and directory services and have designed
CORBA so that it can integrate with these aspects.

Adding objects to DCE at this point would probably be awasted effort sinceit is already behind
the other technologies (except Java' s Distributed Object Model) and Microsoft has already specified an
Object RPC. The Open Group is currently researching uses of CORBA, ActiveX, and Javainstead of
competing with them.

11.2 Xerox

Xerox's Palo Alto Research Center has come up with an object-oriented solution called I nter-Language
Unification (ILU). The goal of this project isto allow interaction between different program modules. Each
module is encapsulated by an object. These objects |earn how to communicate with each other using
Xerox’s Interface Specification Language (ISL) or CORBA IDL.

Even though ILU allows CORBA IDL specification, it is not an effective CORBA implementation. It
does not provide CORBA -specified services, even though they provide their own services that do the same
thing asthe CORBA services. There are many differences between thisinfrastructure and CORBA. It also
does not have DI, DSI, an interface repository, or an implementation repository.

However, ILU addresses certain topic that are not covered by CORBA:

1. Garbage Collection

One major advantage that it provides over CORBA is automatic garbage collection. ILU objects can

be tagged as collectible, so the server keeps of who usesit. It uses timeouts to garbage collect in

the face of client failure.

2. UNICODE
Currently, CORBA does not address the issue of Unicode strings, like DCOM does. Thest ri ng
in CORBA’sIDL isstandard 8-bit, zero-terminated string.

3. 64-hit Architectures
CORBA'’sdatatypes currently do not address 64 bit architectures and the new data typesthat are
associated with it. However, including thisinto CORBA should not be avery difficult.

Currently, ILU workswith C, C++, Python, Java, Common Lisp, and Modula-3.

11.3 NeXT

NeXT has created a set of technologies that run on the WWW, using a Java-based client code and their
own server. Thistechnology is called WebObjects. WebObjects was first released in 1995, and it overlaps
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with much of what DCOM and CORBA have been doing. However, WebObjects applications can integrate
with CORBA, Windows, mainframe and database systems and runs on many platforms.

WebObjects allows dynamic web applications and is the middleware between HTML and native
data. It specifically targets performance, Ul generation, and state management. To improve performance,
WebObjects allows distribution of services onto other servers. To facilitate Ul generation, WebObjects lets
developers work with components when dynamically creating web pages. This lets devel opers create good
user interfaces easily, without worrying about how the HTML will look (and especially with dynamic web
pages, it is hard to see the end results with traditional methods). State management is an important part of
WWW transactions. Developers used to do it with cookies and CGI -scripted web pages, but WebObjects
provides an extensive infrastructure to ease transactions.

11.4 Ring Server Project

The government sponsored Ring Server Project in Japan is researching methods that will enable alarge
scale software archive site. In the process, it has come up with a Java RMI-like infrastructure called HORB
(not CORBA related). It runs on any JavaVM, and unlike RMI, it can run on top of JDK 1.0.

The whole project is open and anyone can download and look at the source code. Similar to RMI, it
requires no IDL files. However, it does use client and server stubs (generated from the Javainterfaces
themselves). HORB has extra features such as distributed garbage collection and remote object creation.
Thislatter feature is something unable to be done on any system currently. It letsa client ask a server to
create a new object without a priori knowledge by the server. This can add a new dimension to dynamic
networks, and something that only Java can do because of its portable bytecodes.

HORB, however, is not compatible with CORBA or JavaRMI. A user who needs this functionality
can write a bridge to connect the technol ogies.

11.5 Information Technology Promotion Agency (Japan)

The Information Technology Promotion Agency (IPA) of Japan has created an infrastructure for distributed
objects, the Open Fundamental Software Technology Project. The phrase “fundamental software” is
middleware.

There isaresearch area of this project called OZ++ which provides mechanismsthat allow reuse
and object sharing. In essence, this project is doing what the OMG is doing. Not much research is publicly
available, but it seems that this project does not have as much support as CORBA, and is not truly
heterogeneous. They claim to be heterogeneous in that objects can run on different hardware and operating
systems, but each object must be written in a new language they developed, the OZ++ language. It is based
on C, but excludes pointers, structs, and other mechanism and replaces them with classes. It seemsthat this
project can not be effective in reusing existing code or integrating with legacy systems.



12. Conclusion

Now the question is, “what’ s the bottom line?” Which technology is the best to use? The answer to this
guestion really depends on the needs and existing infrastructure. In fact, object-oriented technol ogies are
not the only options, especially in projects that need mature technol ogies right now.

12.1 Standard Object Technologies

DCOM, JavaRMI, or CORBA? If the system will run completely on Windows machines, then DCOM might
be agood solution. If the system will run completely on Java machines, then Java RMI is an option.
However, any heterogeneous will probably fare better with CORBA.

While DCOM has good roots in COM, the network integration is still immature. In addition
Windows NT servers with DCOM enabled are vulnerable to denial of service attacks because of abug.
Thus, any DCOM infrastructure must stay within afirewall. Assuming that in the future this bug does not
exist, then DCOM as an infrastructure is alot more feasible since it contains packet level encryption.

Development tools for DCOM are the best out of all these technologies, and probably will be for a
long time. Thisis because of Microsoft’s commitment to DCOM aswell as its huge market share of
compilers and desktop operating systems. However, DCOM support outside of Windows should be taken
with agrain of salt, and tools on those platforms will definitely not be mature.

Sunisavidly pushing a“100% Java’ campaign, but currently the world is not. Programmers who
wish to use Java RMI for a project should consider:

1. Istheproject small enough to be done effectively with JavaRMI?

2. Istherenoway this project will need to be integrated with modulesin other languagesin the
future?

While 1is easy to answer, 2 is not. Who knows what someone will do with your codein 10 years? Locking
into Java RMI is probably not the best thing to do, unless the nature of the project isthat it will not
continue for too long.

CORBA isthe most mature technology of all these, with the advantage that it can work with legacy
applications and heterogeneous networks. One problem is that devel opment tools for CORBA are not very
mature. Some ORBs do not bundle tools that integrate with existing compilers (although older ORBslike
ORB Plus and Orbix do bundle tools that work with Visual C++). Currently, however, few vendors have
implemented the Security Service, so mass deployment over the Internet might not be as secure, especialy if
the project uses the public 11OP protocol on the wire. By the end of this year, though, many vendorswill
have implemented the service.

CORBA at this point looks like the best choice for distributed object technology deployment. The
other technologies can not really beat out CORBA.

12.2 Downloadable Technologies

The two downloadabl e object technol ogies are JavaBeans and ActiveX. Under agood system administrator,
ActiveX could be a secure technology to use. Aslong as web browsers were not allowed to download
components outside the company, then there would be nothing to worry about.

However, Java Beans allows the same type of flexibility that ActiveX controls have, and in
addition, they do not have to ask the user to trust them. They can also run on heterogeneous networks,
where each platform hasaJava VM. It isalso possible for atrusted applet to call native functions of its host
operating system, although this would remove its advantage of platform independence.

Toolsfor developing ActiveX controls are more mature than those for developing Java Beans. Like
with DCOM, Microsoft is putting its full weight in promoting this technology, leveraging its huge market
share. However, userswill have to take into consideration the fact that not everyone in the world runs
Microsoft software. JavaBeans is the technology the can reach the broadest possible audience.
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12.3 Implementation Comparisons

From the sample implementation experiences detailed in Sections9 and 10, CORBA is probably the easiest
architecture to program with and learn; using C++ to use CORBA is not very different from straight C++.
However, CORBA is not asintegrated into Windows as DCOM s, and also requires expensive licenses.
Deciding on adistributed object technology is not easy; many factors are involved, including programming
issues and businessissues.

12.4 Bottom Line

Who knows whether Microsoft or its competitors will win the battle of the technologies? To protect one’s
investment in object technology, it is possible to write an “ ORB isolation layer” that abstracts away the
infrastructure from the application. Thisideais further expounded on in [Roy]. The ultimate choice of the
chosen technology will depend on the actual project being used, and whether or not the user iswilling to
lock into Microsoft or not. Hopefully thisthesis has given afew insights on what factorsto look for in
deciding on an object technol ogy infrastructure.
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