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Since its enactment in 1998, the anti-circumvention provision of the Digital Millennium Copyright Act (DMCA) has been applied to an entire spread of industries for which it was never directly intended.  The clever extension of its applicability raises concern for the future of innovation and interoperability of technology.  Lexmark v. Static Control Components, Inc., began as one Original Equipment Manufacturer’s (OEM) legal fight for a controlled market, but could bring sweeping results to the aftermarket products industries in everything from cars to home appliances and guns.  To effect change which protects American businesses, failed resolutions must be reviewed, new tools must be introduced to motivate change, and a solution must be implemented before a multi-billion dollar industry is engineered into obsolescence. 
1.  Introduction to the DMCA threat to aftermarket industries

1.1  Background:  Law and technology in clever application

Congress enacted section 1201 of the Copyright Act, also known as the Digital Millennium Copyright Act (DMCA) in 1998, in response to obligations imposed by the 1996 World Intellectual Property Organization (WIPO) Copyright Treaty1.  The law was strengthened beyond WIPO requirements to address concerns of copyright holders, who claimed their works would otherwise be widely traded over the internet in the growing digital universe2.  The two specific prohibitions under the DMCA are a ban on “acts of circumvention” and on “distribution of tools and technologies used for circumvention.” 

Although the DMCA was drafted with the aim of deterring the wholesale copying of media content, it has come to be used to stifle a wide range of activities undertaken by corporations and individuals3.  The broad reach of the DMCA threatens entire industries at an unprecedented level.  One of the industries which may be hit hardest is aftermarket products, which serve everyone from auto mechanics to gun hobbyists.  Aftermarket products for repair and customization have soared in popularity, particularly after their legitimacy was established by the enactment of the Magnusson-Moss Warranty Act4.  Today, the automotive industry has the strongest aftermarket products market, with US aftermarket product sales of automotive parts totaling $56 billion5.

Though dwarfed by the automotive aftermarket market, the newest test for aftermarket products will be the industrial remanufacture of laser printer toner cartridges.  Aftermarket toner cartridges account for 25%, or $1.6 billion, of the $6.4 billion annual U.S. sales of toner cartridges, with similar data for replacement inkjet cartridges6.  Some of these aftermarket cartridges must circumvent protocols implemented by the printer manufacturer to ensure that the printer will only work with that manufacturer’s cartridges.  

Lexmark develops and sells laser printers and cartridges using such controls in its products.  Each toner cartridge produced by Lexmark includes a program that controls printer operations during normal use, and, on start-up, open-close, and cartridge installation, communicates an authentication sequence to prevent the use of unauthorized toner cartridges7, including those sold by the 5000 remanufacturers in the US6.

Static Control Components, Inc., of Sanford, North Carolina, is a remanufacturer partner.  SCC makes the Smartek chip, designed to falsely validate the replacement cartridge to the printer.  The chip is sold to remanufacturers, who affix it to their cartridges, which are sold to consumers at a price 30% to 50% lower8 than Lexmark’s.


For the Smartek chip to work, SCC had to circumvent a “secret code,” some fifty bytes of encrypted information passed between the cartridge and the printer during authentication7.  On this basis, Lexmark filed for an injunction against the manufacture of Smartek chips9 on December 30, 2002, under violations of the Copyright Act, 17 U.S.C. § 101 and the Digital Millennium Copyright Act, 17 U.S.C. § 1201 (a)(2).  The court held that by creating a microchip that imitated Lexmark’s authentication sequence, SCC had violated the DMCA. Moreover, the DMCA’s “interoperability” exemption for reverse engineering was not applicable to SCC, since it had copied information contained on Lexmark’s toner cartridge in order to send the correct data to the printer10.

1.2  Previous attempts at resolution

Manufacturers have a financial interest in thwarting the use of aftermarket parts.  However, the various methods used to limit replacements often encountered failures along the way, and Lexmark’s history epitomizes the failures of several approaches.

Invoking the DMCA may have been an ingenious application outside its intended scope, but the effects of poorly written law under unintended use could spell the decline of viability of aftermarket industries if the case is found in Lexmark’s favor.  Any manufacturer intent on excluding aftermarket products must only include a simple device requiring circumvention.  The Lexmark case has also resulted in extraneous legislation at the state level11, where in Session Law 2003 House Bill 999 the state of North Carolina voids any provision prohibiting the reuse of printer cartridges.  The law has been likened to “legislative endorsement to trademark infringement” 12, and may contradict the DMCA.

Following legal action against SCC to stem remanufacturing, Lexmark explored economic incentives to get people to use Lexmark brand toner cartridges.  In a new program, Lexmark offers consumers an up-front discount called a Prebate in exchange for the guarantee that they will return the cartridge to Lexmark.  The practice has been declared illegal in North Carolina by House Bill 999 but has been approved as “fair and legal” by a federal judge in the U.S. District Court for the Northern District of California 13.  The success of the Prebate program will eliminate Lexmark cartridge bodies from the remanufacturing stream, effectively preventing their refill and resale.

All of the above methods have been attempted before technical changes to the design of the printer, toner cartridge, or the authentication sequence.  It is probable that even under more complex access control, Lexmark would soon find itself in the same situation it is in now.  Further, more complex access control would be an additional development cost to Lexmark, which may not be justifiable based on the likelihood of preventing remanufacture and recapturing the sales of toner cartridges for their printers.

1.3  Decision-making tools to present

The decision-making process most evident in this policy problem is the process which has led consumers away from OEM replacement parts, whether they are for cars or printers, and bolstered the sales of generic parts.  Individuals, and even more so corporations, use total cost of ownership to guide decision-making before making a large purchase.  Since generic parts are less expensive, the solution is to buy the better printer, following up with generic cartridges for a lower recurring cost14.  Any decision-maker looking at environmental costs will also consider refillable cartridges, remanufactured cartridges, or the Prebate program depending on which option best suits his needs.

In attempting to use the law to protect its remanufacturers, laborers, and consumers by passing House Bill 999, the state of North Carolina focused on the economics of the situation.  The potential loss of at least 1,200 in-state jobs15 and the closure of the remanufacture market to locally-made chips pushed the state to make a decision to protect their own interests, but came far short of solving the problem.
2.  Desired goals of transformation

There is ample opportunity to successfully transform this issue into a substantive economic policy from inside or outside of the legal system.  Future legal developments in Lexmark v. Static Control Components, Inc., will have far-reaching impacts in other aftermarket product industries.  Within the convoluted bounds of national copyright law, the courts must provide a just response without effectively legislating aftermarket products and their manufacturers out of business.  A court decision which threatens the viability of aftermarket product manufacturers jeopardizes billions of dollars in sales and puts consumers in the position of having no security and no options for replacement parts.

Aside from protecting the financial success of remanufactured and generic parts by legal means, it is important to protect their opportunities in the marketplace.  As long as the generic products work as well as the brand-name and cost less, there will remain a place on the market for them.  Consumer and corporate clients will always demand high quality and lower prices, people will always need jobs, and firms will always need competition to motivate them to deliver the best product and continue innovation.
3.  Tools to urge change

To reach a stable policy-based solution, those stakeholders with the capacity to change must be willing to make a change and have the opportunity to do so.  Consumers would benefit most from having more information on how the DMCA could concern them, and how lawsuits like Lexmark v. SCC can affect their lives and their pocketbooks.  This will give them the willingness to solve the problem, now having a better understanding of it, and allow them to make reasonable demands of the government which is supposed to be accountable to them.  All but the most motivated consumers, however, lack the capacity required to make a change without the help of the government.

One approach to getting the government’s interest would be a cost-benefit and risk analysis of the effects of the DMCA.  It is arguably effective at some level of copyright protection, but it would be relevant to examine at what cost those savings are made, and whether the economy would be better off under amended version of the law or even without it.  The government’s various branches already have the capacity to take action, but don’t have sufficient motivation, based on the national reliance on lobbyists as a means of political fundraising and the lack of feasible strategies for resolution.
4.  Specific strategies toward resolution

Depending on who has the greatest capacity to make changes, there are several strategies which would protect aftermarket product manufacturing without preventing the OEM from exercising the prerogative to prevent interoperability with generic parts.

The market could be left to determine the problem by consumer demand.  If an OEM has shown itself, as Lexmark has, to be working against the interests of their customers, competitors should take advantage of that fact to gain market share.  In this instance, other printer and cartridge manufacturers could take the opportunity to emphasize their lower costs in use by reducing cartridge prices, selling remanufactured cartridges under their brand name, or focusing on high quality printers which can be used with generic cartridges.  Lexmark’s market share would be reduced by making potential clients aware of the advantages to buying another brand with interoperable components.

Instead of competing directly, the firms could work cooperatively.  For example, manufacturers could work with remanufacturers and consumer interest groups to do voluntary certification of remanufactured parts.  Industry groups with the power to certify parts already exist in some industries.  The non-profit Certified Automotive Parts Association has been certifying4 parts used in collision repairs since 1987 and might be an appropriate model for the certification of interoperable parts.

Alongside market effects, amendment of the DMCA could protect aftermarket products and eliminate other cases outside of the intended relevance of the law.  Either limiting the applicability of the DMCA or extending exemptions for reverse engineering would benefit the economy by promoting interoperability and strengthening the innovative nature which can be found in tech companies.

The government could assist in an institutional role, as well.  Like the EnergyGuide labels used to evaluate energy use and costs of household appliances16, guidelines could be established to notify consumers, during the purchase process, what their decision means in terms of recurring costs.  In the cartridge industry, this evaluation could be used to label which products are using environmentally friendly refilled cartridges or which ones are protecting their right to use low cost alternative brands.
5.  Challenges to resolution strategies

Despite a wide variety of possible remedies to the issue the feasibility of solutions is narrowed by the power of large industries in both the marketplace and the lawmaking process.  Allowing the market to correct itself has significant barriers, resulting from the dominance by a small number of large companies in industries with demand for aftermarket components.  If any company has too much market power, it will be difficult to get consumers to switch to a smaller brand when change may come at the expense of convenience or cost.  Alternatively, several large companies could collude within the limits of the law to drive the smaller companies out by agreements with remanufacturers.

Although amending the DMCA as called for17 in public comments officially submitted to the Library of Congress has the potential for significant results, it is an improbable strategy.  The numerous copyright holders which pushed for the original law are pushing even now for additional legislative and technical restrictions on technology.  Media and computer industry lobbyists are among the most influential lobbyist groups 18.  Add to that the influence of the groups (like the car and gun industries) which would be interested in joining the battle to make aftermarket parts obsolete, and it becomes clear that the ideological and financial pressure to keep the DMCA intact is too much to resist.
6.  Conclusions


Although at the onset Lexmark v. SCC looks like a simple decision of little influence, the ramifications for interoperability of generic parts with OEM products are staggering.  In the case that Lexmark’s application of the DMCA succeeds, a suitable policy must be acted upon to protect manufacturers of aftermarket products.  The decision is under appeal, but the future is in the balance.
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