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Abstract

We describe a practical attack on the High Bandwidth Digtahtent
Protection (HDCP) scheme. HDCP is a proposed identityshasgptosys-
tem for use over the Digital Visual Interface bus, a conswidggo bus used
in digital VCRs, camcorders, and personal computers. Blgbivate key
pairs are assigned to devices by a trusted authority, whishgsses a master
secret. If an attacker can recover 40 public/private keyspiat span the
module of public keys, then the authority’s master secreti@arecovered in
a few seconds. With the master secret, an attacker can eapesa com-
munications between any two devices and can spoof any ddatein real
time. Additionally, the attacker can produce new key paatsam any key re-
vocation list. Thus the attacker can completely usurp thetéd authority’s
power. Furthermore, the protocol is still insecure eveli dlavices’ keys are
signed by the central authoriti

1 Introduction

The High-bandwidth Digital Content Protection (HDCP) stleds a cryptographic
extension to the Digital Visual Interface (DVI) designedpievent the copying
of video data transmitted over the DVI bus. DVI is already coonly used to
send digital video between camcorders, digital VCRs, andgoal computers.



If the HDCP enhanced DVI standard is also adopted by monitdr television
manufacturers, then it could serve as the last leg of a setiarenel for the online
distribution of television, movies, and other video datali@ content distributors
would like to build this channel to prevent perfect digitapges by never exposing
the digital video signal as plaintext in the receiver’s comnep.

Because DVI devices from many different manufacturers neeadteroperate
and perform key exchange with no user intervention, the HRGt#ors chose to
use an identity-based cryptosystem. It appears that the@udid not want the
implementation of the scheme to be too onerous, and so alaiteconventional
identity-based scheme. Instead, they designed a custa@medhat is fast, easy to
implement, and insecure.

In the HDCP scheme, device manufacturers purchase HDCisésefrom a
trusted authority. A license includes, for each devica public vectow,, called
the Key Selection Vector (KSV), and a private vectag, When devicesA and
B wish to communicate, they exchangg andvg. A computes the dot product
U, - Vg and B computesug - v, and they use this as their shared secret for the rest
of their interactions. The trusted authority uses somees@aformation to choose
Va, Vg, Un, andug so that the above computations will produce the same answer.
This protocol is used in both the Upstream and Downstrearsiores of HDCP.
The Upstream version of HDCP is designed for the commuiisdihk between
software running on a personal computer, such as a usedliyigideo playback
utility, and the HDCP devices attached to that computer. ODtwenstream protocol
is used between HDCP devices. Since the cryptographicalégvant portions of
these protocols are identical, our attack applies to both.

We exploit a well-known cryptographic design mistake: thared secret gen-
eration is entirely linear. The attack only needs 40 pupticate key pairs such
that the public key pairs spavi C (Z/2%7)4°, the module generated by all pub-
lic keys. Since HDCP devices divulge their public keys fyggle can easily test
whether a set of 40 devices have public keys spanMnigefore expending the
effort to extract their private keys. With these keys, ththarity’s secret can be
recovered in only a few seconds on any desktop computer.

The consequence of these flaws is that, after recoveringriveggkeys of 40
devices, we can attack every other interoperable HDCP dewiexistence: we
can decrypt eavesdropped communications, spoof the tgeftiother devices,
and even forge new device keys as though we were the trusteercdote that
this allows us to bypass any revocation list or “blackligtin such mechanisms
are rendered completely ineffective by these flaws in HDQler&fore we recom-
mend that the current HDCP cryptosystem should be abandoreeteplaced with
standard cryptographic primitives.

The HDCP cryptosystem is also unusual in that it can be brak#out fully
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A— B: Vp, Ny
B: K'=v,-ug, R =h(K',n,)
B—A: vg, R
A: K =vg-U,, R=h(K,n,)
A: VerifiesR=R

Table 1: The HDCP Authentication Protocol

understanding its operation. The HDCP specification doé¢slescribe the key
generation process used by the center but, based solely gmdperties of gener-
ated keys, we can characterize all possible key generdtiategies and show that
they are all insecure. In other words, we can prove, giventhesinterface, that
every possible implementation that follows this interfegasecure.

2 TheHDCP Authentication Protocol

The HDCP protocol is described completely in [1]. We presenabstracted ver-
sion that captures the cryptographically relevant posgtioiboth the Upstream and
Downstream versions of HDCP. A trusted authority assignsaich deviceA, a
public vectorv, € (Z/2°°7)%°, called the Key Selection Vector (KSV), and a pri-
vate vector,u, € (7/2%672)%. The vectorv, consists of 20 zeros and 20 ones.
The vectoru, must be kept in tamper-proof hardware or, in the case of avaodt
implementation, obscured by code obfuscation technigiésen devicesA and

B wish to communicate, they exchanggandvg. A computeK = u, -vg andB
computeK’ = ug - V5. The trusted authority has used some secret information to
choosev,, Vg, Uy, andug so thatk = K'.

In HDCP, one device is the transmitter and one is the receleererify that the
key agreement process has been successful, the transhattgr sends a noneg,
and the receiver replies with the 16-bit valtecomputed byR = h(K’,n,). The
transmitter performs the analogous computation and vetifigt the results are the
same. The non-invertible functidmis completely described in the specification,
but the details of its operation are not important here. \Weiag that all DVI
transmitters can interoperate with all DVI receivers, asuagption that seems to
be implied by the specification.

HDCP also supports revocation of certain KSVs. Transnsitsee required to
check that their peer's KSV is not on the current revocatisih According to the
HDCP license, KSVs can be placed on the KRL if the correspangrivate key
has been leaked, or if requested by the National Securitpé&ge



| Name| | Size | | Comment \
Vp, Vg 40 bits Must have Hamming weight 20
Up,Ug Vector of 40 56-bit numbers
Na 64 bits
K, K’ 56 bits K=vg-UyK' =V, -Ug
RR 16 bits R=h(K,n,),R =h(K',n,)

Table 2: Summary of HDCP Protocol Variables

3 Linear Algebraover Z/2°7

SinceZ/2°%Z is not a field, not all the basic facts from linear algebra finlthis
setting. Nonetheless, much of our intuition carries ovéhwot too many changes.
In this section we set down the few results we need. RetZ/p"Z, wherep is
prime. The following fact is used without proof.

Fact 1 The standard determinant functiodet, is multiplicative, and a matrix T
is invertible if and only ifdetT is a unit in R. Since R Z/p"Z, this implies T is
invertible if and only ifgcd(detT, p") = 1.

R has exactly one chain of ideal®) = (p") ¢ (p"1) C...(p%) c (p%)
This makes Gaussian elimination work almost as well as ofietch

R.

Proposition 2 Any mx n matrix A over R can be transformed, via invertible row
operations, into an upper triangular matrix such that if fkading nonzero term of
row i is in column j, then the leading nonzero term of row1 is in column {1

or later. Furthermore, the leading terms will all be poweifsp

Proof. The Gaussian elimination algorithm need only be modifieghslly.

_ a., -
0
B,
A= 0 ak+17ck+l *
*
| 0 0 * *




Let c; be the first non-zero column. Lef be a row such that, for afl, (arc,) C
(&, ¢, ) By dividing rowr, by a unit, we can transform. ., into p* for somee;,.
We then interchange row with row 1. We can now use row 1 to cancel all the
other non-zero terms below . , since the columi, entries of all the other rows
now lie in(a, . ). We now repeat with columa,, the first column with a non-zero
entry in rows ...,m, and so on. If, after swapping, emzaq(,Ck =1, then we may
optionally use rowk to cancel the non-zero terms abca{g\ck. It is a standard fact
that the row operations used here are invertible.

Define o : (Z/2%72)% — 7Z/2567 by o (v,,...,V,0) = % V. Then, since
KSVs have Hamming weight 20, for any KS¥ o(v) = 20. Sinceo is linear,
o applied to any linear combination of KSVs will be in the id¢d) c 7 /257.
Since not all vectorsr in (Z/2°¢2)% haveo(a) € (4), no set of KSVs will ever
span(Z/2°7,)%%. LetM be the module spanned by all possible KSVs. The follow-
ing proposition tells us when a set of KSVs spafs

Proposition 3 A set of KSVsyv...,v,, spans M if and only if the matrix V whose
rows are v, ...,V,o, hasged(detv, 256) = 4.

Proof. LetV' = v{j be the result of applying the above Gaussian elimination
algorithm toV. Since the Gaussian elimination is invertible, there exastnatrix

U, with gcddetU, 256) = 1, such tha¥’ =UV. Thus det ~1detv’ = detV. Since
detU 1 is coprime to 26, we must have gddetv’,2%6) = gcd(detV, 2°6) = 4,
SinceV' is upper triangular, dat’ = 77, v/,. ButV; is a power of 2 for each so
detv’ = 7%, v, =4. Since the only nonzero entry in row 404g, ,,, we must have
V040 @ Multiple of 4 byo considerations. Since dét= 4, V' has the following

form.
0

*

V' =

o, O o

1
o . *
0 O *
0 O 4
Let v/ be theith row of this matrix. Ifw = (wy,...,w,,) is a KSV, then putv' =
w— 53 wv = (0,...,0,w),). As we observed above;(W') = W), lies in(4) C
7.]2°%7. So there exists asuch thaw/,, = 4c. Hencew = 5%, w.V/ + ¢V, Note
that this does not prove the existence of a KSV matriwith gcd(detv, 2°%) = 4,
but such matrices can easily be found experimentally. Theisdws of the matrix
V' above do lie irM.

If, on the other handy,,...,v,, spanM, then there exists a matrix such that
V' =UV. Thus, by the multiplicativity of det, g¢detV, 25°) is at most 4. By a



argument similar to the above, gatitv, 2°°) is at least 4. Thus gé¢detv, 256) = 4.
m

It will also be useful to know the probability that 40m KSVs contain a set of
40 KSVs that spam. The following table was created by generating 10000 sets
of 40+ mrandom KSVs and testing whether the set contained a spasolvggt
of 40 KSVs.

Number of KSVs| 40| 42| 44| 46| 48| 50
Prob. of Spanning .295| .773| .940| .982 | .997 | .999

4 The Authority’s Secret

We now prove that the authority’s secret information candmovered by an at-
tacker. The main insight is that the secret can be capturadiix 40 matrix, and
hence techniques from linear algebra suffice to recoverdafoi® we proceed, we
must note that the center may choose to issue only KSVs fraubrmasdule N, of
M, the module spanned by all KSVs.

Observation 1 Let v be a KSV, and supposgand u, are both valid private keys
forv. Theny—u, e N*-.

Proof. Let(V,u’) be any other valid key pair. Sineé- u; =v-u =V -u,, we have
V- (u—u,) =0forallvV eN. O

The content of this observation is that, if two different kasctors,u, anduy,
form valid key pairs with the same KSV, théh= K’ = u, - vg = U, - v for all
devicesB. Henceu, andu), are functionally indistinguishable.

Corollary 4 The map T: M — (Z/2507)°, mapping public keys to private keys,
is well defined modN-+.

We can now prove that the m&has a particularly nice form.
Observation 2 T can be represented by4® x 40 matrix, S.
Proof. To show that a map can be represented by a matrix, we only nestbv
that it is linear. So lev =cv; +Vv,. Then(cT(v;)+T(v,)) -V =cT(v;) -V +

T(v,) -V =cT(V)-v;+T(V)-v,=T(V)-v=T(v) -V, for arbitraryv’ € N. Thus
T(v) =cT(v)+T(V,) modN-+. O



RecoveringSis now straightforward. First collect a set of key péivs u;);_,
such that the, spanN. Then use any standard technique to solve the systems of
equationdJ = SV. For example, the Gaussian elimination algorithm of Sec&o
can be applied here. This allows us to recover all of thedtusenter’s secret, no
matter how it picks keys.

5 Forging Key Pairs

Let G be a matrix recovered as in Section 4. Therand S agree on the sub-
module spanned by the recovered vectors..,v,, and quite probably disagree
everywhere else. W,,...,v, spanM, thenG is equivalent taS. In other words,
Gv = Svfor all valid KSVsv. Thus, to forge a new key pair, we can simply pick a
random KSVy, and compute the corresponding private key Gv.

The authority may try to prevent the total recoverySiby only assigning to
devices key pairs with KSVs in a submoduleMf= M. If <vy,...,vhy >=N#M,
then we can only forge key paifg u) wherev € N. Finding new KSVs in the span
of the recovered KSVs may be difficditThis could be a problem if we wish to
build a device that interoperates with other HDCP devicastae authority has
placed all our recovered KSVs on the key revocation list.

However, the HDCP protocol does not require devices to ctietkheir peer’s
key is not the same as their own, and so a “parotting” attaglossible. To build
an interoperable receiver, we can simply embed the m&rnx the device, and
program it to reply to all authentication challenges with SV it just received
from the transmitter. It can compute the correspondingapeikey on the fly and
proceed with the authentication protocol. We can essénfirform the same
trick to build interoperable transmitters, but the trartseniwill have to perform
two authentications. The first time, it will send a random K&\d collect the KSV
of its peer. The transmitter will then abort the authenizatind restart it using the
KSV it just learned from the receiver.

One might be tempted to correct the defects in HDCP by sigihied¢{SVs with
a private key known only to the central authority. Then, wivea devices execute
the authentication protocol, they exchange the certificatataining their KSVs,
verify each others’ certificates using the authority’s jukey, and proceed as be-
fore. This change accomplishes very little. Eavesdroppingld still be possible
since the certificates, and hence the KSVs, of each devicédvibeuavailable to
the eavesdropper who could then compute the correspondieagekeys needed
to decrypt the traffic. Devices would still be clonable by euting the victim’'s

Lit's not hard to reduce subset-sum to the problem of findinga KSV in the span of some
other KSVs. However, since the dimension is only 40, we caitebforce this problem if necessary.



certificate and private key in the clone. The parotting &ttmove is still available,
too. The only thing certificates prevent is forging new key#e Digital Trans-

mission Content Protection (DTCP) standard includes arRest Authentication
protocol that may be just such a certificate-enhanced vasfddDCP[2]. The in-

formation needed to fully evaluate the security of DTCP ispublicly available,

but what little is public gives reason to be sharply concéihat DTCP's restricted
authentication protocol may be susceptible to similarc&tia

6 Conclusion

These attacks are very powerful and very flexible. To rectivercenter’s master
secret, we need 40 key pairs, and we have a variety of wayd thegm. We can
reverse engineer 40 different HDCP video software utijtige can break open 40
devices and extract the keys via reverse engineering, oawsimply license the
keys from the trusted center. According to the HDCP LicengeeAment, device
manufacturers can buy 10000 key pairs for $16000. Givereth@spanning keys,
the master secret can be recovered in seconds. So in essentested authority
sells a large portion of its master secret to every HDCP $ieen With the master
secret in hand, we can eavesdrop on all device communisaspoof any device,
and clone any device, all in real time. We can produce a deliae by parroting
back the KSVs of its peers, cannot be disabled by any bldckligh a reasonable
amount of computation, we can also produce new device keysmany key re-
vocation list. For these reasons, we recommend that HDCPBdradaned in favor
of conventional cryptographic schemes.
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