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Abstract 

Recent cyber-physical attacks, such as Stuxnet, Triton etc., have invoked an ominous realization 
about the lethality of such attacks and the vulnerability of critical infrastructure, including power, 
gas and water distribution control systems. The traditional industrial practice to enhance security 
posture by utilizing IT security-biased protection methods narrowly focuses on improving cyber 
hygiene and individual component protection. Albeit essential and a good countermeasure 
against indiscriminate, non-targeted attacks, the reality of modern industrial control systems is 
that they are highly complex, interdependent and software-intensive sociotechnical systems. 
This makes traditional methods of defense largely impotent in the face of targeted attacks by 
advanced cyber-adversaries – as was demonstrated by Stuxnet.  

A new realization is aggressively permeating through the industry about the need to use a holistic 
approach that integrates safety and security considerations to rethink, reengineer and redesign 
these complex control systems. System-Theoretic Accident Model & Processes (STAMP) offers a 
powerful, holistic, structured framework to analyze safety and security of complex cyber-physical 
systems in an integrated fashion.    

The electric grid is universally acknowledged as the holy grail of a target for an advanced cyber-
adversary. In light of this, this work demonstrates the use of a STAMP-based analysis method on 
the electric generation and distribution system of the MIT central utilities plant. The analysis is 
presented in a robust and structured format which can be emulated to analyze larger systems. 
Several hazardous control actions such as out-of-sync breaker closure, generator overfluxing, 
turbine overspeed etc., are identified which could be exploited to cause permanent physical 
damage to the plant. While traditional counter-measures exist, it is argued that they need to be 
rethought in the face of potential cyber-attacks by advanced adversaries. Finally, several new 
functional requirements are presented which do not only span individual technical components 
but also the broader socio-organizational system.  
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Chapter 1  

Introduction 

This chapter provides an introduction into the topic of critical infrastructure security in the context 
of cyber-physical systems. It describes the motivation behind this thesis and explains why this 
topic is of such great interest. Finally, primary research questions are posed that will guide the 
remainder of the thesis. 

 
1.1 BACKGROUND 

Traditionally, cyberattacks have targeted data and services in cyberspace, resulting in damages 
limited to cyberspace in the form of identity, data or monetary loss. However, the increased 
dependence of modern life on computerized systems to control physical processes has 
embedded these automated systems in every aspect of life; from thermostats and medical 
devices to automobiles and nuclear power plants. This has essentially blurred the distinction 
between cyberspace and physical space, enabling attacks originating in cyberspace to cause 
damage in the physical space. This unique class of attacks is referred to as cyber-physical attacks 
[1].  

A further sub-specialization of these attacks is those attacks that target Industrial Control 
Systems (ICS). ICS are electronic control systems that control physical processes and machines 
such as, motors and valves, in an industrial plant using Information and Communication 
Technologies (ICT). They can be thought of as the central nervous system of a plant that enable 
monitoring and control of all operations of a plant.  

These systems have permeated a wide spectrum of industries; from critical infrastructure 
systems such as electric grids, nuclear power plants, gas and water distribution pipelines and oil 
refineries to standalone cogeneration power plants in hospitals and universities. Whereas a 
cyber-physical attack targeting automobiles or medical devices and other cyber-physical 
systems, can cause considerable damage to individuals or small groups of people, an attack 
targeting a critical infrastructure industrial control system can impact a large number of people 
over a vast geographical area. It is no wonder then, that attacks that target industrial control 
systems are considered a matter of national security [1].   
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1.2 ICS ARCHITECTURE 

Despite the diversity of scale and application, the basic architecture of ICS is fairly identical across 
industries. A typical industrial facility, consists of many Programmable Logic Controllers (PLC) 
distributed throughout the plant. These PLCs are basically ruggedized microprocessor-based 
computers without the standard keyboard, mouse or monitor and are responsible for localized 
control of processes.  

For instance, a PLC may maintain the temperature in a boiler at a particular setpoint or open a 
valve when the water level reaches a certain limit or when certain conditions become true. 
Various sensors, limit switches and metering devices acquire data from controlled processes, and 
feed this information to the PLCs which then issue necessary commands through actuators (such 
as valves, circuit-breakers etc.) to control the process using predefined logic. The control logic 
can usually be altered by an engineering workstation or laptop connected to the PLC via cabling. 
The PLCs can also send and receive commands from other PLCs or communicate with higher-
level controllers such as a Distributed Control System (DCS) or Supervisory Control and Data 
Acquisition Systems (SCADA).  

While a PLC controls individual equipment or machinery, the DCS controls the entire industrial 
plant by providing setpoints, coordinating opening and closing of valves etc. DCS are used in 
manufacturing plants, cogeneration plants, chemical plants, refineries etc.    

SCADA systems are used when there is a need to monitor and control geographically distributed 
assets. In this case, remote terminal units (RTUs) monitor and aggregate data at a site and send 
it via some communication media (such as radio/wireless, ethernet, fiber, wi-fi etc.) to the 
SCADA system which then issues commands that are executed by the RTUs. PLCs and RTUs are 
typically referred to as field controllers. Another important aspect of SCADA and DCS systems is 
the Human-Machine Interface (HMI); the HMI is the interface between the various plant 
controllers and the operator. The operator can monitor system health, change setpoints and 
respond to alarm annunciations using the HMI [1].  

Note the subtle difference between the DCS and SCADA system; in the case of the electric grid, 
the DCS controls the operation of the power generation facility while the SCADA system monitors 
supply and demand across the grid and provides the necessary operating setpoints for the 
generation facility [1].  

 

1.3 EXAMPLES OF CYBER-PHYSICAL ATTACKS ON ENERGY SYSTEMS 

Cyber-physical attacks on energy systems are not a new phenomenon. In fact, Loukas [1] 
describes several cyber-physical security incidents, not only on energy systems, but also those 
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perpetuated on water, health, transport and defense sectors. In this section, a few examples 
from the energy sector are highlighted to demonstrate the diversity of motivations, targets and 
mechanisms of attack. 

Loukas [1] states that the first alleged cyber-physical attack, targeting the energy sector, 
occurred in June 1982 in the Siberian Wilderness when a natural gas pipeline exploded. The only 
account of this operation is provided by a US official’s memoirs of the cold war [1], where it is 
noted that the Central Intelligence Agency injected malicious code into a pipeline’s control 
system such that the pipeline’s valves mis-operated. This lead to over pressurization and 
eventually caused the pipeline to explode, ‘so spectacularly that it could be seen from space’ [1]. 
Although it is plausible that this account is a work of fiction, the point is that even four decades 
ago, there was some realization that such a scenario was possible owing to the computerized 
control of physical processes in industry.  

Aurora Vulnerability 

Fast forward to 2007, the so-called Aurora Vulnerability was demonstrated at the Idaho National 
Labs as part of an illustration of vulnerabilities in the electric grid. Although the test was meant 
to be classified, the Department of Homeland Security (DHS) mistakenly released hundreds of 
documents related to the test in 2014 in response to a Freedom of Information Act (FOIA) request 
about a cyber-security attack of a similar name (Operation Aurora) that impacted Google and 
other high-profile companies [2].  

In this staged experiment, the breakers of a diesel generator were opened and closed in quick 
succession bringing the generator slightly out of synchronism with the electric grid. Note that all 
generators that are part of a network must operate at precisely the same synchronous speed. If 
one generator moves slightly out-of-phase with the network, the combined inertia of all the 
generators on the network, pulls it back into synchronism. The resulting torque can significantly 
stress the mechanical components of the generator; so much so that they can lead to the 
complete destruction of the generator, as was demonstrated by the Aurora test [1] [3].   

Turkish Pipeline Explosion 

On August 5, 2008, on oil pipeline near Rafahiye, Turkey exploded causing a spill of 30,000 barrels 
of oil and shutting down the pipeline for three weeks. The incident cost British Petroleum $5 
million per day in transit tariffs and the State Oil Fund of the Republic of Azerbaijan, $1 billion in 
lost export revenue. The mechanism of attack involved infiltration of the pipeline’s surveillance 
systems and valve stations, followed by causing an over-pressurization of the pipeline which led 
to the explosion. Originally, the incident was blamed on a mechanical failure; later the Kurdish 
Worker’s Party (PKK) claimed responsibility. Another conspiracy theory points to Russian 
involvement due to its opposition to the pipeline. Whoever was behind the attack, the fact 
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remains that the attack consisted of a deliberate act of sabotage that had measurable economic 
impact for multiple actors [3].  

This incident also highlights another salient issue with cyber-physical attacks. Due to the 
apparent similarity of impacts, security incidents are sometimes masqueraded as genuine safety 
accidents, both by the perpetrator as well as the victim. The perpetrator’s motivation for 
anonymity is to prevent reprisal by the target while the victim’s motivation is to avert the 
perception of weakness or failure of its defenses [3].  

Natanz Uranium Enrichment Facility, Iran - Stuxnet 

Perhaps the most infamous security incident of them all, a worm known as Stuxnet, targeted a 
uranium enrichment facility in Natanz, Iran. It was allegedly successful in partially destroying a 
third of the centrifuges at the facility [1] [3].   

Most likely introduced through a flash-drive into the facility’s control system, the worm 
infected computers that ran the Microsoft Windows operating system, taking advantage of 
vulnerabilities in the system that allowed it to obtain system-level access. Once it infected a 
machine, it checked to see if a particular type of a PLC was attached to it. Once the target was 
successfully identified, the worm dropped its payload. This involved causing the centrifuges to 
speed up and slow down, crossing through mechanical resonances until they failed while 
simultaneously, replaying false feedback to avert operator intervention due to identification of 
anomalous system operation [3].   

Ukrainian Power Grid Attack 

On December 23, 2015, the first successful cyberattack against the electric grid was perpetrated 
in Ukraine. The attack was initiated by sending phishing emails to employees at three electric 
utilities. The phishing emails elicited the employees to enable macros in a Microsoft Word 
document which installed the BlackEnergy3 malware program. This gave hackers a backdoor into 
the control systems in the substations [3].  

The actual attack involved disabling the backup power supplies for the control systems, remotely 
opening the breakers at the substation to remove them from the grid, followed by incapacitating 
the serial-to-ethernet routers preventing further control by operators. In parallel, a denial-of-
service (DOS) attack was mounted against the electric utility’s call centers, enraging the public. 
To top it off, the hard-disks of the computers in the control center were wiped off using a 
program called KillDisk, debilitating the operator’s capacity to react. In all, thirty substations 
were targeted. Although, no physical damage occurred, the attack left an estimated 230,000 
people without power for several hours [3].  
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As may be evident, the motivations, methods and impacts of cyber-physical attacks can be fairly 
diverse. The Aurora test was conducted to demonstrate how an inherent vulnerability in the 
system could be exploited across the grid to cause physical damage. The Ukrainian power grid 
attack, was politically motivated and intended to send a clear signal to fall in line with the wishes 
of the true power-brokers, stopping well short of any physical damage. The Turkish pipeline 
explosion demonstrated measurable physical and financial loss for multiple actors. Finally, 
Stuxnet demonstrated how a highly sophisticated and targeted attack can bypass traditional 
security measures and cause physical damage of equipment [3].     

 

1.4 NECESSARY INGREDIENTS FOR CYBER-PHYSICAL ATTACKS 

There are three essential ingredients for successfully mounting a cyber-physical attack – 
capability, motivation and opportunity. The cyber-physical attacks discussed above have ushered 
a new era in cyber-warfare, marking the emergence of nation-states as potential threat-actors.  

The advent of these threat-actors has resulted in a seismic shift in the perception of 
vulnerabilities of industrial control systems. This is because nation-states have supposedly 
infinite resources and capabilities at their disposal to gather intelligence and establish teams 
with the correct knowledge-base to execute successful cyber-physical attacks – capabilities 
previously unavailable to individual hackers or even groups of hackers or terrorists.  

Given that the source of the attack is difficult, if not impossible, to accurately pinpoint in 
cyberspace, an attacker can perpetrate an attack without directly claiming responsibility for it. 
In addition, as mentioned earlier, some cyber-physical attacks can be masqueraded as genuine 
safety incidents thereby, achieving strategic objectives against adversaries while evading direct 
suspicion or retaliation. 

As a result, cyberspace has become an attractive domain for nation-states to further their 
geopolitical objectives as was aptly demonstrated in the attacks perpetrated against the 
Ukrainian power grid as well as the Iranian nuclear facility. Therefore, it is reasonable to assume 
that the missing ingredient – motivation – has now been realized and that in the future, nation-
states would increasingly use cyber-physical attacks as a matter of national policy.   

Finally, the third ingredient – opportunity – is dependent on the makeup of modern industrial 
control systems. Several factors including increased reliance on software for plant control, use 
of commercial-off-the-shelf software, interconnectivity etc., have increased the attack surface, 
presenting greater opportunities for threat-actors to target industrial control systems, as is 
discussed next. 
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1.5 FACTORS AGGRAVATING ICS VULNERABILITIES 

There are several factors that have exacerbated vulnerabilities of industrial control systems 
which hitherto, have largely remained ignored by the information security community [1]. 
Today’s industrial facilities rely extensively on software for plant control rather than traditional 
electro-mechanical devices and relays. In some extreme cases, even safety-critical protective 
functions are almost entirely implemented in software without mechanical backups. For 
instance, in newer gas turbine control systems, the mechanical safety bolt to protect against 
turbine overspeed, has been removed by manufacturers in an effort to reduce maintenance 
costs and risks associated with validation testing of the mechanical bolt [4].  

The increased reliance on software has been made possible by advances in computing power 
and network transmission speeds, coupled with a decrease in hardware cost, yielding benefits in 
terms of efficiency and flexibility of operations for industrial facilities [1].  

Use of software has also enabled controllers to offer additional functionality. While previous 
generation electro-mechanical control systems would perform dedicated tasks with, observable, 
easy to follow control logic, today’s microprocessor-based control systems offer significantly 
more functionality (such as multiple protection features packed into a single device), but at the 
cost of increased complexity, hidden in several thousand lines of code [1].  

Moreover, previous-generation control systems used purpose-built hardware and software, 
unique to the plant; modern control systems are increasingly built using Commercial-off-the-
Shelf hardware and software packages, running general-purpose operating systems. This 
increases the potential of non-targeted, general-purpose malware infecting a control system [5].  

The traditional approach employed by plants to secure critical control systems is to isolate them 
from the public internet by literally introducing an ‘air-gap’ which would prevent attackers from 
reaching the plant’s control system. But in today’s world of high connectivity, an air gap may not 
be feasible nor does it guarantee security. For example, companies routinely hire independent 
contractors or equipment vendors to maintain and monitor specialized equipment in their 
facilities. To perform those tasks, the contractor or vendor needs access to real-time operational 
data—information that’s generally transmitted over the internet. In addition, legitimate business 
functions such as transferring files and updating software often require use of USB flash drives, 
which can inadvertently jeopardize the integrity of the air gap, leaving a plant vulnerable to 
cyberattack [6]. In fact, the Iranian nuclear facility targeted by Stuxnet was supposedly air-
gapped, which reinforces the point that an air-gap may not guarantee security against advanced 
adversaries. 

While confidentiality (or security of data) has always been a primary concern for traditional IT 
systems since their inception, industrial control systems were designed for simplicity and 
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efficiency without particular attention to security. Consider the widely used industrial control 
and communications protocol, Modbus, which does not require any authentication for access 
and does not use any encryption. If an attacker gains access to the control network, several 
attack mechanisms can be employed such as modifying messages from sensors or to actuators, 
flooding the network with fake updates etc. [1].       

The increasing reliance on digital control systems, microprocessors and off-the-shelf software 
packages over traditional analog sensors with hardwired relays and proprietary software for 
process control, has exacerbated the risk of catastrophic cyber-physical attacks. This, combined 
with the new-found motivation of nation-states for achieving geopolitical objectives, is a 
dangerous threat, which can no longer be ignored.  

 

1.6 CURRENT APPROACHES 

Since cybersecurity of industrial control systems is a rather recent phenomenon, it was never 
really part of the initial system design when the plants were first built, several decades ago. 
Therefore, most of the time, bolt-on security fixes are employed to protect individual 
components, strongly biased by IT-security tactics (such as firewalls, access control, de-
militarized zones etc.). In this traditional approach, the system components are rigorously 
analyzed in isolation before combining them to secure the overall system. 

This approach relies on three key simplifying assumptions [7]:  

1) That events always run in a single, linear direction so that an event is directly caused by 
the preceding event, which in turn is caused by the event preceding it 

2) That components only interact in known ways and their interactions can be analyzed 
piecewise i.e. no indirect interactions 

3) That understanding the behavior of individual components in isolation is sufficient to 
predict the behavior of the overall system 

While true for simple systems, these assumptions do not hold for modern industrial control 
systems, which are extremely complex, software intensive and highly interdependent, 
interacting in many indirect ways. Security and safety, are emergent properties of systems where 
the interactions of simple components produce complex behaviors which cannot be predicted 
by linearly analyzing the individual components in isolation.  

Therefore, a System Thinking approach is required that examines not only the components on 
their own but also holistically considers the functional interactions between the various 
controllers, both technical as well as human and even organizational controllers (such as 
management, regulatory agencies and government). This need is addressed by the System 
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Theoretic Accident Model & Processes (STAMP) accident-causality model originally developed to 
address safety of complex systems [8]. The actual method based on the STAMP model is called 
System Theoretic Process Analysis (STPA). Young and Leveson [9] adapted the STPA method to 
security; the new method is called STPA-Sec. 

 

1.7 OBJECTIVES & RESEARCH QUESTIONS 

The electric grid is universally acknowledged as the holy grail of a target for an advanced cyber-
physical attack. In light of this, this work aims to apply the STPA-Sec analysis methodology to 
perform a security and safety analysis on the electric generation and distribution system of the 
MIT central utilities plant – an archetypal industrial control system. Specifically, the questions 
that would be asked throughout this analysis are: 
 
- What are the challenges faced when applying STPA-Sec to a real system with many different 
functions? 
- Can the STPA-Sec analysis be operationalized further to produce repeatable results? 
- Can the STPA-Sec method be used to identify hazards emanating from interdependencies 
between different subsystems?  
- Does the STPA-Sec method uncover any new insights? 
 

1.8 THESIS STRUCTURE 

This remaining chapters of this thesis are organized as follows: 
 

Chapter 2 – Literature Review: Contains a literature review covering a number of topics 
including FMEA, Fault-Tree, Analysis, STAMP, STPA, STPA-Sec etc.  
 
Chapter 3 – The Plant: Provides a description of all aspects of the plant that are being 
analyzed.  
 
Chapter 4 – The Case Study: Contains the actual STPA-Sec analysis case study for the MIT 
Central Utilities Plant 
 
Chapter 5 – Conclusion: Concludes the findings from the analysis of safety and security 
hazards using STPA-Sec. Finally, lessons learned in applying the methodology and possible 
research paths following this research are proposed.  
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Chapter 2  

Literature Review 

This chapter discusses a variety of approaches currently used in industry as well as found in 
academic literature for securing complex critical infrastructure industrial control systems against 
malicious attacks. 

 

2.1 INFORMATION TECHNOLOGY BASED APPROACHES 

Traditional approaches used in the industry to protect cyber-physical systems are often strongly 
biased by practices and design principles prevalent in the information security world. Thees 
protection mechanisms and principles broadly including authentication, access control, firewalls, 
intrusion detection, antimalware, application whitelisting, flow whitelisting, cryptography, 
integrity verification, survivability etc. Loukas [1] states that the traditional protection 
mechanisms in cyberspace are largely applicable to cyber-physical systems although differences 
exist in implementation and effectiveness.  

For instance, protection of integrity and availability has a higher priority in cyber-physical systems 
than confidentiality of information which is the antithesis of IT security philosophy. Likewise, for 
intrusion detection, whereas traditional IT systems depend only on cyberspace metrics, cyber-
physical systems have to additionally take into account information collected by sensors in the 
physical space [1]. 

Cardenas et. Al [10] support this view; “In general, information security has developed mature 
technologies and design principles (authentication, access control, message integrity, separation 
of privilege, etc.) that can help us prevent and react to attacks against control systems.” However 
it is recognized [10], that while these current tools provide the necessary mechanisms for security 
of control systems, they are not sufficient by themselves for the defense-in-depth of control 
systems; an understanding of the consequences of an attack in the physical world is also required. 

Johnson [5] discusses challenges faced when securing safety-critical systems that use Commercial 
Off the Shelf (COTS) software using traditional IT-based approaches. It is argued, for instance, 
that for air-gapped SCADA systems – where many devices are not networked – conventional 
security patching policies may arguably increase potential vulnerabilities, rather than decreasing 
them [5].  
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On the other hand, Sarah et. Al [11] state that the traditional IT security methods are only 
sufficient to protect against indiscriminate, non-targeted attacks. They argue that if targeted by 
an advanced cyber adversary, good ‘cyber hygiene’ (referring to IT based protection mechanisms 
and security principles), alone would be largely impotent.  

 

2.2 SAFETY FOCUSED APPROACHES 

The foremost concern with security of cyber-physical systems is that a successful breach has the 
potential to impact system safety – a concern, exclusive to cyber-physical system security. The 
apparent similarity between the impacts of safety and security incidents for cyber-physical 
systems is one of the reasons why a number of hazard analysis frameworks and methods for 
system safety, are used as theoretical bases for security analysis.  

Johnson [5], cautions that, “superficial similarities between safety and security have led to 
security policies that cannot be implemented in safety-critical systems”, and that there is an 
urgent need to move beyond high-level policies and address the more detailed engineering 
challenges that threaten the cyber-security of safety-critical systems. 

Schmittner et. Al [12] argue that at the heart of the security analysis, lies the intention of the 
attacker which is not the same thing as safety hazards. Recognizing the differences between 
safety and security analysis (underpinned by malicious intentions), two approaches have been 
proposed in the academic literature: 1) extension of traditional hazard analysis methods to 
include security contexts and, 2) integrated approaches for combined safety and security hazard 
analysis based on system-based approaches [13].  

Traditional hazard analysis methods include the component failure-based Failure Modes and 
Effects Analysis (FMEA) [14] and Fault-Tree Analysis (FTA) [15] and the systems-based Hazard and 
Operability (HAZOP) Analysis. Brief descriptions of these methods along with discussions about 
related work that includes security considerations, are provided below. 

 

2.2.1 Failure Modes and Effects Analysis (FMEA) 

FMEA is a bottom-up approach for evaluating the effects of potential failure modes of 
subsystems, assemblies, components or function that would adversely affect overall system 
reliability [16]. Figure 2.1 presents on overview of the FMEA concept. The concept is to 
exhaustively enumerate each entity (i.e. subsystem, subassembly etc.) into individual items. Each 
component and each function is then individually examined to ascertain its failure modes. The 
method then applies inductive reasoning to determine the effects of the component failure on 
the system [17].  
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Figure 2.1 - FMEA Concept [16] 

 

Schmittner et. Al [18] proposed a method to extend FMEA to include security consideration, by 
including vulnerabilities, threat agents and threat modes as inputs for determining failure causes. 
The extended method is called Failure Mode, Vulnerabilities and Effects Analysis (FMVEA).  

However, note that FMEA was originally developed for hardware and electronic elements for 
which statistical properties (such as mean-time-to-failure) and failure modes are often known 
with a reasonably high degree of accuracy as a result of manufacturer testing and experience in 
the field. Therefore, although this technique is well-suited for evaluating individual failure modes 
and providing reliability information, it is limited in its use as a safety tool [16].  

This is because FMEA only considers single item failures without considering failures due to 
component interactions. It is also ill-suited for assessing software since software failures are 
more likely to be caused by software bugs rather than failure modes associated with hardware 
[16]. Also, being a bottom-up method, FMEA neither identifies nor prioritizes which devices 
warrant detailed FMEA analysis which makes the analysis tedious and inefficient [17].  

 

2.2.2 Fault-Tree Analysis (FTA) 

FTA is a top-down, deductive logic model used to determine the root causes and probability of 
occurrence of a specified undesired event [16]. Using a rigorous and structured approach, FTA 
allows modeling of unique combinations of fault events that can cause an undesired mishap in 
large complex dynamic systems [16].  

Figure 2.2 provides an overview of the FTA framework. The analysis is begun by defining the 
occurrence of a top event that represents an undesirable outcome. This is followed by identifying 
immediate causes that result in the undesired event to occur. The decomposition is repeated 
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until basic component failures are identified. The resulting fault tree provides a logical structure 
through which faults, or component failure modes, can be propagated bottom-up through logic 
AND/OR gates to produce a mathematical model of all combinations of failures that would cause 
the undesirable top-event to occur [17]. 

 
Figure 2.2 - FTA Overview [19] [20] 

Steiner and Liggesmeyer [21] propose an approach to extend FTA by modeling attacker’s 
intensions in the analysis. This method is known as the Extended Tree Analysis (ELT). In this 
extended version, “security events are added to the fault tree with a likelihood level” [22] where 
the likelihood level or probability changes over time depending on availability of attack 
capabilities. Figure 2.3 shows the extension of the component fault tree to include attack events. 

 
Figure 2.3 - Extension of a Component Fault Tree [21] 

 

Xu et. Al [23] argue that FTA is quite weak when it comes to analysis of human factors mainly 
because “it is extremely difficult to assign probabilities to human errors.” It is further argued that 
its applicability to organizational and extra-organizational factors is also very limited in addition 
to being ineffectual when there are multiple components in a system. Although, the tree 
structure does a decent job for analyzing hardware failures and to a limited extent, for analyzing 
software problems, it fairs poorly as the complexity of the system increases. This stems from the 
fact that dynamic complexity cannot be easily described by a fixed structure such as a tree [23].  
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2.2.3 Hazard and Operability Analysis (HAZOP) 

Initially developed for the chemical process industry, HAZOP is a systems-based technique that 
identifies potential operational disturbances or deviations that lead a system to deviate from 
expected behaviors. The HAZOP analysis uses guide words and system diagrams to provide 
structure to the analysis and achieve completeness. Guide words such as more, no, less and so 
forth are combined with process system conditions such as speed, flow, pressure etc., to identify 
potential hazards. The method relies on exhaustive enumeration where every identified 
operational disturbance is examined individually for potential causes of failure. Once this has 
been completed, inductive reasoning is used to determine the effects of each hazard on the 
system [16][17].  

According to Dunjó et Al [24] HAZOP lies in between FTA and FMEA. Friedberg [25] argues that 
over the years, researchers have tried to formalize HAZOP to achieve objective and quantifiable 
results, but all approaches to quantify results have led back to the use of FTA. Furthermore, 
quantification of systems-based approaches has been challenging because most modern control 
systems are software-intensive, embedded sociotechnical systems where both software bugs 
and non-technical influences on the system are hard to capture [25]. Leveson [8] further notes 
that HAZOP relies on a physical component diagram which means that a model of the physical 
structure of the plant is required for the analysis. 

 

2.2.4 Need for a new theoretical foundation 

Leveson [7] argues that the traditional approach to managing complexity, as evidenced by the 
classical approaches to safety (i.e. FMEA and FTA), is based on the practice of analytic reduction 
i.e. it is assumed that by breaking the system into smaller components, examining and analyzing 
each component in detail in isolation and then combining the results, the properties or 
behaviours of the system can be understood.  

In following this approach, two implicit assumptions are made [7]: 

1. Interactions between the components of the system are direct and are fully known (i.e. 
no indirect interactions) 

2. Behaviour of the system can be modeled as separate linear events where each event is 
the direct result of the preceding event  

Leveson [7] argues that, “the success of this type of decompositional or reductionist approach 
lies on the assumption that the separation and individual analysis does not distort the 
phenomenon or property of interest.” 

Furthermore, in the traditional approaches to safety and security, accidents are assumed to be 
caused by failure events. Likewise, security breaches are considered to be caused by failure of 
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barriers [7]. Logically, then, it makes sense to eliminate the event or put additional barriers so 
that one failure does not cause another event down the chain. The failure events, then have to 
be assumed to be stochastic for probabilities or likelihood to be determined which is an 
assumption that does not hold for humans or software.  

Note that assumptions that are implicit to traditional safety approaches may hold for simple 
systems (such as older generation electromechanical systems), but they do not hold for the 
complex, software-intensive, sociotechnical control systems that manage today’s cyber-physical 
infrastructure. Therefore, there is a need for a new theoretical basis and systems theory offers a 
solution [7].  

 

2.3 SYSTEM-THEORETIC ACCIDENT MODEL AND PROCESSES (STAMP) 

An alternative to performing joint analysis of safety and security using extended versions of 
traditional hazard analysis methods (such as FTA/FMEA etc.), is to use the perspective of 
modeling using systems theory. STAMP is an accident causality model proposed by Leveson [7][8] 
that is based on systems theory. 

STAMP treats safety and security as a ‘dynamic control problem’ rather than a reliability-based 
‘failure prevention problem’. As mentioned earlier, traditional causality models used for safety 
analysis, attribute accidents to an initial component failure or human error that cascades through 
a set of other components. Such models are adequate for systems with limited complexity, or 
systems that exhibit linear interactions and simple cause-and-effect linkages [7][8].  

More complex, software-intensive systems, that are increasingly becoming commonplace in 
industrial settings, present new challenges in the form of losses caused not only by component 
failures, but also unsafe interactions among components (none of which may have failed), system 
requirements and design errors and indirect sociotechnical interactions resulting in unidentified 
common-cause failures of barriers [7]. For such complex systems, STAMP offers a more robust 
and comprehensive accident causality model. The STAMP model is underpinned by three basic 
constructs: constraints (both safety and security), hierarchical functional control structures and 
process models.  

Note, however, that STAMP is not an analysis method per se; rather it is a model or a set of 
assumptions about how accidents occur [7]. The actual hazard analysis method based on STAMP 
is called System-Theoretic Process Analysis (STPA). While STPA is used to identify hazards that 
could result in accidents, Causal Analysis using Systems Theory (CAST) is another STAMP-based 
method developed by Leveson [7][8] for analyzing accidents that have already occurred.    
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2.3.1 System-Theoretic Process Analysis (STPA) 

The goal of STPA is to identify how safety constraints may be violated as a result of loss of control 
due to inadequate or malformed process models or design flaws. These violation of constraints, 
under worst-case environmental factors, would result in system-level losses [7]. STPA is 
performed based on a functional control structure of the system which offers two implicit 
advantages:  

1) It can be applied much earlier in the design phase of the system when the physical 
architecture and components have not been realized or decided, and  

2) It can combine automated controllers, human controllers, organization controllers all in 
the same control structure which allows holistically addressing not only technical but also 
sociotechnical as well as organizational shortcomings.   

 
Figure 2.4 - Overview of the Basic STPA Method 

 

The basic steps in STPA are summarized in Figure 2.4 which are briefly described next. Step 1: 
Define the purpose of the analysis by identifying worst-possible outcomes for the system as well 
as system-states (i.e. system hazards) that could be exploited to result in the worst-possible 
outcomes. Step 2: Develop a hierarchical function control structure to model the controllers and 
their interactions that together enforce safety and security constraints on the system. Again, note 
that the controllers include not only automated controllers but also human operators, 
management and even government and regulatory controllers. Step 3: Identify control actions 
that could be hazardous and lead to system disruption or damage. Step 4: Generate loss 
scenarios by considering two types of scenarios [7]:  

1. Scenarios that involve the issuance of an unsafe control action 

2. Scenarios where a safe control action is provided but not followed or executed properly 
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New functional constraints and mitigation strategies can then be defined that would prevent the 
worst-possible outcomes identified in Step 1. 

In his thesis, Thomas [26] provides a mathematical model underlying STPA and a method to 
perform the analysis systematically which enables a more rigorous analysis with more objective 
results.  

Since its creation, the STPA method has been applied to a wide variety of industries and use-
cases. It has been used in the automotive industry [27], automation and workplace safety [28], 
nuclear power plants [29] [30], ship navigation [19], medical applications [29] etc.  

 

2.3.2 System-Theoretic Process Analysis for Security (STPA-Sec) 

Laracy [31][32] was the first one to appreciate the similarities between safety and security, and 
proposed an extension of STAMP to security problems of critical infrastructure, such as the Air 
Transportation System. This approach was called STAMP-Sec where it was argued that security 
incidents were also a “result of inadequate control rather than strictly a failure such as 
cryptographic device breaking or a cracked code” [31]. It was also recognized that security was 
an emergent property that could be achieved by enforcement of constraints.  

Hamid [33] performed the first actual cybersecurity analysis using the STAMP-based CAST 
method by analyzing the TJX Cyberattack; this was the largest cyberattack in history (by number 
of credit cards) when announced in 2007 and cost TJX $170 million. Nourian [34] furthered this 
research by applying the STAMP method to analyze the most infamous cyber-physical attack – 
Stuxnet – which resulted in the destruction of a third of the centrifuges at an Iranian nuclear 
facility.    

This notion of combining safety and security analysis into an integrated approach for hazard 
analysis was formalized by Young and Leveson [9] and the method was called STPA-Sec. The initial 
steps in STPA-Sec are identical to those prescribed in STPA: identify the losses to be considered, 
identify system hazards or security vulnerabilities, draw the system functional control structure, 
and identify unsafe, or in this case, insecure, control actions and finally generate causal scenarios. 
The only difference is the addition of intentional actions in the generation of the causal scenarios, 
in the last step of the process [9]. 

According to Young and Leveson [9], use of a systems-theoretic approach to security, “requires a 
reframing of the usual security problem…into one of strategy rather than tactics. In practice, this 
reframing involves shifting the majority of security analysis away from guarding against attacks 
(tactics) and more toward design of the broader socio-technical system (strategy)”.  

This means, that instead of focusing on threats from adversaries which are outside the control of 
the system, security efforts are focused on controlling system vulnerabilities. This would prevent 
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disruptions from not only known threats, but also disruptions from unknown threats, such as 
insider-attacks. In STPA-Sec, the source of the disruption does not matter; what matters is 
identifying and controlling the inherent system vulnerabilities [9].  

Note that this is a fundamentally different approach from traditional security approaches which 
are threat-based – i.e. if the threat changes, the system vulnerabilities change. With STPA-Sec, 
the concept is to engineer out a solution in the design of the control structure for the system, so 
that the system becomes inherently more safe and secure by removing vulnerabilities (i.e. 
potential targets) and shrinking the attack surface.   

According to Young [9], the STPA-Sec method does not circumvent a formal threat analysis but 
proposes to perform the threat analysis only after developing a deeper systemic understanding 
of the context under which the threats may operate and cause disruptions that could lead to 
critical loss events. 

Schmittner et. Al [12] highlight some of the limitations of applying STPA-Sec and propose 
extensions of the STPA-Sec methodology. This includes alignment of terminologies between the 
safety and security worlds and provision of guide words to elicit scenarios due to malicious 
actions in the final step of the analysis.  

Similar to STPA-Sec, Friedberg et al. [25] present an analysis methodology that combines safety 
and security analysis, known as STPA-SafeSec. The core contribution in this work is the mapping 
of the abstract control level used in the STPA analysis to real components for which security 
constraints are defined.  

As far as application of STPA-Sec on the electric generation and distribution is concerned, there 
is no evidence of any other published work in this important research area. 

 

2.4 SUMMARY  

This chapter presented a variety of approaches currently used in industry as well as found in 
academic literature for securing complex industrial control systems against cyberattacks. The 
chapter started by presenting traditional IT-security biased approaches prevalent in the industry. 
It was noted that the security of cyber-physical systems is unique in that it can result in safety 
issues. Brief descriptions for traditional hazard analysis approaches including FMEA, FTA and 
HAZOP were provided followed by discussions of their application to security contexts. Finally, 
systems-based STAMP framework was introduced and descriptions of analytical methods based 
on STAMP (including STPA, STPA-Sec) were provided.   
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Chapter 3  

The Plant  
 
This chapter provides a description of the key pieces of equipment, configuration, and operations 
at the MIT Central Utilities Plant (CUP) – an archetypal energy facility that manages electricity 
distribution, heating and cooling of the MIT campus. Albeit small in size, the CUP provides a 
unique opportunity to undertake a Systems Thinking view of a microcosm energy facility to 
understand the complexity of interdependent infrastructure systems (such as electricity, water, 
natural gas, etc.) in the context of system vulnerabilities. While the delivery of chilled water and 
steam constitute essential functions for the CUP, the primary focus of this chapter is to describe 
the control and protection of the electricity generation and distribution systems. 
 

3.1 BACKGROUND 

THE MIT Central Utilities Plant (CUP) traces its history in a steam-electric power plant built in 
1916 when the Institute first moved from Boston to Cambridge. The plant was originally set up 
as a coal-fired plant which was later upgraded to an oil-fired plant using fuel oil as its primary 
fuel. In 1995, a co-generation plant was installed i.e. a plant where one fuel is used to produce 
more than one functions.  

In its current incarnation, CUP operates a 21 MW Siemens (ABB) (GT10A) gas turbine generator 
that provides electricity to the MIT campus; waste heat from the turbine is directed to a Heat 
Recovery Steam Generator (HRSG) to produce steam. The steam, along with other gas/oil-fired 
water-tube boilers, is used for campus heating and other functions such as driving steam-driven 
chillers. The plant has been designed to provide near 100 percent reliability through 
maintenance of standby units at all times, as the steam, chilled water and electrical power 
generated is used to maintain critical research facilities, laboratories, classrooms and 
dormitories [35]. 

At the time of its construction in 1995, the cogeneration plant was able to adequately meet the 
energy needs of the MIT campus. However, the campus energy demand has steadily increased 
over the years and at present peaks at around 40 MW; the shortfall in generated power is 
currently drawn from the local utility tie-line – where ‘tie-line’ refers to the feeder connection 
between the plant and the bulk grid. Recently, MIT embarked upon a project to upgrade and 
modernize the central utilities plant; the proposed project includes replacing the aging gas 
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turbine with two new 22 MW Solar Titan 250 (or equivalent such as the GE LM-2500) gas turbines 
and is scheduled to be completed in 2019 [35].  

The turbine along with all the boilers are dual fuel i.e. they can be operated on both natural gas 
as well as fuel oil. Note that fuel oil is used only in the event of gas interruption such as 
curtailment, gas supply emergency, or any required testing. MIT stores about a week’s supply 
(168 hours) of fuel oil reserves on-site [35] in three 30,000-gallon underground tanks at the CUP 
[36]. The oil reserves are maintained through delivery by fuel oil trucks.  

Natural gas is supplied to CUP by Eversource Energy at a nominal pressure of 300 psig. This gas 
is sent to either the gas turbine and the duct burners at the Heat Recovery Steam Generator, or 
to a mechanical regulator station to fuel the conventional boilers at a lower pressure (~25 psig). 
Gas pressure on the system can fluctuate throughout the year; the gas turbine has minimum 
pressure requirements for different loads and intake air temperatures. If pressure drops below 
the minimum requirements of the gas turbine, either the load setpoint is reduced, fuel mode is 
switched to fuel oil, or the gas turbine is shut down and conventional boilers are used for steam 
production. Figure 3.1 presents the high-level concept of operations of the central utilities plant.  

 
Figure 3.1 - MIT Central Utilities Plant - A Microcosm Energy Facility 

As shown in the figure, MIT CUP is an archetypal energy facility with upstream operations that 
include delivery of fuel (such as natural gas and fuel oil) to the plant along with a tie-line 
connection to the utility grid as well as downstream operations that include distribution of 
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electricity, steam and chilled water to the campus. The following subsections describe the 
various equipment, functions and operations of the CUP’s electric generation and distribution 
system. Finally, the electric distribution system is placed in context of the larger whole-product 
system to understand the complexity of interactions and interdependencies between the various 
infrastructure systems at CUP.  

 

3.2 OVERVIEW OF EXISTING POWER SYSTEM  

The electric distribution system at MIT performs three main functions:  

1) Receives power from the local utility and supplements it with on-site generation, 
balancing demand vs. supply while optimizing costs 

2) Maintains the main distribution substation along with switchgear that includes control 
and protection devices 

3) Distributes power to individual building substations as well as to equipment inside the 
Central Utilities Plant including chillers, pumps and motors  

The equipment and configuration of the CUP electrical distribution system is described in more 
detail below. 

3.2.1 Upstream Configuration 

The utility supplying power to MIT is Eversource; six 13.8kV feeders from the Local Substation 
(Putnam 831) supply power to MIT to supplement generation of power from its onsite 21MW 
gas turbine. The six feeders are drawn from two different bus-bars at the Putnam Substation. 
However, note that the two 115kV underground dual-redundant transmission lines that feed the 
Putnam Substation, run radially from the North Cambridge Substation near the Alewife train 
station. The lines each consist of three copper cables in an 8-5/8” steel pipe surrounded by 
dielectric fluid that is pumped through heat exchangers at each of the termination substations 
(i.e. North Cambridge and Putnam Substations) [37]. The pressurized dielectric oil acts as an 
insulator and transfers heat away from the conductors thus increasing capacity of the lines. Fluid 
pressure is maintained by aboveground pumping stations, at the termination substations. A 
radiator-type heat-exchanger arrangement transfers the heat from the underground cables to 
the atmosphere [38]. The arrangement of the transmission system upstream of the Putnam 
Feeder Substation is mentioned as background knowledge as it was involved in a campus-wide 
outage in 2012 [37] and could prove useful in a system-vulnerability analysis.  
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3.2.2 Main Switchgear and Distribution Circuit 

The primary distribution system at MIT is a loop system designed with redundancy throughout 
the campus to provide a high level of service continuity and operation flexibility. A loop system, 
as opposed to a radial system, loops through the service area and returns to the original point, 
with the loop often tied into an alternate power source or bus. By placing switches in strategic 
locations, the utility can supply power to different loads from either direction [39]. Figure 3.2, 
graphically represents the difference between loop and a radial system configurations. 

 

Figure 3.2 - Different Types of Connections [39] 

 

At MIT, the looped configuration is operated in open-loop mode i.e. a normally open tie-breaker 
is employed mid-way in the loop; when the loop is faulted, the normally open tie-breaker is 
closed while a switch just downstream of the fault is opened. In this way, all of the de-energized 
loop up to the downstream switch can be supplied power. This is illustrated in Figure 3.3. 

 
Figure 3.3 - Open-Loop operation of Loop Configuration  

The 13.8kV feeders travel underground in conduit from the Local Substation (Putnam Substation) 
and enter the main switchgear on campus. Switchgear is the combination of electrical disconnect 
switches, fuses or circuit breakers used to control, protect and isolate electrical equipment. 

Figure 3.4 shows a 13.8kV feeder entering the switchgear. The first section/cubicle of the 
switchgear typically receives the incoming power from the Substation. The incoming cables are 
connected to a main breaker which in turn is connected to bus-bars inside the switchgear. 
Voltage travels through the bus-bars to each section of the connected switchgear, energizing 
each section.  

Note: By opening the 
Switch downstream of the 
fault and closing the 
normally open tie-breaker, 
power can be supplied up 
to the faulted section 



 32 

Protective relays are enclosed in a semi-flush mounting draw-out case and installed on the door 
of the switchgear cubicle as shown in Figure 3.4. Sensor and control wiring are brought to 
connections on the case; the relay is inserted into the case and connected by means of small 
switches or abridging plugs. This way, the relay can be disconnected and withdrawn from the 
case without disturbing the wiring.    

 
Figure 3.4 - 13.8kV feeder entering the Switchgear and Switchgear-Relay Control Panels  

 

Figure 3.5 shows a simplified one-line diagram of MIT’s electrical distribution system. It shows 
the main 13.8kV bus supplied by both the on-site generator as well as the feeders from the utility. 
It also shows the normally open tie-breakers located in the middle of the loop for each bus 
operating at different power levels.    

Large pumps and chillers at CUP operate at 4.16/2.4 kV while smaller pumps and other control 
equipment require much lower voltage levels (such as 480 or 277V). The voltage level is 
therefore, stepped down from 13.8kV to 4.16/2.4 kV or 480/277V, depending on the application, 
using dry-type transformers. 13.8kV and 2.4 kV service lines are also tapped off the main bus and 
distributed to various campus buildings in duct-banks via an 8.8-mile underground feeder 
system.  

13.8 kV entering 
switchgear 
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Figure 3.5 – Simplified One-line Diagram of Plant’s Electrical Distribution System 

 
3.2.3 Switching and Protection 

Different kinds of switching and protection devices are utilized at the substation. These are 
generally classified as follows: 

1. Switches: Devices that can carry and interrupt normal load current and hence 
disconnect portions of the network. 

2. Circuit breakers: Devices that can carry and interrupt normal load current, like 
switches; in addition, they interrupt short-circuit (fault) current which could be ten or 
more times the fault current.  

3. Reclosers: Devices similar in function to circuit breakers, except they also have the 
ability to reclose after opening, open again, and reclose again, repeating this cycle a 
predetermined number of times until they lockout. 

Main 13.8 kV Bus 
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4. Fuses: Electrical safety devices that provide overcurrent protection of a circuit. The 
essential component is a metal wire that melts when too much current flows through 
it, thereby interrupting the current. Fusing is employed where protective relays and 
circuit breakers are not economically justifiable. 

Circuit breakers, reclosers, and fuses are protection devices. At CUP, both medium voltage (MV) 
and low voltage (LV) circuit breakers are used. MV breakers do not open automatically on 
overcurrent; they are electrically operated power-switching devices that only operate when 
directed by some external device to open or close, such as a protective relay or an operator. This 
is true for all kinds of circuit breakers i.e. air, oil, vacuum or SF6 type circuit breakers. Therefore, 
the circuit breakers are almost always coupled with protective relays. 

3.2.4 Digital Protective Relays 

A digital protective relay can be thought of as the brain that issues the command to actuate a 
circuit breaker to isolate equipment, feeders, buses etc., based on a set of input conditions 
(feedback) from sensors and pre-set control algorithms. Modern electronic/microprocessor-
based relays are successors of the now-obsolete electromechanical relays which delivered the 
same functionality with mechanical parts. These digital relays are more precise, allow closer 
system coordination, maintain calibration over a longer period of time, require less power to 
operate and are much smaller and versatile then their mechanical counterparts [40]. Figure 3.6 
shows the key characteristics of a typical protective relay. 

 
Figure 3.6 - Key characteristics of a Protective Relay [41] 

The purpose of protective relaying is to cause the prompt removal from service of an element 
when it suffers a short circuit or operates in any abnormal manner that has the potential to cause 
damage to the rest of the system. Current and voltage from a power line is stepped down using 
either a current transformer (CT) or voltage transformer (PT) and compared against pre-set 
conditions; if the variables exceed pre-set conditions, the relay sends a trip signal to the circuit 
breaker which opens its metal contacts, thereby clearing the fault on the line [41]. 

The sensors are not only limited to CT and PT but can also include temperature or pressure 
instruments, float switches or any device that responds to the condition or event being 
monitored [40]. There are five fundamental factors that are typically considered in designing a 
protection scheme with relays [42]: 
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1. Reliability – Assurance that the relay or relay system operates correctly i.e. it operates 
and trips out the faulty circuit when it is necessary to do so. 

2. Selectivity – Assurance that the relay system isolates only the faulty circuit and leaves the 
rest of the system operating intact. This is also referred to as coordination and implies 
that downstream devices should activate before upstream devices. For instance, at the 
substation level, feeder breakers should trip before the main breaker.  

3. Speed of operation – The relay system acts instantaneously on detecting a fault, thereby 
limiting fault duration and consequent equipment damage. 

4. Simplicity – The protection objectives are achieved with minimum protective equipment 
and associated circuit complexity. 

5. Cost – The relay system offers maximum protection at minimum cost. 

There are many different types of relays used in protective schemes but they all follow the same 
logic pattern. One method of classifying relays is based on the function that they deliver as 
described below [42]: 

Protective Relays – these relays are used to protect against intolerable power system conditions 
to prevent injury to personnel and minimize damage to equipment by acting quickly to isolate 
the faulted equipment or zone. They are applied to all parts of the power system including 
generator, transformers, buses, distribution lines, motors etc. [42].  

The most common types of relays used for protection are overvoltage relays, under-voltage 
relays, overcurrent relays, directional relays, distance relays, differential relays. The operating 
principles for these relays are described in Table 3-1 below.  

Regulating Relays – these relays are used during normal operation for controlling equipment 
parameters i.e. they are not used for tripping breakers for protection. One example is the relays 
used to change tap settings on transformers to change secondary voltage level. Another example 
is the regulating relay used to adjust the turbine governor’s setpoint on generating equipment 
to control power output. Likewise, yet another example of regulating relays is the synchronizing 
relays used to check phase angle before allowing paralleling of two systems or an incoming 
generator [42].    

Monitoring relays – these relays are used to monitor continuity within breaker trip circuits. Any 
failure of the breaker trip circuit causes an alarm to be sent to the operator [42].  

Auxiliary relays – these relays are used to amplify the action called out by the operation of 
protective relays [42].  

Another way of classifying relays is based on their operating-time characteristics [42]. 
Instantaneous relays are those with no intentional time delay; some can operate in one-half cycle 
or less. Time-delay relays can be definite-time or inverse-time types; definite-time relays have a 
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pre-set time delay that is independent of the magnitude of the actuating signal (current or 
voltage), once the pickup value (i.e. the current or voltage at which the armature begins to move) 
is exceeded. The actual pre-set time-delay is adjustable. Inverse-time relays, have operating 
times that depend on the value of the actuating signal; time-delay being long for small signals 
and progressively shorter for increasingly higher signal values. The operating time is inversely 
proportional to the magnitude of the event being monitored [40].    

Table 3-1 - Common relay types and their functions 

Relay Type Function 

Overvoltage A relay whose contacts open when the voltage rises above a set 
voltage. A VT is used to measure the voltage across the line 

Under-voltage A relay whose contacts open when the voltage drops below a set 
voltage. A VT is used to measure the voltage across the line 

Overcurrent A relay whose contacts open when the current increases beyond a set 
voltage. A CT is used to measure the current in the line. 

Directional A relay that senses the flow of current in a particular direction. It 
utilizes an additional polarizing source of voltage or current make its 
determination about the flow of current; it does not operate if the 
flow of current is in the opposite direction 

Differential A relay that operates when the phase difference between two or 
more identical electrical quantities exceeds a predetermined amount. 

Distance A relay that functions depending upon the distance of the fault in the 
line. It operates based upon the impedance (i.e. the effective 
resistance of an electric circuit to AC arising from the combined effect 
of resistance, inductance and capacitance) between the point of fault 
and the point where the relay is installed.  

 

3.2.5 Power Transformers 

As described earlier, the equipment at CUP operates at different voltage levels; therefore, there 
is a need to step-down the voltage to the appropriate usage level. Several distribution 
transformers are located inside the CUP.  

The power transformer is a static device constructed with two or more windings, used to transfer 
alternating currents by electromagnetic induction from one circuit to another, at the same 
frequency, but at a different voltage level. The purpose of a power transformer is to reduce the 
primary voltage of the electric distribution system to utilization voltage. Note that the 
transformers located at the CUP are separate from those located at individual building 
substations.  
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Similar to switches and circuit-breakers, only the transformers located at CUP are remotely 
monitored and operated by CUP operators. The building substations are monitored by a different 
group of operators and technicians, known as the Operations center, reporting directly to the 
Department of Facilities. They are responsible for all campus building maintenance activities, 
including operation of building automation systems (BAS), emergency repairs etc.  

All transformers at CUP are of the dry type (cooled by natural convection) and step-down voltage 
to different levels, powering different buses (as indicated by the different colors in Figure 3.5): 

- 13.8 kV à 4.16/2.4 kV  
- 13.8 kV à 480/277 V 
- 4.16 kV à 480/277 V 

The transformers along each loop are connected in a delta-delta or delta-wye-grounded 
configuration on a bus line which has a normally-open tie-breaker switch between them. Such a 
configuration is known as the double-ended substation configuration and allows one transformer 
to take on the load of the other transformer in the event that one transformer requires de-
energization for maintenance or due to a fault. The delta-wye-grounded configuration enables 
supply of 4.16kV between phase-to-phase and 2.4kV between phase-to-neutral conductors, 
respectively, which enables operation of equipment with different voltage ratings on the same 
bus.  

Power Transformer Protection  

Transformers are a critical and expensive component of the power system; hence, they must be 
protected against faults and overload conditions. Transformer failures can range from reduced 
service life to catastrophic failure and can be classified into the following categories [43]: 

• Winding failures due to short circuit (turn-turn faults, phase-phase faults, phase-ground, 
open winding) 

• Core faults (core insulation failure, shorted laminations) 
• Terminal failures (open leads, loose connections, short circuits) 
• On-load tap changer failures (mechanical, electrical, short circuiting, overheating) – Note 

that this type of failure is not applicable to CUP since the transformers are not equipped 
with tap-changers  

• Abnormal operating conditions (overfluxing, overloading, overvoltage) 
• External faults 

Table 3-2 lists the protection philosophy for each failure condition. The basic principle of 
operation is to isolate the transformer using circuit breakers that are actuated by protective 
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relays such as the differential relay (87T) or the overcurrent relay (ANSI Relay Type 51, 51N) etc., 
on sensing failure conditions using PT, CT, resistance temperature detector (RTD) etc.  

Table 3-2 - Transformer Protection Philosophy [43] 

 

3.2.6 Distributed Control System & HMI 

A Distributed Control System (DCS) architecture is implemented at the CUP to enable operators 
to visualize the status and perform supervisory control of the electric distribution system, 
turbine, boilers and chillers. The DCS enables control over geographically distributed control 
elements (valves, breakers, equipment). Process control is achieved by deploying feedback or 
feedforward control loops whereby key process conditions are automatically maintained around 
a desired set point using PLCs or dedicated controllers such as the turbine or chiller controllers.  

This control architecture differs from centralized control system wherein a single controller at a 
central location handles the control function; in DCS, each process element or machine or group 
of machines is controlled by a dedicated controller, as shown in Figure 3.7. The figure also shows 
the Main HMI (Human-Machine Interface) which serves as the primary interface between the 
operator and the various control elements throughout the plant. 

MODBUS TCP/IP protocols are used to communicate between the control devices and the DCS. 
The operators have the ability to start/stop equipment remotely, open/close valves and circuit-
breakers, assign setpoints and execute emergency shutdown of equipment via the DCS. Figure 
3.8 shows a sample screenshot of the Human-Machine Interface (HMI) screen that the operator 
uses to interface with plant equipment.  
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Figure 3.7 - DCS System Architecture Example [8] 

 

Figure 3.8 - 'Obsolete' Screenshot of the DCS Electric Distribution Screen 
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3.2.7 Breaker Control & Contingency Load-shedding 

At MIT, each of the buildings or a group of smaller buildings, have their own electric 
infrastructure, equipped with switchgear (including power monitors and controls) along with 
distribution transformers that step-down voltage to a low voltage level (i.e. 480V-208Y/120V) 
which is used to power various electrical equipment such as fans, lights, and computers. 
Sometimes additional transformers step-down voltage from the feeder bus to the appropriate 
level to power rooftop equipment that requires higher voltage levels.  

In addition to electrical equipment for normal operation, several buildings or groups of buildings 
are equipped with diesel-driven emergency generators with automatic transfer switches that 
activate the generators within a few seconds of an outage. These generators provide emergency 
power for ventilation, elevators, emergency lighting, life-safety equipment, critical research 
equipment etc. [37]. Figure 3.9 provides a schematic representation of the Stata Center (Building 
32) electric infrastructure, illustrating how power from the main distribution bus feeds the 
substations at the Stata center subbasement which is then stepped-down to lower voltage levels.  

Note that the plant operators at CUP have no visibility of the switchgear at individual buildings; 
this responsibility falls on the Operations Center personnel. CUP operators monitor distribution 
breakers inside the CUP premises only; they have the ability to control these breakers from the 
DCS or manually from the main switchgear. If a distribution breaker opens, an alarm on the DCS 
alerts the operator who then dispatches electricians to determine the cause of the trip; if on the 
other hand, a feeder breaker opens at one of the nodes, a building may lose power, but the CUP 
operators would have no feedback of such an occurrence. An indirect feedback loop, however, 
does exist; a loss of power triggers a fire alarm which is monitored by Operations Center 
personnel. Such an alarm, usually results in a telephone call to the CUP operators to inquire 
about the health of the electric distribution system, prior to the electricians attempting to reset 
the breaker.    

In its current manifestation, CUP does not have a contingency load-shedding control logic. In the 
event of a loss of power from the utility tie-line, there is no mechanism to automatically transfer 
the turbine to islanding mode and shed non-critical loads. Instead, the gas turbine control logic 
is designed to automatically trip the turbine in the event of loss of utility tie-line. Therefore, the 
MIT campus is designed to lose power in the event of a utility outage. In such an event, the 
campus is first isolated from the grid by opening the main utility tie-breaker. This is then followed 
by restarting the gas turbine before a slow, partial, manual restoration of power to the campus 
is initiated. Loads are added by manually manipulating breakers via the DCS until a load level 
within the capacity of the gas turbine is achieved.  
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Figure 3.9 – Stata Center Electric Infrastructure 
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3.3 OVERVIEW OF ON-SITE GENERATION AT CUP  

 
At the central utilities plant, power from the local utility is supplemented with on-site generation 
via a 21 MW gas turbine and generator set. Campus demand for electricity varies throughout the 
day. At each moment in time, the supply of power, both from the on-site gas turbine generator 
as well as the power imported over the utility tie-line must exactly equal the campus demand, 
without exceeding the design constraints of individual buses, transformers and other electrical 
equipment. In addition to real power demand, the campus’ reactive power demand also varies 
throughout the day.  

Reactive power does not produce any useful work; however, it is required to maintain voltage 
level to deliver real power. It impacts line currents, bus voltages and power factor of the tie-line 
bringing power into the plant form the local utility [44]. Poor power factors by large consumers 
are penalized by the local utility because they increase current flow through the electricity 
network, causing voltage drops which reduce the supplier’s distribution capacity, thereby 
impacting other customers connected to the distribution network in a knock-on effect [44].  

There are essentially two control loops that enable real and reactive power control at the plant 
– (1) turbine power output control, affected by adjusting the flow of fuel to the turbine and, (2) 
terminal voltage control, affected by adjusting generator excitation or rotor field current. The 
operators at the plant, provide setpoints for real and reactive power to the turbine controller 
which then transfers the setpoints to other controllers such as the Automatic Voltage Regulator 
and the turbine governor. The operator in turn, receives recommendations for these setpoints 
via an Energy Management System. The functions and operations, of each of these components, 
are described below. 

 

3.3.1 Gas Turbine 

A gas turbine which is sometimes, frivolously, described as a ‘rotating blow torch, designed to 
run at the ragged edge of self-destruction’, is an internal combustion engine, designed to 
accelerate a stream of gas to produce mechanical power to turn a load. In the case of power 
generation, the turbine shaft is coupled to a synchronous generator where the rotational energy 
supplied by the turbine is converted to 3-phase electrical power.  

Basic Principle of Operation 

The operation of a simplified gas turbine is depicted in Figure 3.10. Figure 3.10(a) shows a 
cylindrical cross-section with a fan at each end. If the fan on the left is started via an electric 
motor, it will draw air inside the cylinder which will cause the fan on the right to rotate at the 
same speed as the fan on the left (ignoring frictional losses). If a flame is introduced inside the 
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cylinder (as shown in Figure 3.10(b)), it will increase the temperature of the air as it passes 
through the flame as well as increase its specific volume. This will cause the fan on the right to 
rotate faster than the fan on the left (because the increase in temperature increases the 
volumetric flow rate). Now, if the electric motor running the fan on the left is disconnected and 
instead the two fans are coupled via a shaft (as shown in Figure 3.10(c)), the rotation of the right-
hand fan is adequate to support the rotation of the left-hand side fan. This, in fact, is the basic 
principle of operation of a gas turbine, known as the Brayton cycle in thermodynamics.   

 
Figure 3.10 - Simplified Gas Turbine 

As schematically shown in Figure 3.11, the gas turbine system is composed primarily of a starting 
device, a compressor, a combustion chamber, a turbine, an electric generator and the auxiliary 
systems such as fuel system, lube oil system, start-up device etc. The starting device is a diesel 
engine (or an electric motor) which cranks the turbine shaft to overcome inertia and to accelerate 
the gas turbine up to the ignition speed.  

Figure 3.11 also shows the P-v (pressure vs. specific volume) and T-s (temperature vs. specific 
entropy) characteristics of the idealized Brayton cycle. It basically consists of four stages: 

a) Stage 1-2 – Ambient air is drawn into the axial compressor where it is pressurized.     
b) Stage 2-3 – The compressed air then runs through the combustion chamber where fuel is 

burned, heating the air. This is a constant-pressure process, since the chamber is open 
and allows the air to flow in and out. 

c) Stage 3-4 – The high temperature, high pressure exhaust gases are expanded in turbine 
stages to rotate the unit, thereby losing energy (shown by the decrease in temperature 
and pressure in the diagrams). The electric generator which is mechanically coupled to 
the turbine generates electricity while some of the work extracted by the turbine is used 
to drive the compressor. 
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d) Stage 4-1 – Heat is rejected to the atmosphere. In the case of the MIT co-generation plant, 
the heat is passed onto the HRSG where it is extracted to generate steam. 

 

Figure 3.11 - Overview of the Gas Turbine System 

 

As mentioned earlier, by modulating the amount of fuel that enters the combustion chamber, 
the turbine controller controls power output. It makes this decision by selecting the minimum 
Fuel Stroke Reference (FSR) value from six independent fuel flow control algorithms that 
continuously determine the required amount of fuel that should enter the combustion chamber 
[45]. The six control algorithms are Startup, Shutdown, acceleration, speed, temperature, and 
manual control functions as illustrated in Figure 3.12. Table 3-3 provides a functional description 
of each of these six control algorithms. 

 

 
Figure 3.12 - Simplified Control Schematic for Turbine Controller [45] 
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Table 3-3 - Brief overview of major control algorithms inside the Turbine Controller [45] 

Control Algorithm Function 

Start-up Control  This control comprises the ignition, warm up, and the gradual rise of fuel flow to 
the acceleration. 

Speed/Load Control Fuel flow is adjusted by the speed control loop in such a way that the load  
demand is maintained. 

Acceleration Control This reduces the fuel flow in case of a too high acceleration of the rotor, 
Ex. Caused by loss of full load. This prevents excessive vibration. 

Temperature 
Control 

This control reduces the fuel flow to prevent overheating of the GT 

Shutdown Control This control reduces the fuel flow during a normal stop (i.e. from the moment  
that the generator breaker has opened until flame has extinguished).  

Manual Control The operator can enter a value of manually (FSRMAN) in this mode. 
*In this way, an upper limit for FSR (Fuel Stroke Reference) is established. 
*If this mode is not used that means FSRMAN = 100 % is the default value. 

 
At any load lower than the Base Load or rated power output of the turbine (i.e. at Part Load 
conditions), the turbine is operating under Speed Control; at or above Base Load, the turbine is 
operating under Temperature Control (see Figure 3.13). Under Speed Control, the Turbine 
Controller uses the error signal between the turbine reference speed (or called-for speed) and 
turbine actual speed (determined by the grid frequency, usually 60 Hz) to calculate the amount 
of fuel introduced into the combustor. Thus, the speed control loop becomes a load control loop 
[46]. Figure 3.13 schematically represents the difference between Part Load and Base Load 
conditions.  

 
Figure 3.13 - Different between FSNL, Part Load and Base Load 
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The basic control architecture for the gas turbine is shown in Figure 3.14. The figure illustrates 
how the speed, exhaust temperature and compressor discharge pressure are sensed from the 
turbine and fed to the turbine controller which then actuates the fuel control valve by the 
required amount to control turbine power output.  

 

 
Figure 3.14 - Gas Turbine Control Architecture Overview [47] 

 
3.3.2 Generator 

The generator is considered to be the heart of the electric power system; this is where 
mechanical energy from the prime mover is converted into electrical energy. The source of the 
mechanical energy could be gas, steam, wind, diesel etc. [48]. In the case of the central utilities 
plant, the prime mover is driven by a 21 MW gas turbine.  

Mechanically, the generator is composed of two parts; the rotor and the stator. The rotor, as the 
name implies, is the rotating part of the generator. This is the part that is coupled to the prime 
mover and produces a rotating magnetic field. The stator, on the other hand, is the stationary 
part of the generator which is composed of wire winding. This is where the rotor’s rotating field 
induces a voltage which can be measured across the stator’s terminal coils.   
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Generator Excitation System & Automatic Voltage Regulator 

The system that produces the rotor’s magnetic field by supplying direct current to the rotor 
winding is called the generator excitation system. By controlling the magnitude of the field 
current, the strength of the rotor magnetic field can be controlled. Various different types of 
excitation methods exist including, Shunt or Self Excited, Excitation Boost System (EBS), 
Permanent Magnet Generator (PMG), Auxiliary Winding etc. The excitation method used at the 
central utilities plant is the PMG type. The principle of operation of the PMG excitation is shown 
in Figure 3.15 below.  

In this method, a PMG is coupled to the main shaft of the generator. The rotation of the PMG 
rotor produces alternating current (AC) which is supplied to the automatic voltage regulator 
(AVR). Here, the AC signal is converted to a direct current (DC) signal which is then fed to the 
exciter stator. The magnitude of the DC signal is determined by the AVR based on feedback about 
the magnitude of voltage in the main stator coils. The exciter’s rotor winding produces an AC 
signal which is fed into diode-type rectifiers built directly into the shaft which convert it into DC 
output. This DC output from the rectifier is then fed directly to the generator’s rotor main 
winding. In this way, the strength of the rotor’s magnetic field is controlled by the AVR by 
controlling the magnitude of DC that is supplied to the exciter’s stator coils. The excitation of the 
rotor, in turn, affects the voltage that is induced in the generator’s stator coils [49] [50]. 

 
Figure 3.15 - Principle of Generator with PMG Excitation [49] 

 

In addition to the voltage, the generator’s output frequency also needs to be controlled. Since 
the frequency is directly proportional to the speed of rotation, the output frequency is adjusted 
by controlling the fuel input to the gas turbine. However, for the control of both these 
parameters, a very important consideration is the mode of operation i.e. islanded vs. grid 
operation.   
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Modes of operation – Islanded vs. Grid 

When the unit is operating in islanded mode, an increase in fuel supply to the turbine results in 
an increase in the rotation speed of the turbine and consequently an increase in the frequency 
of the alternating current output by the generator. Likewise, an increase in excitation by 
increasing the field (direct) current results in an increase in the voltage of the system.  

However, when operating as part of a large network of parallel generators, each supplying power 
to the grid, the combined inertia of all the generators operating in parallel determines the system 
frequency. The nominal system frequency is set at 60 Hz in the United States.  

When the generator’s stator windings are connected to the grid, the alternating current from 
the power system (i.e. the grid) induces a rotating magnetic field in the stator coils. Note that 
this is different from the rotating magnetic field produced by the rotor. At synchronization, the 
rotor’s rotating magnetic field and the stator’s rotating magnetic field are magnetically 
interlocked. This is the turbine’s full-speed no load (FSNL) condition; at this point, the turbine’s 
fuel control valve is opened just enough to enable the rotor to exactly match the frequency of 
the grid, but it does not produce any power.  

If the fuel control valve is opened beyond what is required to maintain the full-speed no load 
condition, the generator starts producing power due to a change in the load or power angle. The 
load angle is the relative angle between the induced voltage, VR due to the rotor and the terminal 
voltage, VS which is dependent upon the grid (power system).  

At zero power, both the induced voltage and terminal voltage are exactly in phase and the 
relative angle between them is zero. When it is desired to increase the load output from the unit, 
the gas fuel valve is opened to increase energy to the prime mover, which initially accelerates 
the rotor so that it moves ahead in phase creating a load angle between the rotor and stator 
voltage. This in turn enables power to flow from the generator into the grid. To further increase 
power output, the fuel flow to the turbine is further increased. At maximum power, the load 
angle is equal to 60 deg; beyond this point, the generator loses synchronism with the grid.  

Note that an individual generator does not have enough power to work against the combined 
inertia of all the generators on the grid to change the system frequency. Therefore, an increase 
in fuel flow does not change the frequency of the generator (which is set by the system 
frequency), but instead increases the active power output into the power system. Likewise, an 
increase in field current to the rotor (i.e. increasing the strength of the rotor magnetic field) 
increases the reactive power output of the generator instead of increasing the system voltage 
which is again set by the grid.  
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Generator Capability Curve 

Both the active and reactive power have to be carefully controlled to ensure the generator 
operates within its capability limits. The reason why reactive power output is significant from the 
generator’s capability perspective is because even though, reactive power output does not 
require increased energy input, increased current still flows through the generator stator 
windings and the power system which can easily overheat the windings if the active and reactive 
power output is too high. Definite limitations are therefore, imposed on the combined total of 
the active (MW) and reactive power (MVAR), known as the generators capability limits and 
marked in Figure 3.16 below [51]. Note that the vector sum of the active and reactive power is 
known as apparent power (measured in MVA) [51]. 

In addition, there are other limits to observe in generator operation. Earlier it was stated that to 
increase the MVAR output of the generator, the field current has to be increased. This increase 
in excitation current, increases the heating in the rotor windings, which must be limited to 
prevent rotor damage [51]. This is given by the rotor heating limit (shown in Figure 3.16). On the 
other hand, excitation cannot be reduced too much since that would cause a drop in the voltage, 
causing VARs to flow into the generator from the power system. If the rotor current is reduced 
too much, the magnetic field may become so weak that the generator would lose stability and 
fall out of synchronism with the other units on the system. This is given by the minimum 
excitation limit [51]. Given these limitations and the limitations imposed by the utility in terms 
of maintaining a certain minimum power factor, the generator is restricted to operate within the 
region marked as Region I on the capability curve in Figure 3.16.   

 

 
Figure 3.16 - Synchronous Generator Capability Curve 
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Synchronization Unit 

In order to operate as part of a network of generators on the power grid, it is absolutely essential 
that all generating units operate at precisely the same synchronous speed. This is achieved with 
the aid of the synchronization unit that ensures that the frequency and phase angle of the 
generated power match that of the rest of the network [51].  

The synchronization unit interfaces with the speed controller of the gas turbine as well as the 
AVR, to adjust speed and voltage respectively. At start-up, the synchronous generator is sped up 
close to the system frequency and the excitation current is adjusted to reach the nominal 
terminal voltage. Thereafter, the sync unit takes over the actual synchronization procedure. It 
adjusts the excitation current so that the generator’s terminal voltage matches the systems 
voltage and the turbine speed to match the generator frequency with the system frequency 
along with matching the phase angle with the grid’s phase angle. Once the deltas of all three 
quantities are within a certain tolerance, a command is sent to the generator breaker to close. 
Once closed, the generator is synchronized to the grid [51].  

 

Generator Protection System 

Implementing a generator protection scheme is complicated by the fact that it does not only 
have to protect against electrical and mechanical faults (due to stator/rotor faults and gas 
turbine abnormal operating conditions respectively) but also against system faults due to its 
coupling with the grid. The generator has to be isolated from the grid when it is the source of 
the disturbance (to prevent propagating instability to the grid such as triggering voltage collapse) 
as well as when the power system is the source of the disturbance (to protect the generator)[51].  

Hazardous conditions for the generator are broadly categorized into 1) internal faults and 2) 
abnormal operating conditions [52] as listed below and schematically presented in Figure 3.17.  

1. Internal Faults 
a. Phase and/or Ground faults in the stator winding 
b. Ground faults in the rotor winding 

2. Abnormal Operating Conditions 
a. Overexcitation 
b. Loss of excitation 
c. Inadvertent Energization  
d. Pole-Slipping 
e. Reverse Power  
f. Loss of Synchronism 
g. Under-over frequency 
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Figure 3.17 - Generator Fault and Abnormal Operating Conditions [52] 

 

Note that generator faults are beyond the control of the operator; they are dependent on the 
age and operating history of the generator and are caused by factors such as insulation failure 
etc. In contrast, abnormal operating conditions are a result of incorrect operation by a controller 
(human or automated) or failure of a component.  

The goal of the generator protection system is to detect every fault and hazardous operating 
condition and isolate only the affected equipment quickly without operating under any other 
circumstances. Misoperation of the generator protection system can be very costly for the utility; 
if the generator is allowed to operate under faulted conditions, it could result in permanent 
damage to the generator or associated equipment such as transformers. A false trip, on the other 
hand, can lead to an unnecessary outage and extensive effort searching for a non-existent fault. 
Either condition would be unacceptable from the utility’s perspective. It is therefore, critical that 
the generator protective relaying is adequately configured and coordinated with the turbine and 
field breakers [52].  

Note that not all conditions are equally serious; some require immediate, simultaneous tripping 
of the generator, turbine and excitation system, others require sequential tripping of generator 
and turbine/excitation system, yet others require only alarming the operator. Tripping 
sequences are explained in more detail in the next chapter.  

 

3.3.3 Energy Management System  

In an effort to optimize the cost of electricity between on-site generation (by purchasing natural 
gas) versus purchasing electricity from the utility, CUP employs the services of an external Energy 
Management System (EMS) company known as ICETEC Energy Services. EMS is a predictive 
analytics and optimization platform that maintains a secure connection with the CUP’s DCS. This 
allows it to capture real-time data about plant equipment, including boilers, chillers, turbine etc.  
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Using MIT’s historical energy trends, combined with real-time weather forecast information and 
market analytics, it determines the most optimum mode of operation for the various plant assets 
to maximize market potential while ensuring reliability. This information is then provided to the 
plant operator as a set of recommendations via a web-based service. The plant operator then 
uses these recommendations to throttle turbine active/reactive power set-points, chiller and 
boiler settings etc.  

Figure 3.18 shows a schematic representation of the functions performed by the Energy 
Management System [53]. Figure 3.19 through Figure 3.21 show screenshots of the Energy 
Management System’s web-based dashboard [54]. As can be observed from the figures, detailed 
information about market trends, plant equipment operation, historical data and forecasts are 
available through the EMS web-based service.   

 
Figure 3.18 - Energy Management System Processes (ICETEC Energy Services [53])  
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Figure 3.19 – EMS Dashboard – Overview [54] 

 
Figure 3.20 – EMS Dashboard - Chiller Dispatch Screen [54] 
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Figure 3.21 – EMS Dashboard – Historical Trend for Frequency Regulation [54] 
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3.4 INTERDEPENDENCY OF INFRASTRUCTURE  

So far, in the discussion of the electrical generation and distribution system, the focus has been 
on the processes, equipment and configurations of the electric power system only. However, 
such a narrow study of the power system, in the context of system vulnerabilities, is largely 
inadequate due to the interdependency of the electric distribution system on other 
infrastructure systems. While the dependencies within an individual infrastructure network are 
often well understood, the impact that one infrastructure can impart upon another is not 
immediately evident. Furthermore, the indirect feedback loops and state changes, commonly 
referred to as nth-order effects are even more obscure and difficult to comprehend [55].  

Take for instance the campus-wide blackout of 2012 [37]; while it is obvious that natural gas 
supply is required to restore power, it may not be immediately evident that the gas turbine 
requires cooling water and exhaust ventilation prior to start-up and that each one of these items 
require electricity to function. Figure 3.22 shows examples of electric power infrastructure 
dependencies. 

 
Figure 3.22 - Examples of Electric Power Infrastructure Dependencies [55] 

 
While dependency refers to a unidirectional influence or impact of one infrastructure on the state 
of another, interdependency refers to bidirectional influence of impact between two 
infrastructure systems [55]. Rinaldi et. Al [55] classify interdependencies into four general 
categories which are summarized by Dudenhoeffer et. Al [56] as follows: 
 

1) Physical – a physical reliance on material flow from one infrastructure to another 
2) Cyber/informational – a reliance on information transfer between infrastructure 
3) Geographic – a local environment event affects components across multiple 

infrastructure due to physical proximity 
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4) Logical – A dependency that exists between infrastructures that does not fall into one of 
the above categories  
 

 

Figure 3.23 - Example of Infrastructure Interdependencies [55] 

 

In complex, coupled infrastructure systems, such as the electric generation and distribution 
system, indirect feedbacks exist which cause the system to exhibit emergent properties or 
behaviors i.e. properties or behaviours not recognized by analyzing individual infrastructure 
systems or components. The key point to note here is that in this worldview, rather than breaking 
up complex processes into manageable portions and resorting to silo-thinking, the inter-
relationships and functional control hierarchies need to be studied holistically to derive insights 
about the system.  

Although identifying, understanding and analyzing interdependencies between infrastructures 
has taken on increasing importance in the past decade, this topic has been recognized as a 
complex and difficult problem to analyze [55][57]. Note however, that STAMP-based STPA-Sec, 
due to its underlying theoretical basis – system theory – is a sound model that promises to 
analyze such complex, interdependent systems as will be seen in the subsequent chapters.  
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3.5 SUMMARY  

This chapter presented the electric distribution system of the MIT Central Utilities Plant in an 
effort to understand the type, configuration and functions of various control and protection 
devices used at a typical energy facility. In addition, the control structures and operations, both 
upstream as well as downstream of the Central Utilities Plant were explored in the context of 
system vulnerabilities. Finally, the interdependency of the infrastructure systems was explored. It 
was discovered that a narrow view of the electric distribution system in isolation of other 
infrastructure systems was not adequate and instead a systems-view was required to ensure a 
comprehensive hazard/vulnerability analysis.  

While most of the information presented here may be considered rudimentary by industry 
personnel, it is important to note that the electric generation and distribution system is a 
significantly complex topic which is not well understood by personnel outside of the electric power 
industry. Therefore, an attempt was made to present the information and concepts in simple 
terms to enhance readership. The ultimate goal of this chapter was to develop a fundamental 
understanding of the operations, processes and equipment involved in the process of electric 
generation and distribution in order to provide background knowledge for subsequent 
vulnerability analysis.       
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Chapter 4  

The Case Study  
This chapter presents the application of the STPA-Sec method to the MIT CUP electricity 
generation and distribution system. The chapter is divided into four sections where each section 
represents one step in the basic STPA-Sec diagram. The analysis does not only dive deeper into 
the various subsystems of the generation and distribution processes, but also, at all times, keeps 
traceability of the context in which these subsystems operate within the larger system. Finally, 
loss scenarios generated in the final step of the analysis are used to guide mitigation strategies 
which are presented at the end.  

 
4.1 DEFINE PURPOSE OF THE ANALYSIS – STEP 1 

STPA-Sec is based on the theoretical foundation of a top-down systems engineering approach. 
The analysis begins by establishing the boundaries of the system by defining the goal/purpose 
of the system as well as high-level losses and hazards that the analysis aims to cover. The 
following subsections provide a formal, systematic method to establish the preliminaries for the 
analysis. 

 

4.1.1 System Problem Statement 
The system that is intended to be analyzed, at an abstract level, can be described as the electric 
generation and distribution system at the MIT Central Utilities Plant. The goal/purpose of the 
system can be formally defined using the System Problem Statement (also known as the To-By-
Using statement) as described in Figure 4.1. 

 
Figure 4.1 - System Problem Statement 
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Note that the high-level goal of the system is defined as ‘Providing electricity to the MIT Campus, 
reliably, efficiently and safely’. The qualifiers, reliably, efficiently and safely, are included to 
capture the most important needs of the primary stakeholders and are used to inform the key 
functions that need to be evaluated as part of the security analysis; these functions are identified 
in the next stage of the system problem statement i.e. the ‘BY’ part of the statement. 

The ‘BY’ part of the system problem statement indicates what functions are required to achieve 
the goal of the system. Here, three verbs are used to describe these functions: generating, 
supplementing and distributing. These three functions can be further refined as follows: 

1. Generating (on-site power) 
a. Includes Regulating on-site generation (including both active and reactive power 

during grid operations and frequency and voltage during islanded operation) for 
the most cost-effective (i.e. efficient) output 

2. Supplementing (from the grid) 
a. Includes Monitoring and controlling tie-line flow from the utility (including syncing 

and decoupling) for reliable campus electricity supply 
3. Distributing 

a. Includes Transforming Voltage to safe levels for usage 
b. Includes Isolating equipment (including motors, generator, transformers, buses, 

lines etc.) for protection and stability 

The ‘USING’ part of the system problem statement identifies the physical form of the various 
controllers that are utilized to achieve the various functions which enable the system to achieve 
its mission or goal. 

 

4.1.2 System-Level Losses 

Now that the goal/purpose of the system is understood, the next most significant step in defining 
the purpose of the analysis is to identify system-level losses. The system-level losses establish the 
context and boundary of the subsequent analysis. Leveson [7] describes system-level losses as 
follows:  

Definition: ‘A loss involves something of value to stakeholders. Losses may include a loss 
of human life or human injury, property damage, environmental pollution, loss of mission, 
loss of reputation, loss or leak of sensitive information, or any other loss that is 
unacceptable to the stakeholders.’ 

For the electric distribution system, the system level losses are itemized in Table 4-1. Note that 
the losses are defined at a fairly high-level of abstraction. This is done in an attempt to manage 
complexity; by starting at a high level of abstraction with a small list and then refining that list 
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with a more detailed list at each stage of the analysis (i.e. working top-down), one can be more 
confident about completeness of the analysis because each of the longer lists of causes can be 
traced to one or more of the small starting lists (and vice versa). 

Table 4-1 - List of Unacceptable High-Level System Losses 

System-Level Losses 

L-1 Death, dismemberment or injury to personnel 

L-2 Physical damage to critical equipment 

L-3 Loss of mission i.e. inability to deliver electricity 
to campus  

L-4 Economic loss due to an electrical event (including 
capital cost or operational cost) 

 

Note that the system-level losses listed in Table 4-1 are prioritized based on impact severity. 
Here, (L-2) Physical damage to critical equipment, is given higher preference over (L-3) loss of 
mission, which is the primary-value function of the system. The justification for this prioritization 
is that an equipment loss would potentially result in a longer-term loss of function for the system 
than temporary loss of power. Loss (L-4) includes financial loss both due to equipment loss as 
well as the cost incurred by the utility to replace on-site generation capability.   

 

4.1.3 System-Level Hazards and Constraints 

System-level losses describe consequences such as loss of equipment, loss of mission etc.; 
hazards on the other hand, describe conditions that could result in a loss. Leveson [7] describes 
system-level hazards as follows: 

Definition: ‘A hazard is a system state or set of conditions that, together with a particular 
set of worst-case environmental conditions, will lead to a loss.’ 

As a first step, the list of functions recognized in the system-problem statement are used to 
determine a list of high-level hazards. The reasoning behind this approach is that each of the 
functions identified in the system-problem statement enable the system to achieve its primary 
mission and hence if any of these functions is not performed adequately, it would result in a loss 
for the system. Using this technique, a high-level list of hazards is derived in Table 4-2 which can 
be directly mapped to the system-problem statement. 
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Table 4-2 - Coarse list of System-Level Hazards 

System-Level Hazards Related Losses 

H-1 Inadequate regulation/control of on-site generation  L-1, L-2, L-3, L-4 

H-2 Inadequate monitoring and control of supply tie-line L-1, L-2, L-3, L-4 

H-3 Inadequate isolation of faulted equipment  L-1, L-2, L-3, L-4 

H-4 Inadequate voltage transformation L-1, L-2, L-3, L-4 

Note that although the analysis is presented as though it is performed in a linear, non-iterative 
fashion, it undergoes several iterations in each stage as new findings are discovered and 
incorporated in the analysis. The list of hazards is a particularly important part of the analysis 
because it highlights the conditions that can result in system-level losses. In fact, if done 
correctly, the functional control structure naturally follows from the list of system-level hazards, 
because it describes the system conditions that must be controlled. Hence, the system-level 
hazards undergo several iterations of refinement as the analysis progresses. The refined list of 
hazards is provided in Table 4-3. 

Table 4-3 - Refined list of System-Level Hazards 

System-Level Hazards Related Losses 

H-1: Inadequate regulation/control of on-site generation  

       H-1.1: Equipment is operated beyond normal operational limits  
               H-1.1.1: Mechanical parameters (speed, ramp-rates (acceleration),  
                             temperature, pressure, vibration as applicable) exceed  
                             normal operational limits 
               H-1.1.2: Electrical parameters (current, voltage, frequency) exceed 
                             normal operational limits  

L-1, L-2, L-3, L-4 

       H-1.2: Active and reactive power is not adequately controlled 
               H-1.2.1: Violation of power quality metrics 
               H-1.2.2: On-site generation does not meet campus demand 
               H-1.2.3: Inability to achieve synchronization 
               H-1.2.4: Operation in the wrong control mode 

L-2, L-3, L-4 

       H-1.3: Incorrect sequencing of operations  
               H-1.3.1: Out-of-Sync Re-closure 
               H-1.3.2: Operation without permissive function 
               H-1.3.3: Out-of-order switching operation  

L-1, L-2, L-3, L-4 

H.2: Inadequate monitoring and control of supply tie-line 
 

        H-2.1: Plant is not isolated from the supply tie-line during system fault L-1, L-2, L-3, L-4 

        H-2.2: Plant is decoupled from tie-line when no fault exists L-3, L-4 

H-3: Inadequate isolation of faulted equipment  
 

        H-3.1: Faulted components are not isolated correctly or fast enough L-1, L-2, L-3, L-4 

        H-3.2: Isolation of no-fault area L-3, L-4 

H-4: Inadequate voltage transformation 
 

       H-4.1: Operation in overloaded condition L-1, L-2, L-3, L-4 

       H-4.2: Operation in overexcited condition  L-1, L-2, L-3, L-4 
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According to Leveson [7], the system-level hazards must not identify individual components, 
rather they should be expressed in terms of system conditions; this is to avoid inadvertently 
limiting the focus of the analysis to individual components, instead of the larger system. 
Although vastly insightful, it was discovered, that describing hazards in terms of system 
conditions was incredibly difficult at the beginning of the analysis. This was especially true when 
the system was large and its mission was dependent on execution of disparate functions. 
However, by focusing on individual functions and abstracting out unsafe system-level conditions, 
a more useful list of hazards was identified.  

For instance, focusing on the function of control of on-site generation, three hazardous 
conditions can be immediately recognized: 

1) Operation of equipment beyond normal operational limits 
2) Improper production of active and reactive power 
3) Improper sequencing of operations    

From here, the first hazardous condition (operation beyond limits) can be further refined to 
include mechanical limits and electrical limits since the function of on-site generation includes 
both turbine and generator control. The same logic is used to reason through each of the high-
level hazards to produce the refined list presented in Table 4-3. The corresponding list of system-
level constraints is provided in Table 4-4. 

The system-level constraints are derived from the system-level hazards, by essentially inverting 
the hazard. For instance, if a system-level hazard is defined as ‘on-site generation is not 
adequately controlled’, the corresponding system-level constraint can be defined as ‘on-site 
generation must be adequately controlled’. Expressing the system-level constraints provides a 
sense of the functions that need to be controlled and hence modeled in the functional control 
structure.  

These constraints are continuously refined through the various stages of the analysis and 
ultimately produce a set of safety and security requirements that can be directly traced back to 
the system-level losses. The key idea of Step 1 – Define Purpose of the Analysis, is to specify 
boundaries on system conditions and behaviors that if violated would move the system into a 
hazardous state that could result in a system-level loss under worst case environmental 
conditions.  
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Table 4-4 - List of System-Level Constraints 

System-Level Constraints Related Hazards 

SC-1: On-site generation must be adequately controlled/regulated H-1 

       SC-1.1: Equipment must not be operated beyond normal operational limits  
               SC-1.1.1: Mechanical parameters (speed, ramp-rates (acceleration),  
                               temperature, pressure, vibration as applicable) must not exceed  
                               normal operational limits 
               SC-1.1.2: Electrical parameters (current, voltage, frequency) must not   
                                Exceed normal operational limits  

H-1.1 
H-1.1.1 
 
 
H-1.1.2  

       SC-1.2: Active and reactive power must be adequately controlled 
               SC-1.2.1: Power quality metrics must not be violated 
               SC-1.2.2: On-site generation must meet campus demand (in islanded mode) 
               SC-1.2.3: Frequency, voltage and phase angle must be controlled to 
                               enable synchronization with the grid 
               SC-1.2.4: Correct control mode must be used during operation 

H-1.2 
H-1.2.1 
H-1.2.2 
H-1.2.3 
 
H-1.2.4 

       SC-1.3: Correct operating sequence must be followed 
               SC-1.3.1: Out-of-sync re-closure must not occur 
               SC-1.3.2: Permissive functions must not be violated 
               SC-1.3.3: Switching function must follow correct order 

H-1.3 
H-1.3.1 
H-1.3.2 
H-1.3.3 

SC.2: Supply tie-line must be adequately monitored and controlled H-2 

        SC-2.1: Plant must be isolated from the supply tie-line during system fault H-2.1 

        SC-2.2: Plant must not be decoupled from tie-line when no fault exists (when  
                    operating in grid mode) 

H-2.2 

SC-3: Faulted equipment must be isolated adequately H-3 

        SC-3.1: Faulted components must be isolated quickly and in the correct order H-3.1 

        SC-3.2: No-fault area must not be isolated H-3.2 

SC-4: Voltage transformation must be adequately controlled H-4 

       SC-4.1: System must not operate in overloaded condition H-4.1 

       SC-4.2: System must not operate in overexcited condition  H-4.2 
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4.2 MODEL THE FUNCTIONAL CONTROL STRUCTURE – STEP 2 

The next step in the STPA-Sec method is to model the hierarchical functional control structure. 
At its most fundamental level, the control structure models control loops consisting of controlled 
processes and controllers. The controllers receive feedback about the controlled process, and then 
based on some control algorithm or logic provide control actions to adjust the process. Figure 4.2 
shows the high-level functional control structure for the electric distribution system. The system 
consists of the human operator, the control system and the electric distribution system. The next 
step is to carefully add more detail to the control structure using the system-level hazards and 
constraints to inform about the functions that need to be modeled in the control structure. 

 
Figure 4.2 - High-Level Functional Control Structure for the Electric Distribution System 

If the system-level hazards are examined, it can be observed that the hazards describe conditions 
emanating from essentially two types of processes i.e. 1) on-site generation and, 2) switching 
operations (which include switching to control tie-line flow, switching to isolate equipment and 
switching to load/unload transformers). 

Figure 4.3 illustrates the gradual evolution of the control structure. Starting with the two 
processes identified above, the switching operation is further divided into component protection 
and system stability processes, respectively. The reason for this division is the notable difference 
in the function performed by the various switching devices – component protection vs. system 
protection.  

Next, the various controllers responsible for controlling each process are identified and modeled; 
these are the Gas Turbine Controller which manages on-site generation, the Distributed Control 
System (DCS) which allows remote operation of breakers and the Main Switchgear which houses 
the various protective relays. In addition, a Real-time Automation Controller (RTAC) is also 
included in the control structure. Although, RTAC is not currently part of the CUP control 
structure, there are plans to install an RTAC system in the near future to enhance functionality 
by including automatic load-shedding and additional automated system stability features.    
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Figure 4.3 - Refining the Control Structure 
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The relationships between the various controllers are modeled in Figure 4.4. In addition, the On-
Site Generation Control System is further expanded into its various subsystems; including the a) 
Sync Unit b) Turbine (Speed) Controller and the c) Automatic Voltage Regulator. Likewise, Figure 
4.5, adds additional detail to the Main Switchgear which consists of several protective relay 
elements performing distinctly different functions.   
 

 
Figure 4.4 - Adding Detail to the On-Site Generation Controller 
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Figure 4.5 - Adding Detail to the Main Switchgear 

Extreme care is taken to gradually add detail to the control structure to manage the complexity 
of multi-controller within the control system of the electric distribution system. Note that so far, 
the focus has been on expanding and understanding the control system directly responsible for 
the controlled process of electricity generation and distribution. Next, the control structure is 
further expanded to develop an understanding of the larger context within which the system 
operates.  
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By recursively asking the question who is controlling what, the higher-level controllers, beyond 
the human operator can be identified. This hierarchical modeling provides insights about the flow 
of control in the system and can be leveraged, later in the analysis, to derive more effective 
mitigation strategies. Figure 4.6 shows the hierarchical functional control structure with higher-
level controllers including plant management and leadership included in the diagram. 

One of the basic principles of systems thinking is that any component is part of a system which is 
part of a larger system. This means that beyond hierarchical control actions, the system interacts 
with the outside environment (which it does not have control over) that can influence its 
behaviour and impact its ability to achieve its mission. For instance, a problem with a gas 
distribution system can directly impact turbine output because gas is a process input for the 
turbine. As described by Rinaldi et. Al [55], a robust approach for identifying system 
interdependencies includes consideration of Physical, Cyber, Geographical and Logical 
interdependencies. Following this approach, the dependencies and interdependencies of the 
electric distribution system are determined and presented in  
Table 4-5.  

Table 4-5 - Identifying Interdependencies of the Electric Distribution System 

 
The insights gained from the system interdependency analysis is used to add further detail to the 
control structure while suppressing some detail. This modified control structure is presented in 
Figure 4.7 and illustrates system interdependencies – with both internal as well as external 
systems. Notably, the figure shows how the various subsystems (such as the gas turbine, chillers, 
boilers etc.) are tightly coupled where output of one serves as the input for another. For instance, 
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the exhaust gases from the gas turbine directly impact the number of boilers that need to be 
fired for the production of steam. The figure also demonstrates the dependency of the electric 
distribution system on the natural gas, fuel oil, water as well as local electric utility distribution 
systems.    

Note that as additional detail is added, the control structure becomes increasingly complex and 
difficult to navigate. Therefore, care must be taken in adding unnecessary detail to the control 
structure; however, in order to conduct a meaningful and comprehensive analysis, certain level 
of complexity in the control structure diagram is unavoidable. One method of managing this 
complexity is to abstract out all the detail into a black-box and zoom in and out of the black-box 
as required by the analysis.  

Two examples are presented to demonstrate this point. Figure 4.8 shows the interactions 
between the various protective relays in the electric distribution system protection system 
(marked as the Main Switchgear in the other diagrams). A brief description of the control 
structure follows: Utility Tie-Line Protection Relays are intended to decouple the plant from the 
supply tie-lines in the event of a significant fault either in the plant or upstream along the tie-
line. Since the capacity of the generator is not sufficient to meet peak campus demand, the 
current logic is set to trip the generator and gas turbine in the event of a fault that requires 
uncoupling the plant from the grid. Note that both the tie-line and the generator, supply power 
to the main bus. In the event of a fault (such as a short circuit, ground fault, phase-to-phase etc.) 
on the main bus, both the generator and tie-line must be tripped.  

Likewise, the transformer is also fed by the main bus which has to be tripped in the event of a 
fault on the main bus. Using the same logic, if a fault occurs on the transformer, the downstream 
distribution bus has to be tripped which essentially cuts off supply to the various feeders which 
feed electricity to the campus or drive loads inside the plant (such as chillers, water pumps etc.). 
In the event of isolation of a transformer (by the protective relays due to a fault or by the operator 
for maintenance), the Auto-Load transfer switch closes the normally open tie-breaker to resume 
supply to the distribution bus.  

Figure 4.9 zooms into the turbine controller. Here, the Fuel Affecting Control System modulates 
the amount of fuel that enters the combustion chamber. It makes this decision by selecting the 
minimum Fuel Stroke Reference (FSR) value from six independent fuel flow control algorithms 
that continuously determine the required amount of fuel that should enter the combustion 
chamber. The six control algorithms are startup, acceleration, speed, temperature, shutdown, 
and manual control functions. Sensors continuously monitor turbine speed, exhaust 
temperature, compressor discharge pressure, and other parameters to determine the operating 
conditions of the unit. This information forms the process model of the Fuel Affecting Control 
System. When it is necessary to alter the turbine operating conditions because of changes in load 
or ambient conditions, the controller modulates the flow of fuel to the gas turbine.  
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Figure 4.6 - Detailed Hierarchical Functional Control Structure 
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Figure 4.7 - Modeling System Interdependencies with Internal and External Systems 
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Figure 4.8 - Zooming into the Electric Distribution System Protection System 
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Figure 4.9 - Zooming into the Gas Turbine Speed Controller 
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4.3 IDENTIFY UNSAFE CONTROL ACTIONS – STEP 3 

The next step in the STPA-Sec method is to identify Unsafe Control Actions. Note that the control 
action in of itself is not unsafe, rather the context in which it is performed, makes it safe or 
unsafe. In order to follow a systematic approach in identifying all possible contextual situations 
where a specific control action would be unsafe, the primary functions, safety responsibilities 
and associated control actions for each controller in the functional control structure are first 
identified and listed as documented in Table 4-6. 

Table 4-6 - List of Controllers, Safety Responsibilities & Control Actions 

Controller Function Performed Safety Responsibilities Control Actions 

Operator Perform day-to-day tasks to run 
equipment including the turbine, boilers 
and chillers in response to real-time 
demand variations from the MIT Campus 

-Dispatch turbine, chillers, boilers to meet 
campus load 
-Monitor system operation for abnormalities  
-Emergency Shutdown equipment  
-Respond to alarms and faults and take 
corrective actions 
-Provide permissive functions and command 
overrides 

-Select equipment and manually 
start/stop turbine and other 
equipment 
-Perform synchronization 
manually, by adjusting turbo-
generator speed and excitation 
-Manually open/close breakers 
-Shutdown process during 
emergencies 

Distributed 
Control 
System (DCS) 

Provide operator with supervisory control 
and monitoring of all automated 
controllers distributed throughout the 
plant by: 
-Displaying at a glance, the status of all 
breakers and if each line section has 
voltage 
-Enabling remote control of circuit 
breakers 
-Displaying metering information 
-Displaying information such as currents, 
voltage values, KW Load, alarms, fault 
events 
-Providing trending information 

No specific safety responsibilities for the 
selected system 

No specific control actions are 
executed; it however enables the 
operator to perform the following 
tasks: 
-Transfer operating set-points to 
local controllers 
-Start/Stop equipment remotely 
-Open/Close breakers remotely 

Real Time 
Automation 
Controller 
(RTAC) 

Maintain real-time system stability by 
implementing load-shedding schemes 
and/or islanding the plant  

-Implement contingency-based and backup 
under-frequency-based load-shedding system 
-Synchropaser-based monitoring, recording, 
and grid decoupling system 
-Data-acquisition, logging and display of 
alarms, events, and trends 

-Decouple from Grid (island 
operation) 
-Shed/De-energize loads 

Generator 
Protection 
System 

Protect the generator against upset 
conditions 

-Connected to the generator stator, it is 
responsible to protect the generator stator 
against unsafe conditions by automatically 
opening generator breaker 
-Provide backup protection for the AVR and 
governor (speed controller) 
-Protect against the following conditions: 
1. Internal Faults 
         a. Phase and/or Ground faults in the  
             stator winding 
         b. Ground faults in the rotor winding 
2. Abnormal Operating Conditions 
         a. Overexcitation 
         b. Loss of excitation 
         c. Inadvertent Energization  
         d. Pole-Slipping 
         e. Reverse Power  
         f. Loss of Synchronism 
         g. Under-over frequency 

-Trip Signal to open generator 
breaker (on discovering fault 
conditions) 
-Trip Signal to turbine controller 
-Open/Close Field Circuit Breaker  
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Controller Function Performed Safety Responsibilities Control Actions 

On-site 
Generation 
Control 

An abstraction that consists of the 
Generator Protection System, Sync Unit, 
Turbine (Speed) Controller and AVR 

-Control active and reactive power output of 
the turbine generator 
-Enable synchronization with the grid 
-Protect against abnormal conditions 

  

Sync Unit Adjust speed and voltage of the turbine 
to enable synchronization with the grid 

Ensure the frequency and phase angle of the  
generated power match that of the rest of the  
network 

-Close generator breaker when in-
sync 
-Adjust turbine speed (frequency) 
-Adjust excitation (terminal 
voltage)   

Turbine 
Controller 

Maintain desired fuel flow to the turbine 
to match campus demand or operator 
provided set-points 

-Control turbine active power output by 
adjusting fuel control valve to meet power 
demand  
-Maintain system frequency when operating 
in islanded mode 
-Enable Turbine Startup/Shutdown, 
synchronization including sequencing of all 
auxiliary equipment 
-Speed/load control, acceleration control, 
temperature control 
-Protect against overspeed, overtemperature, 
excessive vibration, loss of flame, loss of lube 
oil and other hazardous conditions 

-Open fuel control valve (increase 
power output) 
 -Close fuel control valve 
(decrease power output) 

Automatic 
Voltage 
Regulator 

Automatically maintain generator output 
terminal voltage at a set value under 
varying load and operating conditions; 
absorb or deliver reactive power for 
power factor (PF) control 

-Control generator terminal voltage through 
adjustment of field current (excitation) or 
effectively, its reactive power output 
- Maintain system voltage when operating in 
islanded mode 

-Increase excitation (rotor field 
current) 
-Decrease excitation (rotor field 
current)  

Main 
Switchgear 

Consists of a combination of electrical 
disconnect switches, fuses, circuit 
breakers and protective relays to control, 
protect and isolate electrical equipment; 
obtain metering and load information 

-Protect equipment, service transformers and 
cabling against under/overcurrent, 
under/overvoltage and other unsafe 
conditions 

  

Digital 
Protection 
Relays 

Microprocessor-based relay that analyses 
power system voltages, currents or other 
process quantities for the purpose of 
detection of faults in an electric power 
system; open/close remote bus tie 
breakers without operator intervention 

-Primary responsibility is to immediately 
remove any individual component of a power 
system when it suffers a fault that might 
result in damage to property or unsafe 
conditions i.e. isolate faulty circuit from 
healthy circuit 

-Trip breaker 

Energy 
Management 
System 

Combine real-time market and grid 
conditions along with predictive 
analytics, to recommend operating points 
that maximize energy efficiency, reduce 
costs and carbon footprint; Provide a 
single dashboard to remotely monitor 
plant operations 

-Provide recommendations within the 
generator capability limits 

-Provide turbine dispatch 
recommendations 

Plant 
Engineer 

The plant engineer is the technical lead 
for plant operations  

-Ensure the operators have correct 
procedures  
-Ensure safety hazards are identified and 
mitigated 
-Verify equipment is functioning properly 
during operation 
-Ensure procedural compliance and training  

-Approve operating procedures 
-Provide technical specifications 
and requirements to contractors/ 
vendors 
-Approve equipment 
change/modification requests 
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Next, the process model for each controller is determined; this is the model that each controller 
contains of the process it is controlling and is used by the controller to determine what control 
actions are safe or needed. Defectiveness of this model can be one potential source of hazardous 
control actions. According to Thomas [58], ‘the process model contains the controller’s 
understanding of 1) the current state of the controlled process, 2) the desired state of the 
controlled process, and 3) the ways the process can change state’.  

The required variables that must be included in the process model include those variables that 
the controller can directly affect as well as those variables that are beyond the control of the 
controller that is being analyzed i.e. environmental factors that can affect the state of the 
process. A systematic approach for identifying process model variables includes the following:  

1) Identifying the state of the process that is being controlled  

2) Analyzing the definition of the system hazards related to that process  

3) Recognizing the interdependencies of the control loop on internal as well as environmental 
factors. This can be further divided into identifying:  

a) Physical (inputs/outputs) interdependencies, 
b) Informational interdependencies,  
c) Geographical interdependencies  
d) Logical interdependencies 

The method to determine the process model variables is illustrated with an example of the AVR. 
Table 4-6 identifies the function performed by the AVR as, ‘Automatically maintain generator 
terminal output voltage at a set value under varying load and operating conditions; absorb or 
deliver reactive power for power factor control’. The AVR achieves this function by issuing the 
control action to increase/decrease excitation (i.e. rotor field current). Using the method 
described above, one process model variable can immediately be identified by considering the 
state of the process being controlled i.e. level of excitation. The other process model variables 
can be identified by studying the System-level Hazards associated with the function of on-site 
generation (i.e. Hazard H-1), which is the larger system function that encompasses the AVR. 
Table 4-7 presents the relevant System-level Hazards for on-site generation.  

Hazard H-1.1 states that equipment is operated beyond normal operational limits. From here, 
the generator operating point (i.e. capability limit) is identified as a process model variable 
relevant to the AVR. Hazard H-1.1.2 identifies excessive Voltage as a hazard. Since generator 
voltage is directly controlled by the AVR, it is included as a process model variable.  

Based on Hazard H-1.2, another process model variable with the identifier Demand (Power 
Quality or Voltage Stability) is added. Likewise, based on Hazard H-1.2.4, control mode is also 
included as a process model variable; the AVR could either be in Power Factor (PF) Control Mode 
or Voltage Control mode depending on whether the generator is operating as part of the grid or 
operating in islanded mode.  
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Table 4-7 - Subset of System Hazards Relevant to AVR Function 

System-Level Hazards Related Losses 

H-1: On-site generation is not adequately controlled L-1, L-2, L-3, L-4 

       H-1.1: Equipment is operated beyond normal operational limits  
               H-1.1.1: Mechanical parameters (speed, ramp-rates (acceleration),  
                             temperature, pressure, vibration as applicable) exceed  
                             normal operational limits 
               H-1.1.2: Electrical parameters (current, voltage, frequency) exceed 
                             normal operational limits  

L-1, L-2, L-3, L-4 

       H-1.2: Active and reactive power is not adequately controlled 
               H-1.2.1: Violation of power quality metrics 
               H-1.2.2: On-site generation does not meet campus demand 
               H-1.2.3: Inability to achieve synchronization 
               H-1.2.4: Operation in the wrong control mode 

L-2, L-3, L-4 

       H-1.3: Incorrect sequencing of operations  
               H-1.3.1: Out-of-Sync Re-closure 
               H-1.3.2: Operation without permissive function 
               H-1.3.3: Out-of-order breaker operation (turbine, generator, field)   

L-1, L-2, L-3, L-4 

 

Next, the interdependencies of the AVR control loop with other processes are identified by 
following the approach recommended by Petit et. Al [59] and presented in Table 4-8. Based on 
the table, note that the AVR output is dependent on the Turbine Power Level, since the source 
of power for the AVR is a permanent magnet generator installed on the shaft of the turbine. 
Hence, the Turbine Power Level is included as a process model variable. Whether AVR output 
i.e. generator terminal voltage is hazardous or not, is dependent on the magnitude of system 
frequency and system voltage. Hence, these two variables are also included in the AVR’s process 
model. Furthermore, from a downstream perspective, the information about the output voltage 
is needed to determine if the generator breaker can be closed by the synchronization unit. 
Therefore, generator breaker status is also included as a process model variable. The other 
dependencies noted in Table 4-8 have already been included as process model variables. 

Table 4-8 - AVR Interdependencies 

AVR Physical (inputs/outputs) Informational Geographical Logical 
Upstream AVR input voltage is 

dependent upon Turbine 
Status – 3-Phase power 
from Permanent Magnet 
Generator relies on turbine 
rotation 

System Frequency and 
System Voltage information 
is needed to protect against 
various abnormal conditions 
(under-overvoltage, 
overfluxing etc.) 

AVR is located close to the 
turbine controller; physical 
damage to one is likely to 
cause damage to the other 

When operating as part of 
the grid and as part of the 
Automatic Generation 
Control (AGC), AVR should 
be put in Voltage Control 
Mode by the operator, else 
should be in PF/VAR 
control mode  

Downstream 1. Output generator 
terminal voltage is 
necessary for 
synchronization 
 
2. Reactive power output to 
meet local reactive power 
demand for chillers/pump 
motors 

Information about voltage 
level is used by the sync unit 
to determine if generator 
breaker can be closed when 
operating as part of the grid 

Same as upstream 
dependency 

When operating in 
islanded mode, AVR must 
always be in Voltage 
Control Mode 
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In this way, a formal relationship has been demonstrated to exist between the controlled 
process, system-level hazards and control loop interdependencies to the formulation of the 
process model for the AVR. Note that since the system-level hazards are used to derive the 
functional control structure, the same information can also be derived by evaluating the control 
inputs, feedbacks and control actions represented on the functional control structure. However, 
it has been noted that due to the visual complexity of the control structure diagram, not all 
feedbacks and control inputs are legibly captured on the diagram; it does, however, serve as a 
good starting point for developing the initial process model for the controllers, but in later 
iterations, following the formal approach ensures completeness of the process model. 
 
Table 4-9 itemizes all the process model variables along with their states. 

 

Table 4-9 - Relevant System Variables for the AVR and their possible values 

 
 
 
 
 
 

 
 
 
 
 
Once the process model variables have been identified, unsafe control actions can be recognised 
by enumerating each potential combination of relevant process model variables and examining 
whether the issuance of the control action in that system state would be hazardous[58]. Note 
that a control action can lead to system-level losses if (i) the required control action is not 
provided, (ii) the wrong control action is provided, (iii) the control action is applied too early, too 
late or out of order or (iv) it is stopped too soon or too late leading to a hazard or exploitation of 
a vulnerability [60]. Table 4-10 shows a subset of some possible permutations of the process 
model variables that are identified as hazardous for the control action of increasing excitation. 
Note that this is not an exhaustive list, but only for demonstration purposes. 
 
 
 
 
 
 

# AVR Process Model Variables  Process Model States 

1 Excitation Level Below | At Setpoint | Above  
2 Generator Breaker Status Open | Closed 
3 Gen. Operating Point (Capability Curve) Within Limits | Outside Limits 
4 Generator Terminal Voltage Within Limits | Outside Limits 
5 System Voltage Within Limits | Outside Limits 
6 System Frequency Within Limits | Outside Limits 
7 Turbine Power Level Tripped | Low Power | High Power 
8 Demand (Power Quality or Voltage Stability) Below | At Setpoint | Above  
9 Control Mode VAR/PF (Grid) | Voltage Control 

(Islanded) 
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Table 4-10 - Evaluation of Control Actions under different system states  

System 
Variables 

#1 #2 #3 #4 #5 #6 #7 #8 #9 Not Providing 
Causes Hazard 

Providing 
Causes Hazard 

Too Early, Too Late, 
or Out-of-Order 

Applied too long, 
Stopped too soon 

Hazards 

In
cr

ea
se

 E
xc

ita
tio

n 

CA-1 Below Closed - - - - High - - 1 0 0 0 [H-1.1.2, H1.2.1] 
CA-2 Below Open - - - - - Below - 1 0 0 0 [H-1.2.3] 
CA-3 Below Closed - - - - - Below - 1 0 0 0 [H-1.2.1] 
CA-4 Below - - - Out - - - PF 1 0 0 0 [H-1.1.2] 
CA-5 At Set Closed - - - Out - - - 0 1 0 0 [H-1.1.2] 
CA-6 At Set Open - Out - - - - - 0 1 0 0 [H-1.1.2] 
CA-7 Above Open - - - - Trip - - 0 1 0 0 [H-1.1.2] 
CA-8 Above Open - Out - - Low - - 0 0 1 0 [H-1.1.2; H-1.3] 
CA-9 Below Closed Out - Out - - - - 0 0 0 1 [H-1.3; H-1.1.2] 
CA-10 Above Closed Out - - - - - - 0 0 0 1 [H-1.1] 

Note: A ‘-’ indicates that the status of the variable is irrelevant for the hazardous behavior of the highlighted control action. A 
control action can be unsafe at any time it is performed in a given state, or only if provided too early or too late or not at all. ‘1’ 
indicates control action is unsafe in the given state and ‘0’ indicates vice versa. 
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Automatic Voltage Regulator – Unsafe Control Actions 
 
The generation of the context table illustrates a systematic, robust method to analyze a 
control action within the context of the various system states. The context table can now be 
directly expressed into unsafe control actions as shown in Table 4-11.  

Table 4-11 - List of Unsafe Control Actions for the AVR 

Action 
By 

Control 
Action 

Not Providing  
Causes Hazard 

Providing Causes  
Hazard 

Too soon, Too late,  
Out of order 

Stopped too soon,  
Applied too long 

AVR 
Increase/ 
Decrease 
Excitation 

UCA-AVR-1: 
AVR does not provide 
excitation (loss of 
excitation) when coupled 
with the grid and operating 
at base load, causing the 
generator to operate as an 
induction generator, 
leading to overheating of 
rotor, insulation damage 
etc. --> [H-1.1.2, H-1.2.1] 
  

UCA-AVR-5: 
AVR increases excitation 
when generator frequency 
decreases below 
synchronous speed leading 
to high V/Hz (overfluxing) 
during grid operation --> [H-
1.1.2] 

UCA-AVR-8: 
AVR increases excitation 
beyond ampere field no-
load (AFNL) condition 
before generator is 
synchronized to the grid 
leading to high V/Hz 
(overfluxing)  
--> [H-1.1.2; H-1.3] 

UCA-AVR-9: 
AVR does not provide 
enough excitation (to 
maintain generator terminal 
voltage at grid voltage), 
when synched to the grid, 
weakening the rotor 
magnetic field such that the 
generator 'slips a pole' 
causing catastrophic failure 
of the prime mover coupling 
--> [H-1.3; H-1.1.2]  

UCA-AVR-2: 
AVR does not increase 
excitation to match tie-line 
voltage preventing 
synchronization with the 
grid --> [H-1.2.3] 

UCA-AVR-6: 
AVR increases excitation 
when system frequency 
decreases below 
synchronous speed leading 
to high V/Hz (overfluxing) 
during islanded operation 
--> [H-1.1.2]  

 
UCA-AVR-10: 
AVR increases excitation (too 
much) violating generator 
capability curve limits after 
synchronization with the 
grid, leading to rotor 
overheating   
--> [H-1.1] 

UCA-AVR-3: 
AVR does not increase 
excitation to achieve power 
factor or reactive power 
set-points, when synched 
with the grid, leading to 
utility financial penalties 
--> [H-1.2.1]  

UCA-AVR-7: 
AVR increases excitation 
when turbine is tripped 
leading to high V/Hz 
(overfluxing) --> [H-1.1.2]  

 

UCA-AVR-11: 
AVR increases excitation (too 
much) causing overvoltage 
condition in generator stator 
windings when generator is 
unloaded 
--> [H-1.1] 

UCA-AVR-4:   
AVR does not increase 
excitation when system 
voltage falls below lower 
voltage limit enabling 
system voltage collapse 
--> [H-1.1.2]  

  

   

The AVR performs a critical function in the stabilization of voltage and maintenance of power 
quality (or reactive power) metrics. Improper operation of the AVR can significantly damage the 
generator in a matter of a few seconds resulting in “expensive repairs, several months of forced 
outage and loss of production” [61][50][62]. According to Mozina [63], contrary to popular belief, 
generators fail more often from abnormal electrical conditions such as overexcitation, 
overvoltage, loss-of-field, unbalanced currents and abnormal frequency than short circuits due 
to winding failure, grounding faults etc. Out of these unsafe conditions, overexcitation, 
overvoltage and loss-of-field can be caused by improper operation of the AVR.  
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a) Overexcitation 
Overexcitation occurs whenever the ratio of the voltage to frequency (V/Hz) applied to the 
terminals of the generator exceed design limits [64], causing high flux density levels (i.e. 
overfluxing) in the generator core. Mozina [63] states, “at high flux levels, the magnetic iron 
paths designed to carry the normal flux saturate, and flux begins to flow in leakage paths not 
designed to carry it”. The resulting fields can cause overheating of the stator core iron, and under 
severe overexcitation conditions, result in the partial or complete destruction of the stator core’s 
insulation, necessitating its replacement. Typically, generators are designed to handle a full load 
field with no load on the machine for 12 seconds before the stator iron laminations become 
overheated and damaged [65]. 

Note that the resulting fields from core saturation are proportional to voltage and inversely 
proportional to frequency; this implies that the overexcitation conditions can be caused by 
overvoltage, under-frequency or a combination of both [63]. Most common instances of severe 
overfluxing occur while the generator is being ramped up to synchronize with the grid. Under 
these conditions, any misoperation of the excitation system, AVR or the voltage and current 
sensing systems can cause the excitation to suddenly max out and the generator terminal voltage 
to go much higher than nominal. Klempner and Kerszenbaum [65] state that “With the speed 
(thus frequency) rated or lower, the V/Hz so attained may cause the machine to be well beyond 
its heating withstand capability. Core melting is one of the probable results.” 

Although a more common case, overexcitation condition does not only occur during startup – 
prior to synchronization. In fact, it can occur as a result of manual regulator control operating 
error or sudden load rejection. If the unit is connected to a capacitive load and there is a sudden 
loss of load, leading reactive current will flow into the machine. If this reactive current flow is 
close to the minimum excitation limit of the AVR, the regulator will boost the excitation in an 
attempt to reduce the VAR flow into the machine, increasing the terminal voltage of the 
machine, possible causing overexcitation [66].   

b) Excessive Field Current – Field Overexcitation 
Another related condition is field overexcitation; this condition occurs when the rotor field 
current is raised beyond its normal limits. Such a condition can result in excessive heating of the 
rotor windings due to field overcurrent. Note that this condition is different from the overfluxing 
condition because one is caused by a high V/Hz ratio while the other is caused by an overcurrent 
condition.  

c) Overvoltage 
Overvoltage occurs when the levels of electric field stress exceed the insulation capability of the 
generator stator windings [64]. This condition is again distinct from overfluxing since a high 
voltage with a proportionally high frequency would not cause an overfluxing event, but it would 
result in an overvoltage condition. Excessive voltages can damage and break down stator 
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insulation in the machine leading to a fault [66]. It can also stress insulation in other connected 
components such as transformers, bushings and surge arrestors.  

d) Under-excitation/Loss of Field 
In contrast to overvoltage, not providing enough excitation, can also be hazardous. As mentioned 
earlier, when connected to the grid, excitation controls reactive power into the power system, 
which in turn dictates the plant’s power factor. Maintaining a poor power factor is penalized by 
the utility since it increases the current flow through the distribution network, causing voltage 
drops which reduces the supplier’s distribution capacity, thereby impacting other customers 
connected to the distribution network in a knock-on effect. 

When the field excitation is less than what is required to maintain the generator terminal voltage 
at or above the grid voltage, reactive current flows into the generator stator windings, which can 
cause overheating of the stator core and insulation damage; this condition is called under-excited 
power factor operation. If not corrected, the rotor field can weaken to the point that the gas 
turbine will cause the generator to ‘slip a pole’ i.e. generator rotor will suddenly turn as much as 
one complete revolution faster that it should be spinning and then violently come to a stop as it 
tries to magnetically link up again with the stator magnetic field. Such an event would cause 
catastrophic failure of the coupling between the turbine and the generator [63][65].  

If there is a complete loss of excitation and the generator breaker is not tripped, it would cause 
the synchronous generator to operate as an induction generator, causing the rotor to quickly 
overheat, leading to insulation damage, high vibration, and rotor striking the stator, causing 
catastrophic damage [63][65]. Apart from the generator, loss of excitation condition would also 
impact the power system; not only is a source of reactive power lost, but the plant would absorb 
large reactive currents to meet its reactive power demands which has the potential of triggering 
a system voltage collapse [52]. 

e) Under-voltage 
On the other hand, when operating in islanded mode, if the voltage drops too low, it would cause 
overheating of the motor loads at the plant due to an increase in current (to make up for the 
reduction in voltage), leading to overheating and pre-mature failure of the motors [67].  

A number of protective relays prevent exactly these scenarios from playing out, but the point 
here is to enumerate hazardous conditions, based on the physics of the system, which could 
potentially be exploited by malicious actors by disabling or incapacitating certain protective 
elements. The systematic approach demonstrated above for the AVR is repeated for each of the 
controllers listed in Table 4-6 to identify unsafe control actions. The resulting process model 
variables for each controller are listed in Table 4-12. 
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Table 4-12 - Process Model Variables for Various Controllers 

  # Process Model Variables Process Model States 

Tu
rb

in
e 

Co
nt

ro
lle

r 

1 Fuel Control Valve Position Too close | Normal | Too Open 

2 Operating Mode MW/Base-Load | Frequency Control 

3 Permissive Function Yes | No 

4 Fuel Mode Gas | Fuel Oil | Dual 

5 Control Loop (Speed, Temp, Acceleration) Within limits | Outside limits 

6 Turbine Sequence Startup | Shutdown 

Sy
nc

 U
ni

t 

1 Generator Breaker Status Open | Closed 

2 Sync Mode Auto | Manual 

3 Turbine Status Offline | Base Load 

4 Voltage Delta Within limits | Outside limits 

5 Frequency Delta Within limits | Outside limits 

6 Phase Angle Delta Within limits | Outside limits 

7 Speed Command Within limits | Outside limits 

8 Excitation Command Within limits | Outside limits 

G
en

. P
ro

te
ct

io
n 

Sy
st

em
 

1 Generator Trip Status Not Tripped | Tripped 

2 Turbine Trip Status Not Tripped | Tripped 

3 Field Breaker Status Open | Closed 

4 Turbine Power Level Low Power | High Power 

5 Fault Condition Yes | No 

Au
to

-L
oa

d 
Tr

an
sf

er
 S

w
itc

h 1 Tie-Breaker Status Open | Closed 

2 Isolation Breaker Status Open | Closed 

3 Fault Condition Yes | No 

4 Transfer Mode Auto | Manual 

Pr
ot

ec
tiv

e 
Re

la
ys

 1 Breaker Status (all breakers within zone) Not Tripped | Tripped 

2 Fault Condition Yes | No 

3 System Frequency Within Limits | Outside Limits 

4 System Voltage Within Limits | Outside Limits 

5 Operating Conditions Normal | Abnormal 

EM
S 

1 Turbine Dispatch 
Within Optimal Range | Outside Optimal 
Range 

2 Grid Condition High Load | Low Load 

3 Weather High Demand | Low Demand 

4 Time of Day High Demand | Low Demand 

RT
AC

 

1 Tie-line Breaker Open | Closed 

2 Generator Breaker Open | Closed 

3 Tie-line Fault Condition Normal | Faulted 

4 Turbine power level Off-line | Part-load | Base-load 

5 Campus Load Within capability limits | Outside 
Capability limits 

6 Load-Shedding Mode Auto | Manual 
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  # Process Model Variables Process Model States 

DC
S  

NOTE: While the DCS has built-in control algorithms to issue open/close commands to 
equipment (such as boilers chillers) or associated equipment (such as motors/valves etc.) 
when certain conditions are established to be true, it does not perform any safety related 
functions for the electric distribution system. It only aids the operator in transferring 
commands to equipment remotely including opening/closing breakers, defining setpoints 
for turbine etc. Therefore, the process model for the DCS has not been defined in this 
analysis. 

H
um

an
 O

pe
ra

to
r 

1 Turbine Load Offline | Part Load | Base Load | Peak 
Load 

2 Campus Demand 
Within Turbine Capability | Outside 
Turbine Capability 

3 Upstream Tie-line faults Yes | No 

4 Power Quality Within Limits | Outside Limits 

5 Gas Supply Pressure Within Limits | Outside Limits 

6 Water Supply Pressure Within Limits | Outside Limits 

7 Forecasted Demand Increasing | Decreasing 

8 
Turbine physical parameters (Speed, Acc.,  
Temperature, Pressure, Vibration) Low | Normal | High 

9 Tie-line current/voltage Within Limits | Outside Limits 

10 Transformers current/voltage Within Limits | Outside Limits 

  

NOTE: Although some process (mental) model variables have been defined here, this is not 
a complete list. Listing all process model variables for the human operator is neither 
convenient nor particularly useful. This is because the operator possesses a unique mental 
model for each process that is being controlled at the plant. For instance, the operator 
would have a mental model about the synchronization process while possessing a different 
mental model about the operation of the protection relays. Listing of all the mental model 
variables in a consolidated list would not be particularly useful. However, when a particular 
process is being analyzed, the operator's mental model specific to that process should be 
defined/listed. 

 

By evaluating different combinations of process model variables, several unsafe control actions 
for each controller are derived. These are presented below, followed by brief discussions of some 
of the hazardous conditions that would arise as a consequence of these unsafe control actions. 

  



 85 

Turbine Controller – Unsafe Control Actions 

Control of on-site generation primarily involves controlling turbine power output via the turbine 
controller (specifically the fuel affecting control system) and terminal voltage via the AVR. Unsafe 
control actions for the turbine controller are discussed in this section. These unsafe control 
actions are summarized in Table 4-13, followed by a discussion of the hazardous conditions. 

Table 4-13 - List of Unsafe Control Actions for the Turbine Controller 

Action By Control 
Action 

Not Providing  
Causes Hazard 

Providing Causes  
Hazard 

Too soon, Too late,  
Out of order 

Stopped too soon,  
Applied too long 

Turbine 
Controller 

Open/Close 
Gas Control 

Valve 

UCA-TC-1:  
Turbine Controller does 
not open Gas Control 
Valve during firing 
sequence (no ignition)  
--> [H-1.2.2; H.1.2.3] 

UCA-TC-6:  
Turbine Controller opens 
Gas Control Valve when 
permissive function 
(violating purge timer, 
protection system, system 
enable, liquid-fuel mode 
permissive functions etc.) 
is unavailable 
--> [H-1.3] 

UCA-SC-11:  
Turbine Controller ramps 
up Gas Control Valve too 
quickly during Startup 
sequence (leading to 
uncontrolled ignition)  
--> [H-1.3; H-1.1.1] 

UCA-SC-15:  
Turbine Controller does not 
keep Gas Control Valve open 
above the minimum value 
required to prevent flameout 
during sudden rejection of 
load or generator fault 
(leading to accumulation of 
combustible gases)  
--> [H-1.3] 

UCA-TC-2:  
Turbine Controller does 
not open Gas Control 
Valve during fuel 
changeover (loss of 
synchronization)  
--> [H-1.2.2; H.1.2.3] 

UCA-TC-7:  
Turbine Controller opens 
(or does not close) Gas 
Control Valve when there 
is a sudden loss of load or 
generator fault, driving the 
turbine to overspeed 
conditions  
--> [H-1.1.1] 

UCA-TC-12:  
Turbine Controller opens 
Gas Control Valve, out-of-
order, after flameout 
leading to accumulation of 
combustible gases 
--> [H-1.3] 

UCA-TC-16:  
Turbine Controller opens the 
Gas Control Valve for too 
long or modulates the fuel 
rates incorrectly during fuel 
changeover (leading to 
internal fire, explosion)  
--> [H-1.3] 

UCA-TC-3:  
Turbine Controller does 
not open Gas Control 
Valve during frequency 
excursion when 
operating at base-load 
(loss of synchronization)  
--> [H-1.2.2; H.1.2.3] 

UCA-TC-8:  
Turbine Controller opens 
Gas Control Valve when 
operating at design 
temperature limit (leading 
to overtemperature 
conditions)  
--> [H-1.1.1] 

UCA-TC-13:  
Turbine Controller opens 
Gas Control Valve prior to 
receiving permissive 
function to undertake such 
action (e.g. purge timer, 
protection system, aux 
pumps etc.)  
--> [H-1.3] 

  

UCA-TC-4:  
Turbine Controller does 
not open Gas Control 
Valve (gets stuck) when 
critical speed is attained 
(leading to excessive 
vibrations due to 
resonance)  
--> [H-1.1.1; H.1.2.3] 

UCA-TC-9:  
Turbine Controller opens 
(i.e. does not trip) Gas 
Control Valve when lube 
oil is not at correct 
temperature/pressure  
--> [H-1.3] 

UCA-TC-14:  
Turbine Controller takes 
too long to close Gas 
Control Valve when trip 
conditions occur (loss of 
load, loss of flame, excess 
vibration, lube oil pump 
failure etc.) 
--> [H-1.3] 

  

UCA-TC-5:  
Turbine Controller does 
not open Gas Control 
Valve to achieve 
operator MW setpoint 
or meet campus load 
even when operating 
within generator 
capability limits 
--> [H-1.2.2] 

UCA-TC-10:  
Turbine Controller opens 
(i.e. does not trip) Gas 
Control Valve when trip 
conditions occur (loss of 
load, loss of flame, excess 
vibration, lube oil pump 
failure etc.) 
--> [H-1.1] 
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The turbine controller modulates the amount of fuel that enters the combustion chamber. It 
makes this decision by selecting the minimum Fuel Stroke Reference (FSR) value from six 
independent fuel flow control algorithms that continuously determine the required amount of 
fuel that should enter the combustion chamber [45]. The six control algorithms are Startup, 
Shutdown, acceleration, speed, temperature, and manual control functions as illustrated in 
Figure 4.10. 

 
Figure 4.10 - Simplified Control Schematic for Turbine Controller [45] 

 
Table 4-14 - Brief overview of major control algorithms inside the Turbine Controller [45] 

Control Algorithm Function 

Start-up Control  This control comprises the ignition, warm up, and the gradual rise of fuel flow to 
the acceleration. 

Speed/Load Control Fuel flow is adjusted by the speed control loop in such a way that the load  
demand is maintained. 

Acceleration Control This reduces the fuel flow in case of a too high acceleration of the rotor, 
Ex. Caused by loss of full load. This prevents excessive vibration. 

Temperature 
Control 

This control reduces the fuel flow to prevent overheating of the GT 

Shutdown Control This control reduces the fuel flow during a normal stop (i.e. from the moment  
that the generator breaker has opened until flame has extinguished).  

Manual Control The operator can enter a value of manually (FSRMAN) in this mode. 
*In this way, an upper limit for FSR (Fuel Stroke Reference) is established. 
*If this mode is not used that means FSRMAN = 100 % is the default value. 
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Violation of Sequence of Operations  

During Startup 

The Startup and Shutdown sequences, unlike speed or temperature control loops, are 
feedforward control sequences i.e. the fuel control valve is opened or closed at preset values 
during various stages of the sequence. As the turbine attains various speed setpoints, permissive 
functions are generated which allow the turbine controller to undertake additional actions, such 
as starting/stopping lube oil pumps, starting the turbine exhaust frame blowers etc. [45]; 
violation of permissive functions can be catastrophic as discussed in the next subsection. 

If during Startup, the controller does not open the fuel valve upon reaching the designated speed 
and ignition does not occur, the controller automatically enters a purge sequence and then 
attempts to re-fire; if it is still unsuccessful, it initiates shutdown [46]. No physical damage occurs 
in this case; however, the turbine is unable to generate power. 

On the other hand, if the controller ramps up fuel flow to the combustors too quickly, it can 
result in a thermal shock or non-uniform temperature distribution throughout the turbine 
causing cracks on turbine casing due to increased fatigue duty on the hot gas path parts [68].  

 

During Shutdown  

During shutdown, when the turbine speed drops below a defined threshold, the fuel valve 
position is ramped down to a blowout of one flame detector. The controller remembers which 
flame detectors were functional when the main generator breaker opened. When any of the 
functional flame detectors senses a loss of flame, the valve position is decreased at a higher rate 
until flameout occurs, at which point fuel flow is completely stopped. This method of shutdown 
is known as fired shutdown which is different from a trip shutdown. It is employed to reduce the 
thermal fatigue duty on the hot-gas path parts. During a fired shutdown if the fuel control valve 
is inadvertently left open after flameout, there is a potential for accumulation of flammable 
gases which can cause an internal fire or explosion in the combustor or downstream in the 
turbine section or in the exhaust ducts [69].  

 

Violation of Permissive Function (Protection System/Purge Timer etc.) 

Permissive functions ensure that the conditions necessary to ensure safety have been achieved 
before the control system can execute a command. For instance, prior to introducing fuel into 
the combustion chamber and igniting it, the control system has to receive a purge timer 
permissive. This ensures that sufficient time has elapsed blowing combustible gases out of the 
combustion chamber, such that there is no possibility of an unintended explosion when new fuel 
is introduced. The same logic is used for stopping and starting lubrication pumps, exhaust frame 
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blowers etc. If the permissive functions are violated, it can be catastrophic for the turbine. As 
demonstrated by the following scenario [70][71]: 

“At the commissioning of an unspecified plant, a power interruption resulted in a 
loss of the control system. The plant had three combustion turbines (375 MW) and 
planned the construction of a 178 MW steam turbine to allow the plant to operate 
in combined cycle mode. As a result of the loss of power and resulting loss of the 
distributed control system (DCS), the auxiliary oil pump did not start after the trip. 
An emergency pump also did not start after the trip and all lube oil was lost during 
roll down. The damage to the steam turbine was extensive and included damage 
to the bearings, the rotor, the inter-stage seals and blade, which resulted in a loss 
of $12 million in repairs and $30 million dollars in lost income.” 

 

Overtemperature 

Gas turbines, in general, are operated at the upper limits of operating temperature design limits 
of the hot gas path parts in order to maximize efficiency. Under normal operating conditions, the 
exhaust temperature control system acts to control fuel flow when firing temperature (the 
temperature of the combustion gases as they exit the first stage turbine nozzles) limit is reached.  

If the exhaust temperature exceeds firing temperature, the turbine protection system raises an 
alarm at 25 oF above temperature control reference and a trip signal at 40 oF above reference 
value. Exceeding the temperature design limits causes the units parts to wear our more rapidly 
and could completely deteriorate, causing severe damage to the turbine [45]. Therefore, 
opening the fuel control valve when the turbine is operating close to its design temperature limit 
can have a significant adverse effect on turbine life. Note also that tripping the turbine during 
overtemperature conditions is also damaging for the unit as it reduces its life and subjects the 
unit to high thermal fatigue stresses.  

 

Overspeed 

Overspeed is perhaps one of the most dangerous conditions for a turbine. When synchronized 
to the grid, if there is a sudden loss of load or generator fault, the turbine experiences a sudden 
increase in speed. If the rotational speed of the turbine exceeds the safe operating limits of the 
unit, the main shaft and impeller wheels can be pulled apart by centrifugal force. According to 
McGraorty [72], “in the worst case, the disintegrating parts can break through the turbine 
housing, flinging hot, fast-moving shards of metal in all directions. The results of such a failure 
are always very costly and can be fatal to personnel in the area”. 
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Synchronization Unit – Unsafe Control Actions 

The unsafe control actions for the synchronization unit are summarized in Table 4-15. 
Table 4-15 - List of Unsafe Control Actions for the Synchronization Unit 

Action By Control Action Not Providing  
Causes Hazard 

Providing Causes  
Hazard 

Too soon, Too late,  
Out of order 

Stopped too soon,  
Applied too long 

Sync Unit 

Close  
Generator Breaker 

UCA-SU-1:  
SU does not close 
generator breaker 
when sync conditions 
are achieved 
--> [H-1.2.3] 

UCA-SU-2: 
SU closes generator 
breaker when voltage 
magnitude difference is 
outside limits (leading to 
out-of-sync closure)  
--> [H-1.3; H-1.2.1] 

UCA-SU-8: 
SU closes generator breaker 
too soon (too late) before 
(after) voltage magnitude 
difference is within (outside) 
limits (leading to out-of-sync 
closure)  
--> [H-1.3; H-1.2.1] 

  

 UCA-SU-3: 
SU closes generator 
breaker when frequency 
difference is outside limits 
(leading to out-of-sync 
closure)  
--> [H-1.3; H-1.2.1] 

UCA-SU-9: 
SU closes generator breaker 
too soon (too late) before 
(after) frequency difference 
is within (outside) limits 
(leading to out-of-sync 
closure)  
--> [H-1.3; H-1.2.1]   

UCA-SU-4: 
SU closes generator 
breaker when phase angle 
difference is outside limits 
(leading to out-of-sync 
closure)  
--> [H-1.3; H-1.2.1] 

UCA-SU-10: 
SU closes generator breaker 
too soon (too late) before 
(after) phase angle 
difference is within (outside) 
limits (leading to out-of-sync 
closure)  
--> [H-1.3; H-1.2.1]    

UCA-SU-5: 
SU closes generator 
breaker when turbine is 
tripped (leading to 
inadvertent energization)  
--> [H-1.1.2, H-1.2.1] 

UCA-SU-11:  
SU closes generator breaker 
during area blackout (no 
power from utility tie-line) 
before opening utility tie-line 
breakers (i.e. without 
isolating the plant from the 
tie-lines) --> [H-1.3] 

  

Increase/Decrease 
Voltage 

  UCA-SU-6: 
SU commands automatic 
voltage regulator to 
increase voltage beyond 
generator capability limits 
--> [H-1.1; H-1.2.1] 

UCA-SU-12: 
SU commands the AVR to 
increases excitation beyond 
ampere field no-load (AFNL) 
condition before generator is 
synchronized to the grid 
leading to high V/Hz 
(overfluxing)  
--> [H-1.1; H-1.2.1]   

Increase/Decrease 
Speed 

  UCA-SU-7: 
SU commands gas turbine 
speed controller to 
increase speed beyond 
generator capability limits 
--> [H-1.1; H-1.2.1] 
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a) Out-of-Synchronism Closure  
The synchronization unit provides setpoints for the frequency and voltage regulator (i.e. the 
turbine governor and AVR respectively) to match tie-line conditions; once the frequency, voltage 
and phase rotation are all within pre-set tolerances, the controller sends the breaker close 
command to the generator breaker. If the generator breaker is closed out-of-sync with the tie-
line, the resulting electrical and mechanical stresses can cause catastrophic damage to the 
generator as was demonstrated by the so called Aurora Vulnerability in the test conducted by 
the Department of Homeland Security (DHS) investigating out-of-synchronism closing of the 
generator breaker [73]. Note that the same consequence would occur if the command is 
executed too soon or too late such that frequency, voltage or phase angle move outside of the 
acceptable tolerance. The out-of-sync closure phenomenon is illustrated in Figure 4.11.        

 
Figure 4.11 - Out-of-Sync Closure of Generator [1] 

 

b) Inadvertent Energization   

Since the synchronization unit has the capacity to close the generator breaker, another 
hazardous command that is possible is inadvertent energization (by closing the generator 
breaker) when the turbine is off-line or on turning-gear. When a generator is accidentally 
energized from standstill with three-phase power, it behaves like an induction motor, drawing 
large magnitudes of current (up to 3 to 4 times the rated current [74][66]). Since the rotor is at 
a standstill, the rotating magnetic field in the stator, induces current in the rotor at rated 
frequency [74][66]. Although the high currents cause heating in the stator, the induced current 
in the rotor is what damages the generator due to rapid thermal heating [74]. The rapid heating 
affects the iron paths near the rotor surface, consisting primarily of the “wedges, rotor iron, and 
retainer rings” [65][74]. The contacts between these components are points where a localized, 
rapid temperature increase occurs (primarily due to arcing) which melts the metal which can 
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cause immediate or premature failure. If tripping is delayed, generalized heating of the rotor can 
damage the rotor beyond repair [74][66]. Figure 4.12 shows generator rotor areas most prone 
to damaged due to inadvertent energization [65].  

 

c) No Synchronization 

Not providing the close breaker command when the generator is in sync with the power system 
is also hazardous, albeit not catastrophic. This would result in the plant unable to generate its 
own electricity and may result in the plant incurring additional financial penalties from the utility 
for increasing peak demand and operating at a poor power factor. As mentioned earlier, the 
Synchronization Unit also interfaces with the voltage and speed regulators; providing unsafe 
setpoints beyond the generator’s capability limit can cause damage as described earlier under 
unsafe conditions for the AVR and the Speed Controller.  

 

 
Figure 4.12 - Generator Rotor – Areas most prone to damage due to inadvertent energization  

  



 92 

Generator Protection System – Unsafe Control Actions 

Generators are critical components of the power system; in addition to being among some of 
the most expensive pieces of equipment on the system, they are extremely critical to power 
system stability. A false trip can lead to an unplanned outage and extensive effort searching for 
a non-existent fault. In contrast, a delayed trip can cause permanent damage to equipment. Both 
misoperations are extremely costly for the utility, both in terms of lost time as well as repair 
and/or replacement cost [66]. Therefore, it is extremely critical to implement an adequate 
protection scheme for the generator which would detect every fault and hazardous operating 
condition and isolate it without ever causing a false trip. Table 4-16 lists unsafe control actions 
for the generator protection system, derived from its process model. 

Table 4-16 - List of Unsafe Control Actions for Generator Protection System 

Action By 
Control 
Action 

Not Providing  
Causes Hazard 

Providing Causes  
Hazard 

Too soon, Too late,  
Out of order 

Stopped too soon,  
Applied too long 

Generator 
Protection 

System 

Trip 
Generator 

Breaker 

UCA-GPS-1: 
GPS does not trip generator 
breaker when fault conditions 
occur (i.e. overspeed, over-
under frequency, over-under 
voltage, loss of excitation, 
negative overcurrent 
sequence, stator grounding 
fault etc.) --> [H-1.1] 

UCA-GPS-7: 
GPS spuriously trips 
generator breaker when 
fault conditions are not 
present (causing 
economic loss) 
--> [H-1.2.2] 

UCA-GPS-9: 
GPS does not trip generator 
breaker fast enough when trip 
conditions occur (i.e. 
overspeed, over-under 
frequency, over-under voltage, 
loss of excitation, negative 
overcurrent sequence, stator 
grounding fault etc.) --> [H-1.1] 

  

UCA-GPS-2: 
GPS does not trip generator 
breaker when system voltage 
drops below lower limit 
leading to system voltage 
collapse --> [H-1.2.1] 

UCA-GPS-8: 
GPS trips generator 
breaker when turbine is 
operating at base load 
leading to overspeed 
conditions 
--> [H-1.1.1] 

UCA-GPS-10: 
GPS trips generator breaker, 
out-of-sequence, after field 
breaker is opened (loss of 
excitation) when trip conditions 
occur --> [H-1.3] 

  

UCA-GPS-3: 
GPS does not trip generator 
breaker when system voltage 
exceeds above upper voltage 
limit leading to over-excitation 
in islanded mode 
--> [H-1.1.2; H-1.2.1] 

  UCA-GPS-11: 
GPS trips generator breaker 
with a delay after turbine is 
tripped, leading to motoring of 
the generator (i.e. reverse 
power) --> [H-1.2.1; H-1.3] 

  

UCA-GPS-4: 
GPS does not trip generator 
breaker when turbine is 
tripped, leading to motoring of 
the generator --> [H-1.3] 

  
 

  

UCA-GPS-5: 
GPS closes (i.e. does not trip) 
generator breaker when 
turbine is offline or on turning 
wheel, leading to inadvertent 
energization --> [H-1.3] 

  

 

  

UCA-GPS-6: 
GPS does not trip generator 
on low-forward power i.e. 
when gas turbine is unable to 
maintain synchronism speed, 
leading to reverse power 
conditions 
--> [H-1.2.1] 
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Action By Control 
Action 

Not Providing  
Causes Hazard 

Providing Causes  
Hazard 

Too soon, Too late,  
Out of order 

Stopped too soon,  
Applied too long 

Generator 
Protection 

System 

Trip 
Field 

Breaker 

UCA-GPS-12: 
GPS does not trip field breaker 
during low speed conditions 
(offline/Startup/ 
shutdown/run-up/run-down), 
leading to overfluxing 
(overheating of rotor collector 
rings)  
--> [H-1.1.2; H-1.3] 

UCA-GPS-14: 
GPS trips field breaker (loss of 
excitation) when operating at 
rated power and coupled with 
the grid, causing the generator 
to operate as an induction 
generator, leading to 
overheating of rotor, 
insulation damage, pole-
slipping  
--> [H-1.3; H-1.1.2; H-1.2.1] 

UCA-GPS-15: 
GPS trips field breaker 
before generator breaker is 
tripped (out-of-order) when 
generator trip conditions 
occur, leading to loss of 
excitation condition 
(overheating of rotor, 
insulation damage etc.)  
--> [H-1.3; H-1.1.2; H-1.2.1] 

  

UCA-GPS-13: 
GPS does not trip field breaker 
when generator fault occurs on 
overexcitation, leading to 
overfluxing   
--> [H-1.1.2] 

  

 

  

Trip 
Turbine 

UCA-GPS-16: 
GPS does not trip turbine when 
operating at rated load and 
generator breaker is opened 
leading to turbine overspeed   
--> [H-1.1.2] 

UCA-GPS-17: 
GPS trips turbine when 
generator breaker is closed 
and field breaker is closed, 
leading to reverse power 
conditions   
--> [H-1.1.2]  

 

 UCA-GPS-18: 
GPS trips turbine when 
generator breaker is closed 
and field breaker is opened, 
causing loss of excitation 
conditions   
--> [H-1.1.2] 

 

 

 

As was mentioned earlier (in Chapter 3), generator fault conditions can arise due to: 

1)  Internal faults or faults on the power system. These include phase or grounding faults in 
the stator or rotor, short-circuits etc., which are beyond the control of the operator or 
the control system as they depend on environmental factors such as failure of the 
insulation, age of the machine, machine history etc.  

2) Abnormal operating conditions. These include loss of excitation, over-excitation, 
inadvertent energization, loss of synchronism, out-of-step (pole-slipping), under-over 
frequency, reverse power etc., which arise as a result of loss of regulating function of 
control devices such as the Synchronization Unit, AVR or Speed controller. 

Note that each of the abnormal operating conditions (i.e. loss of excitation, overexcitation etc.) 
have already been explained earlier in the sections describing unsafe control actions for the AVR 
and the Synchronization Unit; what remains is a discussion on tripping and alarming methods.  
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Not all fault conditions require the same control action by the generator protection system; 
some require alarming the operator, others require tripping the entire unit, yet others require 
tripping the turbine only or the generator breaker. Factors that are taken into account when 
determining the type of trip are as follows [65]: 

• How onerous the fault can be to the generator and turbine? 
• How onerous the fault can be to the power system? 
• Is there an overspeed risk post trip? 
• Is there a chance of the fault spreading to other equipment? 
• Is there a need for maintaining auxiliary loads post trip? 
• What will be the time required for re-starting the unit? 
• Is there a need to trip the excitation? 
• Is there a need to trip the gas turbine? 

Based on the answers to these questions, the following tripping logics are implemented in the 
Generator Protection System control algorithm for various fault conditions [65]. 

1) Simultaneous Trip: Trip the turbine, generator’s main breaker and excitation breaker at 
the same time; provides the highest level of protection but can be hazardous if the 
turbine is operating at rated speed as it may lead to overspeed conditions 

2) Generator Trip: Trip the main generator breaker along with the excitation, without 
tripping the turbine. Must be employed only when risk of overspeed is low (i.e. turbine is 
operating at a low power level); the advantage of this scheme is that the unit can be 
restored to normal operation in a short time.  

3) Breaker Trip: Only the generator breaker is tripped without tripping the field breaker or 
the turbine. This scheme allows for reconnection to the grid in a short time.  

4) Sequential Trip: Trip the turbine first, then the generator is tripped by its reverse power 
relay; the opening of the line breaker trips the excitation. This method can prevent 
overspeed occurrences. 

5) Manual Trip: The turbine is tripped manually; generator trips by activation of the reverse 
power relay followed by the excitation trip as is the case in the sequential trip. 

6) Manual Runback and Trip: The operator reduces power to the turbine to zero power and 
then follows with a sequential trip. This is the normal trip mode and is usually employed 
following an alarm that necessitates manual tripping of the unit.  

 

It is trivial to note that if a fault condition occurs and the generator is not isolated, it would result 
in permanent damage to the generator or cause instability to the power system. On the other 
hand, if a false or spurious trip occurs, then that is also an unacceptable condition for the utility 
from a financial standpoint. However, what may not be immediately obvious is that when a fault 
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condition occurs, the correct tripping sequence has to be implemented in order to avoid 
hazardous conditions. The unsafe control actions in Table 4-16 identify these conditions.  

For instance, if a generator trip is triggered and the turbine is operating at rated load or peak 
load conditions, it would cause the turbine to overspeed. If a breaker trip is triggered, and the 
voltage is not controlled, it can lead to overexcitation (overfluxing) conditions – only a few 
seconds lapse at higher voltage can permanently damage the rotor. If a sequential or manual trip 
is triggered, but the generator breaker does not open (i.e. reverse power is not detected or the 
breaker fails to open), a reverse power condition would be created where the prime-mover is 
not providing enough power to maintain synchronism speed and so, power flows from the 
system to rotate the generator as an induction generator. In addition, if the excitation was also 
lost during the sequential trip prior to opening of the generator breaker, then the synchronous 
generator would operate as an induction motor; again, performing a function it is not designed 
to do, causing damage to the generator.   
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Protective Relays and Auto-Transfer Switches – Unsafe Control Actions 

In addition to protecting generators, digital protective relays protect other electrical equipment 
including transformers, feeders, buses, motors etc., that make up the distribution system. Table 
4-17 lists the unsafe control actions for the protective relays and auto-load transfer switches.  

Table 4-17 - List of Unsafe Control Actions for Protective Relays & ATS 

Action By 
Control 
Action 

Not Providing  
Causes Hazard 

Providing Causes  
Hazard 

Too soon, Too late,  
Out of order 

Stopped too soon,  
Applied too long 

 
Protective 

Relays 

Trip 
Transformer 

Breakers 

UCA-TPR-1: 
Transformer Protective 
Scheme does not isolate 
transformer when fault 
conditions occur 
(overheating, core fault, 
overcurrent, interturn fault, 
phase-to-phase, grounding 
etc.) --> [H-3.1] 

UCA-TPR-2: 
Transformer Protective 
Scheme spuriously opens 
breaker during 
energization (picks up 
inrush current)  
--> [H-3.3] 

UCA-TPR-3: 
Transformer Protective Scheme 
does not isolate transformer 
fast enough when fault 
conditions occur (overfluxing, 
overheating, core fault, 
overcurrent, interturn fault, 
phase-to-phase, grounding etc.) 
--> [H-3.1] 

  

UCA-TPR-4: 
Transformer Protective 
Scheme does not isolate 
transformer when system 
frequency decreases or 
system voltage increases 
causing overfluxing 
--> [H-3.1] 

  UCA-TPR-4: 
Transformer Protective Scheme 
trips primary and secondary 
side breakers in the wrong 
order (i.e. not simultaneously) 
when fault conditions occur  
--> [H-3.2] 

  

Trip  
Load 

(Motor) 
Breakers 

UCA-LPR-1: 
Load Protective Relay does 
not isolate motor when fault 
conditions occur 
(overheating, overcurrent, 
phase-to-phase, grounding 
fault etc.)  
--> [H-3.1] 

UCA-LPR-2: 
Load Protective Relay 
spuriously opens 
breaker, when fault 
conditions are not 
present (loss of service)  
--> [H-3.3] 

 
  

Trip Utility 
Breakers 

UCA-UB-1: 
Tie-line Protective Relay 
does not isolate tie-line 
during system fault 
conditions (over-under 
frequency, over-under 
voltage, overcurrent etc.)  
--> [H-2.1] 

UCA-UB-2: 
Tie-line Protective Relay 
spuriously opens 
breaker, when fault 
conditions are not 
present, overloading the 
on-site generation 
system 
--> [H-2.2] 

UCA-UB-3: 
Tie-line Protective Relay takes 
too long to isolate tie-line 
during system fault conditions 
(over-under frequency, over-
under voltage, overcurrent etc.) 
--> [H-2.1] 

  

Auto-Load 
Transfer 

Close N.O. 
Bus  

Tie-Breaker 

UCA-ALT-1: 
ALF does not close loop tie-
breaker resulting in the 
entire bus (un-faulted area) 
losing power  
--> [H-3.3] 

UCA-ALF-3: 
ALF closes tie-breaker 
when the two buses are 
out-of-phase, causing 
inadvertent paralleling of 
transformers and 
circulating currents 
--> [H-1.3] 

UCA-ALF-4: 
ALF takes too long to trip 
generator when tie-line fault 
conditions trip utility tie-lines 
causing generator overload 
--> [H-2] 

  

UCA-ALF-2: 
ALF does not trip generator 
breaker when tie-line fault 
conditions trip utility tie-
lines causing generator 
overload 
--> [H-2.1] 

 
UCA-ALF-5:  
ALF closes loop tie-breaker 
before downstream fault is 
cleared, leading to a system-
wide fault in the event of a 
grounding fault 
--> [H-2] 
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All protective relays work off the same characteristic control loop; electrical quantities (such as 
current and voltage and sometimes even mechanical quantities such as temperature, gas 
pressure etc.) are measured and if determined to be outside of normal operating conditions, trip 
commands are sent to the respective circuit breakers to isolate the faulted components.  

In practice, the system is divided into different zones of protection, with each zone having its 
dedicated set of relays and circuit breakers. When the fault occurs in any of the protection zones, 
only the circuit breakers within that zone are opened. Thus, only the faulty element is isolated 
without disturbing the rest of the system. As much as possible, all zones are established in such 
a way that they overlap with other zones in order to ensure complete protection coverage.  

Figure 4.13 shows a simplified example of a protection scheme that is divided into three 
overlapping zones of protection, marked by the different colored rectangles. Here, a feeder 
circuit is shown which connects two buses at End A and end B. If a fault (e.g. short circuit) occurs 
at Location 1, circuit breakers D and E would be tripped by the feeder protection relays because 
the fault occurred within its zone of protection. If a fault occurred at Location 2, circuit breakers 
A, B, C and D would trip because again, the fault occurred inside the bus protection zone. 
However, if a fault occurred at Location 3, all breakers (A, B, C, D and E) would be tripped by the 
relays since the fault occurred in the overlapping zone. Figure 4.14 shows a schematic 
representation of how a protective scheme is implemented using digital relays; as can be 
observed from the figure, the relay is fed by multiple CTs and VTs at various locations on the 
buses and the feeders, which then implements its protection scheme by opening the required 
breakers to protect the equipment.  

 
Figure 4.13 - Concept of Protection Zones in Electric Distribution System 

 
Figure 4.14 - Implementation of Protective Scheme with Digital Relays 

Current Transformer 1 2 

3 
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The most common cause of failure in transformers is insulation breakdown leading to phase 
faults, ground faults and turn-to-turn faults. Protection is usually provided by a differential relay 
which works on the principle of comparing current inputs at both the primary and secondary 
sides of the transformer [75].  

In contrast, electrical loads, such as motors, are very sensitive to voltage variations which can 
result in serious damage if high voltage fluctuations arise [75]. Protection for motor loads is 
usually provided by using under/over voltage protective relays as shown. These two protective 
schemes are shown in Figure 4.15. Note that these are not the only protective schemes that 
would be employed; in fact, for the transformer, if a short-circuit fault condition occurred outside 
its zone, the differential relay would not act at all, because although the current magnitude may 
be beyond the transformer design limits, the current differential would still be zero. In this case, 
an overcurrent relay element would have to be implemented to detect such a condition.  

 

         
Figure 4.15 - Implementation of (a) Differential Relay to Protect Transformer, (b) Under/over Voltage Relay for Load Protection 

[75] 

The point is that different protective schemes are employed for protecting different zones of the 
system. If a fault occurs, irrespective of the source of the fault, and the equipment is not isolated 
by the relay, it would result in damage to the equipment. In contrast, if a fault has not occurred 
and the relays acts to isolate it, that too is an unacceptable condition, as it would result in loss 
of service. Some interesting conditions are discussed below:      

 

Overfluxing 

Similar to the generator, transformer fault conditions can be a result of internal faults (insulation 
breakdown etc.) which are beyond the control of the operator/control system or abnormal 
operating conditions. Abnormal operating conditions include low system frequency, overvoltage 
and overloading. Low system frequency or overvoltage (V/Hz) can lead to overfluxing which 
increases magnetic flux density in the magnetic core. If the flux density increases beyond the 
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design limit of the transformer, the resultant eddy currents in the core and nearby conductive 
components would cause overheating which can cause severe damage to the transformer within 
a very short time [43]. Such a condition is likely if the plant is operating in islanded mode and the 
generator protective relays fail to detect the abnormal operating conditions.  

 

Out-of-Phase Closure by Auto-Transfer Switch 

The plant has a double-ended substation configuration where two transformers feed a common 
bus which has a normally open tie-breaker in the middle as shown in Figure 4.16. This 
configuration allows that in the event that one transformer is off-line, the bus can still be 
energized by the other transformer, thereby improving reliability. The normally open tie-
breakers are equipped with automatic load-transfer switches which receive feedback about 
breaker status from both transformer secondary breakers. In the event, that the transformer 
secondary breaker on one of the feeders is opened (due to a transformer internal fault or by the 
operator for maintenance), the auto-load transfer switch, closes the tie-breaker to restore 
power to the bus.  

 

Figure 4.16 - Double-ended Substation 

If the auto-load transfer switch closes the normally open tie-breaker when there is no fault (i.e. 
both transformers are online), and the two feeders are fed from two different sources such that 
they have moved slightly out of phase, then it would lead to damaging current flow through the 
loop [76][77]. If the system configuration is not adequately interlocked, such that there is a 
potential that one feeder could be supplied by utility power while the other is supplied by the 
on-site generator, and the auto-load transfer switch attempts to make an inadvertent out-of-
phase connection at the loop tie-breaker, significant damage to the generator and the 
distribution cabling would occur. Figure 4.17 shows the three breaker locations that would need 
to be manipulated in order to create the hazardous condition described.  
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Figure 4.17 - Simplified One-line Diagram of Plant’s Electrical Distribution System showing Breakers at Location 1 and 2 are 

opened while the one at Location 3 is closed 

 
A number of unsafe control actions by various controllers were identified in this section. By 
inverting these unsafe control actions, more detailed constraints can be defined which can be 
traced back to the system-level constraints defined in Step 1. At this stage of the analysis, unsafe 
control actions were identified along with the consequent hazardous conditions that would 
result using a ruggedized and systematic approach. In the next section, loss scenarios are 
generated which enumerate the circumstances under which the controllers interact to cause the 
issuance of unsafe control action.  

  

2 

3 

1 
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4.4 GENERATE LOSS SCENARIOS – STEP 4 

In the previous subsection, the various system states under which a given control action would 
be hazardous were determined. If these unsafe control actions are inverted, a new set of refined 
constraints can be defined which can be traced back to the system-level constraints. According 
to Leveson [7], it is the violation of these constraints that leads to system-level losses. 

For instance, UCA-AVR-08 states: 

‘AVR increases excitation beyond ampere field no-load (AFNL) condition before generator is 
synchronized to the grid leading to high V/Hz (overfluxing) --> [H-1.1.2; H-1.3]’  

This unsafe control action can be inverted to define a new safety constraint, SC-AVR-08 as 
follows:  

‘AVR must not increase excitation beyond ampere field no-load (AFNL) condition before 
generator is synchronized to the grid (could lead to high V/Hz (overfluxing)) --> [SC-1.1.2; SC-1.3]’ 

Next, the factors that would cause these constraints to be violated are ascertained which are 
used to further refine the aforementioned constraints. This is done by generating a hierarchical 
list of loss scenarios i.e. a textual representation of causal factors that can lead to unsafe control 
actions resulting in hazardous system states that can potentially culminate into system-level 
losses. According to Leveson [7], two types of loss scenarios must be considered: 

1. Scenarios that lead to the issuance of unsafe control actions 
2. Scenarios in which safe control actions are improperly executed or not executed 

altogether 

Scenarios leading to unsafe control actions could be a result of unsafe controller behavior or 
inadequate feedback; alternatively, scenarios leading to improperly executed or altogether 
ignored control actions could be a result of issues along the control path or the controlled 
process itself as illustrated schematically in Figure 4.18 and itemized in Table 4-18. 

 

Figure 4.18 - Factors that can result in a) unsafe control actions b) safe control actions not or improperly executed [7] 
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Table 4-18 - Potential Causal Factors for Loss Scenario Generation 

 
 
Note that since the major thrust of the analysis is identification of cyber-vulnerabilities, the 
scenarios and causal factors presented below are primarily focused on security; however, the 
same approach can easily be extended to include safety aspects as well. A list of sample attack 
scenarios provided by Schmittner et. Al [12] are used as a starting point for determining security-
related causal factors in the evaluation below.   

Finally, since every system is part of a larger system, interdependencies exist, both hierarchically 
in terms of flow of control authority as well as physically in terms of inputs and outputs. For each 
unsafe control action, its impact on the system mission as well as other interdependent systems 
is evaluated by placing it in context with other systems. Earlier presented in Section 2, Figure 
4.19 illustrates the interdependencies between various subsystems; it is used to guide the 
evaluation of the impact of the unsafe control action on various system functions. 

1. 2.
a. Failure involving controller a. Feedback or information not received

b. Inadequate Control Algorithm i.
i. ii.
ii. iii.
iii. iv.

c. Inadequate process model b. Inadequate feedback is received

i. i.

ii. ii.

iii. iii.

iv.

d. Unsafe Control input (from another controller)

3. 4.
a. Control Action not executed a. Control action not executed

i. i.

ii.

iii.

b. Control Action improperly executed b. Control action improperly executed

i.
i.

ii. ii.

iii.

iv.

Inadequate Feedback and informationUnsafe Controller Behavior

Control action is applied or received by the controlled process but the 
controlled process responds improperly

Sensor is not capable or not designed to provide necessary feedback/info

Control action is not applied or received by the controlled process but the 
process responds as if the control action had been applied or received

B. Identifying Scenarios in which control actions are improperly executed or not executed

Controller receives incorrect feedback/information

Controller receives correct feedback/information but interprets 
it incorrectly or ignores it

Controller does not receive feedback/information when needed 
(Delayed or never received)

Scenarios related to the Controlled Process

Feedback/info does not exist in control structure or sensor does not exist

Feedback/info is not received or applied to sensor

Feedback/info is not sent by sensor but is received by controller

Feedback/info sent by sensor but not received by controller

A. Identifying Scenarios that lead to Unsafe Control Actions

Sensor responds adequately but controller receives inadequate 
feedback/info

Actuator responds adequately, but the control action is applied  
improperly at the controlled process

Control action is not sent by controller, but actuators or other 
elements respond as if it had been sent

Sensor responds inadequately to feedback/info that is received or applied 
to sensor

Control action is applied or received by the controlled process but the 
controlled process does not respond

Necessary controller feedback/information does not exist

Control action is sent by controller but not received by actuator

Control action is received by actuator but actuator does not 
respond
Actuator responds but the control action is not applied to or 
received by the controlled process

Control action is sent by controller but received improperly by 
actuators

Control action is received correctly by actuator but actuator 
responds inadequately

Scenarios involving the Control Path

Flawed implementation of the specified control algorithm

Specified control algorithm becomes flawed over time due to 
changes/degradation

Specified control algorithm is flawed
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Figure 4.19 - Modeling System Interdependencies with Internal and External Systems 
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In order to demonstrate the breadth of the analysis, three sets of loss scenarios are presented 
below. The first set identifies loss scenarios for the Automatic Voltage Regulator subsystem; this 
set, in addition to uncovering various vulnerabilities in the system, shows a natural transition to 
evaluation of loss scenarios of a higher-level controller (i.e. human operator), due to unsafe 
control inputs from this higher-level controller. The second set uncovers vulnerabilities related 
to the transformer protection scheme, while the third set evaluates loss scenarios related to the 
gas turbine.  

 

Automatic Voltage Regulator 

The control structure for the AVR is extracted from Figure 4.6, masking out all the details. The 
refined control loop for the AVR is presented in Figure 4.20 along with the various control inputs, 
feedbacks and interactions that the AVR interfaces with. In addition, guidewords to aid in 
determining causal factors for issuance of unsafe control actions are superimposed in red font 
on the control loop. Security-related sample attack scenarios are marked with bold font type.   

Starting with the AVR’s process model, factors are considered which would cause the controller 
to issue an unsafe command. For instance, the controller could issue an unsafe command 
because it is fed manufactured data about the state of the process, or it has the wrong process 
model to begin with (i.e. the process has changed over time, but the controllers process model 
has not been updated to reflect that change).  

Using the same logic, each of the sample attack scenarios around the control loop are carefully 
contemplated as potential causal factors. Following this approach systematically, a set of 
scenarios is generated along with the associated causal factors which is presented in Table 4-19. 
A new set of refined safety and security constraints is derived to prevent each scenario from 
occurring; these are also presented in Table 4-19. 

Note that this refined list of safety and security constraints can be mapped to the constraints 
derived earlier by inverting the unsafe control actions, and further upstream to system-level 
constraints and ultimately to system-level losses. 
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Figure 4.20 - Refined Control-Loop for the AVR 
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Table 4-19 - List of Scenarios for UCA-AVR-08 

UCA AVR-8 
AVR increases excitation beyond ampere field no-load (AFNL) condition before generator is synchronized to 
the grid leading to high V/Hz (overfluxing) --> [H-1.1.2; H-1.3] 

Scenarios Associated Causal  
Factors 

Safety/Security  
Constraints 

1 No feedback or incorrect feedback 
AVR does not know the actual state 
of the generator's terminal voltage; 
it continues to increase field 
excitation to achieve AFNL condition 

1. Feedback path from the sensors 
(CT/PT) is maliciously congested; AVR 
assumes previous state: 
     a) delayed feedback  
     b) no feedback received 
2. Fabricated feedback signal is 
injected from the sensors (CT/PT) to 
the AVR  

1. AVR excitation signal must be 
interlocked with out-of-band 
feedback signal, such as turbine 
speed to prevent excitation beyond 
AFNL condition 
 
2. AVR must alarm the operator, if at 
any time feedback is not received  

2 Malformed process model as a 
result of wrong info 
AVR believes synchronization has 
already occurred and increases 
reference excitation signal to attain 
VAR/PF setpoint 

1. Malicious feedback injection about 
status of generator breaker - AVR 
believes it to be closed when it is not 

1. AVR must have physical interlock 
with generator breaker 

3 Malformed process model as a 
result of wrong info 
AVR believes it is operating in 
islanded mode and increases 
reference excitation signal to attain 
voltage setpoint 

1. Malicious feedback injection about 
generator operating mode 

1. Overflux Relay ANSI 24 must be 
installed 
2. Overvoltage relay ANSI 59 must be 
installed (Already installed) 

4 Inadequate process model 
While attempting to resynchronize 
with the grid, after a generator trip 
(but not a turbine trip), AVR 
increases excitation signal beyond 
AFNL 

1. AVR assumes previous breaker 
status due to feedback drop or 
congestion of feedback path - AVR's 
process model is not updated to 
reflect loss of synchronization 

1. AVR must have physical interlock 
with generator breaker - Same as SC-
AVR-08-02-01 

5 Malformed control algorithm 
AVR receives correct feedback about 
generator's terminal voltage but 
increases voltage to the wrong 
voltage setpoint 

1. Unauthorized manipulation of 
control algorithm - proportional-
derivative-integral (PID) gain settings 
for voltage control are maliciously 
tampered  

1. Unauthorized access to AVR must 
be prevented  

6 Control path compromised 
AVR provides the correct signal but 
the field exciter (actuator) does not 
respond to the signal 

1. Excitation mode is maliciously 
changed from auto to manual; 
unbeknownst to the operator, the 
control path is compromised and 
incorrect control signals are provided 
to the exciter by a malicious actor, 
masked as originating from the 
operator 

1. Unauthorized access to Turbine 
Controller and Sync Unit must be 
prevented  
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UCA AVR-8 
AVR increases excitation beyond ampere field no-load (AFNL) condition before generator is synchronized to 
the grid leading to high V/Hz (overfluxing) --> [H-2] 

Scenarios Associated Causal  
Factors 

Safety/Security  
Constraints 

7 Incorrect control input from higher-
level controller 
AVR is provided the wrong voltage 
setpoint by the Sync Unit or the 
operator  

1. Legitimate commands from the SU 
are jammed; manufactured commands, 
masked as legitimate commands from 
the SU/operator are sent to AVR 
2. Incorrect setpoints are provided by 
higher-level controllers such as the 
operator or the sync unit (scenarios for 
UCA-OP-1 and UCA-SU-7) 

Same as SC-AVR-08-03-01 and  
SC-AVR-08-05-01 

 Impact on System Mission and/or Interdependent Systems 
If an overfluxing condition is not arrested within a few seconds, it would destroy the generator windings 
beyond repair, preventing on-site generation. This would result in the plant drawing more power from the grid 
to meet its demand, increasing operational cost. Loss of generator would logically imply loss of turbine as a 
heat source for the Heat Recovery Steam Generator, which would imply downgraded steam production which 
in turn would impact chilled water production since some of the chillers are steam-driven. This would likely 
trigger an increase in output for the electric-driven chillers which would further increase electricity drawn from 
the grid.  

 
A few insights can be noted here: the protection scheme for the generator at the central utilities 
plant is not equipped with an Overflux relay (ANSI Device Code 24). This could be considered a 
component level flaw in the protection scheme that is discovered through the analysis. It should 
be noted however, that it is not completely unexpected that this element is missing; traditionally, 
it is implemented in machines larger than 100 MW, according to Scharlach [78]. However, it is 
recommended [78] that, “due to the serious effects that can result from an undetected 
overexcitation event”, this protective element should be applied event on smaller machines.  

Another important point highlighted in Table 4-19. 

is the importance of the situational awareness of the generator breaker status and operating 
mode (grid vs. islanded) for the AVR. Typically, the AVR is simply provided with a setpoint for 
Reactive Power or Power Quality (VAR/PF) by the operator through the turbine controller; the 
AVR then tries to achieve that setpoint by adjusting the field current as illustrated in Figure 4.21.  

If the generator breaker is open and the turbine controller or sync unit has been compromised 
then the AVR could increase the excitation to cause an overfluxing event. A functional constraint 
is defined to interlock the overfluxing threshold of the generator with the generator breaker 
status. The logic here is that if the generator breaker is open, the AVR should never be able to 
exceed a certain threshold which would cause overexcitation/overfluxing condition. It is not 
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known at this time if such an implementation is possible in practice, but it has been specified for 
the control engineer to consider. 

 
Figure 4.21 - Simplified Diagram of a Generator Excitation System [50] 

 
Transition to Higher-level Controller 

Scenario SNR-AVR-08-07 is unique because it identifies an unsafe control input provided by a 
higher-level controller i.e. the human operator. This allows for a natural transition to a different 
control loop which can then be systematically analyzed using the same approach as above. Figure 
4.22 abstracts out all the detail in the control system and presents the high-level control loop 
including the operator and the entire control system. As before, by going around the control loop 
and reasoning about the circumstances that would result in the operator issuing an unsafe 
command to the AVR, a number of scenarios are generated as presented in Table 4-20. 
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Figure 4.22 – Refined Control-Loop for the Operator 
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Table 4-20 - List of Scenarios for Operator 

UCA OP-1 
Operator increases excitation beyond ampere field no-load (AFNL) condition before generator is synchronized to 
the grid leading to high V/Hz (overfluxing) of the generator --> [H-2] 

Scenarios Associated Causal  
Factors 

Safety/Security  
Constraints 

1 No feedback or incorrect feedback 
Operator does not know the actual 
state of the generator's terminal 
voltage and believes the AVR has 
malfunctioned; overrides correct 
AVR signal (by forcing 
flags/overriding permissive 
functions) to manually increase 
excitation beyond AFNL setpoint  

1. Feedback path from the sensors 
(CTs, PTs) is maliciously congested 
such that it is delayed. Operator 
increases excitation manually in an 
effort to attain synchronization 
voltage 
2. During manual synch mode, 
fabricated feedback signal is injected 
to the operator, convincing him the 
AVR has malfunctioned. Operator 
overrides permissive functions to 
manually increase excitation beyond 
AFNL limit 

1. Operator must have 
independent out-of-band 
feedback about generator 
voltage level 
2. Overflux Relay ANSI 24 must 
be installed – same as SC-AVR-
07-04-01 
  

2 Control path hijacked  
Operator knows the actual state of 
the generator's terminal voltage yet 
an incorrect control signal is 
provided to the field exciter 
 

1. Operator is not adequately trained 
to translate an error code, seeks help 
on a public forum and inadvertently 
provides information about AVR 
model type and remote login 
credentials since a policy about 
sharing plant-specific information 
does not exist 
2. Excitation mode is maliciously 
changed from auto to manual via the 
DCS; unbeknownst to the operator, 
the control path is compromised and 
incorrect control signals are provided 
to the exciter by a malicious actor 

1. Sharing of plant-specific 
information must be 
regularized via policy – this 
includes not just employees but 
also contractors and vendors 
2. Unauthorized access to the 
DCS/Turbine Controller/AVR 
must be prevented 
3. Out-of-band feedback must 
be provided to the operator - 
Same as SC-OP-01-01-01 
 

3 Malformed Control Algorithm 
Operator knows the actual state of 
the generator's terminal voltage 
and the status of the generator 
breaker yet provides the wrong 
control input to the AVR  
 

1. AFNL value has been maliciously 
altered in the operator’s procedure 
because the procedure was stored 
on the unsecured part of the 
network 
2. Operator is not adequately trained 
3. Operator cannot access procedure 
because it is stored on the corporate 
network which is under a DOS attack 
– assumes a value 
 

1. Operator procedures must be 
secured 
2. Hardcopy of procedure (with 
Controlled Quality Control (QC) 
stamp) must be provided to 
operator 
3. Management must ensure 
operator is provided adequate 
training 
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UCA OP-1 
Operator increases excitation beyond ampere field no-load (AFNL) condition before generator is synchronized to 
the grid leading to high V/Hz (overfluxing) of the generator --> [H-2] 

Scenarios Associated Causal  
Factors 

Safety/Security  
Constraints 

4 Incorrect control input from higher-
level controller 
Operator knows the actual state of 
the generator's terminal voltage 
and the status of the generator 
breaker yet provides the wrong 
control input to the AVR  

1. Operator is given the wrong 
procedure by the Plant Engineer 
2. Operator cannot access procedure 
because it is stored on the corporate 
network which is under a DOS attack 
– assumes a value 
 

1.  Standard Operating 
procedures must be secured 
2. Plant Engineer must ensure 
operator has the correct 
procedure  
3. Same as SC-OP-01-03-02 – 
hardcopy of procedure 

 

Some highlights from the generated scenarios are discussed here. The first scenario SNR-UCA-
OP-01-01 highlights the fact that the operator takes an incorrect decision based on incorrect 
information i.e. the process flaw is that the primary feedback is corrupted and there is no 
provision for a secondary, out-of-band feedback. The second scenario SNR-OP-01-02 highlights 
that the control path is hijacked due to hazardous actions (such as providing remote login 
credentials on a public forum) by the operator due to lack of training about such matters or 
implementation of policy by the management.  

The third scenario SNR-OP-01-03 also highlights another interesting combination of causal 
factors; lack of operator experience combined with unavailability of the correct operating 
procedure. One of the reasons for the latter causal factor could be that the procedure is stored 
on the less secured part of the network. This is not a very unlikely scenario especially for air-
gapped facilities where due to the requirement to frequently update security patches for 
Windows, Microsoft Office or other software, the plant control system is run on a separate 
network than the one used by the engineers and operators to update and share plant procedures, 
technical specifications and other documents – usually part of the corporate network.  

The same process that was used to reason about the factors that would cause the operator to 
provide an incorrect input can be applied to derive additional scenarios involving the plant 
engineer. In the interest of space, these are not discussed here. However, the logic is the same; 
as higher-level controllers are analyzed the details of the lower level controllers are abstracted 
out and the interactions of the higher-level controller are more closely examined.  

 

Transformer Protective Scheme 

The power transformer protective system is selected to demonstrate application of the method 
to the distribution system’s protective relay scheme. Note that the power transformers at the 
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central utilities plant are not directly controlled by the operators because they do not have 
voltage tap settings that can be adjusted and are naturally cooled (i.e. do not have forced 
air/liquid convection apparatus that needs to be monitored or controlled).  

The transformer protection relay control loop is zoomed into from Figure 4.8 as illustrated in 
Figure 4.23. Note that the interactions of the control loop are presented within the context of 
other controllers (including higher-level controllers as well as other relay controllers and the 
auto-transfer switch) along with sample attack scenarios superimposed on the control structure 
to assist in scenario generation. A list of scenarios along with associated causal factors and 
safety/security constraints are presented in Table 4-21 followed by a discussion about new 
insights.  

 

 
Figure 4.23 - Refined Control-Loop for Transformer 
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Table 4-21 - List of Scenarios for Transformer 

UCA TPR-1 
Transformer Protective Relay does not isolate transformer when fault conditions occur (overfluxing, overheating, 
core fault, overcurrent, interturn fault, phase-to-phase, grounding etc.) --> [H-2] 

Scenarios Associated Causal  
Factors 

Safety/Security  
Constraints 

1 Missing sensors/no 
feedback/incorrect feedback 
Protective relay does not know 
that a fault condition has 
occurred because it does not 
detect it  

1. Missing protective schemes for 
certain fault conditions:  
a. Overfluxing condition (V/hz relay) 
b. Overvoltage condition (Overvoltage 
relay) 
2. Feedback from sensors is 
maliciously congested; transformer 
protective relays do not receive any 
feedback or receive it after a long 
delay 
3. False feedback signal is injected to 
the transformer protective relays 
4. CTs are not sized properly and 
become oversaturated during 
transformer fault condition 

1. CTs must be selected based on 
max inrush current characteristics 
such that they do not become 
oversaturated 
2. Overflux Relay ANSI 24 must be 
installed 
3. Thermal sensor on transformer 
must be installed with live 
camera feed to operator 
4. Overvoltage relay ANSI 59 
must be installed 
5. Critical relays (such as the 
transformer relays) must not be 
networked i.e. should be 
standalone  

2 Inadequate process model 
Protective relay mistakes fault 
conditions for normal operating 
conditions (such as inrush 
current) 

1. Incorrect protection scheme is used 
which compromises sensitivity of the 
relays (i.e. in order to account for 
inrush current, a very high overcurrent 
trip-point is implemented which 
prevents detection of overcurrent fault 
conditions) 

Same as SC-TPR-01-01-01 

3 Malformed control algorithm 
Protective relay does not pick up 
fault conditions 

1. Relay settings/trip-points are 
maliciously reconfigured to prevent 
relay from detecting fault conditions; 
protective relay believes that normal 
conditions exist when in reality fault 
conditions have occurred 
2. Higher-level controller (i.e. operator 
or technician) incorrect sets relay 
settings which go undetected 

1. Unauthorized access to relay 
settings must be prevented. 
2. Laptop used for updating 
firmware/settings on the relays 
must have up-to-date 
antivirus/antimalware software.  
3. Critical relays (such as the 
transformer relays) must not be 
networked i.e. should be 
standalone 

4 Control Path compromised 
Protective relay issues the trip 
command, but the command is 
not executed by the breaker 

1. Control path from relay to the 
breaker is maliciously congested; 
breaker does not receive trip signal or 
the trip signal is received after a long 
delay  
2. Malicious command injection to 
breaker, closing it when it should be 
open 

1. Control path must have surplus 
bandwidth to prevent network 
congestion 
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UCA TPR-1 
Transformer Protective Relay does not isolate transformer when fault conditions occur (overfluxing, overheating, 
core fault, overcurrent, interturn fault, phase-to-phase, grounding etc.) --> [H-2] 

Scenarios Associated Causal  
Factors 

Safety/Security  
Constraints 

5 Actuator failure 
Protective relay issues the trip 
command, but the command is 
not executed by the breaker 

1. Actuator failure 
  a. Breaker fails to trip 
  b. Breaker takes too long to trip 
  c. Breaker fails to interrupt fault 
current 
  d. Breaker fails to interrupt load 
current 
  e. Breaker experiences flashover 
when open (unable to interrupt fault 
current) 

1. Backup/redundant breaker must 
be provided that trips after TBD 
seconds of trip signal 

 Impact on System Mission and/or Interdependent Systems 
If the transformer is not isolated when fault conditions occur, the excessive currents through the transformer 
would permanently damage the transformer. This would cause the entire bus that the transformer supplies 
power to, to go offline. The direct impact would be loss of power to campus as well as chiller compressors, 
chilled water pumps etc. If there is a sudden loss of load it would impact on-site generation as well; the sudden 
loss of load could result in an instability in the distribution system, causing overvoltage/over-frequency 
conditions if the turbine was operating in islanded mode. If the turbine lube oil system does not have backup 
dc power supply, and the lube oil system draws power from the same bus that the transformer supplies to, 
then that could be catastrophic for the turbine. A critical transformer failure could also imply loss of power for 
the gas compressor that maintains gas pressure for the turbine; at the same time fuel oil pumps may also be 
rendered useless if they are supplied power by the same transformer, essentially preventing on-site 
generation.  

 

By generating loss scenarios a few vulnerabilities are obvious. For instance, the existing 
protection scheme does not protect the transformers against overfluxing or overvoltage 
conditions. Perhaps the reason for ignoring these protection elements is that it is assumed that 
such a condition can never arise; when connected to the grid, the system frequency and voltage 
is very tightly controlled which precludes such a condition, and when operating in islanded mode, 
the generator has sufficient protection to prevent such a scenario from arising.  

However, as was previously noted, the generator is also missing the overfluxing protection owing 
to the capacity of the generator. If strictly performing a safety analysis, indeed these protections 
may not be required; however, given the threat environment it is recommended to install these 
protections. 

The transformers at the plant are currently protected against overcurrent conditions. In the case 
of excessive current due to a grounding fault or interturn winding fault etc., the transformer has 
to be isolated instantaneously. However, if the load on the transformer is increased beyond its 
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rated capacity, such a condition is hazardous depending on the duration of the overload and the 
magnitude of the overload [43]. If the relay settings have been compromised, the relay would 
not pick-up overload conditions. It is therefore, recommended to install a thermal sensor on the 
transformer along with a camera feed to the operator to monitor transformer conditions and 
remove it from service if overload conditions occur or reduce load on the transformer.  

Other vulnerabilities highlighted include failure of the breaker itself, incorrect sizing of sensors 
(CTs), incorrect control input from higher-level controller (such as incorrect configuration 
settings) etc. Various countermeasures are prescribed in the form of safety/security level 
constraints for instance, preventing unauthorized access to relay settings, maintaining up-to-date 
virus/malware definitions on the laptop used for updating relay settings and providing 
redundant/backup circuit breakers.   

 

Turbine Controller 

Next, a few scenarios for the turbine controller are derived and presented in Table 4-22.  

 
Table 4-22 - List of Scenarios for Turbine Controller 

UCA TC-12 
Turbine Controller opens Gas Control Valve, out-of-order, after flameout leading to accumulation of combustible 
gases --> [H-1.3] 

Scenarios Associated Causal  
Factors 

Safety/Security  
Constraints 

1 Tampered or delayed 
feedback 
Turbine controller believes 
flame is still detected and 
hence does not trip the gas 
control valve 

1. Malicious feedback injection 
makes the controller believe that 
flame is still detected; controller 
does not issue trip command as it 
wants to lessen thermal fatigue duty 
2. Feedback from flame detectors is 
maliciously delayed through control 
path congestion; controller does not 
know that flame has been 
extinguished and trip command is 
required 

1. Unauthorized access to turbine 
controller must be eliminated 
2. Controller must use additional out-
of-band feedback signals for 
situational awareness – for instance, 
turbine speed and exhaust 
temperature could be used to infer if it 
is safe to shut down gas control valve 
3. Control path must have surplus 
bandwidth to prevent network 
congestion 
4. Gas compressor must be closed 
when turbine is shut down 
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UCA TC-12 
Turbine Controller opens Gas Control Valve, out-of-order, after flameout leading to accumulation of combustible 
gases --> [H-1.3] 

Scenarios Associated Causal  
Factors 

Safety/Security  
Constraints 

2 Malformed process model 
Turbine controller believes it 
is already in shutdown mode 
and hence does not 
undertake action to close the 
gas control valve   

1. Malicious command injection 
truncates shutdown sequence once 
flameout is detected without 
completing sequence; protection 
system does not intervene as it is 
expecting flameout conditions during 
shutdown  
2. Valve is not fully closed; however, 
the controller is programmed to 
assume valve is closed when the valve 
position is below a certain threshold – 
the threshold is maliciously revised by 
a malicious agent 

1. An alarm must be raised by the 
controller anytime the valve is left 
open when the flame is not 
detected; including when offline or 
on turning wheel for cooldown 
2. Out-of-band control loop, such as 
a valve with a visual indicator about 
valve position, must be camera fed 
to the operator 
3. Operator procedure must be 
revised to include operator 
responsibility to ensure valve is in 
fully closed position upon shutdown  
4. Protection system must ensure 
flameout triggers valve closure   

3 Incorrect control input from 
higher-level controller 
Turbine controller receives 
correct feedback about flame 
status, operating mode but 
still opens valve when it 
should be closed 

1. Unauthorized manipulation of 
control algorithm – ladder logic is 
modified to open valve after flameout. 
2. Incorrect control logic is uploaded 
by higher-level controllers such as the 
turbine vendor or plant engineer 
(unsafe commands by higher-level 
controllers need to be analyzed) 

1. Policy revision required; Prior to 
connecting an external laptop/USB 
to plant equipment, it must undergo 
malware scan/virus scan 
2. Binary check of new files must be 
checked against a gold standard file 
to ensure correct files are uploaded 

4 Actuator failure 
Control Valve is left stuck 
open and does not close 
despite being commanded to 
close  

1. Valve fails to close completely due 
to debris accumulation/poor 
maintenance 
2. Valve was purchased from a source 
that was not quality assured – poor 
quality 
3. Valve was replaced with a part that 
did not meet quality standards but was 
installed due to time pressure 
4. Valve technical specification was 
inadequate 

1. Backup/redundant valve must be 
provided that is tripped 
simultaneously 
2. Proper maintenance schedule 
should be devised and implemented 
3. Quality records for all parts and 
the source of the part must be 
maintained on-site  
4. Technical specification for critical 
components must be verified by an 
independent verifier 

 Impact on System Mission and/or Interdependent Systems 
If the combustible gases are not purged adequately, an explosion would ensue resulting in irreversible damage 
to the gas turbine. Putting this into context of the overall system, this would have a direct impact on the 
generation capacity of the plant; more electricity would have to be purchased from the grid. In addition, steam 
production would be impacted requiring the boilers to work at higher output capacities. Since, the exhaust 
gases from the turbine are used for steam production which is used for driving steam-driven chillers, the chilled 
water production would be impacted as well, potentially requiring the electric-driven chillers to work at a 
higher capacity which would further increase electricity consumption from the grid; thus, increasing the 
operating cost of the plant. Due to the geographical proximity of the turbine to other equipment and pipes that 
carry both fuel and water, the overall operational capability of the plant would be significantly depleted.    



 117 

 
 
Scenarios SNR-TC-12-01 and SNR-TC-12-02 both are a result of malformed process models; the 
former is a result of incorrect or delayed feedback while the latter is a result of manipulation of 
the process model i.e. the shutdown sequence is truncated, but the controller believes that the 
shutdown is complete prior to completion. The protection system does not intervene because it 
is expecting flameout condition during shutdown. In both these cases, the gas control valve is 
left open, undetected, until uncontrolled combustion results in a fire or explosion.  

Countermeasures for these scenarios include active, independent, monitoring of the gas control 
valve during operation. The recommendation is to install a valve position indicator on the gas 
control valve that provide a visual reference to the operator during operation, such as a LED 
activated by a proximity sensor (or by other completely mechanical methods) when the valve 
position is fully opened or fully closed. shows an example of one such visual valve indicator.  

Note that such a component change is inconsequential if it is not backed by changes to procedure 
by the plant engineer. For instance, this modification must be coupled with a real-time camera 
feed to the operator who must ensure that the valve has indeed closed completely upon 
completion of shutdown sequence. This would further entail additional training of plant 
personnel which requires management’s sponsorship.  

 
Figure 4.24 - Valworx Valve Position Indicators 

 
The third scenario SNR-TC-12-03 is caused by a revised control logic uploaded to the controller 
that opens the gas control valve after flameout detection. The focus over here is the source of 
the attack – a high level controller, such as the turbine vendor who inadvertently introduces 
malicious code into the turbine (either via the telemetry device sending real-time operational 
data off-site to the vendor or via firmware update during regular service). This signals that the 
vendor’s control loop needs to be evaluated for potential scenarios (which is not presented 
here).  

Finally, the impact of the unsafe control action on system mission and interdependent systems 
is provided. It is noted that damage to the turbine does not only impact power generation which 
may be replaced via the grid, but also impacts generation of steam, which would impact campus 
heating function as well as cooling function since some of the chillers are driven by steam. 
Furthermore, destruction of the turbine would likely cause the electric-driven chillers to be 
driven at higher capacities which would further put increase electricity purchase from the grid. 
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4.5 SUMMARY  

This chapter presented the vulnerability analysis of the electric generation and distribution 
system at the MIT Central Utilities Plant using STPA-Sec. The chapter started with an 
identification of high-level unacceptable losses, hazardous system states leading to those losses 
and system-level constraints that prevent the hazardous system states from occurring. 

Using these system-level hazards, functions were identified which needed to be modeled in the 
functional control structure. The evolution of the control structure from a simple three-level 
diagram (modeling just the operator, the control system and the controlled process), to a fairly 
complex diagram modeling hierarchical controllers as well as system interdependencies is 
described and justified for completeness.  

Unsafe control actions were then identified for each of the controllers and the unsafe conditions 
were described. The effect of system interdependencies was accounted for in developing the 
process models for evaluating unsafe conditions. Finally, loss scenarios were generated and 
causal factors were identified. Here, not only direct control inputs and feedbacks were evaluated 
as causal factors, but indirect control inputs from higher-level controllers and feedbacks were 
evaluated. Finally, the impact of each unsafe control action on the overall system mission as well 
interdependent systems was determined.    
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Chapter 5  

Conclusion 
In this thesis, an archetypal industrial control system i.e. the electrical generation and 
distribution system, at a small-sized power plant was analyzed to identify vulnerabilities using a 
STAMP-based method called STPA-Sec.  

The analysis started with a ruthless prioritization of unacceptable losses and hazards, followed 
by identification and mapping of the key controllers, responsible for controlling the hazards. 
Mapping the control and feedback loops between the various controllers, resulted in an 
interconnected, hierarchical functional control structure. The control actions that each 
controller could issue were then analyzed in the context of the various system states to identify 
hazardous or unsafe control actions.  

Loss scenarios were then generated to understand how the various controllers would interact to 
cause the issuance of unsafe control actions or the conditions under which safe control actions 
would be issued but not followed. Finally, after developing an understanding of the control 
structure and key leverage points within the system, countermeasures and mitigation strategies 
were proposed in the form of a refined list of safety and security constraints. These constraints 
spanned not only individual technical components, but included the larger socio-organizational 
system (including people, processes, procedures, policies etc.) to constrain the system from 
entering unsafe system states. 

 

5.1 LESSONS LEARNED 

Several challenges were encountered in applying the STPA-Sec method on the electric 
distribution system which is a system of significant size and complexity. According to Leveson 
[7], the system level hazards must be identified in terms of the system states and not the 
individual components. However, this was found to be very challenging given the diverse 
functions involved in achieving the system mission. If the hazards were expressed at a very high-
level, they did not convey any useful information for subsequent analysis; on the other hand, if 
the hazards were too defined too narrowly, focus of the analysis was limited prematurely.  

This challenge was overcome by recognising the diverse set of functions required to achieve the 
system goal and then identify the associated hazards for each of functions. This high-level list 
was then expanded to include specific hazards relevant to that function. In this way, a 
hierarchical list of hazards was generated which was very informative in terms of the processes 
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that needed to be modeled in the functional control structure. Note that the list of hazards is 
also a starting point for developing the process model for each controller; hence, identifying the 
hazards correctly is a critical step which requires several iterations. 

Another challenge faced in performing the analysis was modeling the system interdependencies. 
While modeling of control actions and feedbacks between various controllers inside the system 
boundary was organic to the analysis method, the effect of interactions, between subsystems 
and with systems beyond the system boundary were not easy to identify and there was not much 
guidance in the STPA-related literature. This was resolved by taking guidance from Rinaldi et. Al 
[55], who proposed a robust approach for identifying system interdependencies which included 
consideration of Physical, Cyber, Geographical and Logical interdependencies. 

In fact, the method proposed by Rinaldi et. Al [55] was used to operationalize the identification 
of process model variables for identifying unsafe control actions in Step 2 of the analysis. But 
despite that, the formation of the process models for various controllers was difficult; 
considering too many process model variables made it a combinatoric nightmare while reducing 
the number of variables introduced the possibility of inadvertently ignoring an important effect. 
No resolution was realized for this problem in this analysis; however, it is noted that if the 
analysis is performed in collaboration with subject-matter experts from diverse disciplines, this 
problem could be resolved rather trivially.   

There was also not much guidance available for generating loss scenarios; however, using sample 
attack scenarios provided by Schmittner et. Al [12], a fairly robust and repeatable approach was 
developed for generating loss scenarios and identifying causal factors. Although hierarchical 
transitions between control loops were realized in the analysis (i.e. scenarios were considered 
where the causal factor for an unsafe control action was a control input from a higher-level 
controller such as an operator or engineer etc.), scenarios spanning interdependence of the 
various systems and subsystems were not readily identified.  

However, it is essential to note that the analysis was well-configured to produce such results; it 
was due to the limited nature of this study that such scenarios were not readily uncovered. The 
impact of unsafe control actions on the system mission as well as the various interdependent 
systems was readily acknowledged and provided novel insights about the system which were not 
available at the onset.  

For instance, it is trivial to predict that incapacitating the turbine would cause more power to be 
drawn from the grid. However, it is not immediately obvious that such a loss would result in loss 
of exhaust gases from the turbine which are used to produce steam which in turn are used to 
drive steam-driven chillers. Therefore, a loss of turbine would require increasing capacity of the 
on-site boilers for steam production as well as electric-driven chillers which would further 
increase electricity import from the grid. With the chillers operating at a higher capacity, the 
buses, lines and transformers would see additional loading.  
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In performing the analysis, several component level flaws were also identified. For instance, it 
was discovered that the generator protection scheme does not have an Overflux relay element; 
it has overvoltage and under-frequency relay elements but nothing that provides V/Hz 
protection. An overfluxing event can cause irreparable damage to the generator in the matter of 
a few seconds.   

In addition, the analysis highlighted missing feedback loops both for components (e.g. 
independent valve position feedback to operator via camera feed) as well as for processes (e.g. 
re-validation of the security architecture of the plant due to reconfiguration or changes to plant 
equipment). By analyzing unsafe control actions in the context of the hierarchical control 
structure, insights about the system emerged almost naturally. This is because the hierarchical 
control structure provided a bird’s eye view of the entire system by combining organizational, 
human and technical controllers in a single, integrated diagram, enabling a broader view of the 
system along with key leverage points for enforcement of the proposed constraints.  

Even with a limited study, several diverse issues associated with sociotechnical systems came to 
be highlighted almost naturally. For instance, the method of storing and sharing operating 
procedures with operators, policies for external vendors and contractors before connecting into 
plant equipment, transmitting operational data via telemetry devices, regularizing policy for 
sharing plant specific information on public forums etc., were questioned. 

Finally, using a top-down approach, enabled focusing the analysis on the bottom-line i.e. what 
constraints, if violated, would result in the system entering an unsafe state that could propagate 
into system-level losses. Although, the analysis started with a very high-level, abstract definition 
of losses, hazards and constraints, the constraints were continuously refined throughout the 
analysis which ultimately culminated in a set of functional requirements and design 
recommendations which can be traced back to system-level losses. This is important from a 
communication standpoint as it provides policy and decision-makers a clear link between new 
requirements and system-level losses and vulnerabilities.  

 

5.2 DIRECTIONS FOR FUTURE RESEARCH 

The research presented in this thesis should serve to encourage further exploration of STPA-Sec 
to improve resilience of industrial control systems against cyber-physical attacks. Specifically, 
two directions are suggested for future research.  

The first direction is application of STPA-Sec to system-of-systems. At present, this domain has 
seen very little activity with some pioneering work by Kobetski & Axelsson [79] and Stephan et. 
Al [80]. For complex critical infrastructure systems, the overall goal of the system-of-systems 
may be in conflict with the safety and security constraints for individual systems. Therefore, the 
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question is, can those conflicts be readily identified and if so, what trade-offs are required to 
achieve resilience in operation of the overall system-of-systems.  

The second area of research is related to simulation-based analysis. While the functional control 
structure, in of itself, is not a simulation model, parts of the structure could benefit from a 
simulation-based analysis. For instance, at present, the controller’s process model variable states 
are discretized; a process model variable state could be on or off, open or closed, within limits or 
outside limits etc. However, certain variables may be well within their limits individually, but 
when considered in combination with other variables may present an unsafe state. Therefore, a 
simulation-based approach may be able to highlight additional unsafe control actions which are 
currently hidden from view due to discretization of process model states.  

Likewise, the effect of an unsafe control action on the overall system is currently processed by 
the analyst arbitrarily, limiting the number of controllers and the refinement of loss scenario 
impact analysis on the system. An agent-based simulation model could prove valuable at this 
stage. Such a model could be used to predict the effects of an unsafe control action on the larger 
system and identify threshold-levels for system-level losses. This information could then inform 
definition of additional constraints. The unsafe control action could then be simulated again to 
ascertain the effectiveness of the new constraints, policies etc. 

Overall, STPA-Sec provides a well-guided and structured analytical method to identify 
vulnerabilities and derive functional requirements to improve defense against cyber-physical 
attacks. Taking cues from recent developments, it is reasonable to assume that cyber-physical 
attacks would only increase in potency and frequency in the future as industrial control systems 
become more interconnected, more complex and more software-intensive.  

Using the analogy of the human body, just as it is impossible to avoid all contact with infections 
and never catch a disease, it is impossible for an industrial control system to be under constant 
cyberattack and never have its network defenses breached. Therefore, it is of vital importance 
that critical infrastructure industrial control systems are re-imagined, re-designed and re-
engineered, using a holistic, top-down approach that identifies vulnerabilities not only in 
components but also those arising through sociotechnical interactions.   
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Appendix A  

Acronyms 
HMI Human Machine Interface 
I/O Input/output 
IoT Internet of Things 
IT Information Technology 
NIST National Institute of Standards and Technology 
OT Operational Technology 
SCADA Supervisory Control and Data Acquisition System 
SoS System of Systems 
SPS System Problem Statement 
STAMP System-Theoretic Accident Model and Processes 
STPA Systems-Theoretic Process Analysis 
STPA-Sec Systems-Theoretic Process Analysis for Security 
UCA Unsafe/Unsecure Control Action 
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