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Naval Pl atforns, Wapons, Sensors, and Networks in
t he New Security Environnment

The new security environnent has a near and a nore distant term A
maj or challenge will be to neet the near term demands of that
envi ronnent while sinultaneously preparing to neet the |less certain but
potentially nore threateni ng denands that nmay arise in the nore distant
future. Mny have identified this challenge and nost agree that it
wi | I demand innovation, and some believe, truly radical innovation
Thi s paper agrees that innovation will be necessary and in this |ast of
three sections, suggests an overall strategy for achieving it, as well
as specific, existing progranmati c exanpl es of opportunities for
i nnovation in each of the m ssion areas di scussed above. The basic
strategy recommended is for the Navy to build on the capabilities of
its existing and al ready planned platfornms by pursuing near term
opportunities for new weapons, sensors, and networks to |ink them
t oget her.

Two factors argue for this approach. First, because it is nore
rel evant in the new security environnent, there is | ess need for the
Navy to engage in the truly radical innovation that that will be
required of the Air Force and Arny if they are to remain relevant in
that sanme environnment.3® And second, an aggressive drive by the Navy to
devel op new weapons, sensors, and networks for its existing platformns
inthe near termwll leave it well prepared for a nore radica
transformati on shoul d one becone necessary in the nore distant term

Unlike the Air Force and the Arny, the Navy's major platforns do not
present fixed targets to an opponent when they are projecting power
agai nst that opponent, nor do they require pernission from other
countries to operate fromtheir sea base. Thus, the Navy is |ess
ef fected by access constraints, whether political or mlitary, than are
the Air Force and the Arny. Certainly the Navy will face access
constraints of its own, but neeting these challenges in the near term
will not require radical transformation

On the other hand, neeting the near term access chall enges that the
Navy will face will require a much fuller enbrace of net-centric

warfare than is the case today. |In naking this enbrace, the Navy w ||l
need to give its existing platforns weapons, sensors, and networks
linking themtogether that they do not have now. In doing so, it wll

sustain a process that has already begun, and which could lead to a
nore radical transformati on shoul d one beconme necessary.

Naval Platforns in the New Security Environnment



In focusing on ways for the Navy to build on the capabilities of its
existing platforms | amnot inplicitly arguing agai nst devel opi ng and
depl oyi ng new pl atfornms, nor against increases in force structure.

Rat her, | am arguing that the weapons, sensors and networks described
bel ow, or others like them wll be both necessary and affordable in
any future scenario. On the other hand, there remains uncertainty as
to whether all of the Navy’'s currently planned platform noderni zation
progranms will be affordable under future defense budgets. This
uncertainty is exacerbated by the fact that current shipbuilding
accounts are already funding too few ships to sustain a 300 ship Navy
for the long haul .® A Navy of at |east 300 ships is needed to naintain
a robust forward presence al ong the Mediterranean-I|ndo-Pacific
littoral, and in the new security environnment, that presence is the
only way of assuring first-day-of-the-war access for U S. forces in the
future conflicts they are likely to face.

In broad terns, four defense budget scenarios may result fromthe
Bush adm nistration’s ongoi ng defense review. Wich scenario occurs
wi || depend upon whether the DOD topline is raised or held steady, and
whet her budget shares anong the services are held roughly equal or are
real l ocated based on a new national mlitary strategy. The argunents I
have nade in the first section argue for a scenario in which the Navy
gets an increased share of the DOD budget, whether the overall DD
budget rises or holds steady. 1In both cases, the Navy woul d receive
nore fundi ng, but both outcones presune the adoption and forcefu
i mpl ementation of a newnilitary strategy in which the prinme nmeasure of
ef fectiveness for U S. forces is the ability to gain and expl oit
access. Absent such a mlitary strategy, and past history would
certainly argue agai nst expecting one, service budget shares are likely
to remain roughly equal. In this case, arise in the DOD topline would
still lead to nore naval funding, but less than in the first two cases,
and of course no rise in the DOD topline woul d | eave the Navy where it
i s today.

In all these scenarios, the Navy will likely face roughly the sane
set of external demands, because the forward presence and first-day-of -
t he-war conbat power it already provides so closely match the demands
of the new security environnent. At one extrene, this means that the
Navy faces the potential challenge of significantly inproving its
ability to gain and exploit access at roughly today’'s budget |evels,
with the ships and aircraft it already has or which are already in

production. In this scenario, the Navy will have no choice but to
focus with sonme urgency on inproving the weapons, sensors, and payl oads
of its existing platforns due to funding constraints. | wll show

bel ow that there are substantial opportunities for such inprovenents.
Furthernore, these inprovenents will be necessary in any funding
envi ronnent, because the capabilities they provide will be needed



regardl ess of which major platfornms the Navy buys, and regardl ess of
the eventual size of the fleet that results.

At the sanme tinme, it is inmportant to note here what the costs will
be if the Navy is forced by funding constraints to forgo nodernization
and repl acenent of sonme its existing platfornms. | assunme that because
the Navy's forward presence translates directly into first-day-of-the-
war access, because the degree of forward presence is directly
dependent on force structure, and because today' s 300 ship Navy al ready
falls short of providing the |evel of presence desired by regiona
CINCs and national agencies, it is unlikely, even if it so desired,
that the Navy would be allowed to fund future platform nodernization
accounts with reductions in force structure. Mre likely, if the
Navy’ s budget stays constant, is the opposite scenario, in which sone
degree of future nodernization is forgone in order to nmaintain today's
force structure

The two naval platform nodernization prograns nmost conmonly
described as politically vulnerable are Joint Strike Fighter (JSF) and
DD-21.3% Both share the political burden of having to conpete in sone
eyes with nodern platforns that are just entering production, the F-
18E/F and Flight 2A DDG-51. But JSF and DD-21 will al so provide
significant new capabilities if successfully devel oped and
depl oyed.

The Case for JSF

The Navy variant of JSF will arguably be the nost capable strike
fighter inthe world if it is developed and deployed. It will have al
aspect stealth, a 900 mle unrefuel ed radius of action, and double the
i nternal payload of the other JSF variants as well as F-22.

Al'l aspect stealth will reduce JSF s radar cross section both
agai nst other fighters and agai nst ground-based radars. Conpared to
non-stealthy aircraft, JSF will therefore reduce and in sonme cases
elimnate the need for dedicated defense suppression/destruction
escorts. Its 900 mle radius of operation will give at |east a portion
of the carrier’s air wing an ability to conduct unrefueled strike
operations at nore than triple the range of today’'s
F-18C. And with the ability to carry both air-to-air armanment and a
pair of 2000 Ib. bonbs internally, the Navy JSF will essentially
conbine the air-to-ground capability of the F-117 and the air-to-air
capability of the F-22, making it the only stealth fighter that wll
truly replicate the multimssion payload capabilities of today s non-
stealthy strike fighters.

These capabilities will have particular utility in an access-
constrai ned security environnent because in conbination they will
greatly inprove both the freedom of maneuver and the first-day-of-the-
war deep strike capability of the carrier force.



The Case for DD 21

DD-21 will enable four potentially revolutionary steps if it is

devel oped and deployed. Its two 100 mile range 155nm guns are being
devel oped explicitly to support the Marine Corps’ Ship-to-Chjective-
Maneuver (STOM concept. Depl oyed on DD 21s beyond |ine-of-sight from
an eneny’'s coastline, these guns will clear the |anding areas for |ong
range V-22s and provide fire support to the troops those aircraft
deliver from over-the-horizon anphi bi ous ships. At the sanme time, TBMs
| aunched fromits 120 VLS cells will provide counter-battery fire

agai nst opposing artillery systenms within a 200 mle radius, thereby
hel ping to protect V-22 | anding zones fromindirect fires.

DD-21 will have a nmuch smaller radar and IR cross section than DDG
51, which itself has a | ower cross section in both spectra than
traditional destroyers and frigates. This dramatic reduction in cross
section will both reduce the acquisition range of an antiship mssile's
term nal seeker and greatly increase the effectiveness of the ship's
count er measures agai nst that seeker

DD-21 will also be a nore automated ship, with a design goal of a
crew of |less than 100 conpared to the 350 person crew of a DDG 51.

This will significantly reduce operating costs, and therefore lifecycle
costs, which along with a unit cost goal of $750 million, wll produce
a revolution in surface ship cost-

ef f ecti veness.

Last, DD-21 will introduce, or nore accurately, reintroduce electric
drive into the fleet. 1In the near term electric drive will also
contribute to the revolution in cost-effectiveness by allowi ng for the
nore efficient operation of the ship’s propul sion plant, reducing fue
consunpti on which is another major operating cost driver for today's
surface conbatants. Mre inportant in the longer run, electric drive
will also enable the devel opnent of an all electric ship.

An all electric ship could freely and rapidly shift all of the power
it generates between propul sion and other uses, and in the future those
other uses will likely include solid state |asers and el ectro-nagnetic
guns. The marriage between an all electric ship and powerful solid
state | asers could produce a highly effective cruise and ballistic
m ssile defense systemwi th an infinite nmagazine, as well as an
organic, anti-satellite surveillance asset. The narriage between an
all electric ship and el ectromagneti c guns woul d significantly expand
nmagazi ne capacities by elimnating the need to store shell casings.

And last, by elimnating |arge hydraulic and mechani cal systens, an all
electric ship built out of nodul es connected only by power and data
cabl es woul d i ntroduce the concept of “life cycle nodularity” in which
new ship nodul es could nuch nore easily be added or repl aced over the
course of a ship's lifetine

Sensors, Wapons, and Networks for Gaining and Exploiting Access



The need to gain and exploit access in the new security environnent
will drive the Navy toward better sensors and weapons, and toward
networks that link themtogether and process their output nore
effectively. There are both immediate opportunities in this regard,
and opportunities which demand further devel opnent. The rest of this
section will |look at each of the warfare areas described in the second
section, and describe sonme of these opportunities, and show how t hey
address the access chall enges the Navy needs to neet.

Undersea Warfare

The ASWand M ne Counterneasure problemin the littorals will always be
difficult. But trenendous progress has been nmade in the ten years
since the end of the Cold War on the nmain challenges in these areas.
Conpared to other warfare areas, ASWand MCM pose particul ar chal |l enges
in the areas of sensors and, to a slightly | esser extent, weapons.

Net wor ks are very inportant in ASW but the networking technol ogy
needed is |l ess demanding i n many ways than the networking requirenents
in AAW Networks are less inportant to MCM

ASW Survei |l | ance Sensors. The primary ASWchal | enge has al ways been
wi de area surveillance, and the nain challenge initially posed by the
new security environnent in this mssion area was a wi de area search
problem Sound propagates better in deep water than in shall ow water
and non-nucl ear submarines can renain silent for extended periods when
allowed to patrol small areas near their hone ports at | ow speed.

Usi ng passive acoustics to search for such submarines is nuch nore
difficult than it was to search for relatively | oud Soviet subnarines
operating in deep water during the Cold War. On the other hand, active
sonars encounter serious problenms with clutter in shallow water, nuch
as early radars did when forced to | ook down at targets flying over
and. And even in shallow water, the water columm still renains

rel atively opaque to non-acoustic energy, linmting the role of RF and

| aser radars as |ong-range sensors.

Two new systens stand out as first steps toward gaining a wi de area
search capability in the littorals. The first is called the Advanced
Depl oyabl e System (ADS) and the second is called D stant Thunder. ADS
is a passive ocean bottomarray that can de depl oyed by a surface ship,
and whose output is currently collected and processed ashore via fiber-
optic cable. Distant Thunder is primarily a signal processing adjunct
to existing ASW conbat systens, conbined with | egacy, air-droppable,
active sound sources and a relatively sinple data link that uses
exi sting UHF radi os on participating platfornmns.

Unli ke the Cold War Sound Surveill ance System (SOSUS) arrays, which
listened for | ow frequency, narrow band tonals propagati ng outward
hori zontal ly al ong the deep sound channel, nodes in an ADS array | ook
upward al ong what is called the Reliable Acoustic Path (RAP). ADS is a
derivative of the Cold War Fixed Distributed System (FDS) program



whi ch was an attenpt to repair the ASWbarrier strategy by using many
si npl e passive sensors in an upward | ooking array that used the
reliable acoustic path (essentially the direct path) rather than the
deep sound channel. Each sensor would cover a snall cone of the ocean
columm, and fiber optic cable provided the bandwi dth to network a vast
array of these small sensors and bring their output ashore for
processi ng.

Di stant Thunder adds conmercial off the shelf (COIS) processing to
exi sting towed arrays on ships (and potentially, submarines) and air-
depl oyed sonobuoys, and |inks the processors together using |egacy
radios with nodens to forma network that can do bistatic or
nmultistatic processing of the echoes fromthe air-dropped sound source.
The essence of Distant Thunder is that it uses both spatial and
tenporal processing to extract a submarine’s echo fromthe clutter and
reverberation. Long wavel ength towed arrays all ow spatial processing
that can elimnate clutter and reverberation entering the array’s
si del obes, and tenporal processing allows reverberating echoes fromthe
same object to be conpared over tine, thereby exploiting the fact that
a submarine’s echo loses less of its higher frequency spectrumin that
time than do objects sitting on the bottomor floating on the surface.

One of the original concerns about Distant Thunder was t hat
variations in bottomtopography and content would interfere with its
tenporal processing capability, but worldw de experinments have
denonstrated excel l ent performance over a wi de range of environnments.
Li ke all acoustic sensors, performance will vary in practice dependi ng
on many circunstances, but Distant Thunder pronises to return a
substantial portion of the detection ranges initially |Iost when the
Navy first shifted its focus to shallow water ASW Anot her benefit of
Di stant Thunder is that it denponstrates |ong range perfornance under a
wi de variety of acoustic conditions, including the very conmon case in
the littoral where sound is refracted away fromthe surface, a
condition which drastically reduces the perfornance of a traditional
hul | - rount ed sonar

Di stant Thunder is also a great exanple of the incredible power of
net wor ked sensors, and the relative ease of backfitting such a
capability onto |l egacy platforns once the substantial initial challenge
of devel opi ng the necessary signal processing algorithns is conpl eted.
Di stant Thunder can be backfitted onto any towed array ship or
submarine, and onto LAMPs hel os and P-3s. For exanple, on surface
ships with the SQQ 89 ASWsystem the physical footprint of a D stant
Thunder backfit consists of one server and two | aptops.

Speci al i zed periscope or nast detection radars can al so play an
inmportant role in the ASWsearch problem Even during the Cold \ar,
Sovi et nucl ear submarines regularly exposed a periscope when seeking a
torpedo fire control solution against the fast ships of a Battle Goup
And of course radar has an inportant role to play in preventing diese



submarines fromsnorkeling to recharge their batteries. Thus, a

conbi nati on of speed, and radar deployed to search within the Iimting
lines of approach created by that speed, have al ways been an inportant
ASWtactic against all subrmarines. Likewi se, radar flooding in which a
large area is flooded with RF energy so as to set off a subnarine’s
radar warning al arm whenever it exposes a nast is also a traditiona
tactic against diesel submarines. But specialized nast detection
radars |ike the APS-137 experience trenendous fal se alarmrates caused
by both sea state and other floating objects and debris when their
detection threshold is set lowto maxi m ze range

The Autonmatic Radar Periscope Detection and Discrimnation (ARPDD)
programis devel oping the capability to process APS-137 returns in such
a way as to allow very low detection thresholds (i.e. |long range) and
very low false alarmrates. Very inpressive results have already been
denonstrated i n shi pboard experinments, but unlike D stant Thunder
ARPDD needs further devel oprment tinme to sinplify the nassive processing
capability it now requires before it can be backfitted onto | egacy P-3
and LAMPs pl at forns.

ASW Weapons. Tor pedoes remain the primry ASWweapon in the
littoral environment, although this environment also presents themwith
great chall enges, particularly Iightweight torpedoes, which are fire
and forget weapons. Like all fire and forget weapons, the relatively
snmal | aperture and |imted signal processing available to a |ightwei ght
torpedo’ s active seeker nakes for problens in shallow water where there
is alot of clutter and the target is relatively snmall and novi ng
slowy. The M. 50 nodification to the M. 46 |ightweight torpedo
provides an initial response to this problem and the nore anbitious
Mk. 54 a nore robust response in a few years.

There is also an alternative ASWweapon opportunity that grows out
of the intersection between MCM and ASW One of the challenges in the
organic MCM programis to do in stride mine neutralization and
clearance froma helicopter, and the Rapid Airborne M ne C earance
System (RAM CS) progranis approach to this problem nay provide anot her
ASW weapon opportunity as well. RAMCS is discussed in nore detai
bel ow.

A Common ASW (perational Picture. One of the |legacies of the
form dabl e passive acoustic detection ranges possible in ASWduring the
Cold War is the tradition of relatively autononous operation anpongst
the Navy’s main ASWplatforns. Wen the Soviet Navy finally depl oyed
very qui et nucl ear submarines near the end of the Cold War, the need
for nore coordination arose. Today, coordination is even nore
i mportant, especially to give the ASWcomander and all of his forces a
wi de area picture of the ASWbhattlefield. Such a picture would allow
better utilization of multiple, often evanescent contacts agai nst the
same target produced by different sensors; it would give units
know edge of environnental conditions over a wide area, allow ng them



to better predict the performance of their sensors as they nove about
the battlefield; and it would identify resulting “holes” in ASW
coverage where search assets could be concentrated efficiently.

Most of the individual pieces of work needed to acconplish this task
are relatively sinple, such as using common operational protocols when
processi ng and comruni cati ng data, and using the sane environnental
nodels. But the task is conplicated by the need to integrate these
activities across nmany platforns.

MCM Sensors.  As with ASW sensor performance is central to success.
And agai n, the beginning of the problemis always to detect and
identify the mines in the first place. |In the new security
environnent, this challenge is further conplicated by the need to nake
such a mine hunting capability organic to the Navy's forward depl oyed
Battl e G oups, Anphibious G oups, and Subnari nes.

The key opportunities in this area lie in the prospects for very
conpact, imaging sonars and |lasers able to detect and identify mnes in
the water columm and on the bottom Because these sensors can be made
very small, they can be towed by snaller helicopters such as the CH 60,
put on a surface ship-launched and controlled, sem -subnersible
vehicle, or even inside a torpedo-sized unnmanned underwat er vehicle
(UWV) launched and recovered froma subnmarine. Through the regular,
peaceti ne enpl oynent of these sensors, the Navy can map the ocean
bottom particularly near key approaches or chokepoints. Doing so wll
facilitate the location of mnes, or the “deltas” fromthe peacetine
picture, that will allow the Navy to rapidly focus on areas to avoid,
or if they are critical, areas to clear. The unique advantage of the
submarine- UV conbination is that this sensing can occur regularly
Wi t hout rai sing suspicion.

Many of these sensors will be common to the dedicated and organic
MCM force once fully devel oped, but in many cases, full devel opnment
will not occur until the mddle of this decade. 1In the interim hull-
nmount ed m ne avoi dance systens that are adjuncts of |egacy high
frequency sonars on forward depl oyed forces will be needed, as will a
full commitnment to the preservation of the dedicated MCMforce and to
the continued forward depl oynent of a portion of it.

MCM Weapons. Once identified, nmines need to be neutralized or
destroyed. |In many cases, the instrunents that acconplish this purpose
are not really weapons, but so called influence devices designed to
create the signature needed to set off the mine in a way that does not
destroy the mne sweeping platform An influence sweep usually
requires a platformthat will not itself set off the mine, but which
can tow a vehicle that will, hence the long tradition of relatively
smal |, dedi cated m nesweepi ng ships with | ow nmagneti c and acoustic
signatures. More recently, helicopters have been enpl oyed to tow
i nfluence sleds, but the size of the latter has required the tow ng
services of heavy lift helicopters |like the massive CH53. Sone of the



sane trends which will allow smaller MCM sensors will also allow
snal l er influence sleds, enabling an eventual transition to a CH 60
platform and in turn allow ng forward depl oynent on existing carriers,
surface conbatants, and anphi bi ous shi ps.

In addition to influence sweeps, MCM forces al so nust have the
ability to individually approach and renove or destroy all the mnes it
has found, because influence sweeps trade off speed for a reduced
certainty that a mnefield has been truly cleared. Here, one
encounters perhaps the slowest and nost |abor intensive naval warfare
area, in which today' s dedicated MCM force utilizes expl osive ordnance
di sposal (EQD) divers, mari ne mamal systens (MVB), and renotely
oper at ed underwat er vehicl es

New approaches to this probl em desi gned for use by organic MCM
forces focus on helicopter-depl oyed systens. |In the nearer term a
hel i copter-delivered, renotely operated underwater vehicle will be
depl oyed that can approach an already identified mne and expl osively
destroy both itself and the mine. 1In the longer term the RAMCS
system descri bed above is being devel oped. RAMCS will conbine a LIDAR
and a Gatling gun firing supercavitating, 20mm projectiles. The LIDAR
woul d be used to search for and identify mnes, and the gun's
projectiles would disable or neutralize it by penetrating the mne's
shell and injecting a chemical initiator into it.

The MCM Networ k. Unli ke sophisticated networks |ike Distant
Thunder, and those that will be described bel ow for AAWand stri ke
warfare, the main network in MCMis human, and the center of this
network is the dedicated MCM force. This is to say that even nore than
ASW MCM success is not a science but an art that requires practice and
extensive, detailed know edge, and which is therefore extrenely
peri shable. A dedicated MCMforce is the hone for this expertise
because it is the only place in the Navy where officers will do nothing
but train for MCOM and where the intelligence on foreign mnes will be
sust ai ned.

Al so, the nature of the entire undersea warfare threat, and
particularly the mne threat, is that its nost challenging
mani festations have prinmarily “purple” and “green” consequences. In
ot her words, an aggressive, inshore nining canpaign by an opponent will
nore directly inpact the projection of Army and Marine Corps power than
it wll purely naval power, and even when the Navy does face a serious
mne threat, it will usually arise when it is operating in direct
support of the Marines, as in the NSFS m ssion. Conbined with an
aggressive MCM program this mght |ead sone to advocate the eventua
di ssolution of the dedicated MCM force for narrow budgetary purposes.

A salutary warning of the likely consequences of such a decision is
provi ded the consequences of the Air Force's decision after the Qulf
War to retire its dedicated air defense suppression assets in the
belief that stealth would make such a dedi cated force unnecessary.



Antiair Warfare

Thr oughout the Cold War, the main AAWthreat to U S. Navy Battle G oups
was the long range, air and subnarined-launched, antiship nmissile.

This threat presented itself at great distances fromthe Soviet

honel and, and was supported by an ocean w de surveillance system The
seriousness of this threat provoked major attenpts by the Navy to dea
with it at every step in the engagenent sequence. Efforts were nounted
to defeat or fool the surveillance system to attack the |aunch

pl atforns before they could | aunch their weapons, to take nmultiple
shots at the weapons thenselves if they | eaked through a battle group’s
outer defenses, and to defeat the weapon’s seeker in the term nal phase
with both active and passive counterneasures. Al of these defensive
nmeasures required depth, and depth was naturally provided in this Cold
War m ssion area by the great range at which Soviet sea denial
operations against U S Battle Goups were nounted.

The main problemwith the littoral AAWthreat is that this depth is
| argely absent, both because the U S. Navy seeks to close with its
adversaries, and because those adversaries are generally constrained
anyway to operations within the littoral battlespace. This nmeans that
an adversary’'s launch platfornms will be buried in the clutter and noi se
of the littoral environnment, either on land or in shallow inshore
waters where it is easy for themto hide. It also neans that the
surveillance systemthat cues those |aunchers need not approach ocean-
w de coverage, but rather nust only aspire to cover a radius of severa
hundred nmiles outward fromthe coast. And finally, because ASCM weapon
engagenents will usually occur over an even shorter range within the
contested littoral battlespace, the specific weapons used can be
relatively short range, sea skimrming missiles rather than the high
arcing AS-6s and SS-N-19s of Cold War fane.

Al'l of these factors conspire to radically conpress an AAW
engagenent in space and tine, reducing the role of the outer air
battl e, and reduci ng the nunber of shots available during the inner air
battle. For the nost serious sea skimmng ASCMthreats, |aunched from
pl atforns that have successfully approached a Battle G oup in the
littoral clutter, the AAWengagenent will begin when the attacking
m ssil e approaches the targeted ship’s radar horizon — say 20 mles —
and will be over, for better or worse, within one or two mnutes.

Three interrelated steps need to be taken to counter this threat.
First, elevated sensors need to be devel oped which can elimnate or
greatly reduce the clutter in the littoral environnent which allows
ASCM | aunchers to hide, and which al so prevents mssile detection unti
the term nal phase of an engagenent. Second, weapons need to be
devel oped that can function in the sane cluttered environnent agai nst
smal |, fast targets. And third, these sensors and weapons need to be
linked together in such a way as to allow an el evated sensor to provide



the informati on needed for another platformto |aunch a defensive
weapon agai nst the incom ng weapon fromover the radar horizon

If ASCMs are an old threat presenting itself in a new way, TBMs are
a new threat that presents itself in a way that early pioneers of the
Cold War outer air battle will recognize. TBMD engagenents may occur
in arelatively conpressed tinme frame, but they al so occur over great
di st ances, and once again, the challenge is to fill that extended
battl espace with multiple engagenent opportunities, each of which wll
require the same tight integration between sensors, weapons, and data
networks as will ASCM defense. The difference in the geonmetry of the
intercepts will mean however that sensors for TBVMD will generally be
upward | ooking fromthe surface i nstead of downward | ooking fromthe
air. They will therefore not face clutter problens, but they will need
to precisely track snmall targets at |ong ranges, noving at great speed,
and incomng fromvery high altitudes.

In principle, ballistic mssiles can be attacked at any point in
their trajectory, and for long range ballistic mssiles, each of the
mai n segnents of its trajectory offers an opportunity for a specific
formof attack possessing a uni que set of advantages and di sadvant ages.

The boost phase offers a brief opportunity for a shot at the nmissile
when it is nost vulnerable, when it is easiest to discrimnate fromits
background, and when the debris froma successful attack will fall well
short of its objective. However, boost phase intercepts nmust be
conpl eted before the booster burns out, which creates very denandi ng
engagenent tinmelines, and under many conbi nati ons of booster burn tine
and geography, nmakes it inpossible to inplenent using surface or air-
| aunched interceptors that nust stand well off from an opponent’s
launch sites if the latter are well inland. This is the reason that
Col d War advocates of mssile defenses were driven into space in an
attenpt to gain the benefits of boost phase defense agai nst Sovi et
| CBMs, while today, ironically, opponents of today’s National Mssile
Def ense program propose ground or sea-based boost phase def enses
because, for geographic reasons, they would be ineffective against
Sovi et and Chinese | CBMs, but quite effective against a notional North
Korean I CBM Under nost circunstances, ground or sea-based boost phase
defenses will not be effective against very short range TBMs, such as
the SCUD, because their booster burn tinmes are so short that there are
essentially no geonetries in which a boost phase intercept would be
f easi bl e.

The mi d-course phase of a missile s trajectory is nmost relevant for
| onger range nissiles which | eave the atnosphere during this phase.
This is by far the | ongest phase, extending from booster burnout to
at nospheric reentry, which neans that it gives the opportunity for
nmultiple shots, and because it is a gravity and drag free environnent,
very small kill vehicles with very precise IR seekers can be used to
attack targets at this stage. On the other hand, the same environnent



also makes it very difficult to distinguish between a nmissile’ s warhead
and any debris surrounding it, whether that debris is generated
accidentally or intentionally as a counternmeasure, because there is no
atnosphere to filter out the heavy fromthe Iight objects. TBMs of all
but the | ongest range do not ever conpletely | eave the atnosphere,

whi ch does not nean that they do not have a m d-course phase, but it
does nmean that the IR seekers that long range interceptors use in this
envi ronnent nust be cool ed to prevent atnospheric heating from blinding
t hem

The term nal phase of an engagenent, defined either as that period
after a long range mssile has begun entering the atnosphere, or after
a shorter range mssile begins diving on its target, is again very
short, offering fewer shots, but allowi ng for discrimnation between
war heads and debris based on the differential rate that the atnosphere
decelerates their fall. Mre inportant fromthe TBVD perspective, the
term nal phase is the only phase that allows a collocated surface-based
radar and interceptor to begin and conplete an intercept.

This discussion will focus on the near termopportunities for
responding to the near termTBMthreat, which if it carries a WD
payl oad, will likely be chemical rather than nuclear, but is nost
likely to carry a conventional payl oad and possess nore accurate
gui dance, nmaking thema much greater threat to ports and air bases
ashore than were the Iraqgi SCUDs.

Li nebacker Projects TBVMD Ashore. Air bases, ports, and other soft,
fixed, high value targets will all be threatened by opposing TBMs, and
the | and- based forces which nust use these bases face a double bind in
trying to protect them TBM defenses will be necessary to linmt the
threat to these bases, but |and-based TBMD systens are thensel ves anong
the nost difficult units to deploy, consumng |arge quantities of
scarce, outsize airlift, which in turnlimts the rapid depl oynent of
the forces those TBMD systens are designed to protect early in a
conflict when they are needed nost.

Qut of this conundrum the Navy devel oped Li nebacker, a TBMD system
that is an evolution on the existing Aegis-Standard Mssile capability.
Li nebacker involves mnor nodifications to the Aegis radar system
itself, a nore substantial nodification to the SM2 Block IV mssile's
fuzing and war head section, and Link-16 conpatible data |inks and
processi ng upgrades that allow both receipt and transm ssion of missile
tracking cues, either fromother radars or from national systens.

The fewest nunber of nodifications were necessary to the Aegis SPY-1
radar because it has already denonstrated repeatedly in real world
situations that it can track TBMtargets, including repeated tracking
events during Desert Stormand in the waters of f of Taiwan in Mrch
1996. The Block | VA nodification to the SM2 adds a forward | ooki ng
fuze to the warhead which utilizes angular rate information froma new
IR sensor, and range and range-rate information froma new very high



frequency RF transceiver, or radar. In addition, the Block |IVA wll
retain the original Block 1V s capabilities against aircraft and cruise
m ssiles, which nmeans that Linebacker will not require a dedicated SM 2
variant. And finally, the Link-16 conpatible networking used for

Li nebacker is primarily used to exchange track cues that allow better
radar energy managenent.

For exanpl e, a Linebacker ship mght receive a track cue froma
nati onal sensor that told it to look up at a certain quadrant of the
sky. By focusing its RF energy on that spot, it will see the TBM
target much sooner than if forced to search the entire sky for it
itself. By seeing the target sooner, the Linebacker ship nmay al so get
several shots at it rather than only one. 1In the sane way, an Aegis
ship may al so share track cues obtained by its own SPY-1 with a Patri ot
PAC- 3 battery ashore.

Beyond Li nebacker: Theater-Wde and Directed Energy. Linebacker
and the Area Wde Systemthat it will evolve into as it is wdely
depl oyed on Navy CGs and DDGs, will provide relatively limted
geogr aphi ¢ coverage, requiring that Linebacker ships remain very close
to the targets they are defending ashore. This is a constraint conmon
to all termnal phase defenses. One challenge therefore is to further
extend the TBMD battl espace out into the md-course phase. This is the
obj ective of the Navy's theater-w de program which will use a
specialized SM2 variant with a kill vehicle like that used in the NVD
program Theater-Wde enbraces considerably nore risk than does Area-
Wde, in return for a considerable potential gain in capability.

The risk inherent to Theater-Wde will be resolved over the course
of the com ng decade, which is also the period during which WWD- ar ned
ballistic missile threats are expected by sone to energe. The nmain
role of Theater-Wde will be in dealing with this threat, because a
credible response to this threat will require the full utilization of
t he TBM engagenent sequence in order to get as many shots as possible.
Credibility in this nmssion is crucial because Theater-Wde's role will
not be limted to actually defendi ng agai nst these threats in the
relatively unlikely case that they are actually used. It will also
play the all-inmportant role of extending defense to inportant potentia
allies in peacetine, which do not possess their own deterrent forces,
and which need therefore to be provided reassurance that a decision to
provide the United States access will result in a concomtant decrease
in their exposure to nuclear
bl ackmai | .

At the other TBMD extrene from Theater-Wde is the eventua
devel opnent and wi de depl oynent of conventional TBMs with precision
GPS gui dance and wi de area, sub-munition payl oads. Systens |ike Area-
Wde and Patriot PAC-3 will not be well-suited to countering this type
of threat if and when it becomes truly ubiquitous, which has already
led to an interest in directed energy, or |aser weapons for highly



capabl e termnal defenses. 1In the effort to devel op such |asers, the
Navy will lead in the effort to produce solid state or free electron

| asers which are powered by electricity, rather than the chenically-

fuelled |l asers under devel opnent in the Air Force and the Arny.

TBMD and the Navy’'s Surface Conbatants. The inportance of ship-
based TBMD i n the new security environnent has consequences both for
the Navy's current shipbuilding and noderni zation progranms, as well as
its future research and developnent. In the first category, the w de
depl oynent of first the Area-Wde and then the Theater-Wde systemw ||
requi re vigorous execution of the Navy's Cruiser nodernization program
a four stage set of upgrades to its fleet of 27 Aegis cruisers that
wi Il unfold over the com ng decade.

In the nore distant term the likely future conventional TBMthreat
argues for an aggressive pursuit of the all electric ship toward which
DD-21 is a first step. The synergy between electric drive and solid
state lasers is a powerful one in that electric drive allows the
majority of a ship’s power to be diverted from propul sion to anot her
purpose, and solid state |lasers can use that electricity to create a
term nal phase TBMD systemw th an essentially unlimted nagazine.

I nportant el enents of the Navy's TBMD and ASCM def ense prograns are
common. The Block IVA SM2 and the SPY-1 are common to both efforts,
as is the Cooperative Engagenent Capability (CEC) which | discuss
separately below. On the other hand, the main sensor in the ASCM
def ense effort nust be elevated and able to | ook down in the littoral
clutter. Also, the networking requirenents for ASCM are nore denmandi ng
than those required for Linebacker. And finally, the ASCM probl em
demands better term nal ASCM defenses, which are irrelevant to the TBMD
pr obl em

E-2 Radar Mboderni zation WI| Reduce Littoral Cutter. Central to
t he ASCM def ense problemis a nmuch better wi de area picture of the
littoral air space, particularly at the low altitudes relevant to the
ASCM problem The E-2 is the Navy's primary AAWsurveill ance system
but it is not currently well equipped for this task. As a relatively
| ow frequency UHF radar, the existing E-2 APS-145 radar has trenendous
difficulty detecting targets in the littoral for two basic reasons.

First, nore than higher frequency radars |like that on the Ar
Force's E-3, the E-2 has trouble picking out so-called | ow doppl er
targets on the littoral. A |low doppler target is one whose closure
rate relative to the surveillance radar is low. Hstorically, the
prinme radar signal processing routine for | ook down radars has been
designed to exploit high doppler targets, i.e. ones closing on a path
normal to the surveillance radar at a very high rate. An ability to
track | ow doppler targets in the littorals is critical because ASCVs,
as well as aircraft, all present thenselves as | ow doppler targets no
matter how fast they are going unless they are flying normal to the
over head surveillance radar.



Second, mechanically scanned UHF radars have inherently |arger
si del obes than do higher frequency radars, which rmakes them nore
susceptible to both intentional jamrng, and to inadvertent
el ectromagnetic interference (EM). EM 1is particularly troubl esone at
the I ower, roughly 400 MHz frequencies where the APS- 145 operates
because there are so nmany powerful commercial occupants near this band.

The E-2 radar nodernization program (RW) will defeat these probl ens
using two techniques that will sound broadly fanmliar fromthe earlier
di scussion of Distant Thunder. First, the APS-145 will be replaced by
a digital, phased array radar called the ADS-18, whose 18 el enent array
will allow electronic scanning over 160 degrees, and which will
mechani cally rotate to provide 360 degree coverage. The phased array
antenna allows the radar to reduce its sidel obes electronically,
significantly reducing the janmmng and EM problem It also provides
nore gain in the main | obe, giving better detection ranges. Second,
the ADS-18 will also allow tenporal processing by providing three
conpl ete sets of neasurenents of the RF energy returning froma single
spot, which will allow it to distinguish the noving target within the
fixed clutter background of that spot because the target will nove
slightly during the interval between each of the three pul ses.

ADS-18 will provide a quantumleap in the ability of the E-2 to
detect ASCMs in the littoral environnment, as well as a raft of other
i mportant targets. The next step is for the E-2 to provide its track
information to surface ships in a way that maximzes their ability to
shoot down the missile. This can be done in three ways, roughly
correspondi ng to degrees of both capability and risk, and the
Cooper ati ve Engagenent Capability (CEC) is central to all three.

The Centrality of CEC. CECis a very sophisticated data |ink that
allows different platforns to share tracking information on targets
with a speed and accuracy that allows one platformto shoot a weapon at
a target that another is tracking. |In practice, CEC enables both very
accurate cueing, to provide warning to another platformthat it is
under attack by a target it cannot yet see, and to maxinize that
platform s radar energy managenent so that it can begi n defendi ng
itself as soon as possible. Mre anbitiously, it allows for actua
over the horizon engagenents, where one platformlaunches a weapon that
anot her guides to the target. 1In all cases, CEC extends the
battl espace avail able to conbat the ASCMthreat, and this is
particularly the case when CEC is conbined with E-2 RW, as it wll be
if the latter programis funded.

At a mninmum CEC can give warning to any ship with term nal ASCM
defenses that it is going to conme under attack froma very specific
azinmuth, allowing it to aimits ship self defense systens at that point
on the horizon and to prepare to depl oy decoys.

For ships with Standard missile or Sea Sparrow capability, CEC will
provide cueing that allows search radars to focus their energy on the



horizon, and will in sone cases enable missile |aunch before the ASCM
has broken the target ship’s radar horizon.

Most anbitiously, and here an X-Band illum nator nust be added to E-
2 RW, CEC could enable SM2 intercepts flown at the very limt of
their kinematic range by using the E-2 for both target track and
illumnation. Such a capability was denonstrated in the Muuntain Top
experinment in January, 1996.

Evol ved Sea Sparrow and SeaRam Even with E-2 RW, Aegis, CEC, and
Bl ock I VA SM 2, sone ASCMs will |eak through, and each of the Navy's
maj or conbatants needs a robust set of termi nal defenses, both active
and passive, to deal with this challenge. The Evolved Sea Sparrow
Mssile (ESSM and the Rolling Airframe Mssile (RAM are two
approaches to creating an “outer” termnal defense, while CIWS is the
inner ring. ESSMis a sem -active radar guided missile that can fit
four at a tinme into existing VLS cells, while RAMis a shorter ranged
system based on the Sidewi nder AAM airfrane, and has both an IR and a
passi ve RF gui dance node. For the nost nodern ASCMthreats, C W5 | acks
range, and SeaRamis a programto replace CIWs with RAM usi ng the sane
ship footprint.

For the npbst denmandi ng nissions, there may be a case for including
bot h ESSM and SeaRam where possible. These systens will need to be
conbi ned with passive defenses which attenpt to present fal se radar
targets to the incoming mssile which distract it fromthe real target.
Here, radar stealth can play an inportant role for surface conbatants,
as DDG 51 has al ready denonstrated, and as DD-21 is designed to
denonstrate further.

F-18E/ F and Overland Cruise Mssile Defense. Just as cruise
m ssil es pose serious threat to ships inthe littoral, they al so pose
threats to targets ashore. Overland cruise mssile defense presents
all the problens described above, with the additional challenge that
t he endgane of the engagenent is nore chall engi ng because snal |
aperture AAMs have nore difficulty picking out cruise mssiles from
ground clutter than they do at sea. One elenent in the solution to
this nore challenging problemw || be to use electronically scanned
radars on strike fighters which can better guide AAMs into the narrow
basket in which their term nal seekers can function agai nst small
cruise nmssiles. This is just one reason for the Navy to stick to its
plan to fund an AESA radar for the F-18E/ F starting in FY 05.



Strike Varfare

Four new factors dominate the strike warfare mssion area. First is the
revol ution in precision weapon effects, the opportunity for which first
becane manifest in the Gulf War. Bonbs which once needed to be dropped
en masse by entire formations of aircraft to produce even a reasonable
probability of hitting a single target can now be dropped in pairs or
even individually by a lone aircraft against several targets with a
hi gh probability of success. And this capability will only growin

i mportance in cases where the threat of weapons of nass destruction
demands the destruction of these weapons (and their supporting

i nfrastructure) through precision strikes in the early hours of a
conflict.

Second, because precision weapons have suddenly nmade successfu
attacks against fixed targets seem automatic, they have al so
highlighted shortfalls in the U S.'s ability to attack nobile targets.
The need to get better at attacking nobile targets will depend both on
better sensor networks for detecting, identifying, and tracking them
but also on the nore rapid delivery of weapons cued or targeted by
t hose sensor networKks.

Third, in a theme which has infused this paper, sensors, weapons,
and weapon delivery platforns will all need to be |inked together by
data networks. These data networks will performtwo crucial functions.
They will enable the signal processing within sensor networks that wll
al | ow those networks to provide targeting rather than just cueing
information to weapon platforms, and they will conmmuni cate that
information to those platforns in real tine, and in a fornmat that
enabl es the i mmedi ate | aunch of a precision weapon in response.

Fourth, traditional approaches to suppressing nobile radar-guided
SAMs are facing dimnishing returns in effectiveness. This is
i mportant because nodern SAMs formthe heart of the integrated air
def ense systens of the U S.’s potential opponents, and those defense
systens create access problens to the extent that they limt strike
warfare capabilities.

Underlying these general factors effecting strike warfare are
factors unique to the U S. Navy in the new security environment. There
is relatively nore demand for strike fromthe sea capabilities because
they face relatively fewer access constraints than do | and based
forces. In neeting this denand, the Navy needs not only to focus on
better sensors, weapons, and networks, but also on maximn zing the
forward depl oyed payl oad that ultimately constitutes the upper bound on
its strike warfare capability early in a conflict when that capability
i s nost val uabl e.

A specific driver for nore forward depl oyed payl oad at sea will be
the need to preserve the option of large, surprise attacks agai nst the
delivery vehicles and command and control infrastructure of WD arned



opponent s, and agai nst the ground-based infrastructure of those
opponents with an over-the-horizon ocean surveillance system The Navy
has al ready taken one of the steps necessary to neet the denands for
nore strike fromthe sea capability, which was to nmake every conbat
aircraft inits carrier wings a precision strike fighter. Wth F-18EF
it wll take another step down this road, both by producing a nore
capabl e precision strike fighter, and by further increasing the
utilization of the carrier deck by reduci ng the nunber of separate
aircraft types that nust be operated and naintained on it.

On a parallel path, and again as a result of the precision
revol ution, both the surface and subnari ne comunities have quickly
grown to becone partners with aviation in strike warfare. Here, the
precision revol ution enables the participation of these platforns
because it allows themto stand well off fromthe battlefield and stil
produce precision effects onit. And this positive trend is being
reinforced with the devel opnent of weapons |ike Tactical Tonahawk,
which will provide an increase in capability over today’ s Tomahawk at
half the price, and in the introduction of ship and submari ne-| aunched
TBMs |i ke LASM and | ater, Advanced Land Attack Mssile (ALAM.

The marriage of standoff precision weapons with the surface and
submarine communities has al ready produced an additional quantum | eap
in what the Navy brings to strike warfare fromthe sea. But the new
security environnent has additional demands. The first is for nore
forward depl oyed naval payload, the second is for a better capability
agai nst nobile targets, and the third is for a strategy to transition
seam essly fromtoday' s approach to defense suppression to one that
results in defense destruction. In describing the opportunities to
neet these demands, the follow ng discussion will look first at the
hi ghest | everage path to nore forward depl oyed payl oad, which will
i nclude a di scussion of both platforns and weapons. Then it wll | ook
at the opportunities in sensor networks for targeting nobile targets,
and show how i ncreasi ng the nunber of sensors in the network inproves
the precision of the targeting data it produces. Third, it will ook
at the future defense suppression/destruction challenge in [ight both
of what is necessary in the near term and what sensor networks nay
make possible in the nore distant term

Pl at forns and Weapons For |ncreasing Forward Depl oyed Payl oad. The
aircraft carrier is a forward deployed platform and its air wing is in
some senses its weapon, and this conbination is a relatively nmature
system Interesting and val uable work is being done to inprove the
sortie generation capacity of existing and planned carriers and air
W ngs, but the resulting inprovenents will not be revol utionary.
Because the carrier will remain the centerpiece of the Navy's strike
war fare capability, these increnental inprovenents need to be pursued,
but another major source of forward depl oyed payl oad that can be
exploited lies in the surface and submarine forces. This is because of



the revol utionary progress nmade in |ong range, standoff precision
weapons that surface and submarine platforns can deploy in their
vertical launchers. This is particularly true in the area of TBMs,

whi ch represent the shortest distance between a stri ke weapon | auncher
and its target because they have such short tinmes of flight. Short
time of flight weapons will in turn play a key role in time critica
strike, both as an elenment of the solution to sone parts of the nobile
target problem and as a neans of attacking fixed targets like air
bases and weapon depots, whose val ue can change qui ckly and
dramatically with tinme, particularly when they may contai n weapons of
mass destruction. The best vehicle to exploit this opportunity is the
ALAM program which is currently focused on neeting | onger term Marine
Corps fire support requirenents, but which will also be an inportant
strike warfare tool

Al so, for both TBMs and cruise missiles, GPS/INS accuracies are
i nproving by an order of magnitude every few years, and will soon be
nmeasured in feet rather than tens of yards. As accuracies inprove, the
size of the warhead needed for a given lethality against a fixed target
goes down as the cube of the reduction in mss distance, which nmeans in
turn that as payl oad wei ghts go down, mnissile throwwights go down,
mssile sizes go down, and finally missile costs go down. 3

The sanme trends that will inprove the lethality and reduce the costs
of standoff weapons will also inprove the payl oad capacity of their
| aunchers. This is because snmaller nissiles with the sane lethality as
weapons |i ke the Tomahawk or LASMvirtually give both submari nes and
surface shi ps nuch | arger magazi nes w t hout changing the interna
vol urre of their vertical missile tubes. This is what engineers call a
virtuous rather than a vicious circle and it represents a perfect
exanpl e of the difference between increasing rather than decreasing
returns on investnent.

A final step forward in the capability of these weapons that should
be grasped is the ability to provide real tinme bonb inpact or danage
assessnent (BIA or BDA). Tactical Tormahawk will already provide the
begi nni ng of such a capability, and ALAM should be given it as well.

At a m ninmum standoff weapons shoul d be designed to “screami their

| ast position prior to inpact over a sinple RF channel. More anbitious
are schenes to allocate a small portion of the missile s payload to a
vi sual sensor that woul d deploy prior to inpact, viewthe results, and
br oadcast them back over a nore capable RF circuit.

Real tine Bl A and BDA are inportant because they reduce the nunber
of weapons that need to be allocated to an attack, and the tine needed
to conplete those attacks. BIA and BDA reduce the nunber of weapons
needed because “shoot -1 ook-shoot” tactics can be used, which elimnates
the need to allocate two weapons for every target sinply to conpensate
for the expected unreliability of a small portion of those weapons.

I nst ead, additional weapons can be allocated after an initial salvo of



one weapon per target only to conpensate for those weapons that
actually failed in the first salvo. Real tinme Bl A and BDA reduce the
time needed to nmake this conpensation, thereby reducing the time during
which the targets missed in the first strike remain uncovered. It is
this last inprovenent provided by real tinme Bl A and BDA that is nost

i mportant, because current approaches to this problemoften take hours
or days, and agai nst high value, time urgent targets |like WD sites,

pl anners cannot afford to wait.

Addi tional forward depl oyed VLS payl oad conpounds the advant ages
provided by further standoff weapon devel opnent. For exanple, using
the roughly 20 inch dianmeter/20 foot |ength weapon tenpl ate established
by today’s VLS tube, one can neasure the benefits produced by using
i nproved accuracy to increase payload. Assunming a 20 neter CEP, and
using existing propellants, a TBMwith a 250 I b warhead and a 500 km
range coul d be devel oped with the sane dianeter and two thirds the
length of today’s VLS cell. Modest inprovenent in the specific inpulse
of its propellant would further reduce its length to 10 feet, allow ng
doubl e stacking in a VLS tube. This would double the nunber of LASM
type weapons that a surface conbatant could deploy, nmeaning that in its
currently planned version, DD-21 could carry 256 rather than 128 LASM
equi val ent s.

More dramatic in the near termwould be the effect of converting
Trident SSBNs into conventional, guided nissile submarines, or SSGNs.
Four Tridents are now avail abl e for SSGN conversion, and nore nay
becone available if deeper cuts are ordered in strategic offensive
forces. 1In the cheapest conversion, with half the |auncher vol une
unused, a Trident SSGN could carry seven VLS-equival ent weapons |ike
Tomahawk or ATACMS in each of its 24 tubes for a total of 168.%® Wth
doubl e stacking, this total could eventually be increased to 346. And
finally, a smaller TBM designed fromthe beginning to be doubl e-stacked
in a surface conbatant’s VLS tube coul d be quadrupl e-stacked i n packs
of seven in each of an SSGN s missile tubes for a total of 672.

These additions to forward depl oyed payl oad are not inportant just
because they will enable tine critical strikes against nobile targets
found by new sensor networks, but also because they will greatly expand
the size of the “first night of the war” salvo available to a Battle
G oup commander tasked with the job of taking out an opponent’s WD and
ocean surveillance infrastructures.

Near Term Sensor Networks For Targeting Mobile Targets. There is a
strong mutual interaction between the accuracy of the target |ocation
i nformati on that a sensor network produces, the quality of the target
classification information that it provides, and the strike assets
whi ch use that information to attack the target. |In broad terns, the
| ess precise the location and classification information, the nore
capability that needs to be organic to the strike asset. For exanple,
a sensor network mght provide wi de area surveillance which provides



only cueing quality target location information and little or no

classification. |In this case, the strike asset will need to be able to
reacquire the target with its own sensors, positively identify it, and
del i ver ordnance on it should it not prove a false target. |n general

this describes the situation today in nobile target strike, where the
best surveillance assets are the first generation airborne SAR/ M
radars synbol i zed nost strongly by JSTARS. These surveillance
platforns provide |imted geographic coverage of the battlefield,

nodest classification capability of noving targets, and target |ocation
information that is sufficiently inprecise to prevent direct targeting
w t h GPS-gui ded weapons.

O course, this capability alone is a giant step forward fromthe
past, when nobile target strike consisted of strike aircraft flying | ow
in daylight and visually searching for nobile targets, a tactic that
woul d produce very high loss rates in the face of today’'s short range
air defenses. For the near term the road ahead in nobile target
strike is therefore to nore fully populate the battlefield with
ai rborne SAR/ Ml surveillance, and to inprove the ability of strike
aircraft to use the cueing information thereby provided.

From a naval perspective, this neans guaranteed Battle G oup access
to a SAR/MIl surveillance platform F-18E/ F AESA with a SAR/ MIl node
for reacquiring cued targets, an advanced tactical FLIR for cases when
the target is not yet fully classified, and sonething |ike the GPS
Ai ded Targeting System (GATS) to all ow an autononpus targeting
capability for GPS-gui ded weapons |ike JDAM and JSON Link 16 is
central to this future because it will allow cueing information to fl ow
fromthe surveillance platformto the two seat F-18F FACin real tine
and in a format that allows i mediate display on the latter’s head up
di splays. Link 16 will come back into play once the FAC has
reacquired, classified, and geolocated the target or targets by
allowing it to pass targeting information in real tinme to an i nbound F-
18 stri ke package in a format that allows i mediate insertion of GPS
coordi nates for their weapons.

The bi ggest question mark in this roadmap today concerns guaranteed
Battle G oup access to a SAR/MIl surveillance platform P-3 AIP will
provi de SAR radar surveillance and precision targeting, but not an Ml
node, and even P-3s are sonetinmes deni ed access to sone parts of the
I ndo-Pacific littoral. dobal Hawk will often be available if bought
in sufficient nunbers, but it’'s payload is weight and power limted,
one result being a limted MIl capability conpared, say, to JSTARS. A
serious opportunity for the Navy to consider is a Precison Surveillance
and Targeting (PS&T) SAR/ MIl pl atform based on the E-2 airfrane, or
even on a ship-launched nediumto | ong endurance UAV. A PS&T E-2 woul d
conbi ne the SAR/MIl functionality of JSTARS with an Inverse SAR (| SAR)
node t hat enabl es surface search and nast detection. The devel opnent
of the radar itself is lowrisk, but the integration of PS&T and RWP in



the sane air frame is at the |ow end of high risk. A near term
alternative to full integration would be to backfit PS&T onto | ow tinme
pr e- Hawkeye 2000 air frames that have had APS-145 renoved. This option
woul d be nodel ed on the ES-3 force nodel, with a total of 14 air franes
filling two six plane squadrons available for Battle G oup depl oynent
and one two plane replacenent air group.

Longer Term Sensor Networks for Targeting Mbile Targets. At the
other extreme fromthe near term sensor network descri bed above is one
where the sensor network detects, identifies, and continuously tracks
nobile targets with GPS-targeting quality precision. Provided such a
network, |arge standoff weapon carriers would | aunch cruise nissiles
that the network woul d update in flight with sufficient frequency to
bring within the very narrow reacqui sition basket of a very sinple
term nal seeker. These weapons woul d be so precise that their payl oads
could be kept very snmall, which would reduce their size and cost, and
allow their use in very large nunbers. And finally, the data |inks
enabling all of this would be both extrenely jamresistant and covert,
and their terminals would be snall and cheap enough to be depl oyed on
all platforns and weapons.

As a future to strive for, this picture is a worthy goal, but inits
details it poses nmany significant technical challenges. Perhaps the
nost relevant of these challenges in the near termis the goal of
havi ng sensor networks that provide targeting information of sufficient
quality to target tinme urgent GPS weapons. This challenge is rel evant
in the near termfor two reasons. First, because of its true al
weat her performance, GPS/INS is rapidly becom ng the preferred node of
preci si on weapon gui dance. And second, nost nobile targets spend nost
of their time sitting still, which froma targeting perspective nmakes
themfixed targets that occasionally nove at unpredictable points and
for unpredictable durations. Thus an internedi ate step in addressing
the nobile target problemw ||l be to devel op sensor networks that track
these targets while they are noving but precisely geolocate themonly
when they stop, and to develop tinme critical strike capabilities that
can respond to this targeting information quickly enough to put a
weapon on the designated ai npoint before the target noves again.

The key to sensor network precision is to put multiple rather than
single sensors within line-of-sight of the target to be located, and to
network those sensors so that their collective output can be processed.
In general, two sensors with the capability to give an accurate bearing
to the target, and separated by a fairly |ong baseline, can be used as
a long baseline interferoneter if networked properly. But errors creep
into this systemat nultiple points. For exanple, the bearing
i nformation has an uncertainty of plus or mnus x degrees, and the two
sensor platforns only know their positions within a radius of x feet.
Such targeting information is still useful, but would demand



prosecution by a GPS-gui ded weapon with an expensive termn nal seeker or
submuni ti ons.

Three sensors with better angular resolution, and better |ocation
information will do better, and work is now being done by DARPA to | ook
at such a network of airborne SAR'MIl radars. Part of the technica
risk in such networks lies in assuring the seamess transition fromthe
MIl to the SAR node or vice versa such that individual target tracks
are not lost. As progress is nade in this area the cost of the weapons
needed to respond to network targeting will fall, because they will be
asked to make up for less and less targeting inprecision in the
term nal endgane

Def ense Suppression in the Near and Md Term The defense
suppressi on/ destruction problemis a subset of the nobile target
problem and it is simultaneously an access problem Efforts now
nmount ed to suppress defenses autonatically subtract strike
capabilities, because the sane platforns performboth m ssions. These
efforts al so put an upper bound on aircraft strike capabilities,
because U. S. forces now have nore precision strike capability than they
have def ense suppression capability to assure it access. Hence, the
new concept of a | ow density/high denmand (LD HD) asset. Thus, the
def ense suppressi on/destruction problemis one where effective new
approaches to the probl emwoul d provi de high payoff in freed strike
assets, and fortunately it is also a problemthat is uniquely suited to
a networked sensor-tinme urgent weapon approach in the md rather than
the far term

That is because nobil e radar-guided SAMs |ike the SAM6 and the SAM
10 differ fromother nobile targets in that they nust not only stop and
remai n i nobile while they are performng their mssion, but they nust
al so emt high power RF signals during at |least a portion of the tine
they are immobile in order to be effective. This is significant
because it is easier to construct a very precise, passive RF enitter
| ocation systemthan it is to construct a radar-based systemfor
tracking non-enitting nobile targets. A passive network of three
sensors can exploit time-difference-of-arrival (TDOA) signal
processing, which elimnates the tradeoff between accuracy and the
angul ar resolution of the individual sensors, allow ng for nuch
cheaper, non-directional sensors, like the relatively sinple Radar
Warni ng Receivers (RMRs) that all tactical aircraft already carry. A
TDQOA network does requires a data link with very precise timng
information, but Link 16 already provides that, and a TDOA network is
still sensitive to errors in the position of its nodes, and errors wll
exi st in an airborne network, though again, steady overall inprovenent
in GPS system accuracies will continue.

Such a network, whether using airborne platforns, or in the nore
di stant future, using unattended ground sensors, wll enable defense
suppressi on/ destructi on operations that resenble the way the Army now



conducts counter-battery fire. |In the Arny case, a radar determ nes
the | ocation of eneny artillery batteries by observing their fires, and
targets counter-battery fire that can be in the air before the incom ng
shells land. Forward deployed, TBMfiring surface ships and submarines
wWill be in position to attack SAM batteries as soon as they |ight up
their radars if a TDOA network is in place. Either Link 16 or UHF

Sat Com can be used by the network to conmuni cate targeting information,
and both surface ships and subnarines will be able to nmaintain

conti nuous connectivity at these

frequenci es.

In the nearer term elenents of this preferred node of operation
will at any rate need to be inserted into today’ s defense suppression
forces in order for that force to keep pace with today’'s threat. But
in addition, there are elenents of today' s defense suppression force
that may not be part of a future, nore net-centric approach to this
probl em but which are both so inportant and so relatively scarce in
today’ s security environnent that their capabilities nust be inproved.
One such programis the EA-6B | CAP update, and the other, nore
devel opnental program is the AARGM Quick Bolt upgrade to the HARM
antiradiation mssile.

EA-6B | CAP and AARGM Quick Bolt. The ICAP programis inportant for
four main reasons. First, it will introduce all digital jamm ng pods
that are both easier to naintain and easier to update with new threat
information. Included will be the first pods covering the | ower
frequencies of interest: including VLF surveillance radars that can
track stealthy aircraft, and which are very hard to permanently take
out because their antennas are so easy to repair or replace. Second,
it will add a “look while janm ng” capability to its receivers,
all owi ng EA-6s to serve both as an ESM pl atform and a janmmer, and
allowing real time jamm ng responses to pop up emtters. Third, |CAP
will introduce a long baseline interferonetric antenna that enables it
to calculate the range to an emitter, allowing it for the first tine to
target HARMs in the nost effective “range known” node. Finally, |CAP
will introduce Link 16 onto the EA-6B for the first tine.

AARGM Quick Bolt is actually two separate devel opnent prograns
aimng to upgrade existing HARM air frames. AARGMis a nearer term
programthat seeks to give HARM a better capability against SAMradars

that shut down in the mdst of an engagenent. It does this by giving
its antiradiation hom ng (ARH) seeker the ability to use GPS to take
several, inflight DF cuts on the signal it is homing on. This wll

reduce the initial rather large target location error inherent to
current HARM targeting systens, making it possible to put a sinple
mllimeter wave radar on the front of the missile which will search for
and hone on any vehicles in its viewif and when the ARH |l oses its
signal .



Quick Bolt is a nore anbitious programthat seeks further
i mprovenents agai nst radar shut downs, better BDA, and a repl acenent
nmotor that will give | onger range at higher speeds in a snaller
package. Wth regard to the notor devel opnment program it seeks to
make HARM faster and | onger-1|egged, to better fight the “F-pole” battle
agai nst SAM 10s, and at the sane tine to nake it shorter, because if
l aunched froma non-stealthy platform it will likely still lose the F-
pol e battle, which nmeans that the HARM | auncher will need to be
stealthy, and current HARMs are too long for F-22s and JSFs to carry
internally.



