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Report Overview

This document represents a report of the presentations and content of a conference held onthe MIT
campus on December 5, 2002 entitled “ Supply Chain Response to Terrorism — Planning for the
Unexpected.” The conference was co-sponsored by the MIT Center for Transportation and Logistics
and the MIT Indudtria Liaison Program, and was intended to begin examining the landscape of
commerce and supply chain management in an environment of increased uncertainty from potentiad
disruption due to globd terrorism.

This report is structured in two parts, reflecting an interpretation of the content in each presentation (A.
Presentation Summaries) and a synthesis by the authors of the proceedings (B. Themes). Asthe reader
will observe, there are many new issues for managers and leaders to consder, and much work to be
done to develop comprehensive solutions to the problems and issues surfaced at the event. Hopefully
thisisauseful gart for practitioners, government and academia to collaborate on creating new solutions.

A. Presentation Summaries

1. " Assessment of the Security Threat,” John Deutch, MIT Institute
Pr ofessor

The vulnerability of the logigtics sysem is a priority security concern, Prof. Deutch said. Taking action
to secureit will be anecessary part of business, and businesses will have to devote resources toward it.
"Any firm would be foolish not to consider this matter with the gppropriate seriousness,” Prof. Deutch
warned.

Before 9/11, U.S. citizens relied on the government to protect us and give us warnings of potential
threats. The new threat of terrorism has changed the rules. "Classic" terrorists focused on asingle
attack such asthe assassination of aminister or bombing of abus. Such attacks were episodic, not
disruptive to the whole economy, and they did not involve the desths of thousands. The attacks of 9/11
sgnd anew kind of terrorism, "catagtrophic” terroriam, which is quditatively different from classc
terrorism. The new terrorist organizations are wdll-financed, disciplined organizations with globa reech.
They operate smultaneoudy in different countries. It isfeasible that these organizations have chemica
weapons, and they have the potentia to acquire nuclear weapons.

The U.S. public infrastructure is vulnerable, as the attacks of 9/11 demonstrated. Ironicaly, the peace
and true security that the U.S. enjoyed for so long has made us woefully unprepared for such attacks.
We don't have legd authorities and organizations in place to adequately defend oursaves againgt
terrorist risks. Our organizations were developed haf a century ago, when there was aclear digtinction
between wartime and peacetime, and a clear digtinction between foreign thrests and domestic thrests.
Today, these distinctions are not very clear. In the past, the CIA focused on foreign threats while the
FBI investigated domestic crimes. In the age of potentially catastrophic terrorist attacks, these
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previoudy separate organizations need to work together to pool their intelligence in order to andyze the
full picture of the threats.

Five Stepsto Protect the Supply Chain

Prof. Deutch offered five actions that businesses can take to protect the supply chain. Thefirst and
most important step isto know your employees. A few bad actors can create havoc, so conducting
background checks and having full knowledge of dl employeesisvitd.

Second, each firm should have an explicit back-up plan to dlow operations to continue in the face of
disruption. (Seethereview of Steve Lund's presentation below for an in-depth discussion of this topic).
Third, firms with worldwide operations should recognize that they are a a greater risk than firms
operating only inthe U.S., because terrorists will have greater difficulty reaching the US-only firms.
Fourth, in the face of an attack, businesses need to move quickly to aworkplace that has secure
communications and computers. (Most firms have vulnerabilitiesin their computer control systems).
Fifth, companies will need to cooperate with law enforcement and government, but at the same time
they should retain legal counsel so that they protect their customers, company and employees. In short,
companies should cooperate with the government in a sensble way.

Counter-terrorism is not an impossible problem, Prof. Deutch said. 1t will cost time and money, but it
must be regarded as an insurance cost. All the risks cannot be removed, but they can be minimized,
and defining the nature of therisk isimportant. "Think first, analyze second, spend third,” Prof. Deutch
said, suggesting that organizations think about the problem, andyze the costs and benefits of various
actions, and then implement selected actions. Ultimately, customers will want to do business with firms
that are aware of and prepared for the thredts.

2." TheWorld Security Situation After 9/11," Stephen Van Ever a, Professor
of Political Science and Deputy Director, MIT Center for International
Studies

Al Qaeda poses agrave threst, Prof. Van Evera said, because d Qaeda is more ambitious than past
terrorist organizations. In the pagt, terrorists did not aspire to mass murder. Terrorists sought to have a
lot of people watching, not to have alot of people dead. Al Qaedais different; it seeksto strike ahuge
blow againg the U.S. economy and claimsthe right to kill 1 million U.S. children and 4 million U.S.
adults. Osama Bin Laden was quoted as saying: "To kill Americans...civilian and military -- isan
individua duty for every Mudim who can do it in any country in which it is possible”

The Short-Term Situation

Thewar on terror needs to be fought on four fronts, Prof. Van Everasaid. Currently, Presdent Bushis
focusing purely on the offensive front -- hunting down and destroying d Qaeda. Three other fronts need
to be pursued just as vigoroudy:
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1) The defensve front, in which U.S. intelligence plays a key role in counter-terror and ensures safe
borders.

2) The"specid teams' front, in which we secure the vast nuclear and biologica weapons that remain
poorly secured in the former Soviet Union. Currently, the unsecured nuclear materidsin Russa
are enough to make tens of thousands of atom bombs. The U.S. is only spending $1 billion per
year to lock down these wegpons, mistakenly seeing the money as "foreign ad to Russd' as
opposed to the security priority thet it redly is. At the present low rate of progress, nuclear
materid will remain loose in Russa until 2018.

3) The"idess' front, in which U.S. public diplomacy efforts are aimed at the Mudim world to correct
the lies and misperceptions being propagated by Saudi satellite TV. Current efforts are half-
hearted, and the VVoice of America Arab language service was recently shut down.

The Role of Government and of Industry

Winning the war on terror will require innovation from government and indugtry dike. For its part,
government needs to focus more resources into counter-terror functions as opposed to traditional
military functions (such as Army, Navy, and Air Force). For example, more resources need to be
devoted to intelligence efforts to find terrorists, to homeland security, to diplomacy to lock down nuclear
weapons, facilities and materias, and to save faled sates that are d Qaeda havens and breeding
grounds for terror.

Industry has asignificant role to play in the war on terror, especidly in the area of homeland security.
Companies can help to reform important parts of our trade and port system -- any company that ships
thingshas aroleto play. In addition, new insurance laws need to be established to give businesses
incentives to minimize the threet, by preparing themsdves (for example, to relocate air intakes on
buildings so that terrorists can't easily introduce arthrax into buildings).

To ded with World War 11, the U.S. built strong Army, Navy and Air Force organizations. To ded
with catastrophic terrorism, we need organizations that will work cooperatively together: the intelligence
agencies, locd law enforcement, the U.S. Coast Guard, the Cooperative Threat Reduction Initiative, the
State Department Office of Public Diplomacy, the Agency for Internationad Development, and industry
itsdf.

3. " Freight Security and the World Economic Forum," David Grubb, Supply
Chain Security Practice Partner, Accenture

Transportation Security Model

Thregts can be categorized using a 3-level framework that decomposes the entire trangportation system
and its associated threats by the mode, by the entry point, and by the threat aress. Thefirdt level isthe
mode of trangportation. Thisincludes air, maritime, highway, and rail. The second leved isthe entry
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point and could include freight yards, border crossings, ports, delivery points, etc. Thethird areaisthe
threat area, which could include employees, cargo, passengers, service providers, and so on.

The reason for this decomposition istwofold. Firg, it hepsin sysematicaly enumerating the various
potentia threats to the supply chain -- creating a systematic list thet can be more consistently tackled.
Second, it helpsin aggregating threat scenarios and best practices across seemingly disparate threats.
For example, the threats and best practices associated with an entry point like a border crossing are
amilar, regardless of the mode of transportation. Alternatively, threats associated with employees can
be addressed with practices that work for al modes and al entry points. The result isthat this
framework can help organizations devel op responses to the threat of terrorism on amore efficient and
effective basis.

Threat and Response

Mr. Grubb noted that the systemic nature of the threat calls for a more systemic response. Individua
action and specific initiatives are inadequate. What is needed isaoverdl vison that works across
modes and thresats to provide better continuity of security. Companies and governments must o
redize that the threat isfluid -- the terrorists will attempt to adapt to any countermeasures. Finally, more
andysis is needed to examine the impact of security on supply chain efficiencies -- looking for ways to
maximize security and minimize cos.

Freight Security Initiative

The 2002 World Economic Forum served as the genesis for the Freight Security Initiative where the
World Economic Forum, Accenture and MIT will explore relevant industry-wide issues. The program
is designed to research, identify, and communicate security issues to industry, governments, and
controlling entities. The effort includes both executive interviews (with suppliers, shippers, government,
and insurance agencies) aswell as abroader survey. Ultimately, the god isto mobilize resources and
develop a comprehensive, coordinated approach to freight security.

Key Hypotheses & Key Focus Areas

Mr. Grubb posed five key hypotheses that provide abasis for Accenture' s research on the issue of
supply chan security:

1. Industry does percaive the threet to be highly relevant.

2. Security initiatives are underway, but they have not Sgnificantly reduced the threet yet.

3. Government initiatives are taking a controlled response to security, but they ill lack unilaterd
measures.

4. Shipperswill rely on carriersto provide security.

5. Freight security will increase supply chain cogts, but the exact economic mode! is uncleer.
The results of the research could help focusindustry effortsin a number of areas. These areas might
indude:

* assessing and certifying the facilities and operations of supply chain participants
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*  cregting a standardized shipment data repository

* developing and deploying tracking and anti-tampering technologies

* pre-emptively screening suspect and high-risk shipments

* deploying reactive countermeasures that can eectronicaly stop suspicious activities

4. " Supply Chain Response: UPS Per spective," Robert Bergman, VP of
Public Affairsfor UPS

Businesses face the question of how to baance security and efficiency. The rules have changed --
security must become part of our thinking in away we didn't imagine before 9/11. Security will be
necessary for business. The good news s that taking measures to make the company more secure will
help with making the company more efficient as well.

UPSisagloba company that supports open markets. Not only does it ship 13.5 million packages a
day, but one million of those packages crossinternationa borders. Moreover, UPSisthe 11 largest
arlinefleet in the world and is one of the largest users of railroads in the U.S. and oceantgoing fleets,
Thus, UPSisitsdf potentidly abig target and at the same time has a big stake in trangportation safety.
The company has security measures in place to protect its employees and assets. At the sametime, the
company fedsthat it isimportant to prevent well-intentioned but misguided regulation from achieving
what terrorists could not.

A Layered Approach to Security

It would be smplest, but naive, to think that UPS needs to examine every package in an attempt to
detect harmful material. Such an gpproach would be unredistic and would bring ddiveriesto a halt.
Thereisarole for inspection, but that role must be taken within a broader context.

UPS takes a three-layered approach to security:

1) Business Practice: UPS drivers are trained in consistent processes that not only improve
effidency and cut costs but lso make it harder for anomalies and violations to occur. Congstent
business practice and atention to detail minimize infractions.

2) Information: Information is essentid for security. With shipments, the vital information includes
who shipped it and whereit isgoing. Information helps UPS operate better and improves
vighility. A new law requiring 24-hour advance notice of shipment manifests to Customs lets
customs see what is coming into the country, which improves security.

3) Physical Security. UPS uses avariety of methods for ingpection, but the key is that the
technology must work in rea time to kegp shipments moving. A key success factor hereis
people, because people must know what they are looking for during the ingpection process.
Technology cannot be foolproof, so the focusisto look at how the system fails and design it to fall
smartly. For example, when one person in an airport dashes through security, it shuts the whole
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airport down. A better approach is layers of security with overlapping, cross-checking steps and
human intervention.

Public-Private Partner ships

Government actions are key to the whole endeavor of keeping the supply chain secure. To be
successful, government actions must be coordinated. Agencies can't operate effectively in slos. Private
industry aso needs to be involved, because many of the assets are privately owned and industry has
extensve expertise in supply chain operaions. At the sametime, private industry needs government-
provided intelligence on threats.

Another area of cooperation isregulation. The key to regulation is that the regulations need to make
sense and be made by people with knowledge of trangportation, not just knowledge of regulation, so
that the regulaions don't disrupt commerce. In the rush after 9/11, regulators adopted rules that don't
necessarily enhance security, and that is a problem. For example, when passing the Trangportation and
Passenger Act, the FAA issued the mandate to secure cockpit doors. This mandate makes sense for
passenger airlines, but the law extended to cargo planes. In cargo planes, the law doesn't make much
sense because many cargo planes don't have cockpit doors. The regulators need to understand the
nature of transportation, and working with private industry will hep share this vita expertise to the
benefit of dl.

5." Supply Chain Security," Yoss Sheffi, Director, MIT Center for
Transportation and L ogistics

The threats to the supply chain take many different forms-- chemicd, biologica, bombings and cyber
attacks thet target infrastructure: agriculture, transportation, financid, medica and government systems.
Given this, we can learn from past disasters and gpply these learnings to the impact from potentid
terrorist attacks. For example, the Bhopa chemicd disaster pardlels achemicd attack. The Chernobyl
nuclear accident smulates the effects of adirty bomb. The influenza epidemic in 1918 pardldsa
biologica attack, and hoof-and-mouth disease in the UK paralds an attack on agriculture.

Two lessons emerge from these disasters. Firdt, recovery from the disasters was quicker than

expected. Second, government response to the disaster often created aworse problem. For example,
the quarantines and daughter of cattle in the UK cogt less than $1 billion to agriculture, but much greater
damage (some $2-$4 hillion) was caused by the government closing down certain geographic locations.
The government acted asif agriculture was the country's most important industry, which it is not.
Similarly, after the Kobe earthquake, the government provided free hospitd careto theinjured. This
action amost bankrupted most of the private hospitals, which couldn't compete with free care offered
by the government.
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Supply Chain Preparedness

Companies can take specific actions that will mitigate the effects of threats and disasters. Firdt,
companies may want to carry more inventory, but this move is not a move away from just-in-time and
toward just-in-case inventory policies. Rather, companies need to manage drategic inventory like they
manage Srategic reserves.

Second, companies should think about backing up their knowledge. That is, developing back-up
processes not just for computers but also of processes. Standardizing processes and cross-traning
employeesis useful becauseit lets a company move personnd around if needed.

Third, operating the supply chain under uncertainty meansimproving visibility and collaboration.
Transportation vigbility needs to be maintained across multiple hand-offs and requires detailed handling
and independent data acquisition. Collaborative processes such as vendor-managed inventory (VMI)
can be supplemented with joint emergency planning (such as developing dternate shipping methods or
suppliers) and sharing best practices in security measures.

New Business Trade-offs

Businesses must now grapple with a series of trade- offs.

Efficiency vs. Redundancy: Making sure that despite lean operations and just-in-time practices, the
compary has some redundancy and flexibility to respond quickly. The key question in this dilemmais
who pays for the redundancy.

Collaboration vs. Secrecy: "Hazardous Materid" tags dert partners but they aso dert potentia bad
actors about container conterts.

Centralization vs. Dispersion: Centrdization may make acompany more vulnerable if one of its key
digtribution center is hit. On the other hand, dispersion makes a company more vulnerable to cyber and
communication attacks.

Taking Action vs. Doing Nothing: Preliminary Resear ch Findings

Prof. Sheffi described some preliminary findings of companies that are taking active steps to secure their
supply chain compared to those who are not. It appears that companies that are taking action often
have had a previous bad experience, have a corporate culture that supports action (being in the defense
business, working in dangerous places around the world) and have security departments staffed with
experts. The companies that are taking little to no action (‘ doing nothing’) often regard 9/11 was a one-
time event, can't find away to pay for security measures, and believe that the primary responsbility for
security lieswith the government. Currently, amgority of U.S. companies are in the do-nathing
category.

How to Take Action

Aninitid observation isthat companies taking action are employing severd activitiesto build reslliencein
their supply chains. These include building redundancies, tightening collaboration, working with the
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government, and using technology (such as RFID and GPS) to support new security measures. In most
cases, these firms are dso investing in education and awareness, creating contingency plans, and
conducting drills with partners. Taking action to secure the supply chain is along-term adjustment, but
the good news isthat there are collatera benefits to supply chain operations. Benefits include: better
collaboration, better visibility, better controls (which reduce theft) and improved I T processes. In
addition, actions taken in participation with local communities bring better contact with loca citizens.

6. " Securing the High Tech Supply Chain," Steve Lund, Director Corporate
Security, Intel

Actions which Intel took to prevent cargo theft brought it collatera benefits that helped it be better
prepared to ded with terrorists.

Intel's Freight Security Model

Intel's freight security mode includes physica security of company premises, procedura security, and
metrics that guide progress and provide accountability. Intel formed the Technology Asset Protection
Asociation (TAPA) when one of its customers, an origind equipment manufacturer (OEM) cdled Intel
to say, "Y ou have good security, can you share it with me?' TAPA isan associaion of security
professonds from high technology companies. TAPA's misson isto find best practicesin security and
supply chain protection and then to proliferate those practices within the technology industry. The
association works to identify practices that are reasonable and not cost-prohibitive. TAPA has 450
member companies with a collective $1.25 trillion dollars in market capitdization.

Intel's Process

Intel began its efforts with a senior task force, Sgnaling the importance and urgency of the security issue.
The team began by andyzing Sngle points of fallure: whet facility or process, if it was down, would
cause the death of the company, and what can we do to mitigate it? Steps to ensure business continuity
had to come from the experts, so ownership of those measuresis held at the business group leve.

Intel used arisk assessment modd to examine its critica assets and the types of thresats that would
impact those assets, including what the impact would be, and what stepswould lower therisk leve. In
some instances, the exact nature of the threet is less important than the smple fact that the facility is out
of commission. The key focus is how to get it back into operation or how to find dternate ways to
accomplish the activities of thet facility.

Corporate Emergency Operations Center

Intel has set up a corporate emergency operations center as well as severd loca emergency operations
centers (EOCs) to ded with mgjor business disruptions, whether they are terrorist attacks or natural
disasters such as earthquakes. The purposeis to have a coordinated response globdly. Each EOC is
locdly managed by employees from security, public affairs and Ste services. Intel has response
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templates for each type of crissthat can occur. Each center also has redundant communications
systems (satdllite, PBX phone lines, dedicated copper phone lines, loca channd radios, satellite phones
and ham radio operators). This redundancy ensures that EOCs can communicate and that all Sites can
put out a cond stent message.

Supply Chain Drills

Intel performs some 10-12 drills quarterly that Smulate response to various threats, such as an anthrax
response, aviation disaster response, function-specific business recovery, and adirty bomb scenario.
Each threat has a corresponding roadmap which employees enact (for example, responding to anthrax
includes test kits and training mailroom personnd for awareness).

Intel expanded its drills to include key suppliers, who can play arole in business continuity aswell as
identify ggpsin exising procedures. The drillsinvolve accelerated timelines, roleplaying, and supplier
engagement. For example, Intd ran adrill that smulated the loss of akey manufacturing facility in the
Philippines. Employees measured the impact to other sites and measured capability that could be
regained within 72 hours and within 7 days. Communication to employees and shareholders was dso
included in the drill. The end god wasto develop an integrated response capability.

7. " International Port Assessments,"” Charles McCarthy, Infrastructure
Protection and Operations Division, Volpe National Transportation Center

The John A. Volpe Nationa Transportation Center isthe R&D arm of the Department of
Trangportation. One portion of the center's work includes supply chain and transportation security.
While previous efforts have emphasized cargo crimes, terrorism is now amgor concern.

International Port Assessments

The Volpe Center isin the process of conducting a series of international port assessments. The intent
isto gain afull picture of both the practices and the vulnerabilities at ports.

At each port, a three-person team examines operationa security, physical security, information
technology, and information systems security. The team interviews both the managers of the port and
frontline personnd to understand actual procedures at the port. The team al so speaks with gppropriate
government personnd, locd logigtics organizetions, and even locd maritime schools to gain better insight
into operations.

Integrated Channd Analysis

Volpes Internationa Port Assessments use integrated channd analys's that examines the distribution
channe, the communications channel, and the financiad channd. Thisandysis sarts with the ditribution
channel and indudes understanding the physical movements of cargo, ingpections, container terminds,
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carriers, and who has physical accessto the container. The physical security of the port and the
containersis akey dement of the assessment.

Integrated channd analysis looks beyond the distribution channel because securities practices must go
beyond the security of the physica distribution channdl. Each channd plays arole in securing the supply
chain. For example, the financial channd protects againg terrorists and criminas hiding money
trandfers. The communications channd embodies dl of the information that helps security personnel
track and screen the flow of cargo. The communications channd also encompasses the I T systems that
fecilitate port operations. Findly, the communications channd has additiond security needs in terms of
passwords, firewalls, and back-door modems.

Dimensions that Impact Best Practices

Internationa Port Assessmentsis intentiondly surveying avery diverse group of ports. The study runs
the gamut from Singgpore's massive automated container port to the smaller traditiona bulk-goods and
livestock port of Hamriyah, United Arab Emirates. Other portsin the assessment include Rotterdam,
Naples, Malta, Vancouver and others. These ports include transshipment ports, with their sprawling
container yards, and intermodal ports with truck and rail connections.

Thereis no one set of best practices that work for every port because of differences between ports.
Dimengons mentioned by Mr. McCarthy that impact best practices include:

* government vs. private control of the port

* therelative amounts of labor vs. technology in port operations
* theleve of transshipment vs. import/export activity

* whether cargo is being transferred ship-to-ship vs. intermodd

Preliminary Best Practices

Mr. McCarthy listed some the best practices found to date. Theseinclude:
* adding sedsto dl containers and notifying authorities of any unseded containers
*  minimizing the time in the termind
* limiting access to the port to authorized personnel with verified IDs
* gharing tips and information with the Customs authorities of other countries viaregiond networks

8. " Using Real Options Methodology for Cor porate Response,” Richard de
Neufville, Professor of Engineering Systems, MIT Civil and Environmental
Engineering

The notion of "red" options draws on the extensive theory of financid options to help managers think
about the cogts and benefits of flexibility. Hexibility iscrucid in an age of uncertainty, whether that
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uncertainty is driven by natural disasters, terrorist attacks, or the changing needs of consumers. The
essence of flexibility can be embodied by an option.

Optionsas a Right, not an Obligation

Options provide the right, but not the obligation, to take some specified action in the future. Thus, an
option provides the flexihility to take an action only if it iswarranted. The most common options are
financia stock options, which give the owners of the options the right to buy or sell stock at afixed price
regardless of the current price of the stock. Financia options can let someone sell stock at ahigh price
even if the stock price hasfalen, or to buy stock at afavorable price, even if the stock price hasrisen.
The point of financid stock options and of red optionsisthat they reduce risks in Stuations where some
crucid variableis fluctuating in an unpredictable fashion. The rights provided by options embody the
flexibility to cope with or capitaize on uncertanty.

Real Optionsfor the Supply Chain

Flexibility represents both insurance againgt unfortunate incidences and the capability to capitalize on
opportunities. In theream of the supply chain, real options help cope with variationsin supply and
demand. For example, redundant inventory provides the right, but not the obligation, to use those
inventoried itemsto cover for ether fluctuations in the supply (e.g., aterrorist disruption of the supply
chain) or fluctuationsin demand (e.g., a hit best-sdler product). Another example of ared option might
be a contract with a secondary supplier to provide emergency capacity. A third example might be a
flexible, platform:based product design that lets a company substitute different components.

Buying Flexibility: Cost vs. Benefit

Red options buy flexibility. In the preceding supply chain examples, the company spends money to
have the right, but not the obligation, to react flexibly in uncertain Stuations. For example, the company
might spend money to buy and carry emergency inventory, or to sign a contract for backup capacity, or
to engineer extraflexibility into aproduct. The vaue of the option is defined by the vaue of having
flexibility -- being able to recover from a disruption or capitalize onan opportunity. Thisvdueisa
function of the probakility of needing the flexibility and the incremental performance improvement
created by having that flexibility. Thus, the vaue of flexibility depends on the range of scenarios that
might occur for the company.

Real Optionsvs. Traditional Optimization

Too many management decisions are based on single-outcome optimization, Prof. de Neufville said.
Many supply chain decisions are based on optimizing for the average or expected outcome as opposed
to optimizing for the uncertain range of possible outcomes. Red options provide a means of changing
the shape of the range of outcomes -- reducing the depths of the worst-case scenario and improving the
heights of the best-case scenario. The change promoted by options thinking is a shift away from
optimizing decisions for pecific expected circumstances toward obtaining more flexible decisons to
cope with arange of outcomes.
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Summary

Redl options do add cost, complexity, and time to business processes. In return, the company is poised
to perform at a higher level over amuch broader range of scenarios and conditions. Options thinking
helps managers consder the value of flexibility and creste a more adaptive organization.

9. " Maritime Supply Chain Security," Rear Admiral Vivien Crea,
Commander, First Coast Guard District, United States Coast Guard

Commercevs. Security

The U.S. Coast Guard will play amgor role in protecting Americas globa supply chain. The greatest
challenge of thisroleis balancing commerce and security. Transoceanic and intracoastal shipping play a
major rolein the U.S. economy. An oil tanker can carry as much oil as 1000 tanker trucks and does so
at lessthan 1/10 the cost. Cutting off the flow of goods would certainly stop terrorigts, but it would also
cripple the economy. The chalenge isto push Americas borders outwards without impeding the flow
of legitimate commerce.

Operation Safe Commerce

Operation Safe Commerce was a testbed for technology and procedures for advanced supply chain
Security. This public-private partnership crested and tracked a specidly-instrumented container from a
factory in Sovakiaal theway to the U.S. Thistrip used a number of modes (truck, rail, and container
ship) and crossed numerous internationa borders. The god of the project was to get more information
about shipments. A Phase Il project will look at barge shipments from Halifax.

The project aso examined vulnerabilities during the trip. For example, some movements of the
container took inexplicably long periods of time to complete (one 45-minute journey took 24 hours,
which nobody could explain.) Another, somewhat humorous, vulnerability was the fact that one
srange-1looking, antenna-encrusted container falled to dicit suspicion on the part of any Customs
officas dong the container's long journey.

Security for LNG Shipments

Rear Admira Crea showed a photograph of amassve LNG (Liquefied Natural Gas) tanker in Boston
harbor, with the buildings of the Boston skyline in the background. Although the physica properties of
LNG makefor alow likelihood of catastrophic explosion, the U.S. Coast Guard is not taking any
chances when these vessd's come near heavily-populated ports like Boston. Because the shipments are
aclosed loop system (asmall number of ships cycle between Boston and natura gas production
facilitiesin Trinidad) security can be especidly tight. Armed escorts, concentric security perimeters,
ingpection, and security at dl points of the journey make these ships highly secure.
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Security Working Groups

Rear Admira Crea aso described some the working groups thet are part of the Boston Modd Port
effort. For example, the Bulk Liquid Working Group is examining the security of Canadian debarkation
points to better restrict accessto vessals. The Large Passenger Vessdl Working Group isimproving
systems for getting and processing passenger information. The Container Working group islooking at
increasing the flow of supplementa information, doing better pre-ingpection, and improving the off-
loading of suspicious cargo.

Maritime Transportation Security Act

New legidation, such as the Maritime Transportation Security Act, is part of the government's reponse
to terrorism. For example, the Maritime Transportation Security Act extends the jurisdiction of the U.S
Coagt Guard from 3 miles out to 12 milesinto the ocean. The Act adso cals for assessments of foreign
shipping ports and new security regulations with these ports. Just as the government must work with
private companies to improve security, so, too, the U.S. government must work with international
bodies (such as the Internationa Maritime Organization) and foreign governments to creste mutualy
acceptable bilaterd agreements on maritime security.

Summary

Rear Admird Crealiged the following key issues for improving the security of the globa maritime
supply chain:

*  cooperation between private enterprise, local authorities, the U.S. Coast Guard, and international

authorities

* creation of embedded vaue in new security-enhancing business processes

* internationa standards for more uniform security

*  R&D and gpplied technology for more efficient and effective security

*joint effort between government and industry to create more secure supply chains

10. " U.S. Customs Per spective," Philip W. Spayd, Director of Field
Operations, North Atlantic, U.S. Customs Service

As afidd operations manager, Mr. Spayd knows firsthand the volume of traffic that flows through the
nation's ports (40% of al U.S. trade arrives by water). About 15 million containers are on the move
everyday. Much of the new policy is geared toward pushing the borders of the U.S. outward to
prevent aterrorist weapon from even coming into port. This includes working with the largest portsin
the world to improve overseas security and to station U.S. Customs inspectors at these foreign ports.
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Safer Containers

Mr. Spayd presented a nightmare scenario in which the terrorists modify a container (not the cargo) to
be abomb. They then put the container back on the shipping lanes and wait for it to eventualy get to
the U.S. severd voyageslater. The Container Security Initiative is designed, in part, to address these
concerns by tracking the higtory of the container and flagging containers that may have visited insecure
ports sometime in the past.

Cugtoms-Trade Partnership Againg Terrorism (C-TPAT)

C-TPAT isacertification initiative to work with carriers, brokers, and warehouse operators to improve
the security of the nation's ports. 1t includes collaboratively-defined guiddines to address issues such as
procedura security, physica security, conveyance security, training, etc. The program is only open for
alimited time because the Customs Service wants only the strongest and most interested parties to
apply. Members of the program will enjoy expedited Customs processes because the required security
measures will make member's shipments of lower risk.

100% I ngpection of High-Risk Containers

Given the stakes involved, the Customs Service is dedicated to ingpecting every container that might be
athreat. Part of this effort includes digtinguishing between high risk and low risk shipments. Overdl, the
Customs Service expects to ingpect about 2% of incoming containers. Mr. Spayd listed four key
elements of the new inspection efforts.

* | dentify high-risk containers and shipments
*  Pre-screen shipmentsin foreign ports

* Usetechnology to inspect containers

*  Deploy technology to inspectors

Plea for Public-Private Cooperation

Mr. Spayd concluded with a pleafor greater cooperation and reciprocity between government and the
private sector. He argued that improved security systems benefit both public and private interests.
Companies have a new opportunity to add both value and security. He suggested that some of the
savings generated by improved logistics efficiency should be reinvested in the security of these same
logidicd systems.

11. " Concluding Remarks," Yoss Sheffi, Director, MIT Center for
Transportation and L ogistics

Prof. Sheffi closed with afew summary comments about the conference. Like many in the audience, he
found the initid sessonsto be quite sobering. Y et everyone must face the new redlities of internationa
terrorism, and companies will have to learn to contribute to supply chain security. More companies
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need to move out of the "do nothing" category and take responsibility for the security of their part of the
globa supply chain.

Fortunately, the conference aso provided some frameworks and ideas for accomplishing the daunting
task of preventing and coping with terrorism. Frameworks such as real options theory can help
companies consder the risks and countermeasures to those risks. Sharing best practices and
cooperating with government initiatives also hold the promise of both preventing attacks and
accelerating the recovery from any attacks that do occur.

B. Themes

1. Summary of Threats

A grim lig of terrorigt threats faces the U.S. and its Western world partners. Both Prof. Deutch and
Prof. Van Evera described some of these threats, their relative magnitude of impact, and their reative
probability of occurrence. Understanding these threats is both sobering and a motivator of action. The
events of 9/11 are minor compared to the potentia for mayhem and destruction of other more terrible
weapons.

Of the threats discussed, nuclear weapons pose the greatest potentia for damage -- the potentia to
destroy amgjor city inasingle blast. After the dissolution of the Soviet Union, alarge quantity of
nuclear materias and expertise became far less controlled and secure than it was previoudy. The
potentia for diverson of fissle Uranium or Plutonium is high. Fortunately, the technical hurdles for
condructing anuclear bomb are relatively high, and diversions of dangerous quantities of nuclear
materials have not yet occurred. Unfortunately, these hurdles continue to drop as more nations work on
nuclear technology. In particular, newer nuclear states have far less security and safeguards on their
nuclear arsends, making theft of a usable bomb an increasing possibility. A related threet is a so-called
"dirty" bomb -- a bomb the uses conventiond explosives to disperse a dangerous quantity of radioactive
materid. Prof. Sheffi noted that the aftermath of Chernobyl is areasonable anadlog of the aftermath of a
dirty bomb.

Biologica wegpons are dso amagjor concern because many have the potentia to spread and reach
epidemic proportions. Unlike the anthrax attacks of 2001, a smalpox attack would lead to widespread
disease and fatalities. Prof. Sheffi aso noted that crops and livestock could be targets of biologica
attack. Although governments are less likely to use biologica wegponsin conventiona warfare,
terrorigts are actudly more likely to use biologica weapons because they are easier to obtain and

deploy than nuclear weapons. Given the increasing power of off-the-shelf biotechnology, these wegpons
are amore likely threat than nuclear weapons.

Chemical weapons are another concern. Marny common chemicals are precursors to dangerous
chemica wegpons, and the processes to synthesize these chemicas are not especidly difficult.
Counterterrorist experts fear what aterrorist group might concoct in agarage or how they might subvert
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the chemica factories in sympeathetic nations to mass-produce nerve gas or other agents. Moreover,
companies routingly ship hazardous chemicas both domesticdly and internationaly. Attacking afacility
or shipment could lead to a dangerous release of chemicals.

The most surprising lesson from 9/11 was the terrorists use of commercid arliner'sas missles. The
sngle-minded willingness of the terrorists to die in the attack obviates the traditiona negotiating tactics
for hijacking dtuations. The potentid for uang available materidsin a dangerous fashion makes every
arplane, tanker truck, chemical factory, or nuclear power plant a potentia weapon for the terrorists.
For example, the U. S. Coast Guard is quite concerned about the threet latent in large ocean-going
tankers such as the LNG (Liquefied Naturd Gas) tankers that come into Boston harbor on aregular
bass. For this reason, these shipments are now heavily secured at dl points of the journey and
especialy upon entering the harbor.

The problem with terrorism isthet it is paradoxicaly smdl and large a the sametime. It issmdl inthe
sense that aterrorist cdll can operate with asmall number of terrorists and modest resources. It islarge
in the sense that a single terrorist attack (e.g., 9/11) can create tens or hundreds of billions of dollarsin
damage to the economy and kill thousands or millions of people. The small Sze of aterrorist force
makes detection and prevention that much harder. The large consequences of such an attack can lead
to draconian countermeasures that may be worse than the direct damage of the attack.

2. Shifting Social Contract with Companies

TheHigtorical Social Contract between Companies and Gover nment

Perhgps the most important lesson from this conference is the redization that government cannot solve
the terrorism problem on itsown. In the past, the socia contract between companies and governments
was one in which the companies pursued their private aim of efficient production of goods and services
while government maintained a safe and civil haven for its citizens and businesses. In the padt,
government’ s gpproach to its end of the bargain was twofold. First, entities such as the State
Department, the Department of Defense, and the CIA handled relationships and threats from foreign
governments. Second, entities such asthe FBI, state and local law enforcement handled the detection,
prosecution, and punishment of domestic criminds. Government's gpproach to its Sde of the bargain
worked well when miscreants were either smal-time criminds or foreign governments.

Prof. Deutch described how ill-suited these current government entities are to fighting terrorism. First, a
terrorist cdl isnot alike amassve amy that is visble from space and controlled by another
government. Leaving aside the issue of state-sponsored terrorism, organizations such asd Qaeda are
amdl, tightly-knit, transnational organizations that respect neither nationd boundaries nor the rules of
diplomacy and war. Terrorist operatives located within the U.S. are out of reach of foreign-facing
organizations such asthe CIA or Defense Department.

Second, the new a Qaeda-styleterrorist cdl ishard to combat with traditional domestic law
enforcement. Until they perpetrate their planned attack, the terrorists are largdly invisible and
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noncrimind in nature. Although their intent is highly crimind, their initid activities are not crimind (prior
to 9/11, taking piloting lessons or carrying a knife on board a plane was not illegd). The fact that these
terroristsare only planning attacks makes them less accessible to U.S. law enforcement agencies such
asthe FBI or local police.

Shifting Nature of Terrorist Attacks

Prof. Deutch also stressed the more serious nature of 9/11-style terrorist attacks. Previoudly,
government counterterrorism officias assumed that the terrorists wanted an audience, not massive
numbers of dead bodies. Yet d Qaeda's stated goals and the 9/11 attacks suggest that these groups
seek more than publicity. Thus, they are likely to perpetrate attacks that are far worse than the highly-
vigble, but ultimately superficid, attacks that were done by other terroristsin the past (e.g.,

nations or bombing asmal target such as anightclub or bus). Moreover, the willingness of the
attackersto diein the attack defegts the underpinnings of the crimind judtice system (deterrence through
punishment) and traditiona negotiation tactics.

In the past, isolated miscreants perpetrated crimes on individuals and companies. The limited scope of
ther crimes meant that solving such crimes and pendizing crimind activity was an adequate response.
Police, crimind investigations, and the judicid system created a disincentive to crime. Also, the
procedures used by law enforcement are more geared to collecting and sequestering evidence of a
crime rather than openly collaborating with other law enforcement agencies in the proactive prevention
of uncommitted crimes. In short, traditiond law enforcement procedures are ill-suited for detecting and
preventing terrorism.

Impact of the Shift on Companies

Detecting terrorigts requires collecting data on the individually-innocuous but collectively-suspicious
activities of potentia bad actors. Because the terrorists are quite willing to use our own supply chain
infrastructure againgt us and because much of thisinfrastructure isin the private sector, the private sector
must play alarger role in counterterrorist activities. This private sector responsibility istwofold. Firdt, it
implies monitoring supply chain activities to help detect suspicious activity. Second, it includes securing
company and supply chain resources that could be misused by the terrorists.

Moreover, companies cannot expect that the government will catch every terrorist or thwart every
attack. Thus, it behooves private companies to prepare for terrorist attacks and the consequences of
those attacks. Companies cannot necessarily count on overwhelmed government agencies to restore
sarvices, they may need to actively hep themsaves. Much of this preparation can utilize the same types
of procedures and resources that a company might use to cope with other disasters, such asan
earthquake, hurricane, or firea acrucid facility.

Severa presenters commented on this shift. Indeed, prior to arecent conference on terrorism, 90% of
companies surveyed thought that government was responsible for counterterrorism.  The percentages
were reversed however, after the conference when the companies redlized both the magnitude of the
problem and how much of the company'sfuture is at stake under various gloomy scenarios. Prof. Sheffi
noted that the organi zations that aready know that they need to implement counterterrorism supply
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chan initiatives are those that have dedlt with terrorism before. Other companies are dowly redlizing the
need to take action.

3. Frameworks

Some of the presenters offered different frameworks for thinking about the problems of and the
response to terrorism-based disruptions to the supply chain and commercein generd. Theseideas can
help companies and government agencies to develop new gpproaches to supply chain security in this
new age of terrorism.

Threat Decomposition

Mr. Grubb of Accenture presented a 3-level decompositional framework for understanding threats to
the supply chain. This trangportation security modd is ussful for analyzing and cataloging potential
thrests:

* trangportation modes (air, highway, rail, maritime)

* entry points (e.g., airports, pickup/ddivery points, border crossings, €tc.)

* threat areas (e.g., passengers, employees, cargo, shippers, etc.)
By working through the combinations across the levels, companies can cataog potentid threats and
address them. By aggregating threats within the categories on each level, companies can understand the
commonality of responses to potentid threats. For example, acompany might examine the
commonalities of thregats associated with the maritime mode or congder the commonalities of threets

associated with employees regardless of mode. This framework can help companies catalog, organize,
and generalize the anadlysis of threats and the crestion of responses to those identified threats.

Analysisof Prior Disasters

Prof. Sheffi described how andyzing past disasters provides useful ingght into potentid terrorist attacks.
Examplesinclude:

* the 1917 exploson of anava ship in Hdifax, Nova Scotia (andog of alarge bomb in a port)
* the 1986 nuclear plant disaster at Chernobyl (andog of a dirty bomb attack)

* the 1918 Spanish Flu worldwide epidemic (andog of abiologica wegpons attack)

* the 1984 Union Carbide incident in Bhopd, India (analog of a chemica weapons attack)

The impact and responses to these and other disasters can help companies and government tune
responses to future disasters. Analyzing past disasters helps managers understand who was affected,
how they were affected, and how responses to the disaster helped or hindered recovery.
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Real Options

Prof. de Neufville presented a framework for thinking about the costs and benefits of risk management
actions. Drawing on the vast theoretical underpinnings of financid options, the notion of real options can
help a decison-maker think about managing risk. Options theory isaforma way of defining and
andyzing flexibility.

An "option" gives the holder of the option theright -- but not the obligation -- to perform some specified
action a alaer time. In the context of supply chain management, ared option might include safety
gock inventory that provides the right, but not the obligation to use those inventory materias. Another
example is acontract for reserve capacity at a back-up supplier, which providestheright, but not the
obligation, to use that cgpacity. The buyer of an option pays a premium for the option, anotion which
Prof. Deutch referred to asinsurance cost. Buying options buys flexibility.

The god of usng optionsisto change the range of outcomes that can occur. Most often, red options
would be used to limit the worst- case outcomes (e.g., disaster recovery). Options can aso be used to
maximize returns of best-case scenarios, such as when a product becomes a smash success and strains
the capacity of the syssem. Because options (Whether redl or financid) have acog, the use of options
can reduce the average performance level somewhat.! The point of Prof. de Neufvilles framework isto
provide a ussful means of thinking about the trade-off between average performance and risk.

As one audience member pointed out, however, lack of useful data is a challenge with any numerica
framework for analyzing costs and benefits of risk management. Although Prof. Deutch and others
noted that some threats are more likely than others (e.g., chemica and biologica weapons are easier to
congtruct than nuclear wegpons), the exact probabilities of these events are unknown. In moments of
gloom, the probability of terrorist attack seems to be 100%, while in moments of optimism the
probability is much lower. Despite the uncertainty, the rea options framework does help a company
examine the costs of amdiorating unusua scenarios to reduce risks.

Sharing Best Practices

Companies and government agencies can improve security by sharing best practices. Intel described
TAPA (Technology Asset Protection Association), which is a private-sector organization devoted to
improving supply chain and trangportation security for high-tech companies. By sharing best practices
and creating improved standards for security, TAPA hopes to foster the spread of better practices that
benefit dl parties. The Volpe Nationa Transportation Center is aso working to learn and aggregate

! Prof. Sheffi isleading research at MIT to examine whether investmentsin supply chain resilience and security
actually create benefits offsetting the cost of the investments. Muchlike the ‘quality of free’ observation of quality
expert Philip Crosby (“Quality is Free” 1979, McGraw-Hill), it may be that * security isfree’ for companies making
investmentsin developing resiliencein the supply chain. Thisisyet to be determined. Aninitial treatment of the
benefitsis presented later in this report. For additional information, visit the research web site at
http://web.mit.edu/scresponse/
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best practices for port security. By studying ports around the world, the Vol pe Center is learning new
practices and gaining a better understanding of remaining security risks.

4. Response: Prevention

A primary god of aresponse to terrorism is prevention. Prevention is aimed at both catching terrorists
before they act and deterring terrorists from even attempting an attack. Intelligence and ingpection
activities help catch terrorists by detecting their activities and thwarting their ddliveries of people, funds,
and materid. These activities, in addition to other physical security measures (such as protecting cargo
and facilities), help deter terrorists by convincing them of the futility of an attempted attack.

Prevention: Catching " Bad Actors' Before They Reach the Border

Both the U.S. Coast Guard and the Customs Service noted the need to catch high-risk shipments
before they reach American shores. In particular, the fear of a nuclear bomb, "dirty" bomb, or
biologica weapon reaching amajor port city motivates these agencies to push the boundaries of this
country further out into the sea. In these scenarios, the terrorists could detonate their weapons in port
before Customs Service ingpections occur.  Because the mgority of the flow of goods coming to this
country isin the hands of the private sector, some of the burden of prevention falls on the shoulders of
the private sector (domestic importers, internationa carriers, or foreign suppliers). The U.S. Coast
Guard noted that companies need to create a more secure chain of custody for goods and assets.

Various initiatives should help secure the country's borders. In particular, the Container Security
Initiative (CSl) cdlsfor 24-hour advance notice of the manifests of dl shipments from selected foreign
ports prior to loading. CSl aso addresses the potential threat of the container itself -- the potentid that
the terrorists could modify a container to explode or disperse radioactive, biologica, or chemica agents.
Thus, CSl consders the history of the container, not just the contents of the container. CSl aso places
U.S. Customs Inspectors in foreign portsto help catch suspicious cargo and containers prior to loading
and shipmen.

A second initiative, C-TPAT (Customs- Trade Partnership Againg Terrorism) is amechanism for
companies to work with the U.S. Customs Service. The intent isfor companies to become known
entities to the Customs Service and become amore trusted importer of goods to the United States.
Companiesthat join C-TPAT can expect faster processing at borders and thus provide vaue to ther
customers. Regidration for C-TPAT may only be open for alimited time because the Customs Service
wishes to induct only the most willing participants into this program.

The U.S. Coast Guard aso noted that the recently signed Maritime Transportation Security Act
includes a number of mesasures to prevent terrorism.  These include moving the border of the U.S. to 12
miles from the coast, conducting foreign port assessments, and establishing security requirements for
ports. The U.S. government will be working with the IMO (International Maritime Organization), the
United Nations, and various foreign port authorities to creete needed bilateral agreements.
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Risk-Weighted I nspection

The U.S. Customs Service has a mandate of ingpecting 100% of high-risk shipments. Programs like
CSl and C-TPAT are geared toward narrowing the fidd of high-risk shipments and making the job of
ingpection both more tractable and more fruitful. UPS, which carries some 1 million international
packages daily, dso uses asmilar philosophy of inspecting an gppropriate fraction of ingpectiornworthy
packages.

Inspection technology is a crucid eement of the effort. UPS noted that one of the grestest challengesto
nortintrusive detection technologies (e.g., bomb sniffers, x-ray machines, and gammaray inspection
machines) isthe speed and rdiability of these sysems. Miracle machines that can detect dangerous
materidsin asngleitem in alab setting may not be practica for use in the high-volume, high-speed
supply chain flows present in ports, truck yards, and arports.

Standar dized Business Pr ocesses

Bob Bergman of UPS suggested that standardized business processes can help combat terrorism.
When a company uses highly routine business processes, any anomaous behavior isobvious. This
makes it harder for bad actors to tamper with the supply chain or divert materidsfromit. Asaside
benefit, standardized business processes also improve business efficiency. 2

5. Remediation and Amelioration

Although the total prevention of terrorist attacksis an obvious god, this god is not necessarily
attainable. The massive scale and openness of America's borders make absolute prevention impossible.
Thus, companies must think about what they will do if the unthinkable occurs. Remediation is the other
haf of risk management -- creeting contingency plans and prearranging needed resources to reduce the
impact of catastrophic events. Phil Spayd of the U.S. Customs Service suggested that companies
should invest the savings created by supply chain efficiency initiatives into supply chain security efforts.

% One downside is that highly efficient routine operations may potentially breed complacency and limited flexibility.
Given this, supply chain drills as described and so actively implemented by Intel are one way to protect against
complacency and rigidity.
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Redundancies, Redundancies®

Both Prof. Sheffi, Prof. de Neufville, and others noted the need for supply chain redundancies as part of
coping with terrorigt attacks. Redundancies are especidly important in tightly-run companies that use
techniques such as J T or lean manufacturing. Such redundancies might include:

* |ocd inventory of imported components (redundant inventory)

* contracts with secondary suppliers (redundant capacity)

* multiple digtribution centers for dispersed inventory (redundant locations)
* cross-training of employees (redundant skills base)

Severad presenters noted that such redundancies do add cost. Using Prof. de Neufvill€s red options
framework provides ameans for companies to estimate the costs and the contingent benefits of such
redundancies.

Knowledge Backup

Prof. Sheffi noted the need for off-gte backups of dl of an organization's knowledge and information.
Thereisthe very red possbility that physica or cyber attack could destroy or incagpacitate a company's
centra IT resources. For example, many New Y ork-based financid servicesfirmslogt 1T, telecom,
and data systems when the World Trade Center buildings were destroyed. Of specid importance is
operationa and customer data that help the company minimize the disruption it causes for its customers
-- minimizing the ripple effect that any attack is likely to have on the broader economy.

Unfortunatdy, IT syssems do create a point of vulnerability. Fortunately, the ability to eedly replicate
enterprise resource planning (ERP), supply chain, and customer relationship management (CRM) data
to protected off-ste data centers more than makes up for this vulnerability. In contrast, systems based
on paper hardcopy and the knowledge inside employee's heads are far more vulnerable to attacks that
destroy buildings and kill key employees.

Standar dization

Bob Bergman of UPS stressed the role of standardization in prevention of terrorist attacks, and Steve
Lund of Intel and Prof. Sheffi noted the use of stlandardization in surviving such attacks. Standardized
business processes help a company re-establish operations from remote sites. If dl divisons of a
company use Smilar practices, then unaffected divisons are in a postion to hep those affected by any
attack or consequentia disruption. Standardized processes are dso more likely to be documented,
which reduces the time required to train new or other employees to cope with any shortage of workers
(such as during an epidemic).

® Resilience of the supply chain may be accomplished by various methods, including adding redundant resources
and systems, developing flexible/responsive systems through system design (e.g. use of postponement strategies,
risk pooling, multi-skilled labor systems). The terminology has not been refined to clearly differentiate between these
various methods although Prof. Sheffi’ s research team is currently working to clarify these alternatives. For
additional information, visit the research web site at http://web.mit.edu/scresponse/
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Business Continuity: Intel

Steve Lund of Intel described its extensive business continuity efforts -- part of the company's "only the
paranoid survive' philosophy. An dement of this effort is a network of EOCs (Emergency Operetions
Centers) that serve as nerve centersin the event of an actua emergency. These centers use
standardized procedures based on a set of templates that cover awide range potentia disasters (both
naturd and man-made). The centersinclude heavily redundant communications systems (from backup
Internet connections to ham radio). Intdl's preparations for aterrorist atack are anatura extension of
the company's long-standing efforts to prepare for nature disasters.

Part of Intel's business continuity efforts are drills to practice the company's response to various
scenarios (e.g., theloss of asite in the Philippines or an earthquake in Oregon). By executing some 10
to 12 drills per year, the company can both train its employees to efficiently dedl with problems as well
as refineits emergency procedures. Dirills ensure that crucid backup systems will be ready if and when
they are needed. Asan example of the system's effectiveness, when 9/11 occurred, the company
implemented a global response to the event within 1 hour of its announcement.

Failing Smartly

Bob Bergman of UPS aso noted that security systems should fail smartly -- that managing the
consequences of the falure is asimportant as reducing the probability of fallure. No security measure
can be 100% fool proof, so managers need to plan for the fallure of security and limit the damage of
such falures. As a counter-example, UPS noted how current breaches in domestic airport security lead
to a shut-down, evacuation of the airport, and rescreening of everyone. It isnot asmart fallure when a
sngle impatient tourist can bolt through security and delay the operations of that airport (and others) for
hours. One good example of faling smartly was offered by Prof. Sheffi: when an earthquake in Tawan
disrupted supplies to Dell, Dell restructured its prices and offerings to steer customers toward PCs that
it could build with available components.

6. Isthe Cure Worse than the Disease?

At this paint, no one has a good understianding of the collateral damage that counter-terrorism policies
(by governments or businesses) will have on unlucky individuas, companies, and foreign nations. Some
of these policies could be quite damaging to the economy. For example, one of the eesiest (but
extreme) preventative measuresisto close down the movement of goods and people. That way the
terrorists cannot use our own infrastructure to deliver attacks. Y et this preventative measure
accomplishes one of the principle gods of the terrorists -- shutting down Western world capitalism.

Even aheightened levd of precautionary ingpections leads to economic damage. Philip Spayd of the
Customs Service noted that it did not close the borders after 9/11, yet even the dowing of goods at the
border created a de facto halting of the smooth flow of goods. Prof. Sheffi cited how a number of
companies that use lean manufacturing techniques ran into trouble after 9/11 when supply lineswere
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effectively cut by delays at border crossings. 1n some of the scenarios discussed at this conference,
much of the damage to the economy comes from the disruption of norma supply chain operations.

Prof. Sheffi cited anumber of examples of government responses to natura disasters that had
unintended, deleterious consequences. For example, Britain's efforts to contain hoof-and-mouth
disease in cattle caused more damage to the tourism industry than it saved in the agriculture indudtry.
Bob Bergman of UPS suggested that the private sector's superior understanding of the detailed
workings of the economy made industry input into regulation essential. Prof. Deutch emphasized that
athough companies should cooperate with the government, they should aso retain counsdl to ensure
ther rights.

Other responses to terrorism can paradoxically reduce security. For example, Charlie McCarthy of the
Volpe National Trangportation Center noted that speedy movement is a best practice for reducing
security risks. Thus, some argue that the process of delaying shipments and opening them for ingpection
actudly adds more risk than it removes. Ingpection processes can make shipments easier to tamper
with because a gationary package is more accessible than amoving one. Additiona handling steps
provide a natura cover for tampering by corrupt or subverted ingpection personnd, and excessive
ingpection could train recipients that opened and resealed packages are not suspicious. Likewise, GPS
tracking of shipments might expose those shipmentsto attack if the terrorists can hack into the
databases with the tracking information.

7. Tough Trade-offs

In addressing the issue of terrorist threats to the supply chain, companies face some tough trade-offs.
These trade-offs go beyond the basic cost vs. security trade-off to include more subtle issues. Prof.
Sheffi suggested three trade-offs. These were echoed by the comments of other presenters. The trade-
offsare;

Efficiency vs. Redundancy

Many of the presenters worried about the trade-off between efficiency and redundancy. On the one
hand, redundancy is key to both prevention and remediation of the terrorist threat. Redundant security
measures improve the effectiveness of screening efforts --- each layer catching another fraction of
potentid terrorist actions. Redundant systems dso help a supply chain recover in the event of aterrorist
attack. 'Y et redundancy isinefficient, adding to the costs of supply chain operations. Worse, redundant
systems can dso reduce security by providing additiona avenues for attack by terrorists in the form of
additiond facilities or additiona pointsin supply chain processes that could be subverted.

Collaboration vs. Secrecy

The disssmination of information is adouble-edged sword. Prof. Sheffi noted that visble HazMat sgns
on shipments increase the risk that terrorists could target that shipment of hazardous materids. Others
noted that globd tracking of shipments make them more vulnerable if terrorists hack into any of the
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numerous databases (shipper, carrier, recipient, or government office) that could contain the tracking
data. Findly, Prof. Deutch noted that government agencies are dso wrestling with this trade-of f --
deciding how broadly to share senditive or classified intelligence data. Secrecy has risks, too, however.
HazMat sgns help locd authorities cope with spills and accidents. Tracking information is intended to
reduce the chance of diversion and tampering, and sharing intelligence data helps al parties develop a
more complete integrated picture of the threet.

Centralization vs. Dispersion

Highly centralized systems creste both sngle points of failure and invite targets of attack. Yet, dispersed
systems contain redundancies and rely on vulnerable information technologies which are vulnerable to
attack. Prof. Sheffi illustrated this trade-off in noting that McDonad's dispersed digtribution network
makes it less vulnerable than The Limited's sngle-digtribution center Srategy. Prof. Sheffi did caution
that a dispersed dtrategy, while less vulnerable to physicd attack, is far more vulnerable to cyber attack.

Security vs. Civil Liberties

The increasing emphasis on security will probably involve aloss of persond civil liberties. Perhapsthe
most unfortunate aspect of the response to terrorism isthe lack of due process for those caught in its
web. That ajob agpplicant isturned away or an employeeisfired because their name is coincidentally
amilar to some sugpected (not even proven) terrorist is atravesty of what America holds near and dear.
Y et the high potentia for extreme damage makes it hard to uphold the ided of "innocent until proven

quilty.”

8. Benefits

Speskers from both government and industry stressed the role of collateral benefits to companies
responses to terrorism. The arguments for having additional benefits were twofold. First, government
recognizes that the private sector will embrace security measures more if those measures are seen has
having additiond business-only bottom-line benefits. Second, businesses redize that if they are forced
to implement mandated regulaions, they might as well implement the security measuresin away that
creetes additiona business benefits. MIT President Charles Vest suggested that businesses will
embrace security in the way that they embrace environmental issues -- athough it doesadd cog, it is
good business for competitive, ethical, and mora reasons.

Improved Vishbility, Lower Uncertainty

A number of the security initigtives can improve vighility into the supply chain by providing information
on what iswhere and when. The CSl (Container Security Initiative) mandate to provide 24-hour
advance submission of shipping manifests prior to loading cargo onto U.S.-bound vessdsin foreign
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ports is one example of this* Improved visibility can improve asset utilization for carriers and permit
higher service levelsfor shippers and their customers. More trustworthy data on the location and
dispostion of containers, ships, and goods will aid in managing shipping operations by reducing the
uncertainty adong the supply chain.

Reduced T heft

One obvious side benefit of security is areduction in theft from the supply chain. Tighter control of
warehouses and shipments makes it hard for criminalsto sted goods. Tracking containers and trucks
via GPS means that they cannot be waylad for too long before someone notices the anomalous
movement of the goods. The same methods that prevent terrorists from ng facilitiesand
shipments aso prevent the activities of other criminds.

Improved Partner Reiability

Part of the response to terrorism comes in the form of andyzing and certifying a company’ s business
partners. The god isto ensure that foreign suppliers are not usng a company's commercia channelsto
import terrorist materie. Many fear that terrorists could use legitimate business activities to hide
preparations for nefarious acts.

Thus, companies can be expected to spend more time scrutinizing their business partners, especidly
foreign business partners. Even domestic supply chain partners can expect greater scrutiny. For
example, part of Intd's business continuity preparations include assessing crucid domestic suppliers that
might be disrupted by anatura disaster or terrorist attack. From this scrutiny can come more reliable
supply chain operations. Certified, trustworthy partners are more likely to have better servicelevesin
both good times and bad times.

Improved Employee Reliability

Companieswill also come to know their employees better as aresult of security measures. Background
checks, indtituted to catch potentid terrorists, will dso ferret out criminals (e.g., those that have
outstanding arrest warrants or unacknowledged prior convictions). This can help reduce a company's
risk of theft, embezzlement, or workplace injury.

Accelerated Flows at the Border

Greater scrutiny of internationd shipmentsis inevitable, and this security will add delays to companies
supply chain operations. Programs such as the Customs Service's C-TPAT are intended to ameliorate
these ddlays. By working with Customs officids, companies become more known and more trusted
entities. Companies that work with the government to implement secure supply chain operations will

* The CSI 24-hour notice initiative also has some unintended downside as the requirement asinitially structured
eliminates the ability for shippersto adjust shipping plans en route. In-transit modifications of shipping plansisa
common practice among shippers that affords significant flexibility.
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enjoy faster flows and fewer delays than those companies that ignore the need for higher levels of
Security.

Security as Value-Added Service

Although each company must take some responsibility for its security, the partners of acompany can
help. Dave Grubb of Accenture noted the potentia for inefficiency and redundant effort if everyonein
the supply chain isforced to ingoect and document goods multiple times. Trusted business partners can
provide value when they ddiver secure, well-documented cargo. Although companies should never
assume that cargo from atrusted partner is safe, the effort required to maintain security with flows from
a secure partner is less than that required for insecure partners.

Thus, suppliers and carriers might create competitive advantage through offering security. Specid
certifications are one way to accomplish this. For example, C-TPAT (Customs- Trade Partnership
Agang Terrorism) is amechanism for companies to work with the U.S. Customs Service and become
atrusted importer of goodsto the U.S. Companiesthat join C-TPAT can expect faster processing at
borders and thus provide value to their customers. This benefit is especidly important to supply chain
service providers such as carriers and international port facilities.

Improved Business Continuity During Natural Disasters

Steve Lund of Intd’s presentation highlights another crucid ancillary benefit of acompany’s
preparations for terrorism -- improved business continuity when other, non-terrorist, disasters strike.
An earthquake, natura epidemic, port strike, or afire a akey supplier al have nearly the same impact
on acompany as aterrorist attack would. Indeed, Prof. Sheffi suggested that government officids and
businesses could learn much from studying past naturd disasters (from the Spanish Hu of 1918 to the
Kobe earthquake of 1995). Recovering from adisruption of norma supply lines, facility operations, or
employee attendance is a competence that every company might need.
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