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Synthesis: An E�cient Implementationof Fundamental Operating System ServicesHenry MassalinAbstractThis dissertation shows that operating systems can provide fundamental servicesan order of magnitude more e�ciently than traditional implementations. It describes theimplementation of a new operating system kernel, Synthesis, that achieves this level ofperformance.The Synthesis kernel combines several new techniques to provide high performancewithout sacri�cing the expressive power or security of the system. The new ideas include:� Run-time code synthesis | a systematic way of creating executable machine codeat runtime to optimize frequently-used kernel routines | queues, bu�ers, contextswitchers, interrupt handlers, and system call dispatchers | for speci�c situations,greatly reducing their execution time.� Fine-grain scheduling | a new process-scheduling technique based on the idea offeedback that performs frequent scheduling actions and policy adjustments (at sub-millisecond intervals) resulting in an adaptive, self-tuning system that can supportreal-time data streams.� Lock-free optimistic synchronization is shown to be a practical, e�cient alternative tolock-based synchronization methods for the implementation of multiprocessor operat-ing system kernels.� An extensible kernel design that provides for simple expansion to support new kernelservices and hardware devices while allowing a tight coupling between the kernel andthe applications, blurring the distinction between user and kernel services.The result is a signi�cant performance improvement over traditional operating system im-plementations in addition to providing new services.
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1
1IntroductionI must Create a System, or be enslav'd by another Man's;I will not Reason and Compare: my business is to Create.| William Blake Jerusalem1.1 PurposeThis dissertation shows that operating systems can provide fundamental servicesan order of magnitude more e�ciently than traditional implementations. It describes theimplementation of a new operating system kernel, Synthesis, that achieves this level ofperformance.The Synthesis kernel combines several new techniques to provide high performancewithout sacri�cing the expressive power or security of the system. The new ideas include:� Run-time code synthesis | a systematic way of creating executable machine codeat runtime to optimize frequently-used kernel routines | queues, bu�ers, contextswitchers, interrupt handlers, and system call dispatchers | for speci�c situations,greatly reducing their execution time.



2 � Fine-grain scheduling | a new process-scheduling technique based on the idea offeedback that performs frequent scheduling actions and policy adjustments (at sub-millisecond intervals) resulting in an adaptive, self-tuning system that can supportreal-time data streams.� Lock-free optimistic synchronization is shown to be a practical, e�cient alternative tolock-based synchronization methods for the implementation of multiprocessor operat-ing system kernels.� An extensible kernel design that provides for simple expansion to support new kernelservices and hardware devices while allowing a tight coupling between the kernel andthe applications, blurring the distinction between user and kernel services.The result is a signi�cant performance improvement over traditional operating system im-plementations in addition to providing new services.The text is structured as follows: The remainder of this chapter summarizes theproject. It begins with a brief history, showing how my dissatisfaction with the performanceof computer software led me to do this research. It ends with an overview of the Synthesiskernel and the hardware it runs on. The intent is to establish context for the remainingchapters and reduce the need for forward references in the text.Chapter 2 examines the design decisions and tradeo�s in existing operating systems.It puts forth arguments telling why I believe some of these decisions and tradeo�s shouldbe reconsidered, and points out how Synthesis addresses the issues.The next four chapters present the new implementation techniques. Chapter 3 ex-plains run-time kernel code synthesis. Chapter 4 describes the structure of the Synthesiskernel. Chapter 5 explains the lock-free data structures and algorithms used in Synthe-sis. Chapter 6 talks about �ne-grain scheduling. Each chapter includes measurements thatprove the e�ectiveness of each idea.Application-level measurements of the system as a whole and comparisons with othersystems are found in chapter 7. The dissertation closes with chapter 8, which containsconclusions and directions for further work.



31.2 History and MotivationThis section gives a brief history of the Synthesis project. By giving the reader aglimpse of what was going through my mind while doing this research, I establish contextand make the new ideas easier to grasp by showing the motivation behind them.. . .In 1983, the �rst Unix-based workstations were being introduced. I was unhappywith the performance of computers of that day, particularly that of workstations relativeto what DOS-based PCs could deliver. Among other things, I found it hard to believe thatthe workstations could not drive even one serial line at a full 19,200 baud | approximately2000 characters per second.1 I remember asking myself and others: \There is a full half-millisecond time between characters. What could the operating system possibly be doingfor that long?" No one had a clear answer. Even at the relatively slow machine speed ofthat day | approximately one million machine instructions per second | the processorcould execute 500 machine instructions in the time a character was transmitted. I couldnot understand why 500 instructions were not su�cient to read a character from a queueand have it available to write to the device's control register by the time the previous onehad been transmitted.That summer, I decided to try building a small computer system and writing someoperating systems software. I thought it would be fun, and I wanted to see how far I couldget. I teamed up with a fellow student, James Arleth, and together we built the precursorof what was later to become an experimental machine known as the Quamachine. It was atwo-processor machine based on the 68000 CPU [4], but designed in such a way that it couldbe split into two independently-operating halves, so we each would have a computer to takewith us after we graduated. Jim did most of the hardware design while I concentrated onsoftware.The �rst version of the software [19] consisted of drivers for the machine's serialports and 8-bit analog I/O ports, a simple multi-tasker, and an unusual debug monitor thatincluded a rudimentary C-language compiler/interpreter as its front end. It was quite small1This is still true today despite an order-of-magnitude speed increase in the processor hardware, andattests to a comparable increase in operating system overhead. Speci�cally, the Sony NEWS 1860 worksta-tion, running release 4.0 of Sony's version of UNIX, places a software limit of 9600 baud on the machine'sserial lines. If I force the line to go faster through the use of kernel hackery, the operating system loses dataeach time a burst longer than about 200 characters arrives at high speed.



4| everything �t into the machine's 16 kilobyte ROM, and ran comfortably in its 16 kilobyteRAM. And it did drive the serial ports at 19,200 baud. Not just one, but all four of them,concurrently. Even though it lacked many fundamental services, such as a �lesystem, andcould not be considered a \real" operating system in the sense of Unix, it was the precursorof the Synthesis kernel, though I did not know it at the time.After entering the PhD program at Columbia in the fall of 1984, I continued todevelop the system in my spare time, improving both the hardware and the software, andalso experimenting with other interests | electronic music and signal processing. Duringthis time, the CPU was upgraded several times as Motorola released new processors in the68000 family. Currently, the Quamachine uses a 68030 processor rated for 33 MHz, butrunning at 50MHz, thanks to a homebrew clock circuit, special memory decoding tricks, ahigher-than-spec operating voltage, and an ice-cube to cool the processor.But as the software was 
eshed out with more features and new services, it becameslower. Each new service required new code and data structures that often interacted withother, unrelated, services, slowing them down. I saw my system slowly acquiring the ills ofUnix, going down the same road to ine�ciency. This gave me insight into the ine�ciencyof Unix. I noticed that, often, the mere presence of a feature or capability incurs some cost,even when not being used. For example, as the number of services and options multiply,extra code is required to select from among them, and to check for possible interferencebetween them. This code does no useful work processing the application's data, yet it addsoverhead to each and every call.Suddenly, I had a glimmer of an idea of how to prevent this ine�ciency from creepinginto my system: runtime code generation! All along I had been using a monitor programwith a C-language front end as my \shell." I could install and remove services as needed, sothat no service would impose its overhead until it was used. I thought that perhaps theremight be a way to automate the process, so that the correct code would be created andinstalled each time a service was used, and automatically removed when it was no longerneeded. This is how the concept of creating code at runtime came to be. I hoped that thiscould provide relief from the ine�ciencies that plague other full-featured operating systems.I was dabbling with these ideas, still in my spare time, when Calton Pu joined thefaculty at Columbia as I was entering my third year. I went to speak with him since Iwas still unsure of my research plans and looking for a new advisor. Calton brought withhim some interesting research problems, among them the e�cient implementation of object-



5based systems. He had labored through his dissertation and knew where the problems were.Looking at my system, he thought that my ideas might solve that problem one day, andencouraged me to forge ahead.The project took shape toward the end of that semester. Calton had gone home forChristmas, and came back with the name Synthesis, chosen for the main idea: run-timekernel code synthesis. He helped package the ideas into a coherent set of concepts, and wewrote our �rst paper in February of 1987.I knew then what the topic of my dissertation would be. I started mapping outthe structure of the basic services and slowly restructured the kernel to use code synthesisthroughout. Every operation was subject to intense scrutiny. I recall the joy felt the dayI discovered how to perform a \putchar" (place character into bu�er) operation in fourmachine instructions rather than the �ve I had been using (or eight, using the common C-language macro). After all, \putchar" is a common operation, and I found it both satisfyingand amusing that eliminating one machine instruction resulted in a 4% overall gain inperformance for some of my music applications. I continued experimenting with electronicmusic, which by then had become more than a hobby, and, as shown in section 6.3, o�ereda convincing demonstration that Synthesis did deliver the kind of performance claimed.Over time, this type of semi-playful, semi-serious work toward a fully functionalkernel inspired the other features in Synthesis | �ne-grained scheduling, lock-free synchro-nization, and the kernel structure.Fine-grained scheduling was inspired by work in music and signal-processing. Theearly kernel's scheduler often needed tweaking in order to get a new music synthesis programto run in real-time. While early Synthesis was fast enough to make real-time signal process-ing possible by handling interrupts and context switches e�ciently, it lacked a guaranteethat real-time tasks got su�cient CPU as the machine load increased. I had consideredthe use of task priorities in scheduling, but decided against them, partly because of theprogramming e�ort involved, but mostly because I had observed other systems that usedpriorities, and they did not seem to fully solve the problem. Instead, I got the idea that thescheduler could deduce how much CPU time to give each stage of processing by measuringthe data accumulation at each stage. That is how �ne-grained scheduling was born. Itseemed easy enough to do, and a few days later I had it working.The overall structure of the kernel was another idea developed over time. Initially,the kernel was an ad-hoc mass of procedures, some of which created code, some of which



6didn't. Runtime code generation was not well understood, and I did not know the bestway to structure such a system. For each place in the kernel where code-synthesis wouldbe bene�cial, I wrote special code to do the job. But even though the kernel was lackingin overall structure, I did not see that as negative. This was a period where freedom toexperiment led to valuable insights, and, as I found myself repeating certain things, anoverall structure gradually became clear.Optimistic synchronization was a result of these experiments. I had started writingthe kernel using disabled interrupts to implement critical sections, as is usually done inother single-processor operating systems. But the limitations of this method were soonbrought out in my real-time signal processing work, which depends on the timely servicingof frequent interrupts, and therefore cannot run in a system that disables interrupts for toolong. I therefore looked for alternatives to inter-process synchronization. I observed that inmany cases, such as in a single-producer/single-consumer queue, the producer and consumerinteract only when the queue is full or empty. During other times, they each work on di�er-ent parts of the queue, and can do so independently, without synchronization. My interestin this area was further piqued when I read about the \Compare-and-Swap" instructionson the 68030 processor, which allows concurrent data structures to be implemented withoutusing locks.1.3 Synthesis Overview1.3.1 Kernel StructureThe Synthesis kernel is designed to support a real, full-featured operating systemwith functionality on the level of Unix [28] and Mach [1]. It is built out of many small,independent modules called quajects. A quaject is an abstract data type | a collection ofcode and data with a well-de�ned interface that performs a speci�c function. The interfaceencompasses not just the quaject's entry points, but also all its external invocations, makingit possible to dynamically link quajects, thereby building up kernel services. Some examplesof quajects include various kinds of queues and bu�ers, threads, TTY input and outputeditors, terminal emulators, and text and graphics windows.All higher-level kernel services are created by instantiating and linking two or morequajects through their interfaces. For example, a Unix-like TTY device is built using



7the following quajects: a raw serial device driver, two queues, an input editor, an outputformat converter, and a system-call dispatcher. The wide choice of quajects and linkagesallows Synthesis to support a wide range of di�erent system interfaces at the user level. Forexample, Synthesis includes a (partial) Unix emulator that runs some SUN-3 binaries. Atthe same time, a di�erent application might use a di�erent interface, for example, one thatsupports asynchronous I/O.1.3.2 Implementation IdeasOne of the ways Synthesis achieves order-of-magnitude gains in e�ciency is throughthe technique of kernel code synthesis. Kernel code synthesis creates, on-the-
y, specialized(thus short and fast) kernel routines for speci�c situations, reducing the execution pathfor frequently used kernel calls. For example, queue quajects have their bu�er and pointeraddresses hard-coded using self-relative addressing; thread quajects have their system-calldispatch and context-switch code specially crafted to speed these operations. Section 3.3illustrates the speci�c code created for these and other examples. This hard-coding elim-inates indirection and reduces parameter passing, improving execution speed. Extensiveuse of the processor's self-relative addressing capability retains the bene�ts of relocatabilityand easy sharing. Shared libraries of non-specialized code handle less-frequently occurringcases and keep the memory requirements low. Chapter 3 explains this idea in detail and alsointroduces the idea of executable data structures, which are highly e�cient \self-traversing"structures.Synthesis handles real-time data streams with �ne-grain scheduling. Fine-grainscheduling measures process progress and performs frequent scheduling actions and pol-icy adjustments at sub-millisecond intervals resulting in an adaptive, self-tuning systemusable in a real-time environment. This idea is explained in chapter 6, and is illustratedwith various music-synthesizer and signal-processing applications, all of which run in realtime under Synthesis.Finally, lock-free optimistic synchronization increases concurrency within the multi-threaded synthesis kernel and enhances Synthesis support for multiprocessors. Synthesisalso includes a reentrant, optimistically-synchronized C-language runtime library suitablefor use in multi-threaded and multi-processor applications written in C.



81.3.3 Implementation LanguageSynthesis is written in 68030 macro assembly language. Despite its obvious 
aws |the lack of portability and the di�culty of writing complex programs | I chose assemblerbecause no higher-level language provides both e�cient execution and support for runtimecode-generation. I also felt that it would be an interesting experiment to write a medium-size system in assembler, which allows unrestricted access to the machine's architecture,and perhaps discover new coding idioms that have not yet been captured in a higher-levellanguage. Section 7.4.1 reports on the experience.A powerful macro facility helped minimize the di�culty of writing complex programs.It also let me postpone making some di�cult system-wide design decisions, and let me easilychange them after they were made. For example, quaject de�nition is a declarative macroin the language. The structure of this macro and the code it produced changed severaltimes during the course of system development. Even the object-�le \.o" format is de�nedentirely by source-code macros, not by the assembler itself, and allows for easy expansionto accommodate new ideas.1.3.4 Target HardwareAt the time of this writing, Synthesis runs on two machines: the Quamachine andthe Sony NEWS 1860 workstation.The Quamachine is a home-brew, experimental 68030-based computer system de-signed to aid systems research and measurement. Measurement facilities include an in-struction counter, a memory reference counter, hardware program tracing, and an intervaltimer with 20-nanosecond resolution. As their names imply, the instruction counter keeps acount of machine instructions executed by the processor, and the memory reference counterkeeps a count of memory references issued by the processor. The processor can operate atany clock speed from 1 MHz up to 50 MHz. Normally it runs at 50 MHz. But by settingthe processor speed to 16 MHz and introducing 1 wait-state into the memory access, theQuamachine closely matches the performance characteristics of a the SUN-3/160, allowingdirect measurements and comparisons with that machine and its operating system.Other features of the Quamachine include 256 kilobytes of no-wait-state ROM thatholds the entire Synthesis kernel, monitor, and runtime libraries; 212 megabytes of no-wait-state main memory; a 2Kx2Kx8-bit framebu�er with graphics co-processor; and audio I/O



9devices: stereo 16-bit analog output, stereo 16-bit analog input, and a compact disc (CD)player digital interface.The Sony NEWS 1860 is a workstation with two 68030 processors. It is a commercial-ly available machine, making Synthesis potentially accessible to other interested researchers.It has two processors, which, while not a large number, nevertheless demonstrates Synthe-sis multiprocessor support. While its architecture is not symmetric | one processor is themain processor and the other is the I/O processor | Synthesis treats it as if it were asymmetric multiprocessor, scheduling tasks on either processor without preference, exceptthose that require something that is accessible from one processor and not the other.1.3.5 Unix EmulatorA partial Unix emulator runs on top of the Synthesis kernel and emulates certainSUNOS kernel calls [31]. Although the emulator supports only a subset of the Unix systemcalls | time constraints have forced an \implement-as-the-need-arises" strategy | the setsupported is su�ciently rich to provide many bene�ts. It helps with the problem of acquiringapplication software for a new operating system by allowing the use of SUN-3 binaries. Itfurther demonstrates the generality of Synthesis by setting the lower bound | emulating awidely used system. And, most important from the research point of view, it allows a directcomparison between Synthesis and Unix. Section 7.2.1 presents measurements showing thatthe Synthesis emulation of Unix is several times more e�cient than native Unix runningthe same set of programs on comparable hardware.





11
2Previous WorkIf I have seen farther than others, it is becauseI was standing on the shoulders of giants.| Isaac NewtonIf I have not seen as far as others, it is becausegiants were standing on my shoulders.| Hal AbelsonIn computer science, we stand on each other's feet.| Brian K. Reid2.1 OverviewThis chapter sketches an overview of some of the classical goals of operating systemdesign and tells how existing designs have addressed them. This provides a backgroundagainst which the new techniques in Synthesis can be contrasted. I argue that some of theclassical goals need to be reconsidered in light of new requirements and point out the newgoals that have steered the design of Synthesis.There are four areas in which Synthesis makes strong departures from classical de-signs: overall kernel structure, the pervasive use of run-time code generation, the man-agement of concurrency and synchronization, and novel use of feedback mechanisms in



12scheduling. The rest of this chapter discusses each of these four topics in turn, but �rst, itis useful to consider some broad design issues.2.2 The Tradeo� Between Throughput and LatencyThe oldest goal in building operating systems has been to achieve high performance.There are two common measures of performance: throughput and latency. Throughput is ameasure of how much useful work is done per unit time. Latency is a measure of how long ittakes to �nish an individual piece of work. Traditionally, high performance meant increasingthe throughput | performing the most work in the minimum time. But traditional waysof increasing throughput also tend to increase latency.The classic way of increasing throughput is by batching data into large chunks whichare then processed together. This way, the high overhead of initiating the processing isamortized over a large quantity of data. But batching increases latency because data thatcould otherwise be output instead sits in a bu�er, waiting while it �lls, causing delays. Thishappens at all levels. The mainframe batch systems of the 1960's made e�cient use ofmachines, achieving high throughput but at the expense of intolerable latency for users andgrossly ine�cient use of people's time. In the 1970's, the shift toward timesharing operatingsystems made for a slightly less e�cient use of the machine, but personal productivity wasenormously improved. However, calls to the operating system were expensive, which meantthat data had to be passed in big, bu�ered chunks in order to amortize the overhead.This is still true today. For example, the Sony NEWS workstation, running Sony'sversion of Unix release 4.0C (a derivative of Berkeley Unix), takes 260 microseconds towrite a single character to an I/O pipe connecting to another program. But writing 1024characters takes 450 microseconds | a little more than twice the cost of writing a singlecharacter. Looking at it another way, over 900 characters can be written in the timetaken by the invocation overhead. The reasons for using bu�ering are obvious. In fact,Sony's program libraries use larger, 8192-character bu�ers to further amortize the overheadand increase throughput. Such large-scale bu�ering greatly increases latency and indeedthe general trend has been to parcel systems into big pieces that communicate with highoverhead, compounding the delays.In light of these large overheads, it is interesting to examine the history of operatingsystem performance, paying particular attention to the important, low-level operations that



13System Function Time for 1 char (�s) Time for 1024 chars (�s)Write to a pipe 260 450Write to a �le 340 420Read from a pipe 190 610Read from a �le 380 460System Function Time (�s)Dispatch system call (getpid) 40Context Switch 170Sony NEWS 1860 workstation, 68030 processor, 25MHz, 1 w/s, Unix Release 4.0C.Table 2.1: Overhead of Various System Calls, Unix Release 4.0CSystem Function Time for 1 char (�s) Time for 1024 chars (�s)Write to a pipe 470 740Write to a �le 370 600Read from a pipe 550 760Read from a �le 350 580System Function Time (�s)Dispatch system call (getpid) 88Context Switch 510NeXT workstation, 68030 processor, 25MHz, 1 w/s, Mach Release 2.1.Table 2.2: Overhead of Various System Calls, Mach



14are exercised often, such as context switch and system call dispatch. We �nd that operatingsystems have historically exhibited large invocation overheads. Due to its popularity andwide availability, Unix is one of the more-studied systems, and I use it here as a baselinefor performance comparisons.In one study, Feder compares the evolution of Unix system performance over timeand over di�erent machines [13]. He studies the AT&T releases of Unix| System 3 andSystem 5 | spanning a time period from the mid-70's to late 1982 and shows that Unixperformance had improved roughly 25% during this time. Among the measurements shownis the time taken to execute the getpid (get process id) system call. This system call fetchesa tiny amount of information (one integer) from the kernel, and its speed is a good indicatorof the cost of the system call mechanism. For the VAX-11/750 minicomputer, Feder reportsa time of 420 microseconds for getpid and 1000 microseconds for context switch.I have duplicated some of these experiments on the Sony NEWS workstation, amachine of roughly 10 times the performance of the VAX-11/750. Table 2.1 summarizesthe results.1 On this machine, getpid takes 40 microseconds, and a context switch takes170 microseconds. These numbers suggest that, since 1982, the performance of Unix hasremained relatively constant compared to the speed of the hardware.A study done by Ousterhout [22] shows that operating system speed has not keptpace with hardware speed. The reasons he �nds are that memory bandwidth and disk speedhave not kept up with the dramatic increases in processor speed. Since operating systemstend to make heavier use of these resources than the typical application, this has a negativee�ect on operating system performance relative to how the processor's speed is measured.But I believe there are further reasons for the large overhead in existing systems.As new applications demand more functionality, the tendency has been simply to layer onmore functions. This can slow down the whole system because often the mere existence of afeature forces extra processing steps, regardless of whether that feature is being used or not.New features often require extra code or more levels of indirection to select from amongthem. Kernels become larger and more complicated, leading designers to restructure theiroperating systems to manage the complexity and improve understandability and maintain-ability. This restructuring, if not carefully done, can reduce performance by introducing1Even though the Sony machine has two processors, one of them is dedicated exclusively to handlingdevice I/O and does not run any Unix code. This second processor does not a�ect the outcome of the tests,which are designed to measure Unix system overhead, not device I/O capacity. The �le read and writebenchmarks were to an in-core �le system. There was no disk activity.



15extra layers and overhead where there was none before.For example, the Mach operating system o�ers a wide range of new features, such asthreads and 
exible virtual memory management, all packaged in a small, modular, easy-to-port kernel [1]. But it does not perform very well compared to Sony'sUnix. Table 2.2 showsthe results of the previous experiment, repeated under Mach on the NeXT machine. Boththe NeXT machine and the Sony workstation use the Motorola 68030 processor, and bothrun at 25MHz. All but one of the measurements show reduced performance compared toSony's Unix. Crucial low-level functions, such as context switch and system call dispatch,are two to three times slower in this version of Mach.Another reason for the large overheads might be that invocation overhead per sehas not been subject to intense scrutiny. Designers tend to optimize the most frequentlyoccurring special cases in the services o�ered, while the cases most frequently used tendto be those that were historically fast, since those are the ones people would have tendedto use more. This self-reinforcing loop has the e�ect of encouraging optimizations thatmaintain the status quo with regard to relative performance, while eschewing optimizationsthat may have less immediate payo� but hold the promise of greater eventual return. Sincelarge invocation overheads can usually be hidden with bu�ering, there has not been a largeimpetus to optimize in this direction.Instead of attacking the problem of high kernel overhead directly, performance prob-lems are being solved with more bu�ering, applied in ever more ingenious ways to a widerarray of services. Look, for example, at recent advances in thread management. A numberof researchers begin with the premise that kernel thread operations are necessarily expen-sive, and go on to describe the implementation of a user-level threads package [17] [5] [33] [3].Since much of the work is now done at the user-level by subscheduling one or more kernel-supplied threads, they can avoid many kernel invocations and their associated overhead.But there is a tradeo�: increased performance for operations at the user level comewith increased overhead and latency when communicating with the kernel. One reason isthat kernel calls no longer happen directly, but �rst go through the user-level code. Anotherreason could be that optimizing kernel invocations are no longer deemed to be as impor-tant, since they occur less often. For example, while Anderson reports order-of-magnitudeperformance improvement for user-level thread operations on the DEC CVAX multipro-cessor compared to the native Topaz kernel threads implementation, the cost of invokingthe kernel thread operations had been increased by a factor of 5 over Topaz threads [3].



16The factor of 5 is signi�cant because, ultimately, programs interact with the outside worldthrough kernel invocations. Increasing the overhead limits the rate at which a program caninvoke the kernel and therefore, interact with the outside world.Taken to the limit, the things that remain fast are those local to an application,those that can be done at user-level without invoking the kernel often. But in a worldof increasing interactions and communications between machines | all of which requirekernel intervention | I do not think this is a wise optimization strategy. Distributedcomputing stresses the importance of low latency, both because throughput can actuallysu�er if machines spend time waiting for each others' responses rather than doing work,and because there are so many interactions with other machines that even a small delay ineach is magni�ed, leading to uneven response time to the user.Improvement is clearly required to ensure consistent performance and controlled la-tencies, particularly when processing richer media like interactive sound and video. Forexample, in an application involving 8-bit audio sampled at 8KHz, using a 4096-byte bu�erleads to a 1=2-second delay per stage of processing. This is unacceptable for real-time,interactive audio work. The basic system overhead must be reduced so that time-sensitiveapplications can use smaller bu�ers, reducing latency while maintaining throughput. Butthere is little room for revolutionary increases in performance when the fundamental oper-ating system mechanisms, such as system call dispatch and context switch, are slow, andfurthermore, show no trend in becoming faster. In general, existing designs have not focusedon lower-level, low-overhead mechanisms, preferring instead to solve performance problemswith more bu�ering.This dissertation shows that the unusual goal of providing high throughput with lowlatency can be achieved. There are many factors in the design of Synthesis that accomplishthis result, which will be discussed at length in subsequent chapters. But let us now considerfour important aspects of the Synthesis design that depart from common precedents andtrends.



172.3 Kernel Structure2.3.1 The Trend from Monolithic to Di�useEarly kernels tended to be large, isolated, monolithic structures that were hard tomaintain. IBM's MVS is a classic example [11]. Unix initially embodied the \small is beau-tiful" ideal [28]. It captured some of the most elegant ideas of its day in a kernel design that,while still monolithic, was small, easy to understand and maintain, and provided a synergis-tic, productive, and highly portable set of system tools. However, its subsequent evolutionand gradual accumulation of new services resulted in operating systems like System V andBerkeley's BSD 4.3, whose large, sprawling kernels hearken back to MVS.These problems became apparent to several research teams, and a number of newsystem projects intended to address the problem were begun. For example, recognizing theneed for clean, elegant services, the Mach group at CMU started with the BSD kernel andfactored services into user-level tasks, leaving behind a very small kernel of common, centralservices [1]. Taking a di�erent approach, the Plan 9 group at AT&T Bell Laboratorieschose to carve the monolithic kernel into three sub-kernels, one for managing �les, one forcomputation, and one for user interfaces [24]. Their idea is to more accurately and 
exibly�t the networks of heterogeneous machines that are common in large organizations today.There are di�culties with all these approaches. In the case of Mach, the goal ofkernelizing the system by placing di�erent services into separate user-level tasks forces ad-ditional parameter passing and context switches, adding overhead to every kernel invocation.Communication between the pieces relies heavily on message passing and remote procedurecall. This adds considerable overhead despite the research that has gone into making themfast [12]. While Mach has addressed the issues of monolithic design and maintainability,it exacerbates the overhead and latency of system services. Plan 9 has chosen to focus ona particular cut of the system: large networks of machines. While it addresses the chosenproblem well and extends the productive virtues of Unix, its arrangement may not be assuitable for other machine topologies or features, for example, the isolated workstation in aprivate residence, or those with richer forms of input and output, such as sound and video,which I believe will be common in the near future.In a sense, kernelized systems can hide ugliness by partitioning it away. The kernelalone is not useful without a great deal of a�liated user-level service. Many papers publishnumbers touting small kernel sizes but these hide the large amount of code that has been



18moved to user-level services. Some people argue that the size of user-level services does notcount as much, because they are pageable and are not constrained to occupy real memory.But I argue: is it really a good idea to page out operating system services? This can onlyresult in increased latency and unpredictable response time.In general, I agree that the di�usion of the kernel structure is a good idea but �ndit unfortunate that current-generation kernelized systems tend to be slow, even in spite ofongoing e�orts to make them faster. Perhaps people commonly accept that some loss ofperformance is the inevitable result of partitioning, and are willing to su�er that loss inreturn for greatly increased maintainability and extensibility.My dissertation shows that this need not be the case: Synthesis addresses the issuesof structuring and performance. Its quaject-based kernel structure keeps the modularity,protection, and extensibility demanded of modern-day operating systems. At the sametime Synthesis delivers performance an order of magnitude better than existing systems,as evidenced by the experiments in Chapter 7. Its kernel services are subdivided into even�ner chunks than kernelized systems like Mach. Any service can be composed of pieces thatrun at either user- or kernel-level: the distinction is blurred.Synthesis breaks the batch-mode thinking that has led to systems that wait for allthe data to arrive before any subsequent processing is allowed to take place, when in factsubsequent processing could proceed in parallel with the continuing arrival of data. Witnessa typical system's handling of network packets: the whole packet is received, bu�ered, andchecksummed before being handed over for further processing, when instead the address�elds could be examined and lookups performed in parallel with the reception of the restof the packet, reducing packet handling latency. Some network gateways do this type ofcut-through routing for packet forwarding. But in a general-purpose operating system, thehigh overhead of system calls and context switches in existing systems discourage this typeof thinking in preference to batching. By reconsidering the design, Synthesis compoundsthe savings. Low-overhead system calls and context switches encourage frequent use tobetter streamline processing and take advantage of the inherent parallelism achieved by apipeline, reducing overhead and latency even further.



192.3.2 Services and InterfacesA good operating system provides numerous useful services to make applicationseasy to write and easy to interconnect. To this end, it establishes conventions for packagingapplications so that formats and interfaces are reasonably well standardized. The conven-tions encompass two forms: the model, which refers to the set of abstractions that guidethe overall thinking and design; and the interface, which refers to the set of operationssupported and how they are invoked. Ideally, we want a simple model, a powerful interface,and high performance. But these three are often at odds.Witness the MVS I/O system, which has a complex model but o�ers a powerfulinterface and high performance. Its numerous options o�er the bene�t of detailed, precisecontrol over each device, but with the drawback that even simple I/O requires complexprogramming.Unix is at the other end of the scale. Unix promoted the idea of encapsulating I/Oin terms of a single, simple abstraction. All common I/O is accomplished by reading orwriting a stream of bytes to a �le-like object, regardless of whether the I/O is meant tobe viewed on the the user's terminal, stored as a �le on disk, or used as input to anotherprogram. Treating I/O in a common manner o�ers great convenience and utility. It becomestrivial to write and test a new program, viewing its output on the screen. Once the programis working, the output can be sent to the intended �le on disk without changing a line ofcode or recompiling.But an oversimpli�ed model of I/O brings with it a loss of precise control. This lossis not important for the great many Unix tools | it is more than compensated by thesynergies of a diverse set of connectable programs. But other, more complex applicationssuch as a database management system (DBMS) require more detailed control over I/O [30].Minimally, for a DBMS to provide reasonable crash recovery, it must know when a writeoperation has successfully �nished placing the data on disk; inUnix, a write only copies thedata to a kernel bu�er, movement of data from there to disk occurs later, asynchronously,so in the event of an untimely crash, data waiting in the bu�ers will be lost. Furthermore,a well-written DBMS has a good idea as to which areas of a �le are likely to be neededin the future and its performance improves if this knowledge can be communicated to theoperating system; by contrast, Unix hides the details of kernel bu�ering, impeding suchoptimizations in exchange for a simpler interface.



20 Later versions of Unix extended the model, making up some of the loss, but theseextensions were not \clean" in the sense of the original Unix design. They were addedpiecemeal as the need arose. For example, ioctl (for I/O controls) and the select systemcall help support out-of-band stream controls and non-blocking (polled) I/O, but thesesolutions are neither general nor uniform. Furthermore, the granularity with which Unixconsiders an operation \`non-blocking" is measured in tens of milliseconds. While this wasacceptable for the person-typing-on-a-terminal mode of user interaction of the early 1980's,it is clearly inappropriate for handling higher rate interactive data, such as sound and video.Interactive games and real-time processing are two examples of areas where the classicmodels are insu�cient. Unix and its variants have no asynchronous read, for example, thatwould allow a program to monitor the keyboard while also updating the player's screen.A conceptually simple application to record a user's typing along with its timing and laterplay it back with the correct timing takes several pages of code to accomplish under Unix,and then it cannot be done well enough if, say, instead of a keyboard we have a musicalinstrument.The newer systems, such as Mach, provide extensions and new capabilities but withinthe framework of the same basic model, hence the problems persist. The result is that the�ner aspects of stream control, of real-time processing, or of the handling of time-sensitivedata in general have not been satisfactorily addressed in existing systems.2.3.3 Managing Diverse Types of I/OThe multiplexing of I/O and handling of the machine's I/O devices is one of the threemost important functions of an operating system. (Managing the processor and memory arethe other two.) It is perhaps the most di�cult function to perform well, because there canbe many di�erent types of I/O devices, each with its own special features and requirements.Existing systems handle diverse types of I/O devices by de�ning a few commoninternal formats for I/O and mapping each device to the closest one. General-purposeroutines in the kernel then operate on each format. Unix, for example, has two majorinternal formats, which they call \I/O models": the block model for disk-like devices andthe character model for terminal-like devices [26].But common formats force compromise. There is a performance penalty paid whenmismatches between the native device format and the internal format make translations



21necessary. These translations can be expensive if the \distance" between the internal formatand a particular device is large. In addition, some functionality might be lost, becausecommon formats, however general, cannot capture everything. There could be some featuresin a device that do not map well into the chosen format and those features become di�cultif not impossible to access. Since operating systems tend to be structured around olderformats, chosen at time when the prevalent I/O devices were terminals and disks, it is notsurprising that they have di�culty handling the new rich media devices, such as music andvideo. Synthesis breaks this tradeo�. The quaject structuring of the kernel allows new I/Oformats to be created to suit the performance characteristics of unusual devices. Indeed, itis not inconceivable that every device has its own format, specially tailored to precisely �tits characteristics. Di�erences between a device format and what the application expectsare spanned using translation, as in existing systems. But unlike existing systems, wheretranslation is used to map into a common format, Synthesis maps directly from the deviceformat to the needs of the application, eliminating the intermediate, internal format andits associated bu�ering and translation costs. This lets knowledgable applications use thehighly e�cient device-level interfaces when very high performance and detailed control areof utmost importance, but also preserves the ability of any application to work with anydevice, as in the Unix common-I/O approach. Since the code is runtime-generated for eachspeci�c translation, performance is good. The e�cient emulation of Unix under Synthesisbears witness to this.2.3.4 Managing ProcessesManaging the machine's processors is the second important function of an operatingsystem. It involves two parts: multiplexing the processors among the tasks, and controllingtask execution and querying its state. But in contrast to the many control and queryfunctions o�ered for I/O, existing operating systems provide only limited control over taskexecution. For example, the Unix system call for this purpose, ptrace, works only betweena parent task and its children. It is archaic and terribly ine�cient, meant solely for use bydebuggers and apparently implemented as an afterthought. Mach threads, while supportingsome rudimentary calls, sometimes lacks desirable generality: a Mach thread cannot suspenditself, for example, and the thread controls do not work between threads in di�erent tasks.



22In this sense, Mach threads only add parallelism to an existing abstraction | the Unixprocess |Mach does not develop the thread idea to its fullest potential. Both these systemslack general functions to start, stop, query, and modify an arbitrary task's execution withoutarrangements having been made beforehand, for example, by starting the task from withina debugger.In contrast, Synthesis provides detailed thread control, comparable to the level ofcontrol found for other operating system services, such as I/O. Section 4.3.2 lists the oper-ations supported, which work between any pair of threads, even between unrelated threadsin di�erent address spaces and even on the kernel's threads, if there is su�cient privilege.Because of their exceptionally low overhead | only ten to twenty times the cost of a nullprocedure call | they provide unprecedented data collection and measurement abilities andunparalleled support for debuggers.
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3Kernel Code GeneratorFor, behold, I create new heavens and a new earth.| The Bible, Isaiah3.1 FundamentalsKernel code synthesis is the name given to the idea of creating executable machinecode at runtime as a means of improving operating system performance. This idea distin-guishes Synthesis from all other operating systems research e�orts, and is what helps makeSynthesis e�cient.Runtime code generation is the process of creating executable machine code duringprogram execution for use later during the same execution [16]. This is in contrast to theusual way, where all the code that a program runs has been created at compile time, beforeprogram execution starts. In the case of an operating system kernel like Synthesis, the\program" is the operating system kernel, and the term \program execution" refers to thekernel's execution, which lasts from the time the system is started to the time it is shutdown. There are performance bene�ts in doing runtime code generation because there ismore information available at runtime. Special code can be created based on the particular



24data to be processed, rather than relying on general-purpose code that is slower. Runtimecode generation can extend the bene�ts of detailed compile-time analysis by allowing certaindata-dependent optimizations to be postponed to runtime, where they can be done moree�ectively because there is more information about the data. We want to make the bestpossible use of the information available at compile-time, and use runtime code generationto optimize data-dependent execution.The goal of runtime code generation can be stated simply:Never evaluate something more than once.For example, suppose that the expression \A � A + A � B + B � B" is to be evaluatedfor many di�erent A while holding B = 1. It is more e�cient to evaluate the reducedexpression obtained by replacing B with 1: \A �A+A+1". Finding opportunities for suchoptimizations and performing them is the focus of this chapter.The problem is one of knowing how soon we can know what value a variable has, andhow that information can be used to improve the program's code. In the previous example,if it can be deduced at compile time that B = 1, then a good compiler can perform preciselythe reduction shown. But usually we can not know ahead of time what value a variablewill have. B might be the result of a long calculation whose value is hard if not impossibleto predict until the program is actually run. But when it is run, and we know B, runtimecode generation allows us to use the newly-acquired information to reduce the expression.Speci�cally, we create specialized code once the value of B becomes known, usingan idea called partial evaluation [15]. Partial evaluation is the building of simpler, easier-to-evaluate expressions from complex ones by substituting variables that have a known,constant value with that constant. When two or more of these constants are combinedin an arithmetic or logical operation, or when one of the constants is an identity for theoperation, the operation can be eliminated. In the previous example, we no longer have tocompute B �B, since we know it is 1, and we do not need to compute A �B, since we knowit is A.There are strong parallels between runtime code generation and compiler code gen-eration, and many of the ideas and terminology carry over from one to the other. Indeed,anything that a compiler does to create executable code can also be performed at run-time. But because compilation is an o�-line process, there is usually less concern aboutthe cost of code generation and therefore one has a wider palette of techniques to choose



25from. A compiler can a�ord to use powerful, time-consuming analysis methods and performsophisticated optimizations | a luxury not always available at runtime.Three optimizations are of special interest to us, not only because they are easy todo, but because they are also e�ective in improving code quality. They are: constant folding,constant propagation, and procedure inlining. Constant folding replaces constant expressionslike 5 � 4 with the equivalent value, 20. Constant propagation replaces variables that haveknown, constant value with that constant. For example, the fragment x = 5; y = 4 � xbecomes x = 5; y = 4 � 5 through constant propagation; 4 � 5 then becomes 20 throughconstant folding. Procedure inlining substitutes the body of a procedure, with its localvariables appropriately renamed to avoid con
icts, in place of its call.There are three costs associated with runtime code generation: creation cost, paideach time a piece of code is created; execution cost, paid each time the code is used; andmanagement costs, to keep track of where the code is and how it is being used. The hopeis to use the information available at runtime to create better code than would otherwisebe possible. In order to win, the savings of using the runtime-created code must exceed thecost of creating and managing that code. This means that for many applications, a fastcode generator that creates good code will be superior to a slow code generator that createsexcellent code. (The management problem is analogous to keeping track of ordinary, heap-allocated data structures, and the costs are similar, so they will not be considered further.)Synthesis focuses on techniques for implementing very fast runtime code generation.The goal is to broaden its applicability and extend its bene�ts, making it cheap enough sothat even expressions and procedures that are not re-used often still bene�t from havingtheir code custom-created at runtime. To this end, the places where runtime code generationis used are limited to those where it is clear at compile time what the possible reductionswill be. The following paragraphs describe the idea, while the next section describes thespeci�c techniques.A fast runtime code generator can be built by making full use of the informationavailable at compile time. In our example, we know at compile time that B will be heldconstant, but we do not know what the constant will be. But we can predict at compile-timewhat form the reduced expression will have: A �A+C1 �A+C2. Using this knowledge, wecan build a simple code generator for the expression that copies a code template representingA � A + C1 � A + C2 into newly allocated memory and computes and �lls the constants:C1 = B and C2 = B �B. A code template is a fragment of code which has been compiled



26but contains \holes" for key values.Optimizations to the runtime-created code can also be pre-computed. In this exam-ple, interesting optimizations occur when B is 0, 1, or a power of two. Separate templatesfor each of these cases allow the most e�cient code possible to be generated. The point isthat there is plenty of information available at compile time to allow not just simple sub-stitution of variables by constants, but also interesting and useful optimizations to happenat runtime with minimal analysis.The general idea is: treat runtime code generation as if it were just another \function"to be optimized, and apply the idea of partial evaluation recursively. That is, just as in theprevious example we partially-evaluate the expression A �A+A �B+B �B with respect tothe variable held constant, we can partially-evaluate the optimizations with respect to theparameters that the functions will be specialized under, with the result being specializedcode-generator functions.Looking at a more complex example, suppose that the compiler knows, either throughstatic control-
ow analysis, or simply by the programmer telling it through some directives,that the function f(p1; :::) = 4 � p1 + ::: will be specialized at runtime for constant p1. Thecompiler can deduce that the expression 4�p1 will reduce to a constant, but it does not knowwhat particular value that constant will have. It can capture this knowledge in a customcode generator for f that computes the value 4 � p1 when p1 becomes known and stores itin the correct spot in the machine code of the specialized function f , bypassing the need foranalysis at runtime. In another example, consider the function g, g(p1, ...) = if(p1< 10) S1; else S2;, also to be specialized for constant parameter p1. Since parameterp1 will be constant, we know at compile time that the if statement will be either alwaystrue, or always false. We just don't know which. But again, we can create a specializedgenerator for g, one that evaluates the conditional when it becomes known and emits eitherS1 or S2 depending on the result.The idea applies recursively. For example, once we have a code generator for aparticular kind of expression or statement, that same generator can be used each timethat kind of expression occurs, even if it is in a di�erent part of the program. Doing thislimits the proliferation of code generators and keeps the program size small. The resultingruntime code generator has a hierarchical structure, with generators for the large functionscalling sub-generators to create the individual statements, which in turn call yet lower-levelgenerators, and so on, until at the bottom we have very simple generators that, for example,



27move a constant into a machine register in the most e�cient way possible.3.2 Methods of Runtime Code GenerationThe three methods Synthesis uses to create machine code are: factoring invariants,collapsing layers, and executable data structures.3.2.1 Factoring InvariantsThe factoring invariants method is equivalent to partial evaluation where it is knownat compile time the variables over which a function will be partially evaluated. It is based onthe observation that a functional restriction is usually easier to calculate than the originalfunction. Consider a general function:Fbig(p1; p2; . . . ; pn):If we know that parameter p1 will be held constant over a set of invocations, we can factorit out to obtain an equivalent composite function:[F create(p1)](p2; . . . ; pn) � Fbig(p1; p2; . . . ; pn):F create is a second-order function. Given the parameter p1, F create returns another function,Fsmall, which is the restriction of Fbig that has absorbed the constant argument p1:Fsmall(p2; . . . ; pn) � Fbig(p1; p2; . . . ; pn):If F create is independent of global data, then for a given p1, F create will alwayscompute the same Fsmall regardless of global state. This allows F create(p1) to be evaluatedonce and the resulting Fsmall used thereafter. If Fsmall is executed m times, generating andusing it pays o� whenCost(F create) +m � Cost(Fsmall) < m � Cost(Fbig):As the \factoring invariants" name suggests, this method resembles the constantpropagation and constant folding optimizations done by compilers. The analogy is strong,but the di�erence is also signi�cant. Constant folding eliminates static code and calcula-tions. In addition, Factoring Invariants can also simplify dynamic data structure traversalsthat depend on the constant parameter p1.



28 For example, we can apply this idea to improve the performance of the read systemfunction. When reading a particular �le, constant parameters include the device that the�le resides on, the address of the kernel bu�ers, and the process performing the read. Wecan use �le open as F create; the Fsmall it generates becomes our read function. F createconsists of many small procedure templates, each of which knows how to generate code fora basic operation such as \read disk block", \process TTY input", or \enqueue data." Theparameters passed to F create determine which of these code-generating procedures are calledand in what order. The �nal Fsmall is created by �lling these templates with addresses ofthe process table, device registers, and the like.3.2.2 Collapsing LayersThe collapsing layers method is equivalent to procedure inlining where it is knownat compile time which procedures might be inlined. It is based on the observation that in alayered design, separation between layers is a part of speci�cation, not implementation. Inother words, procedure calls and context switches between functional layers can be bypassedat execution time. Let us consider an example from the layered OSI model:Fbig(p1; p2; . . . ; pn) = Fapplica(p1; Fpresent(p2; Fsession(. . .Fdatalnk(pn) . . .))):Fapplica is a function at the Application layer that calls successive lower layers to send amessage. Through in-line code substitution of Fpresent in Fapplica, we can obtain an equiva-lent 
at function by eliminating the procedure call from the Application to the Presentationlayer: F flatapplica(p1; p2; Fsession(. . .))) � Fapplica(p1; Fpresent(p2; Fsession(. . .))):The process to eliminate the procedure call can be embedded into two second-orderfunctions. F createpresent returns code equivalent to Fpresent and suitable for in-line insertion.F createapplica incorporates that code to generate F flatapplica.F createapplica(p1; F createpresent(p2; . . .); F flatapplica(p1; p2; . . .)):This technique is analogous to in-line code substitution for procedure calls in compiler codegeneration. In addition to the elimination of procedure calls, the resulting code typicallyexhibit opportunities for further optimization, such as Factoring Invariants and eliminationof data copying.



29By induction, F createpresent can eliminate the procedure call to the Session layer, anddown through all layers. When we execute F createapplica to establish a virtual circuit, the F flatapplicacode used thereafter to send and receive messages may consist of only sequential code. Theperformance gain analysis is similar to the one for factoring invariants.3.2.3 Executable Data StructuresThe executable data structures method reduces the traversal time of data structuresthat are frequently traversed in a preferred way. It works by storing node-speci�c traversalcode along with the data in each node, making the data structure self-traversing.Consider an active job queue managed by a simple round-robin scheduler. Eachelement in the queue contains two short sequences of code: stopjob and startjob. Thestopjob saves the registers and branches into the next job's startjob routine (in the nextelement in queue). The startjob restores the new job's registers, installs the address of itsown stopjob in the timer interrupt vector table, and resumes processing.An interrupt causing a context switch will execute the current program's stopjob,which saves the current state and branches directly into the next job's startjob. Notethat the scheduler has been taken out of the loop. It is the queue itself that does thecontext switch, with a critical path on the order of ten machine instructions. The schedulerintervenes only to insert and delete elements from the queue.3.2.4 Performance GainsRuntime code generation and partial evaluation can be thought of as a way of cachingfrequently visited states. It is interesting to contrast this type of caching with the cachingthat existing systems do using ordinary data structures. Generally, systems use data struc-tures to capture state and remember expensive-to-compute values. For example, when a�le is opened, a data structure is built to describe the �le, including its location on diskand a pointer to the procedure to be used to read it. The read procedure interprets statestored in the data structure to determine what work is to be done and how to do it.In contrast, code synthesis encodes state directly into generated procedures. Theresulting performance gains extend beyond just saving the cost of interpreting a data struc-ture. To see this, let us examine the performance gains obtained from hard-wiring a constantdirectly into the code compared to fetching it from a data structure. Hardwiring embeds



30char buf[100], *bufp = &buf[0], *endp = &buf[100];Put(c){ *bufp++ = c;if(bufp == endp)flush();}Put: // (character is passed register d0)move.l (bufp),a0 // (1) Load buffer pointer into register a0move.b d0,(a0)+ // (2) Store the character and increment the a0 registermove.l a0,(bufp) // (3) Update the buffer pointercmp.l (endp),a0 // (4) Test for end-of-bufferbeq flush // ... if end, jump to flush routinerts // ... otherwise returnFigure 3.1: Hand-crafted assembler implementation of a bu�erthe constant in the instruction stream, so there is an immediate savings that comes fromeliminating one or two levels of indirection and obviating the need to pass the structurepointer. These can be attributed to \saving the cost of interpretation." But hardwiring alsoopens up the possibility of further optimizations, such as constant folding, while fetchingfrom a data structure admits no such optimizations. Constant folding becomes possible be-cause once it is known that a parameter will be, say, 2, all pure functions of that parameterwill likewise be constant and can be evaluated once and the constant result used thereafter.A similar 
avor of optimization arises with IF-statements. In the code fragment \if(C)S1; else S2;", where the conditional, C, depends only on constant parameters, the gen-erated code will contain either S1 or S2, never both, and no test. It is with this cascadeof optimization possibilities that code synthesis obtains its most signi�cant performancegains. The following section illustrates some of the places in the kernel where runtime codegeneration is used to advantage.3.3 Uses of Code Synthesis in the Kernel3.3.1 Bu�ers and QueuesBu�ers and queues can be implemented more e�ciently with runtime code generationthan without.



31Put: // (character is passed register d0)move.l (P),a0 // Load buffer pointer into register a0move.b d0,(a0,D) // Store the characteraddq.w #1,(P+2) // Update the buffer pointer and test if reached endbeq flush // ... if end, jump to flush routinerts // ... otherwise returnFigure 3.2: Better bu�er implementation using code synthesisCold cache Warm cacheCode-synthesis (CPU cycles) 29 20Hand-crafted assembly (CPU cycles) 37 28Speedup 1.4 1.468030 CPU, 25MHz, 1-wait-state main memoryTable 3.1: CPU Cycles for Bu�er-PutFigure 3.1 shows a good, hand-written 68030 assembler implementation of a bu�er.The C language code illustrates the intended function, while the 68030 assembler code showsthe work involved. The work consists of: (1) loading the bu�er pointer into a machineregister; (2) storing the character in memory while incrementing the pointer register; (3)updating the bu�er pointer in memory; and (4) testing for the end-of-bu�er condition. Thisfragment executes in 28 machine cycles not counting the procedure call overhead.Figure 3.2 shows the code-synthesis implementation of a bu�er, which is 40% faster.Table 3.1 gives the actual measurements. The improvement comes from the eliminationof the cmp instruction, for a savings of 8 cycles. The code relies on the implicit test forzero that occurs at the end of every arithmetic operation. Speci�cally, we arrange thatthe lower 16 bits of the pointer variable be zero when the end of bu�er is reached, so thatincrementing the pointer also implicitly tests for end-of-bu�er.This is done for a general pointer as follows. The original bufp pointer is representedas the sum of two quantities: a pointer-like variable, P , and a constant displacement, D.Their sum, P + D, gives the current position in the bu�er, and takes the place of the



32 107 Executions of: Execution time, seconds Size: Bytes/InvocationUnix \putchar" macro 21:4 user; 0:1 system 132Synthesis \putchar" macro 13:0 user; 0:1 system 30Synthesis \putchar" function 19:0 user; 0:1 system 8Table 3.2: Comparison of C-Language \stdio" Librariesoriginal bufp pointer. The character is stored in the bu�er using the \move.b d0,(a0,D)"instruction which is just as fast as a simple register-indirect store. The displacement, D, ischosen so that when P +D points to the end of the bu�er, P is 0 modulo 216, that is, theleast signi�cant 16 bits of P are zero. The \addq.w #1,(P+2)" instruction then incrementsthe lower 16 bits of the bu�er pointer and also implicitly tests for end-of-bu�er, which isindicated by a 0 result. For bu�er sizes greater than 216 bytes, the flush routine canpropagate the carry-out to the upper bits, 
ushing the bu�er when the true end is reached.This performance gain can only be had using runtime code generation, because Dmust be a constant, embedded in the bu�er's machine code, to take advantage of thefast memory-reference instruction. Were D a variable, the loss of fetching its value andindexing would o�set the gain from eliminating the compare instruction. The 40% savingsis signi�cant because bu�ers and queues are used often. Another advantage is improvedlocality of reference: code synthesis puts both code and data in the same page of memory,increasing the likelihood of cache hits in the memory management unit's address translationcache. Outside the kernel, the Synthesis implementation of the C-language I/O library,\stdio," uses code-synthesized bu�ers at the user level. In a simple experiment, I replacedthe Unix stdio library with the Synthesis version. I compiled and ran a simple test programthat invokes the putchar macro ten million times, using �rst the native Unix stdio librarysupplied with the Sony NEWS workstation, and then the Synthesis version. Table 3.2 showsthe Synthesis macro version is 1:6 times faster, and over 4 times smaller, than the Unixversion.The drastic reduction in code size comes about because code synthesis can takeadvantage of the extra knowledge available at runtime to eliminate execution paths that



33cannot be taken. The putchar operation, as de�ned in the C library, actually supportsthree kinds of bu�ering: block-bu�ered, line-bu�ered and unbu�ered. Even though onlyone of these can be in e�ect at any one time, the C putchar macro must include code tohandle all of them, since it cannot know ahead of time which one will be used. In contrast,code synthesis creates only the code handling the kind of bu�ering actually desired for theparticular �le being written to. Since putchar, being a macro, is expanded in-line everytime it appears in the source code, the savings accumulate rapidly.Table 3.2 also shows that the Synthesis \putchar" function is slightly faster thanthe Unix macro | a dramatic result, that even incurring a procedure call overhead, codesynthesis still shows a speed advantage over conventional code in-lined with a macro.3.3.2 Context SwitchesOne reason that context switches are expensive in traditional systems like Unix isthat they always save and restore the entire CPU context, even though that may not benecessary. For example, a process that did not use 
oating point since it was switched in doesnot need to have its 
oating-point registers saved when it is switched out. Another reasonis that saving context is often implemented as a two-step procedure: the CPU registers are�rst placed in a holding area, freeing them so they can be used to perform calculations andtraverse data structures to �nd out where the context was to have been put, and �nallycopying it there from the holding area.A Synthesis context switch takes less time because only the part of the context beingused is preserved, not all of it, and because the critical path traversing the ready queue isminimized with an executable data structure.The �rst step is to know how much context to preserve. Context switches can happensynchronously or asynchronously with thread execution. Asynchronous context switches arethe result of external events forcing preemption of the processor, for example, at the endof a CPU quantum. Since they can happen at any time, it is hard to know in advancehow much context is being used, so we preserve all of it. Synchronous context switches,on the other hand, happen as a result of the thread requesting them, for example, whenrelinquishing the CPU to wait for an I/O operation to �nish. Since they occur in speci�c,well-de�ned points in the thread's execution, we can know exactly how much context willbe needed and therefore can arrange to preserve only that much. For example, suppose a



34proc: ::{Save necessary context}bsr swtchres:{Restore necessary context}::swtch:move.l (Current),a0 // (1) Get address of current thread's TTEmove.l sp,(a0) // (2) Save its stack pointerbsr find_next_thread // (3) Find another thread to runmove.l a0,(Current) // (4) Make that one currentmove.l (a0),sp // (5) Load its stack pointerrts // (6) Go run it!Figure 3.3: Context Switchread procedure needs to block and wait for I/O to �nish. Since it has already saved someregisters on the stack as part of the normal procedure-call mechanism, there is no need topreserve them again as they will only be overwritten upon return.Figure 3.3 illustrates the general idea. When a kernel thread executes code thatdecides that it should block, it saves whatever context it wishes to preserve on the activestack. It then calls the scheduler, swtch; doing so places the thread's program counter onthe stack. At this point, the top of stack contains the address where the thread is to resumeexecution when it unblocks, with the machine registers and the rest of the context belowthat. In other words, the thread's context has been reduced to a single register: its stackpointer. The scheduler stores the stack pointer into the thread's control block, known asthe thread table entry (TTE), which holds the thread state when it is not executing. It thenselects another thread to run, shown as a call to the find next thread procedure in the�gure, but actually implemented as an executable data structure as discussed later. Thevariable Current is updated to re
ect the new thread and its stack pointer is loaded into theCPU. A return-from-subroutine (rts) instruction starts the thread running. It continueswhere it had left o� (at label res), where it pops the previously-saved state o� the stackand proceeds with its work.Figure 3.4 shows two TTEs. Each TTE contains code fragments that help withcontext switching: sw in and sw in mmu, which loads the processor state from the TTE; andsw out, which stores processor state back into the TTE. These code fragments are createdspecially for each thread. To switch in a thread for execution, the processor executes the
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The integer registers

sw_out: movem.l <d0-a7>,(tt0.reg)
move.l %usp,a0
move.l a0,tt0.usp
jmp

sw_in_mmu:
pmove.q tt0.ptab,%crp

sw_in: move.l tt0.vbr,a0
move.l a0,%vbr
move.l tt0.usp,a0
move.l a0,%usp
movem.l (tt0.reg),<d0-a7>
rte

tt0.reg:

The floating-point registers

The user stack pointer

The vector tablett0.vbr:

tt0.usp:

tt0.fpr:

The integer registers

sw_out: movem.l <d0-a7>,(tt1.reg)
move.l %usp,a0
move.l a0,tt1.usp
jmp

sw_in_mmu:
pmove.q tt1.ptab,%crp

sw_in: move.l tt1.vbr,a0
move.l a0,%vbr
move.l tt1.usp,a0
move.l a0,%usp
movem.l (tt1.reg),<d0-a7>
rte

tt1.reg:

The floating-point registers

The user stack pointer

The vector tablett1.vbr:

tt1.usp:

tt1.fpr:

The page map tablett0.ptab: The page map tablett1.ptab:

Figure 3.4: Thread Contextthread's sw in or sw in mmu procedure. To switch out a thread, the processor executes thethread's sw out procedure.Notice how the ready-to-run threads (waiting for CPU) are chained in an executablecircular queue. A jmp instruction at the end of the sw out procedure of the preceding threadpoints to the sw in procedure of the following thread. Assume thread-0 is currently running.When its time quantum expires, the timer interrupt is vectored to thread-0's sw out. Thisprocedure saves the CPU registers into thread-0's register save area (TT0.reg). The jmpinstruction then directs control 
ow to one of two entry points of the next thread's (thread-1)context-switch-in procedure, sw in or sw in mmu. Control 
ows to sw in mmu when a changeof address space is required; otherwise control 
ows to sw in. The switch-in procedure then



36 Type of context switch Time (�s)Integer registers only 10.5Floating-point 52Integer, change address space 16Floating-point, change address space 56Null procedure call (C language) 1.4Sony NEWS, Unix 170NeXT Machine, Mach 51068030 CPU, 25MHz, 1-wait-state main memory, cold cacheTable 3.3: Cost of Thread Scheduling and Context Switchloads the CPU's vector base register with the address of thread-1's vector table, restores theprocessor's general registers, and resumes execution of thread-1. The entire switch takes 10.5microseconds to switch integer-only contexts between threads in the same address space, or56 microseconds including the 
oating point context and a change in address space.1Table 3.3 summarizes the time taken by the various types of context switches inSynthesis, saving and restoring all the integer registers. These times include the hardwareinterrupt service overhead | they show the elapsed time from the execution of the lastinstruction in the suspended thread to the �rst instruction in the next thread. Previouslypublished papers report somewhat lower �gures [25] [18]. This is because they did notinclude the interrupt-service overhead, and because of some extra overhead incurred inhandling the 68882 
oating point unit on the Sony NEWS workstation that does not occuron the Quamachine, as discussed later. For comparison, a call to a null procedure in the Clanguage takes 1:4 microseconds, and the SonyUnix context switch takes 170 microseconds.1Previous papers incorrectly cite a 
oating-point context switch time of 15 �s [25] [18]. This error isbelieved to have been caused by a bug in the Synthesis assembler, which incorrectly �lled the operand �eldof the 
oating-point move-multiple-registers instruction causing it to preserve just one register, instead ofall eight. Since very few Synthesis applications use 
oating point, this bug remained undetected for a longtime.



37In addition to reducing ready-queue traversal time, specialized context-switch codeenables further optimizations, to move only needed data. The previous paragraph alreadytouched on one of the optimizations: bypassing the MMU address space switch when itis not needed. The other optimizations occur in the handling of 
oating point registers,described now, and in the handling of interrupts, described in the next section.Switching the 
oating point context is expensive because of the large amount of statethat must be saved. The registers are 96 bits wide; moving all eight registers requires 24transfers of 32 bits each. The 68882 coprocessor compounds this cost, because each wordtransferred requires two bus cycles: one to fetch it from the coprocessor, and one to writeit to memory. The result is that it takes about 50 microseconds just to save and restore thehundred-plus bytes of information comprising the 
oating point coprocessor state. This ismore than �ve times the cost of doing an entire context switch without the 
oating point.Since preserving 
oating point context is so expensive, we use runtime tests to seeif 
oating point had been used to avoid saving state that is not needed. Threads startout assuming 
oating point will not be used, and their context-switch code is createdwithout it. When context-switching out, the context-save code checks whether the 
oatingpoint unit had been used. It does this using the fsave instruction of the Motorola 68882
oating point coprocessor, which saves only the internal microcode state of the 
oatingpoint processor [20]. The saved state can be tested to see if it is not null. If so, theuser-visible 
oating-point state is saved, and the context-switch code re-created to includethe 
oating-point context in subsequent context switches. Since the majority of threads inSynthesis do not use 
oating point, the savings are signi�cant.Unfortunately, after a thread executes its �rst 
oating point instruction, 
oatingpoint context will have to be preserved from that point on, even if no further 
oating-pointinstructions are issued. The context must be restored upon switch-in because a 
oatingpoint instruction might be executed. The context must be saved upon switch-out even ifno 
oating point instructions had been executed since switch-in because the 68882 cannotdetect a lack of instruction execution. It can only tell us if its state is completely null. Thisis bad because sometimes a thread may use 
oating-point at �rst, for example, to initialize atable, and then not again. But with the 68882, we can only optimize the case when 
oatingpoint is never used.The Quamachine has hardware to alleviate the problem. Its 
oating-point unit| also a 68882 | can be enabled and disabled by software command, allowing a lazy-



38evaluation of 
oating-point context switches. Switching in a thread for execution loads itsinteger state and disables the 
oating-point unit. When a thread executes its �rst 
oatingpoint instruction since the switch, it takes an illegal instruction trap. The kernel thenloads the necessary state, �rst saving any prior state that may have been left there, re-enables the 
oating-point unit, and the thread resumes with the interrupted instruction.The trap is taken only on the �rst 
oating-point instruction following a switch, and addsonly 3 �s to the overhead of restoring the state. This is more than compensated for bythe other savings: integer context-switch becomes 1.5 �s faster because there is no need foran fsave instruction to test for possible 
oating-point use; and even 
oating-point threadsbene�t when they block without a 
oating point instruction being issued since they wereswitched in, saving the cost of restoring and then saving that context. Indeed, if only asingle thread is using 
oating point, the 
oating point context is never switched, remainingin the coprocessor.3.3.3 Interrupt HandlingA special case of context switching occurs in interrupt handling. Many systems, suchas Unix, perform a full context switch on each interrupt. For example, an examination ofthe running Sony Unix kernel reveals that not only are all integer registers saved on eachinterrupt, but the active portion of the 
oating-point context as well. This is one of thereasons that interrupt handling is expensive on a traditional system, and the reason whythe designers of those systems try hard to avoid frequent interrupts. As shown earlier,preserving the 
oating-point state can be very expensive. Doing so is super
uous unlessthe interrupt handler uses 
oating point; most do not.Synthesis interrupt handling is faster because it saves and restores only the part ofthe context that will be used by the service routine, not all of it. Code synthesis allowspartial context to be saved e�ciently. Since di�erent interrupt procedures use di�erentamounts of context, we can not, in general, know how much context to preserve until theinterrupt is linked to its service procedure. Furthermore, it may be desirable to changeservice procedures, for example, when changing or installing new I/O drivers in the runningkernel. Without code synthesis, we would have to save the union of all contexts used by allprocedures that could be called from the interrupt, slowing down all because of the needsof a few.



39Examples taken from the Synthesis Sound-IO device driver illustrate the ideas andprovide performance numbers. The Sound-IO device is a general-purpose, high-qualityaudio input and output device with stereo, 16-bit analog-to-digital and digital-to-analogconverters, and a direct-digital input channel from a CD player. This device interrupts theprocessor once for every sound sample | 44100 times per second | a very high numberby conventional measures. It is normally inconceivable to attach such high-rate interruptsources to the main processor. Sony Unix, for example, can service a maximum of 20,000interrupts per second, and such a device could not be handled at all.2 E�cient interrupthanding is mandatory, and the rest of this section shows how Synthesis can service highinterrupt rates e�ciently.Several bene�ts of runtime code generation combine to improve the e�ciency ofinterrupt handing in Synthesis: the use of the high-speed bu�ering code described in Sec-tion 3.3.1, the ability to create interrupt routines that save and restore only the part of thecontext being used, and the use of layer-collapsing to merge separate functions together.Figure 3.5 shows the actual Synthesis code created to handle the Sound-IO interruptswhen only the CD-player is active. It begins by saving a single register, a0, since that isthe only one used. This is followed by the code for the speci�c sound I/O channels, in thiscase, the CD-player. The code is similar to the fast bu�er described in 3.3.1, synthesizedto move data from the CD port directly into the user's bu�er. If the other input sources(such as the A-to-D input) also become active, the interrupt routine is re-written, placingtheir bu�er code immediately following the CD-player's. The code ends by restoring the a0register and returning from interrupt.Figure 3.6 shows the best I have been able to achieve using hand-written assemblylanguage, without the use of code synthesis. Like the Synthesis version, this uses only asingle register, so we save and restore only that one.3 But without code synthesis, we mustinclude code for all the Sound-IO sources | CD, AD, and DA | testing and branchingaround the parts for the currently inactive channels. In addition, we can no longer use the2The Sony workstation has two processors, one of which is dedicated to I/O, including servicing I/Ointerrupts using a somewhat lighter-weight mechanism. They solve the overhead problem with specializedprocessors | a trend that appears to be increasingly common. But this solution compounds latency, anddoes not negate my point, which is that existing operating systems have high overhead that discouragefrequent invocations.3Most existing systems neglect even this simple optimization. They save and restore all the registers, allthe time.



40intr:move.l a0,-(sp) // Save register a0move.l (P),a0 // Get buffer pointer into reg. a0move.l (cd_port),(a0,D)// Store CD data into address P+Daddq.w #4,(P+2) // Increment low 16 bits of P.beq cd_done // ... flush buffer if fullmove.l (sp)+,a0 // Restore register a0rte // Return from interruptFigure 3.5: Synthesized Code for Sound Interrupt Processing { CD Actives_intr:move.l a0,-(sp) // Save register a0tst.b (cd_active) // Is the CD device active?beq cd_no // ... no, jumpmove.l (cd_buf),a0 // Get CD buffer pointer into reg. a0move.l (cd_port),(a0)+ // Store CD data; increment pointermove.l a0,(cd_buf) // Update CD buffer pointersubq.l #1,(cd_cnt) // Decrement buffer countbeq cd_flush // ... jump if buffer fullcd_no:tst.b (ad_active) // Is the AD device active?beq ad_no // ... no, jump:: [handle AD device, similar to CD code]:ad_no:tst.b (da_active) // Is the DA device active?beq da_no // ... no, jump:: [handle DA device, similar to CD code]:da_no:move.l (sp)+,a0 // Restore register a0rte // Return from interruptFigure 3.6: Sound Interrupt Processing, Hand-Assemblerfast bu�er implementation of section 3.3.1 because that requires code synthesis.Figure 3.7 shows another version, this one written in C, and invoked by a shortassembly-language dispatch routine. It preserves only those registers clobbered by C pro-cedure calls, and is representative of a carefully-written interrupt routine in C.The performance di�erences are summarized in Table 3.4. Measurements are dividedinto three groups. The �rst group, consisting of just a single row, shows the time takenby the hardware to process an interrupt and immediately return from it, without doinganything else. The second group shows the time taken by the various implementations ofthe interrupt handler when just the CD-player input channel is active. The third group islike the second, but with two active sources: the CD-player and AD channels.



41s_intr:movem.l <d0-d2,a0-a2>,-(sp)bsr _sound_intrmovem.l (sp)+,<d0-d2,a0-a2>rtesound_intr(){ if(cd_active) {*cd_buf++ = *cd_port;if(--cd_cnt < 0)cd_flush();}if(ad_active) {...}if(da_active) {...}} Figure 3.7: Sound Interrupt Processing, C CodeTime in �S SpeedupNull Interrupt 2.0 |CD-in, code-synth 3.7 |CD-in, assembler 6.0 2.4CD-in, C 9.7 4.5CD-in, C & Unix 17.1 8.9CD+DA, code-synth 5.1 |CD+DA, assembler 7.7 1.8CD+DA, C 11.3 3.0CD+DA, C & Unix 18.9 5.568030 CPU, 25MHz, 1-wait-state main memory, cold cacheTable 3.4: Processing Time for Sound-IO Interrupts



42 Within each group of measurements, there are four rows. The �rst three rows showthe time taken by the code synthesis, hand-assembler, and C implementations of the inter-rupt handler, in that order. The code fragments measured are those of �gures 3.5, 3.6,and 3.7; the C code was compiled on the Sony NEWS workstation using \cc -O". The lastrow shows the time taken by the C version of the handler, but dispatched the way that SonyUnix does, preserving all the machines registers prior to the call. The left column tells theelapsed execution time, in microseconds. The right column gives the ratio of times betweenthe code synthesis implementation and the others. The null-interrupt time is subtractedbefore computing the ratio to give a better picture of what the implementation-speci�cperformance increases are.As can be seen from the table, the performance gains of using code synthesis areimpressive. With only one channel active, we get more than twice the performance of hand-written assembly language, almost �ve times more e�cient than well-written C, and verynearly an order of magnitude better than traditional Unix interrupt service. Furthermore,the non-code-synthesis versions of the driver supports only the two-channel, 16-bit linear-encoding sound format. Extending support, as Synthesis does, to other sound formats,such as �-Law, either requires more tests in the sound interrupt handler or an extra level offormat conversion code between the application and the sound driver. Either option addsoverhead that is not present in the code synthesis version, and would increase the timeshown.With two channels active, the gain is still signi�cant though somewhat less than thatfor one channel. The reason is that the overhead-reducing optimizations of code synthesis| collapsing layers and preserving only context that is used | become less important asthe amount of work increases. But other optimizations of code synthesis, such as the fastbu�er, continue to be e�ective and scale with the work load. In the limit, as the number ofactive channels becomes large, the C and assembly versions perform equally well, and thecode synthesis version is about 40% faster.3.3.4 System CallsAnother use of code synthesis is to minimize the overhead of invoking system calls.In Synthesis the term \system call" is somewhat of a misnomer because the Synthesis sys-tem interface is based on procedure calls. A Synthesis system call is really a procedure call



43// --- User-level stub procedure ---proc:moveq #N,d2 // Load procedure indextrap #15 // Trap to kernelrts // Return// --- Dispatch to kernel procedure ---trap15:cmp.w #MAX,d2 // Check that procedure index is in rangebhs bad_call // ... jump if notmove.l (tab$,pc,d2*4),a2 // Get the procedure addressjsr (a2) // Call itrte // Return to user-level.align 4 // Table of kernel procedure addresses...tab$:dc.l fn0, fn1, fn2, fn3, ..., fnNFigure 3.8: User-to-Kernel Procedure Callthat happens to cross the protection boundary between user and kernel. This is importantbecause, as we will see in Chapter 4, each Synthesis service has a set of procedures associ-ated with it that delivers that service. Since the set of services provided is extensible, weneed a more general way of invoking them. Combining procedure calls with runtime codegeneration lets us do this e�ciently.Figure 3.8 shows how. The generated code consists of two parts: a user part, shownat the top of the �gure, and a kernel part, shown at the bottom. The user part loads theprocedure index number into the d2 register and executes the trap instruction, switching theprocessor into kernel mode where it executes the kernel part of the code, beginning at labeltrap15. The kernel part begins with a limit check on the procedure index number, ensuringthat the index is inside the table area and preventing cheating by buggy or malicious usercode that may pass a bogus number. It then indexes the table and calls the kernel procedure.The kernel procedure typically performs its own checks, such as verifying that all pointersare valid, before proceeding with the work. It returns with the rte instruction, whichtakes the thread back into user mode, where it returns control to the caller. Since the userprogram can only specify an index into the procedure table, and not the procedure addressitself, only the allowed procedures may be called, and only at the appropriate entry points.Even if the user part of the generated code is overwritten either accidentally or maliciously,it can never cause the kernel to do something that could not have been done through someother, untampered, sequence of calls.



44 Runtime code generation gives the following advantages: each thread has its owntable of vectors for exceptions and interrupts, including trap 15. This means that eachthread's kernel calls vector directly to the correct dispatch procedure, saving a level ofindirection that would otherwise have been required. This dispatch procedure, since it isthread-speci�c, can hard-wire certain constants, such as MAX and the base address of thekernel procedure table, saving the time of fetching them from a data structure.Furthermore, by thinking of kernel invocation not as a system call | which conjuresup thoughts of heavyweight processing and large overheads | but as a procedure call,many other optimizations become easier to see. For example, ordinary procedures preserveonly those registers which they use; kernel procedures can do likewise. Procedure callingconventions also do not require that all the registers be preserved across a call. Often,a number of registers are allowed to be \trashed" by the call, so that simple procedurescan execute without preserving anything at all. Kernel procedures can follow this sameconvention. The fact that kernel procedures are called from user level does not make themspecial; one merely has to properly address the issues of protection, which is discussedfurther in Section 3.4.2.Besides dispatch, we also need to address the problem of how to move data betweenuser space and kernel as e�ciently as possible. There are two kinds of moves required:passing procedure arguments and return values, and passing large bu�ers of data. Forpassing arguments, the user-level stub procedures are generated to pass as many argumentsas possible in the CPU registers, bypassing the expense of accessing the user stack fromkernel mode. Return values are likewise passed in registers, and moved elsewhere as neededby the user-level stub procedure. This is similar in idea to using CPU registers for passingshort messages in the V system [9].Passing large data bu�ers is made e�cient using virtual memory tricks. The mainidea is: when the kernel is invoked, it has the user address space mapped in. Synthesisreserves part of each address space for the kernel. This part is normally inaccessible fromuser programs. But when the processor executes the trap and switches into kernel mode,the kernel part of the address space becomes accessible in addition to the user part, andthe kernel procedure can easily move data back and forth using the ordinary machineinstructions. Prior to beginning such a move, the kernel procedure checks that no pointerrefers to locations outside the user's address space | an easy check due to the way thevirtual addresses are chosen: a single limit-comparison (two instructions) su�ces.



45Further optimizations are also possible. Since the user-level stub is a real procedure,it can be in-line substituted into its caller. This can be done lazily | the stub is written sothat each time a call happens, it fetches the return address from the stack and modi�es thatpoint in the caller. Since the stubs are small, space expansion is minimal. Besides beinge�ective, this mechanism requires minimal support from the language system to identifypotential in-lineable procedure calls.Another optimization bypasses the kernel procedure dispatcher. There are 16 possi-ble traps on the 68030. Three of these are already used, leaving 13 free for other purposes,such as to directly call heavily-used kernel procedures. If a particular kernel procedure isexpected to be used often, an application can invoke the cache procedure call, and Syn-thesis will allocate an unused trap, set it to call the kernel procedure directly, and re-createthe user-level stub to issue this trap. Since this trap directly calls the kernel procedure,there is no longer any need for a limit check or a dispatch table. Pre-assigned traps canalso be used to import execution environments. Indeed, the Synthesis equivalent of theUnix concept of \stdin" and \stdout" is implemented with cached kernel procedure calls.Speci�cally, trap 1 writes to stdout, and trap 2 reads from stdin.Combining both optimizations results in a kernel procedure call that costs just alittle more than a trap instruction. The various costs are summarized in Table 3.5. Themiddle block of measurements show the cost of various Synthesis null kernel procedurecalls: the general-dispatched, non-inlined case; the general-dispatched, with the user-levelstub inlined into the application's code; cached-kernel-trap, non-inlined; and cached-kernel-trap, inlined. For comparison, the cost of a null trap and a null procedure call in the Clanguage is shown on the top two lines, and the cost of the trivial getpid system call inUnix and Mach is shown on the bottom two lines.3.4 Other Issues3.4.1 Kernel SizeKernel size in
ation is an important concern in Synthesis due to the potential redun-dancy in the many Fsmall and F flat programs generated by the same F create. This couldbe particularly bad if layer collapsing were used too enthusiastically. To limit memory use,F create can generate either in-line code or subroutine calls to shared code. The decision of



46 �S, cold cache �S, warm cacheC procedure call 1.2 1.0Null trap 1.9 1.6Kernel call, general dispatch 4.2 3.5Kernel call, general, in-lined 3.5 2.9Kernel call, cached-trap 3.5 2.7Kernel call, cached and in-lined 2.7 2.1Unix, getpid 40. |Mach, getpid 88. |68030 CPU, 25MHz, 1-wait-state main memoryTable 3.5: Cost of Null System Callwhen to expand in-line is made by the programmer writing F create. Full, memory-hungryin-line expansion is usually reserved for speci�c uses where its bene�ts are greatest: theperformance-critical, frequently-executed paths of a function, where the performance gainsjustify increased memory use. Less frequently executed parts of a function are stored in acommon area, shared by all instances through subroutine calls.In-line expansion does not always cost memory. If a function is small enough, ex-panding it in-line can take the same or less space than calling it. Examples of functionsthat are small enough include character-string comparisons and bu�er-copy. For functionswith many runtime-invariant parameters, the size expansion of inlining is o�set by a sizedecrease that comes from not having to pass as many parameters.In practice, the actual memory needs are modest. Table 3.6 shows the total memoryused by a full kernel | including I/O bu�ers, virtual memory, network support, and awindow system with two memory-resident fonts.



47System Activity Memory Use, as code + data (Kbytes)Boot image for full kernel 140One thread running Boot + 0.4 + 8File system and disk bu�ers Boot + 6 + 400100 threads, 300 open �les Boot + 80 + 1400Table 3.6: Kernel Memory Requirements3.4.2 Protecting Synthesized CodeThe classic solutions used by other systems to protect their kernels from unauthorizedtampering by user-level applications also work in the presence of synthesized code. Likemany other systems, Synthesis needs at least two hardware-supported protection domains:a privileged mode that allows access to all the machine's resources, and a restricted modethat lets ordinary calculations happen but restricts access to resources. The privileged modeis called supervisor mode, and the restricted mode, user mode.Kernel data and code | both synthesized and not | are protected using memo-ry management to make the kernel part of each address space inaccessible to user-levelprograms. Synthesized routines run in supervisor mode, so they can perform privilegedoperations such as accessing protected bu�er pages.User-level programs enter supervisor mode using the trap instruction. This instruc-tion provides a controlled | and the only | way for user-level programs to enter supervisormode. The synthesized routine implementing the desired system service is accessed througha jump table in the protected area of the address space. The user program speci�es an in-dex into this table, ensuring the synthesized routines are always entered at the proper entrypoints. This protection mechanism is similar to Hydra's use of C-lists to prevent the forgeryof capabilities [34].Once in kernel mode, the synthesized code handling the requested service can beginto do its job. Further protection is unnecessary because, by design, the kernel code generatoronly creates code that touches data the application is allowed to touch. For example, were a�le inaccessible, its read procedure would never have been generated. Just before returning



48control to the caller, the synthesized code reverts to the previous (user-level) mode.There is still the question of invalidating the code when the operation it performs isno longer valid | for example, invalidating the read procedure after a �les has been closed.Currently, this is done by setting the corresponding function pointers in the KPT to aninvalid address, preventing further calls to the function. The function's reference counter isthen decremented, and its memory freed when the count reaches zero.3.4.3 Non-coherent Instruction CacheA common assumption in the design of processors is that a program's instructionswill not change as the program runs. For that reason, most processor's instruction caches arenot coherent | writes to memory are not re
ected in the cache. Runtime code generationviolates this assumption, requiring that the instruction cache be 
ushed whenever codechanges happen. Too much cache 
ushing reduces performance, both because programsexecute slower when the needed instructions are not in cache and because 
ushing itselfmay be an expensive operation.The performance of self-modifying code, like that found in executable data struc-tures, su�ers the most from an incoherent instruction cache. This is because the ratio ofcode modi�cation to use tends to be high. Ideally, we would like to 
ush with cache-linegranularity to avoid losing good entries. Some caches provide only an all-or-nothing 
ush.But even line-at-a-time granularity has its disadvantages: it needs machine registers tohold the parameters, registers that may not be available during interrupt service withoutincurring the cost of saving and restoring them. Unfortunately for Synthesis, most cases ofself-modifying code actually occur inside interrupt service routines where small amounts ofdata (e.g., one character for a TTY line) must be processed with minimal overhead. Fortu-nately, in all important cases the cost has been reduced to zero through careful layout of thecode in memory using knowledge of the 68030 cache architecture to cause the subsequentinstruction fetch to replace the cache line that needs 
ushing. But that trick is neithergeneral nor portable.For the vast majority of code synthesis applications, an incoherent cache is not a bigproblem. The cost of 
ushing even a large cache contributes relatively little compared to thecost of allocating memory and creating the code. If code generation happens infrequentlyrelative to the code's use, as is usually the case, the performance hit is small.



49Besides the performance hit from a cold cache, cache 
ushing itself may be slow. Onthe 68030 processor, for example, the instruction to 
ush the cache is privileged. Althoughthis causes no special problems for the Synthesis kernel, it does force user-level programsthat modify code to make a system call to 
ush the cache. I do not see any protection-related reason why that instruction must be privileged; perhaps making it so simpli�edprocessor design.3.5 SummaryThis chapter showed: (1) that code synthesis allows important operating systemfunctions such as bu�ering, context switching, interrupt handing, and system call dispatchto be implemented 1.4 to 2.4 times more e�ciently than is possible using the best assembly-language implementation without code synthesis and 1.5 to 5 times better than well-writtenC code; (2) that code synthesis is also e�ective at the user-level, achieving an 80% improve-ment for basic operations such as putchar; and (3) that the anticipated size penalty doesnot, in fact, happen.Before leaving this section, I want to call a moment's more attention to the interrupthandlers of Section 3.3.3. At �rst glance | and even on the second and third | the C-language code it looks to be as minimal as it can get. There does not seem to be any fat tocut. Table 3.4 has shown otherwise. The point is that sometimes, sources of overhead arehidden, not so easy to spot and optimize. They are a result of assumptions made and theprogramming language used, whether it be in the form of a common calling convention forprocedures, or in conventions followed to simplify linking routines to interrupts. This sectionhas shown that code synthesis is an important technique that enables general procedureinterfacing while preserving | and often bettering | the e�ciency of custom-crafted code.The next chapter now shows how Synthesis is structured and how synergy betweenkernel code synthesis and good software engineering leads to a system that is general andeasily expandable, but at the same time e�cient.





51
4Kernel StructureAll things should be made as simple as possible, but no simpler.| Albert Einstein4.1 QuajectsQuajects are the building blocks out of which all Synthesis kernel services are com-posed. The name is derived from the term \object" of Object-Oriented (O-O) systems,which they strongly resemble [32]. The similarity is strong, but the di�erence is signi�cant.Like objects, quajects encapsulate data and provide a well-de�ned interface to access it.Unlike objects, quajects use a code-synthesis implementation to achieve high performance,but lack high-level language support and inheritance.Kernel quajects can be broadly classi�ed into four kinds: thread, memory, I/O, anddevice. Thread quajects encapsulate the unit of execution, memory quajects the unit ofdata storage, I/O quajects the unit of data movement, and device quajects the machine'sinterfaces to the outside world. Each kind of quaject is de�ned and implemented indepen-dently.Basic quajects implement fundamental services that cannot be had through anycombination of other quajects. Threads and queues are two examples of basic quajects;



52 Name PurposeThread Implements threadsQueue Implements FIFO queuesBu�er Data bu�eringDcache Data caching (e.g., for disks)FSmap File to 
at storage mappingClock The system clockCookTTYin Keyboard input editorCookTTYout Output editor and format conversionVT-100 Emulates DEC's VT100 terminalTwindow Text display windowGwindow Graphics (bit-mapped) display windowProbe Measurements and statistics gatheringSytab Symbol table (associative mapping)Table 4.1: List of Basic QuajectsTable 4.1 contains a list of the basic quajects in Synthesis. More complex kernel servicesare built out of the basic quajects by composition. For example, the Synthesis kernel has nopre-de�ned notion of a \process." But a Unix-like process can be created by instantiatinga thread quaject, a memory quaject, some I/O quajects, and interconnecting them in aparticular way.4.1.1 Quaject InterfacesThe interface to a quaject consists of callentries, callbacks, and callouts . A clientuses the services of a quaject by calling a callentry. Normally a callentry invocation simplyreturns. Exceptional situations return along callbacks. Callouts are places in the quaject



53+----------+--------------------+----------+| Qput | | Qget |+----------+ ---+--+--+ +----------+| Qfull | o o | | | | Qempty |+----------+ ---+--+--+ +----------+| Qfull-1 | | Qempty+1 |+----------+--------------------+----------+Figure 4.1: Queue Quajectwhere external calls to other quaject's callentries happen. Tables 4.2, 4.3, and 4.4 list theinterfaces to the Synthesis basic kernel quajects.Callentries are analogous to methods in O-O systems. The other two, callbacks andcallouts, have no direct analogue in O-O systems. Conceptually, a callout is a functionpointer that has been initialized to point to another quaject's callentry; callbacks pointback to the invoker. Callouts are an important part of the interface because they specifywhat type of external call is needed, making it possible to dynamically link one of severaldi�erent quaject's callentries to a particular callout, so long as the type matches. Forexample, the Synthesis buffer quaject has a flush callout which is invoked when thebu�er is full. This enables the same bu�er implementation to be used throughout thekernel simply be instantiating a buffer quaject and linking its flush callout to whateverdownstream processing is appropriate for the instance.The quaject interface is better illustrated using a simple quaject as an example |the FIFO queue, shown in Figure 4.1. The Synthesis kernel supports four di�erent typesof queues, to optimize for the varying synchronization needs of di�erent combinations ofsingle or multiple producers and consumers (synchronization is discussed in Chapter 5). Allfour types support the same abstract type [6], de�ned by two callentry references, Q putand Q get, which put and get elements of the queue. Both these callentry references returnsynchronously under the normal condition (successful insertion or deletion). Under otherconditions, the queue returns through the callbacks.The queue has four callbacks which are used to return queue-full and queue-emptyconditions back to caller. Q empty is invoked when a Q get fails because the queue is empty.Q full is invoked when a Q put fails because the queue is full. Q empty+1 is called aftera previous Q get had failed and then an element was inserted. And Q full-1 is calledafter a previous Q put had failed and then an element was deleted. The idea is: instead ofreturning a condition code for interpretation by the invoker, the queue quaject directly calls



54Quaject Interface Name PurposeQueue Callentry Q put Insert element into queueQ get Remove element from queueCallback Q full Notify that the queue is fullQ full-1 Notify that the queue is no longer fullQ empty Notify that the queue is emptyQ empty-1 Notify that the queue is no longer emptyBu�erOut Callentry put Insert an element into the bu�erwrite Insert a string of elements into the bu�er
ush Force bu�er contents to outputCallout 
ush Dump out the full bu�erBu�erIn Callentry get Get a single element from the bu�erread Get a string of elements from the bu�erCallout �ll Replenish the empty bu�erCookTTYin Callentry getchar Read a processed character from the edit bu�erread Read a string of characters from the edit bu�erCallout raw get Get new characters from user's keyboardecho Echo user's typed charactersCookTTYout Callentry putchar Send a character out for processingwrite Send a string of characters out for processingCallout raw write Write out processed characters to displayVT100 Callentry putchar Write a character to the virtual VT-100 screenwrite Write a string of charactersupdate Propagate changes to the virtual screen imagerefresh Propagate the entier virtual screen imageFSmap Callentry aread Asynchronous read from �leawrite Asynchronous write to �leCallout ca read Read from disk cacheca write Write to disk cacheDcache Callentry read Read from data cachewrite Write to data cacheCallout bk read Read from backing storebk write Write to backing storeT window Callentry write Write a string of (character,attribute) pairsG window Callentry blit Copy a rectangular array of pixels to windowTable 4.2: Interface to I/O Quajects



55Quaject Interface Name PurposeThread Callentry suspend Suspends thread executionresume Resumes thread executionstop Prevents executionstep Executes one instruction then stopsinterrupt Send a software interruptsignal Send a software signalwait Wait for an eventnotify Notify that event has happenedCallout read[i] Read from quaject iwrite[i] Write to quaject icall[i][e] Call callentry e in quaject iClock Callentry gettime Get the time of day, in \ticks"getunits Learn how many \ticks" there are in a secondalarm Set an alarm: call given procedure at given timecancel Cancel an alarmCallout call[i] Call procedure i upon alarm expirationProbe Callentry probe Tell which procedure to measureshow Display statisticsSymtab Callentry lookup Lookup a string; return its associated valueadd Add entry to symbol tableTable 4.3: Interface to other Kernel Quajectsthe appropriate handling routines supplied by the invoker, speeding execution by eliminatingthe interpretation of return status codes.4.1.2 Creating and Destroying QuajectsEach class of quaject has create and destroy callentries that instantiate and destroymembers of that class, including creating all their runtime-generated code. Creating aquaject involves allocating a single block of memory for its data and code, then initializingportions of that memory. With few exceptions, all of a quaject's runtime-generated codeis created during this initialization. This generally involves copying the appropriate codetemplate, determined by the type of quaject being created and the situation in whichit is to be used, and then �lling in the address �elds in the instructions that referencequaject-speci�c data items. There are two exceptions to the rule. One is when the quajectimplementation uses self-modifying code. The other occurs during the handling of callouts



56Quaject Interface Name PurposeSerial in Callentry enable Enable inputdisable Disable inputCallout putchar Write received characherSerial out Callentry enable Enable outputdisable Disable outputCallout getchar Obtain characher to sendSound CD Callentry enable Enable inputdisable Disable inputCallout put sample Store sound sample received from CD playerSound DA Callentry enable Enable outputdisable Disable outputCallout get sample Get new sound sample to send to A/D deviceFramebu�er Callentry blit Copy memory bitmap to framebu�erintr ctl Enable or disable interruptsCallout Vsync Vertical sync interruptHsync Horizontal sync interruptDisk Callentry aread Asyncronous readawrite Asynchronous writeformat Format the diskblk size Learn the disk's block sizeCallout new disk (Floppy) disk has been changedTable 4.4: Interface to Device Quajectswhen linking one quaject to another. This is covered in the next section.Kernel quajects are created whenever they are needed to build higher-level services.For example, opening an I/O pipe creates a queue; opening a text window creates threequajects: a window, a VT-100 terminal emulator, and a TTY-cooker. Which quajectsget created and how they are interconnected is determined by the implementation of eachservice.Quajects may also be created at the user level, simply by calling the class's createcallentry from a user-level thread. The e�ect is identical to creating kernel quajects, exceptthat user memory is allocated and �lled, and the resulting quajects execute in user-mode,not kernel. The kernel does not concern itself with what happens to such user-level quajects.It merely o�ers creation and linkage services to applications that want to use them.Quajects are destroyed when they are no longer needed. Invoking the destroy



57callentry signals that a particular thread no longer needs a quaject. The quaject itself isnot actually destroyed until all references to it are severed. Reference counts are used.There is the possibility that circular references prevent destruction of otherwise uselessquajects but this has not been a problem because quajects tend to be connected in cycle-free graphs. Destroying quajects does not immediately deallocate their memory. They areinstead placed in the inactive list for their class. This speeds subsequent creation becausemuch of the code-generation and initialization work had been already done.1 As heapmemory runs out, memory belonging to quajects on the inactive list is recycled.4.1.3 Resolving ReferencesThe kernel resolves quaject callentry and callbacks references when linking quajectsto build services. Conceptually, callouts and callback are function pointers that are initial-ized to point to other quaject's callentries when quajects are linked. For example, whenattaching a queue to a source of data, the kernel �lls the callouts of the data source with theaddresses of the corresponding callentries in the queue and initializes the queue's callbackswith the addresses of the corresponding exception handlers in the data source. If the sourceof data is a thread, the address of the queue's Q put callentry is stored in the thread'swrite callout, the queue's Q full callback is linked to the thread's suspend callentry, andthe queue's Q full-1 callback is linked to the thread's resume callentry. See Figure 4.2.In the actual implementation, a callout is a \hole" in the quaject's memory wherelinkage-speci�c runtime generated code is placed. Generally, this code consists of zero ormore instructions that save any machine registers used by both caller and callee quajects,followed by a jsr instruction to invoke the target callentry, followed by zero or more in-structions to restore the previously saved registers. The callout's code might also perform acontext switch if the called quaject is in a di�erent address space. Or, in the case when thecode comprising the called quaject's callentry is in the same address space and is smallerthan the space set aside for the callout, the callentry is copied in its entirety into the callout.This is how the layer-collapsing, in-line expansion optimization of Section 3.2.2 works. A
ag bit in each callentry tells if it uses self-modifying code, in which case, the copy doesnot happen.Most linkage is done without referencing any symbol tables, but using information1Performance measurements in this dissertation were carried out without using the inactive list, butcreating fresh quajects as needed.



58that is known at system generation time. Basically, the linking consists of blindly storingaddresses in various places, being assured that they will always \land" in the correct place inthe generated code. Similarly, no runtime type checking is required, as all such informationhas been resolved at system generation time.Not all references must be speci�ed or �lled. Each quaject provides default valuesfor its callout and callbacks that de�ne what happens when a particular callout or callbackis needed but not connected. The action can be as simple as printing an error messageand aborting the operation or as complicated as dynamically creating the missing quaject,linking the reference, and continuing.In addition, the kernel can also resolve references in response to execution traps thatinvoke the dynamic linker. Such references are represented by ASCII names. The nameQ get, for example, refers to the queue's callentry. A symbol-table quaject maps the stringnames into the actual addresses and displacements. For example, the Q get callentry isrepresented in the symbol table as a displacement from the start of the queue quaject.Which quaject is being referenced is usually clear from context. For example, callentriesare usually invoked using a register-plus-o�set addressing mode; the register contains theaddress of the quaject in question. When not, an additional parameter disambiguates thereference.4.1.4 Building ServicesHigher-level kernel services are built by composing several basic quajects. I nowshow, by means of an example, how a data channel is put together. The example illustratesthe usage of queues and reference resolution. It also shows how a data channel can supporttwo kinds of interfaces, blocking and non-blocking, using the same quaject building block.The queue quaject used is of type ByteQueue.2Figure 4.2 shows a producer thread using the Q put callentry to store bytes in thequeue. The ByteQueue's Q full callback is linked to the thread's suspend callentry; theByteQueue's Q full-1 callback is linked to the thread's resume callentry. As long as thequeue is not full, calls to Q put enqueue the data and return normally. When the queuebecomes full, the queue invokes the Q full callback, suspending the producer thread. When2The actual implementation of Synthesis V.1 uses an optimized version of ByteQueue that has a string-oriented interface to reduce looping, but the semantics is the same.



59Kind ofReference UserThread ByteQueue ByteQueue DeviceDriver Hardwarecallentry write =) Q put Q get (= send-completeinterruptcallback suspend (= Q full Q empty =) turn o�send-completecallback resume (= Q full-1 Q empty+1 =) turn onsend-completeFigure 4.2: Blocking writeReference Thread ByteQueuecallentry write =) Q putcallback return tocaller (= Q fullcallback if (more work)goto Q put (= Q full-1Figure 4.3: Non-blocking writethe ByteQueue's reader removes a byte, the Q full-1 callback is invoked, awakening theproducer thread. This implements the familiar synchronous interface to an I/O stream.Contrast this with Figure 4.3, which shows a non-blocking interface to the samedata channel implemented using the same queue quaject. Only the connections betweenByteQueue and the thread change. The thread's write callout still connects to the queue'sQ put callentry. But the queue's callbacks no longer invoke procedures that suspend orresume the producer thread. Instead, they return control back to the producer thread,functioning, in e�ect, like interrupts that signal events | in this example, the �lling andemptying of the queue. When the queue �lls, the Q full callback returns control back tothe producer thread, freeing it to do other things without waiting for output to drain andwithout having written the bytes that did not �t. The thread knows the write is incomplete



60because control 
ow returns through the callback, not through Q put. After output drains,Q full-1 is called, invoking an exception handler in the producer thread which checkswhether there are remaining bytes to write, and if so, it goes back to Q put to �nish thejob. Ritchie's Stream I/O system has a similar 
avor: it too provides a framework forattaching stages of processing to an I/O stream [27]. But stream-I/O's queueing structure is�xed, the implementation is based on messages, and the I/O is synchronous. Unlike Stream-I/O, quajects o�er a �ner level of control and expanded possibilities for connection. Theprevious example illustrates this by showing how the same queue quaject can be connectedin di�erent ways to provide either synchronous or asynchronous I/O. Furthermore, quajectsextend the idea to include non-I/O services as well, such as threads.4.1.5 SummaryIn the implementation of Synthesis kernel, quajects provide encapsulation and makeall inter-module dependencies explicit. Although quajects di�er from objects in traditionalO-O systems because of a procedural interface and run-time code generation implemen-tation, the bene�ts of encapsulation and abstraction are preserved in a highly e�cientimplementation.I have shown, using the data channel as an example, how quajects are composed toprovide important services in the Synthesis kernel. That example also illustrates the mainpoints of a quaject interface:� Callentry references implement O-O{like methods and bypass interpretation in theinvoked quaject.� Callback references implement return codes and bypass interpretation in the invoker.� The operation semantics are determined dynamically by the quaject interconnections,independent of the quaject's implementation.This last point is fundamental in allowing a true orthogonal quaject implementation, forexample, enabling a queue to be implemented without needing any knowledge of how threadswork | not even how to suspend and resume them.The next section shows how the quaject ideas �t together to provide user-level ser-vices.



614.2 Procedure-Based KernelTwo fundamental ideas underlie how Synthesis is structured and how the servicesare invoked:� Every callentry is a real, distinct procedure.� Services are invoked by calling these procedures.Quaject callentries are small procedures stored at known, �xed o�sets from the baseof the block of memory that holds the quaject's state. For simple callentries, the entireprocedure is stored in the allocated space of the structure. Quajects such as bu�ers andqueues have their callentries expanded in this manner, using all the runtime code-generationideas discussed in Chapter 3. For more complex callentries, the procedures usually consistof some instance-speci�c code to handle the common execution paths, followed by code thatloads the base pointer of the quaject's structure into a machine register and jumps to sharedcode implementing the rest of the callentry.This representation di�ers from that of methods in object-oriented languages suchas C++. In these languages, the object's structure contain pointers to generic methods forthat class of object, not the methods themselves. The language system passes a pointer tothe object's structure as an extra parameter to the procedure implementing each method.This makes it hard to use an object's method as a real function, one whose address can bepassed to other functions without also passing and dealing with the extra parameter.It is this di�erence that forms the basis of Synthesis quaject composition and ex-tensible kernel service. Every callentry is a real procedure, each with a unique addressand expecting no \extraneous" parameters. Each queue's Q put, for example, takes exactlyone parameter: the data to be enqueued. This property is fundamental for easy quajectcomposition: each quaject in a chain simply calls the next, without passing an arbitrarilylong array of structure pointers downstream, one for each quaject.4.2.1 Calling Kernel ProceduresThe discussion until now assumes that the callentries reside in the same addressspace and execute at the same privilege level as their caller, so that direct procedure callis possible. But when user-level programs invoke kernel quajects, e.g., to read a �le, the



62invocation crosses a protection boundary. A direct procedure call would not work becausethe kernel routine needs to run in supervisor mode.In a conventional operating system, such as Unix, application programs invoke thekernel by making system calls. But while system calls provide a controlled, protected wayfor a user-level program to invoke procedures in the kernel, they are limited in that theyallow access to only a �xed set of procedures in the kernel. For Synthesis to be extensible,it needs an extensible kernel call mechanism; a mechanism that supports a protected, user-level interface to arbitrary kernel quajects.The user-level interface is supplied with stub quajects. Stub quajects reside in theuser address space and have the same callentries, with the same o�sets, as the kernel quajectwhich they represent. Invoking a stub's callentry from user-level results in the correspondingkernel quaject's callentry being invoked and the results returned back.This is implemented in the following way. The stub's callentries consist of tinyprocedures that load a number into a machine register and then executes a trap instruction.The number identi�es the desired kernel procedure. The trap switches the processor intokernel mode, where it executes the kernel-procedure dispatcher. The dispatcher uses theprocedure number parameter to index a thread-speci�c table of kernel procedure addresses.Simple limit checks ensure the index is in range and that only the allowed procedures arecalled. If the checks pass, the dispatcher invokes the kernel procedure on the behalf of theuser-level application.There are many bene�ts to this design. One is that it extends the kernel quajectinterface transparently to user-level, allowing kernel quajects to be composed with user-levelquajects. Its callentries are real procedures: their addresses can be passed to other functionsor stored in tables; they can be in-line substituted into other procedures and optimized usingthe code-synthesis techniques of Section 3.2 applied at the user level. Another advantage,which has already been discussed in Section 3.3.4, is that a very e�cient implementationexists. The result is that the protection boundary becomes 
uid; what is placed in thekernel and what is done at user-level can be chosen at will, not dictated by the design ofthe system. In short, all the advantages of kernel quajects have been extended out to userlevel.



634.2.2 ProtectionKernel procedure calls are protected because the user program can only specifyindices into the kernel procedure table (KPT), so the kernel quajects are guaranteed toexecute only from legitimate entry points, and because the index is checked before beingused, only valid entries in the table can be accessed.4.2.3 Dynamic LinkingSynthesis supports two 
avors of dynamic linking: load-link, which resolves externalreferences at program load time, before execution begins; and run-link, which resolvesreferences at runtime as they are needed. Run-link has the advantage of allowing executionof programs with unde�ned references as long as the execution path does not cross them,simplifying debugging and testing of un�nished programs.Dynamic linking does not prevent sharing or paging of executable code. It is possi-ble to share dynamically-linked code because the runtime libraries always map to the sameaddress in all address spaces. It is possible to page run-linked code and throw away infre-quently used pages instead of writing them to backing store because the dynamic linker willre-link the references should the old page be needed again.4.3 Threads of ExecutionSynthesis threads are light-weight processes, implemented by the thread quaject.Each Synthesis thread (called simply \thread" from now on) executes in a context, de�nedby the thread table entry (TTE), which is the data part of the thread quaject holding thethread state and which contains:� The register save area to hold the thread's machine registers when the thread is notexecuting.� The kernel procedure table (KPT) | that table of callouts described in 4.2.1.� The signal table, used to dispatch software signals.� The address mapping tables for virtual memory.



64 � The vector table | the hardware-de�ned array of starting addresses of exceptionhandlers. The hardware consults this table to dispatch the hardware-detected excep-tions: hardware interrupts, error traps (like division by zero), memory faults, andsoftware-traps (system calls).� The context-switch-in and context-switch-out procedures comprising the executabledata structure of the ready queue.Of these, the last two are unusual. The context-switch-in and -out procedures werealready discussed in Section 3.3.2, which explains how executable data structures are usedto implement fast context switching. Giving each thread its own vector table also di�ersfrom usual practice, which makes the vector table a global structure, shared by all threadsor processes. By having a separate vector table per thread, Synthesis saves the dispatchingcost of thread-speci�c exceptions. Since most of the exceptions are thread speci�c, thesavings is signi�cant. Examples include all the error traps, such as division by zero, andthe VM-related traps, such as translation fault.4.3.1 Execution ModesThreads can execute in one of two modes: supervisor mode and user mode. Whena thread calls the kernel by issuing the trap instruction, it changes modes from user tosupervisor. This view of things is in contrast to having a kernel server process run thekernel call on the behalf of the client thread. Each thread's memory mapping tables areset so that as the thread switches to supervisor mode, the kernel memory space becomesaccessible in addition to the user space, in e�ect, \unioning" the kernel memory spacewith the user memory space. (This implies the set of addresses used must be disjoint.)Consequently, the kernel call may move data between the user memory and the kernelmemory easily, without using special machine instructions, such as \moves" (move from/toalternate address space), that take longer to execute. Other memory spaces are outside thekernel space, inaccessible even from supervisor mode except through special instructions.Since no quaject's code contains those special instructions, Synthesis can easily enforcememory access restrictions for its kernel calls by using the normal user-level memory-accesschecks provided by the memory management unit. It �rst checks that no pointer is in thekernel portion of the address space (an easy check), and then proceeds to move the data.If an illegal access happens, or if a non-resident page is referenced, the thread will take a



65translation-fault exception, even from supervisor mode; the fault handler then reads in thereferenced page from backing store if it was missing or prints the diagnostic message if theaccess is disallowed. (All this works because all quajects are reentrant, and since systemcalls are built out of quajects, all system calls are reentrant.)Synthesis threads also provide a mechanism where routines executing in supervisormode can make protected calls to user-mode procedures. It is mostly used to allow user-mode handling of exceptions that arise during supervisor execution, for example, someonetyping \Control-C" while the thread is in the middle of a kernel call. It is also expectedto �nd use in a future implementation of remote procedure call. The hard part in allowinguser-level procedure calls is not in making the call, but arranging for a protected return fromuser-mode back to supervisor. This is done by pushing a special, exception-causing returnaddress on the user stack. When the user procedure �nishes and returns, the exception israised, putting the thread back into supervisor mode.4.3.2 Thread OperationsAs a quaject, the thread supports several operations, de�ned by its callentries. Theyare: suspend, resume, stop, step, interrupt, signal, setsignal, wait, and notify.The last four overlap functionality with the �rst �ve, but are included for programmerconvenience.3Suspend and resume control thread execution, disabling or re-enabling it. Theyare often the targets of I/O quajects' callbacks, implementing blocking I/O. Stop and stepsupport debuggers: stop prevents thread execution; step causes a stopped thread to executea single machine instruction and then re-enter the stopped state. The di�erence betweenstop and suspend is that a suspended thread still executes in response to interrupts andsignals while a stopped one does not. Resume continues thread execution from either thestopped or suspended state.Interrupt causes a thread to call a speci�ed procedure, as if a hardware interrupthad happened. It takes two parameters, an address and a mode, and it causes the threadto call the procedure at the speci�ed address in either user or supervisor mode according to3In the current implementation, the thread quaject is really a composition of two lower-level quajects,neither of them externally visible: a basic thread quaject which supports the �ve fundamental operationslisted; and a hi thread quaject, which adds the higher-level operations. I'm debating whether I want tomake the basic thread quaject visible.



66the mode parameter. Suspended threads can be interrupted: they will execute the interruptprocedure and then re-enter the suspended state.Signal is like interrupt, but with a level of indirection for protection and isolation.It takes an integer parameter, the signal number, and indexes the thread's signal-tablewith it, obtaining the address and mode parameters that are then passed to interrupt.Setsignal associates signal numbers with addresses of interrupt procedures and executionmodes. It takes three parameters: the signal number, an address, and a mode; and it �llsthe table slot corresponding to the signal number with the address and mode.Wait waits for events to happen. It takes one parameter, an integer representing anevent, and it suspends the thread until that event occurs. Notify informs the thread ofthe occurrence of events. It too takes one parameter, an integer representing an event, andit resumes the thread if it had been waiting for this event. The thread system does notconcern itself with what is an event nor how the assignment of events to integers is made.4.3.3 SchedulingThe Synthesis scheduling policy is round-robin with an adaptively adjusted CPUquantum per thread. Instead of priorities, Synthesis uses �ne-grain scheduling, which assignslarger or smaller quanta to threads based on a \need to execute" criterion. A detailedexplanation on �ne-grain scheduling is postponed to Chapter 6. Here, I give only a briefinformal summary.A thread's \need to execute" is determined by the rate at which I/O data 
owsthrough its I/O channels compared to the rate at which which the running thread producesor consumes this I/O. Since CPU time consumed by the thread is an increasing functionof the data 
ow, the faster the I/O rate the faster a thread needs to run. Therefore, thescheduling algorithm assigns a larger CPU quantum to the thread. This kind of schedulingmust have a �ne granularity since the CPU requirements for a given I/O rate and the I/Orate itself may change quickly, requiring the scheduling policy to adapt to the changes.E�ective CPU time received by a thread is determined by the quantum assigned tothat thread divided by the sum of quanta assigned to all threads. Priorities can be simulatedand preferential treatment can be given to certain threads in two ways: raise a thread's CPUquantum and reorder the ready queue as threads block and unblock. As an event unblocksa thread, its TTE is placed at the front of the ready queue, giving it immediate access to



67the CPU. This minimizes response time to events. Synthesis' low-overhead context switchallows quanta to be considerably shorter than that of other operating systems withoutincurring excessive overhead. Nevertheless, to minimize time spent context switching, CPUquanta are adjusted to be as large as possible while maintaining the �ne granularity. Atypical quantum is on the order of a few hundred microseconds.4.4 Input and OutputIn Synthesis, I/O includes all data 
ow among hardware devices and address spaces.Data move along logical channels called data channels , which connect sources of data withthe destinations.4.4.1 Producer/ConsumerThe Synthesis implementation of the channel model I/O follows the well-known pro-ducer/consumer paradigm. Each data channel has a control 
ow that directs its data 
ow.Depending on the origin and scheduling of the control 
ow, a producer or consumer canbe either active or passive. An active producer (or consumer) runs on a thread and callsfunctions submitting (or requesting) its output (or input). A thread performing writes isactive. A passive producer (or consumer) does not run of its own; it sits passively, waitingfor one of its I/O functions to be called, then using the thread that called the functionto initiate the I/O. A TTY window is passive; characters appear on the window only inresponse to other thread's I/O. There are three cases of producer/consumer relationships,which we shall consider in turn.The simplest is an active producer and a passive consumer, or vice-versa. This case,called active-passive, has a simple implementation. When there is only one producer andone consumer, a procedure call does the job. If there are multiple producers, we serializetheir access. If there are multiple consumers, each consumer is called in turn.The most common producer/consumer relationship has both an active producerand an active consumer. This case, called active-active, requires a queue to mediate thetwo. For a single producer and a single consumer, an ordinary queue su�ces. For cas-es with multiple participants on either the producer or consumer side, we use one of theoptimistically-synchronized concurrent-access queues described in section 5.2.2. Each queuemay be synchronous (blocking) or asynchronous (using signals) depending on the situation.



68 The last case is a passive producer and a passive consumer. Here, we use a pumpquaject that reads data from the producer and writes it to the consumer. This works formultiple passive producers and consumers as well.4.4.2 Hardware DevicesPhysical I/O devices are encapsulated in quajects called device servers. The deviceserver interface generally mirrors the basic, \raw" interface of the physical device. Its I/Ooperations typically include asynchronous read and write of �xed-length data records anddevice-speci�c query and control functions. Each device server may have its own thread(s)or not. A polling I/O server runs continuously on its own thread. An interrupt-drivenserver blocks after initialization. The server without threads runs when its physical devicegenerates an interrupt, invoking one of its callentries. Device servers are created at boottime, one server for each device, and persist until the system is shut down. Device serverscan also be added as the system runs, but this must be done from a kernel thread |currently there is no protected, user-level way to do this.Higher-level I/O streams are created by composing a device server with one or more�lter quajects. There are three important functions that a �lter quaject can perform:mapping one style of interface to another (e.g., asynchronous to synchronous), mappingone data format to another (e.g., EBCDIC to ASCII, byte-reversal), and editing data (e.g.,backspacing). For example, the Synthesis equivalent of Unix cooked tty interface is a �lterthat processes the output from the raw tty device server, bu�ers it, and performs editingas called for by the erase and kill control characters.4.5 Virtual MemoryA full discussion of virtual memory will not be presented in this dissertation becauseall the details have not been completely worked out as of the time of this writing. Here, Imerely assert that Synthesis does support virtual memory, but the model and interface arestill in 
ux.



694.6 SummaryThe positive experience in using quajects shows that a highly e�cient implementationof an object-based system can be achieved. The main ingredients of such an implementationare:� a procedural interface using callout and callentry references,� explicit callback references for asynchronous return,� run-time code generation and linking.Chapter 7 backs this up with measurements. But now, we will look at issues involvingmultiprocessors.
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5Concurrency and SynchronizationThe most exciting phrase to hear in science,the one that heralds new discoveries, is not"Eureka!" (I found it!) but \That's funny ..."| Isaac Asimov5.1 Synchronization in OS KernelsIn single-processor machines, the need for synchronization within an operating sys-tem arises because of hardware interrupts. They may happen in the middle of sensitivekernel data structure modi�cations, compromising their integrity if not properly handled.Even if the operating system supports multiprogramming, as most do, it is always an in-terrupt that causes the task switch, leading to inter-task synchronization problems.In shared-memory multiprocessors, there is interference between processors accessingthe shared memory, in addition to hardware interrupts. When di�erent threads of controlin the kernel need to execute in speci�c order (e.g., to protect the integrity of kernel datastructures), they use synchronization mechanisms to ensure proper execution ordering. Inthis chapter, we discuss di�erent ways to ensure synchronization in the kernel with emphasison the Synthesis approach based on lock-free Synchronization.



725.1.1 Disabling InterruptsIn a single-processor kernel (including most 
avors of Unix), all types of synchro-nization problems can be solved cheaply by disabling the hardware interrupts. While inter-rupts are disabled the executing procedure is guaranteed to continue uninterrupted. Sincedisabling and enabling interrupts cost only one machine instruction each, it is orders ofmagnitude cheaper than other synchronization mechanisms such as semaphores, thereforeits use is widespread. For example, 112 of the 653 procedures that make up version 3.3 ofthe Sony NEWS kernel (a BSD 4.3 derivative) disable interrupts.But synchronization by disabling interrupts has its limitations. Interrupts cannotremain disabled for too long, otherwise frequent hardware interrupts such as a fast clockmay be lost. This places a limit on the length of the execution path within critical regionsprotected by disabled interrupts. Furthermore, disabling interrupts is not always su�cient.In a shared-memory multiprocessor, data structures may be modi�ed by di�erent CPUs.Therefore, some explicit synchronization mechanism is needed.5.1.2 Locking Synchronization MethodsMutual exclusion protects a critical section by allowing only one process at a timeto execute in it. The many styles of algorithms and solutions for mutual exclusion maybe divided into two kinds: busy-waiting (usually implemented as spin-locks) and blocking(usually implemented as semaphores). Spin-locks sit in tight loops while waiting for thecritical region to clear. Blocking semaphores (or monitors) explicitly send a waiting processto a queue. When the currently executing process exits the critical section, the next processis dequeued and allowed into the critical section.The main problem with spin-locks is they waste CPU time while waiting. Thejusti�cation in multiprocessors is that the process holding the lock is running and will soonclear the lock. This assumption may be false when multiple threads are mapped to thesame physical processor, and results either in poor performance, or complicated schedulingto ensure the bad case does not happen. The main di�culty with blocking semaphores isthe considerable overhead to maintain a waiting queue and to set and reset the semaphore.Furthermore, the waiting queue itself requires some kind of lock, resulting in a catch-22situation that is resolved by disabling interrupts and spin-locks, Finally, having to choosebetween the two implementations leads to non-trivial decisions and algorithms for making



73it. Besides the overhead in acquiring and releasing locks, locking methods su�er fromthree major disadvantages: contention, deadlock, and priority inversion. Contention occurswhen many competing processes all want to access the same lock. Important global datastructures are often points of contention. In Mach, for example, a single lock serializesaccess to the global run-queue [7]. This becomes a point of contention if several processorswant to access the queue at the same time, as would occur when the scheduler clocksare synchronized. One way to reduce the lock contention in Mach relies on scheduling\hints" from the programmer. For example, hand-o� hints may give control directly to thedestination thread, bypassing the run queue. Although hints may decrease lock contentionfor speci�c cases, their use is di�cult and their bene�ts uncertain.Deadlock results when two or more processes both need locks held by the other.Typically, deadlocks are avoided by imposing a strict request order for the resources. Thisis a di�cult solution because it requires system-wide knowledge to perform a local function;this goes against the modern programming philosophy of information-hiding.Priority inversion occurs when when a low priority process in a critical section ispreempted and causes other, higher priority processes to wait for that critical section. Thiscan be particularly problematic for real-time systems where rapid response to urgent eventsis essential. There are sophisticated solutions for the priority inversion problem [8], butthey contribute to make locks more costly and less appealing.A �nal problem with locks is that they are state. In an environment that allowspartial failure | such as parallel and distributed systems | a process can set a lock andthen crash. All other processes needing that lock then hang inde�nitely.5.1.3 Lock-Free Synchronization MethodsIt is possible to perform safe updates of shared data without using locks. Herlihy [14]introduced a general methodology to transform a sequential implementation of any datastructure into a wait-free, concurrent one using the Compare-&-Swap primitive, which heshows is more powerful than test-and-set, the primitive usually used for locks. Compare-&-Swap takes three parameters: a memory location, a compare value, and an update value.If contents of the memory location is identical to the compare value, the update value isstored there and the operation succeeds; otherwise the memory location is left unchanged



74int data_val;AtomicUpdate(update_function){retry:old_val = data_val;new_val = Update_Function(old_val);if(CAS(&data_val, old_val, new_val) == FAIL)goto retry;return new_val;} Figure 5.1: Atomic Update of Single-Word DataCAS(mem_addr, compare_value, update_value){ if(*mem_addr == compare_value) {*mem_addr = update_value;return SUCCEED;} elsereturn FAIL;} Figure 5.2: De�nition of Compare-and-Swapand the operation fails.Figure 5.1 shows how Compare-&-Swap is used to perform an arbitrary atomic updateof single-word data in a lock-free manner. Initially, the current value of the word is read intoa private variable, old val. This value is passed to the update function which places itsresult in a private variable, new val. Compare-&-Swap then checks if interference happenedby testing whether the word still has value old val. If it does, then the word is atomicallyupdated with new val. Otherwise, there was interference, so the operation is retried. Forreference, Figures 5.2 and 5.3 shows the de�nition of CAS, the Compare-&-Swap function,and of CAS2, the two-word Compare-&-Swap function, which is used later.Updating data of arbitrary-length using Compare-&-Swap is harder. Herlihy's gen-eral method works like this: each data structure has a \root" pointer, which points to thecurrent version of the data structure. An update is performed by allocating new memo-ry and copying the old data structure into the new memory, making the changes, usingCompare-&-Swap to swing the root pointer to the new structure, and deallocating the old.



75CAS2(mem_addr1, mem_addr2, compare1, compare2, update1, update2){ if(*mem_addr1 == compare1 && *mem_addr2 == compare2) {*mem_addr1 = update1;*mem_addr2 = update2;return SUCCEED;} elsereturn FAIL;} Figure 5.3: De�nition of Double-Word Compare-and-SwapHe provides methods of partitioning large data structures so that not all of it needs to becopied, but in general, his methods are expensive.Herlihy de�nes an implementation of a concurrent data structure to be wait-free ifit guarantees that each process modifying the data structure will complete the operation ina �nite number of steps. He de�nes an implementation to be non-blocking if it guaranteesthat some process will complete an operation in a �nite number of steps. Both preventdeadlock. Wait-free also prevents starvation. In this paper, we use the term lock-free assynonymous with non-blocking. We have chosen to use lock-free synchronization instead ofwait-free because the cost of wait-free is much higher and the chances of starvation in anOS kernel is low | I was unable to construct a test case where that would happen.Even with the weaker goal of non-blocking, Herlihy's data structures are expensive,even when there is no interference. For example, updating a limited-depth stack is im-plemented by copying the entire stack to a newly allocated block of memory, making thechanges on the new version, and switching the pointer to the stack with a Compare-&-Swap.This cost is much too high, and we want to �nd ways to reduce it.5.1.4 Synthesis ApproachThe Synthesis approach to synchronization is motivated by a desire to do each jobusing the minimum resources. The previous sections outlined the merits and problems ofvarious synchronization methods. Here are the ideas that guided our search for a synchro-nization primitive for Synthesis:� We wanted a synchronization method that avoids the problem of priority inversion soas to simplify support of real-time signal processing.



76 � We did not want to disable interrupts because we wanted to support I/O devices thatinterrupt at a very high rate, such as the Sound-IO devices. Also, disabling interruptsby itself does not work for multiprocessors.� We wanted a synchronization method that does not have the problem of deadlock.The reason is that we wanted as much 
exibility as possible to examine and modifyrunning kernel threads. We wanted to be able to suspend threads to examine theirstate without a�ecting the rest of the system.Given these desires, lock-free synchronization is the method of choice. Lock-freesynchronization does not have the problems of priority inversion and deadlock. I also feelit leads to more robust code because there can never be the problem of a process gettingstuck and hanging while holding a lock.Unfortunately, Herlihy's general wait-free methods are too expensive. So insteadof trying to implement arbitrary data structures lock-free, we take a di�erent tack: Weask \what data structures can be implemented lock-free, e�ciently?" We then build thekernel out of these structures. This di�ers from the usual way: typically, implementorsselect a synchronization method that works generally, such as semaphores, then use thateverywhere. We want to use the cheapest method for each job. We rely on the quajectstructuring of the kernel and on code synthesis to create special synchronization for eachneed. The job is made easier because the Motorola 68030 processor supports a two-wordCompare-&-Swap operation. It is similar in operation to the one-word Compare-&-Swap,except that two words are compared, and if they both match, two updates are performed.Two-word Compare-&-Swap lets us e�ciently implement many basic data structures suchas stacks, queues, and linked lists because we can atomically update both a pointer and thelocation being pointed to in one step. In contrast, Herlihy's algorithms, using single-wordCompare-&-Swap, must resort to copying.The �rst step is to see if synchronization is necessary at all. Many times the need forsynchronization can be avoided through code isolation, where only specialized code that isknown to be single-threaded handles the manipulation of data. An example of code isolationis in the run-queue. Typically a run-queue is protected by semaphores or spin-locks, such asin the Unix and Mach implementations [7]. In Synthesis, only code residing in each elementcan change it, so we separate the run-queue traversal, which is done lock-free, safely and



77concurrently, from the queue element update, which is done locally by its associated thread.Another example occurs in a single-producer, single-consumer queue. As long as the queueis neither full nor empty, the producer and consumer work on di�erent parts of it and neednot synchronize.Once it has been determined that synchronization is unavoidable, the next step is totry to encode the shared information into one or two machine words. If that succeeds, thenwe can use Compare-&-Swap on the one or two words directly. Counters, accumulators,and state-
ags all fall in this category. If the shared data is larger than two words, thenwe try to encapsulate it in one of the lock-free quajects we have designed, explained in thenext section: LIFO stacks, FIFO queues, and general linked lists. If that does not work,we try to partition the work into two pieces, one part that can be done lock-free, such asenqueueing the work and setting a \work-to-be-done" 
ag, and another part that can bepostponed and done at a time when it is known interference will not happen (e.g., codeisolation). Suspending of threads, which is discussed in Section 5.3.2, follows this idea |a thread is marked suspended; the actual removal of the thread from the run-queue occurswhen the thread is next scheduled.When all else fails, it is possible to create a separate thread that acts as a server toserialize the operations. Communication with the server happens using lock-free queues toassure consistency. This method is used to update complex data structures, such as thosein the VT-100 terminal emulator. Empirically, I have found that after all the other causesof synchronization have been eliminated or simpli�ed as discussed above, the complex datastructures that remain are rarely updated concurrently. In these cases, we can optimize,dispensing with the server thread except when interference occurs. Invoking an operationsets a \busy" 
ag and then proceeds with the operation, using the caller's thread to do thework. If a second thread now attempts to invoke an operation on the same data, it sees thebusy-
ag set, and instead enqueues the work. When the �rst thread �nishes the operation,it sees a non-empty work queue, and spawns a server thread to process the remaining work.This server thread persists as long as there is work in the queue. When the last request hasbeen processed, the server dies.In addition to using only lock-free objects and optimistic critical sections, we alsotry to minimize the length of each critical section to decrease the probability of retries. Thelonger a process spends in the critical section, the greater the chance of outside interferenceforcing a retry. Even a small decrease in length can have a profound e�ect on retries.



78Insert(elem){retry:old_first = list_head;*elem = old_firstif(CAS(&list_head, old_head, elem) == FAIL)goto retry;}Delete(){retry:old_first = list_head;if(old_first == NULL)return NULL;second = *old_first;if(CAS2(&list_head, old_first, old_head, second, second, 0) == FAIL)goto retry;return old_first;} Figure 5.4: Insert and Delete at Head of Singly-Linked ListSometimes a critical section can be divided into two shorter ones by �nding a consistentintermediate state. Shifting some code between readers and writers will sometimes producea consistent intermediate state.5.2 Lock-Free QuajectsThe Synthesis kernel is composed of quajects , chunks of code with data structures.Some quajects represent OS abstractions, such as threads, memory segments, and I/Odevices described earlier in Chapter 4. Other quajects are instances of abstract data typessuch as stacks, queues, and linked lists, implemented in a concurrent, lock-free manner,This section describes them.5.2.1 Simple Linked ListsFigure 5.4 shows a lock-free implementation of insert and delete at the head of asingly-linked list. Insert reads the address of the list's �rst element into a private variable(old_first), copies it into the link �eld of the new element to be inserted, and then usesCompare-&-Swap to atomically update the list's head pointer if it had not been changedsince the initial read. Insert and delete to the end of the list can be carried out in a similarmanner, by maintaining a list-tail pointer. This method is similar to that suggested in the



79Push(elem){retry:old_SP = SP;new_SP = old_SP - 1;old_val = *new_SP;if(CAS2(&SP, new_SP, old_SP, old_val, new_SP, elem) == FAIL)goto retry;}Pop(){retry:old_SP = SP;new_SP = old_SP + 1;elem = *old_SP;if(CAS2(&SP, old_SP, old_SP, elem, new_SP, elem) == FAIL)goto retry;return elem;} Figure 5.5: Stack Push and Pop68030 processor handbook [21].5.2.2 Stacks and QueuesOne can implement a stack using insert and delete to the head of a linked list, usingthe method of the previous section. But this requires node allocation and deallocation,which adds overhead. So I found a way of doing an array-based implementation of a stackusing two-word Compare-&-Swap. This implementation also has the advantage that itworks on the hardware-de�ned processor stacks, which is important for delivering signalsto threads. I believe this is a new result, though not a \big" one.Figure 5.5 shows a lock-free implementation of a stack. Pop is implemented in almostthe same way as a counter increment. The current value of the stack pointer is read into aprivate variable, which is de-referenced to get the top item on the stack and incremented pastthat item. The stack pointer is then updated using Compare-&-Swap to test for interferingaccesses and retry when they happen.Push is more complicated because it must atomically update two things: the stackpointer and the top item on the stack. This needs a two-word Compare-&-Swap. Thecurrent stack pointer is read into a private variable and decremented, placing the resultinto another private variable. This decremented stack pointer contains the memory addresswhere the new item will be put. But �rst, the data at this address is read into a third



80Put(elem){retry:old_head = Q_head;new_head = old_head + 1;if(new_head >= Q_end)new_head = Q_begin;if(new_head == Q_tail)return FULL;old_elem = *new_head;if(CAS2(&Q_head, new_head, old_head, old_elem, new_head, elem) == FAIL)goto retry;}Get(){retry:old_tail = Q_tail;if(old_tail == Q_head)return EMPTY;elem = *old_tail;new_tail = old_tail + 1;if(new_tail >= Q_end)new_tail = Q_begin;if(CAS2(&Q_tail, old_tail, old_tail, elem, new_tail, elem) == FAIL)goto retry;return elem;} Figure 5.6: Queue Put and Getprivate variable, then the new item stored there and the stack pointer updated using aa two-word Compare-&-Swap. (The data must be read to give Compare-&-Swap-2 twocomparison values. Compare-&-Swap-2 always performs two tests; sometimes one of themis undesirable.)Figure 5.6 shows a lock-free implementation of a circular queue. It is very similar tothe stack implementation, and will not be discussed further.5.2.3 General Linked ListsThe \simple" linked lists described earlier allow operations only on the head and tailof the list. General linked lists also allow operations on interior nodes.Deleting nodes at the head of a list is easy. Deleting an interior node of the list is muchharder because the permanence of its neighbors is not guaranteed. Linked list traversal inthe presence of deletes is hard for a similar reason | a node may be deleted and deallocatedwhile another thread is traversing it. If a deleted node is then reallocated and reused forsome other purpose, its new pointer values may cause invalid memory references by the



81VisitNextNode(current){ nextp = & current->next; // Point to current node's next-node fieldretry:next_node = *nextp; // Point to the next nodeif(next_node != NULL) { // If node exists...refp = & next_node->refcnt; // Point to next node's ref. count fieldold_ref = *refp; // Get value of next node's ref. countnew_ref = old_ref + 1; // And incrementif(CAS2(nextp, refp, next_node, old_ref, next_node, new_ref) == FAIL)goto retry;}return next_node;}ReleaseNode(current){ refp = & current->refcnt; // Point to current node's ref. count fieldretry:old_ref = *refp; // Get value of current node's ref. countnew_ref = old_ref - 1; // ... Decrementif(CAS(old_ref, new_ref, refp) == FAIL)goto retry;if(new_ref == 0) {Deallocate(current);return NULL;} else {return current;}} Figure 5.7: Linked List Traversalother thread still traversing it.Herlihy's solution [14] uses reference counts. The idea is to keep deleted nodes\safe." A deleted node is safe if its pointers continue to be valid; i.e., pointing to nodes thateventually take it back to the main list where the Compare-&-Swap will detect the changeand retry the operation. Nodes that have been deleted but not deallocated are safe.Figure 5.7 shows an implementation of Herlihy's idea, simpli�ed by using a two-wordCompare-&-Swap. Visiting a node loads the pointer and increments the reference count.Leaving a node decrements the reference count. A deleted node is not actually freed until thereference count reaches zero. Deleting a node still requires the permanence of its neighbors.We do this in two steps: (1) mark the nodes to be deleted and leave them in the list; (2) ifthe previous node is not marked for deletion, sit on it and delete the original node markedfor deletion. Since step 2 may require going back through the list an arbitrary numberof nodes, usually we do step 2 the next time we traverse the list to avoid the overhead oftraversing the list just for deletion.



82 Operation Non Sync Locked Lock-freenoretry Lock-freeoneretrynull procedure callin C 1.4 | | |Increment counter 0.3 2.4 1.3 2.3Linked-list Insert 0.6 2.7 1.4 2.3Linked-list Delete 1.0 3.2 2.1 4.1Circular-Queue Insert 2.0 4.2 3.3 6.0Circular-Queue Delete 2.1 4.3 3.3 6.0Stack Push 0.7 2.8 2.0 3.5Stack Pop 0.7 2.8 2.0 3.5get semaphoreSony NEWS, Unix 8.7 | | |Times in microseconds68030 CPU, 25MHz, 1-wait-state main memory, cold cacheTable 5.1: Comparison of Di�erent Synchronization MethodsOptimizations are possible if we can eliminate some sources of interference. In theSynthesis run queue, for example, there is only one thread visiting a TTE at any time.So we simplify the implementation to use a binary marker instead of counters. We setthe mark when we enter the node using a two-word Compare-&-Swap. This is easier thanincrementing a counter because we don't have to read the mark beforehand { it must bezero to allow entrance. Non-zero means that node is being visited by some other processor,so we skip to the next one and repeat the test.5.2.4 Lock-Free Synchronization OverheadTable 5.1 shows the overhead measured for the lock-free objects described in thissection, and compares it with the overhead of two other implementations: one using locking



83and one that is not synchronized. The column labeled \Non Sync" shows the time takento execute the operation without synchronization. The column labeled \Locked" shows thetime taken by a locking-based implementation of the operation without interference. Thecolumn labeled \Lock-freenoretry" shows the time taken by the lock-free implementationwhen there is no interference. The column labeled \Lock-freeoneretry" shows the time takenwhen interference causes the �rst attempt to retry, with success on the second attempt.1 Forreference, the �rst line of the table gives the cost of a null procedure call in the C language,and the last line gives the cost of a get semaphore operation in Sony's RTX kernel. (TheRTX kernel runs in the I/O processor of Sony's dual-processor workstation, and is meantto be a light-weight kernel.)The numbers shown are for in-line assembly-code implementation and assume apointer to the relevant data structure already in a machine register. The lock-free codemeasured is the same as that produced by the Synthesis kernel code generator. The non-synchronized code is the best I've been able to do writing assembler by hand. The lock-based code is the same as the non-synchronized, but preceded by some code that disablesinterrupts and then obtains a spinlock, and followed by code to clear the spinlock and re-enable interrupts. The reasoning behind disabling interrupts is to make sure that the threaddoes not get preempted in its critical section, guaranteeing that the lock is cleared quickly.This represents good use of spin-locks, since any contention quickly passes.Besides avoiding the problems of locking, the table shows that the lock-free imple-mentation is actually faster than the lock-based one, even in the case of no interference. Infact, the performance of lock-free in the presence of interference is comparable to lockingwithout interference.Let us study the reason for this surprising result. Figures 5.8 and 5.9 show the actualcode that was measured for the linked-list delete operation. Figure 5.8 shows the lock-freecode, while Figure 5.9 shows the locking-based code. The lock-free code closely follows theprinciples of operation described earlier. The lock-based code begins by disabling processorinterrupts to guarantee that the process will not be preempted. It then obtains the spin-lock; interference at this point is limited to that from other CPUs in a multiprocessor, andthe lock should clear quickly. The linked-list delete is then performed, followed by clearing1This case is produced by generating an interfering memory reference between the initial read and theCompare-&-Swap. The Quamachine's memory controller, implemented using programmable gate arrays, letsus do things like this. Otherwise the interference would be very di�cult to produce and measure.



84retry: move.l (head),d1 // Get head node into reg. d1move.l d1,a0 // ... copy to register 'a0'beq empty // ... jump if list emptylea (a0,next),a2 // Get address of head node's next ptr.move.l (a2),d2 // Get 2nd node in list into reg. d2cas2.l d1:d2,d2:d2,(head):(a2) // Update head if both nodes still samebne retry // ... go try again if unsucessfulFigure 5.8: Lock-Free Delete from Head of Singly-Linked Listmove.w %sr,d0 // Save CPU status reg. in reg. d0or.w #0x0700,%sr // Disable interrupts.spin: tas lock // Obtain lockbne spin // ... busy waitmove.l (head),a0 // Get head node into reg. a0tst.l a0 // Is there a node?bne go // ... yes, jumpclr.l lock // ... no: Clear the lockmove.w d0,%sr // Reenable interruptsbra empty // Go to 'empty' callbackgo: move.l (a0,next),(head)// Make 'head' point to 2nd nodeclr.l lock // Clear the lockmove.w d0,%sr // Reenable interruptsFigure 5.9: Locked Delete from Head of Singly-Linked Listthe lock and reenabling interrupts. (Don't be fooled by its longer length: part of the codeis executed only when the list is empty.)Accounting for the costs, the actual process of deleting the element from the listtakes almost the same time for both versions, with the the lock-free code taking a few cycleslonger. (This is because the Compare-&-Swap instruction requires its compare-operands tobe in D registers while indirection is best done through the A registers, whereas the lock-based code can use whatever registers are most convenient.) The cost advantage of lock-freecomes from the much higher cost of obtaining and clearing the lock compared to the costof Compare-&-Swap. The two-word Compare-&-Swap instruction takes 26 machine cyclesto execute on the 68030 processor. By comparison, obtaining and then clearing the lockcosts 46 cycles, with the following breakdown: 4 to save the CPU status register; 14 todisable interrupts; 12 to obtain the lock; 6 to clear the lock following the operation; and10 to reenable interrupts. (For reference, fetching from memory costs 6 cycles and a single



85word Compare-&-Swap takes 13 cycles.)Some people argue that one should not disable interrupts when obtaining a lock.They believe it is better to waste time spin-waiting in the rare occasion that the processholding the lock is preempted, than to pay the disable/enable costs each time.2 I disagree.I believe that in operating systems, it is better that an operation perhaps cost a little more,than to have it be a little faster but occasionally exhibit very high cost. Repeatabilityand low variance are often times as important if not more important than low averagecost. Furthermore, allowing interrupts in a critical section opens the possibility that aprocess which has been interrupted might not return to release the lock. The user may havetyped Control-C, for example, terminating the program. Recovering from this situation orpreventing it from happening requires tests and more code which adds to the cost | if notto the lock itself, then somewhere else in the system.5.3 ThreadsThis section describes how thread operations can be implemented so they are lock-free and gives timing �gures showing their cost.5.3.1 Scheduling and DispatchingSection 3.3.2 described how thread scheduling and dispatching works using an ex-ecutable data structure to speed context switching. Each thread is described by a threadtable entry (TTE). The TTE contains the thread-speci�c procedures implementing the dis-patcher and scheduler, the thread context save area, and other thread-speci�c data. Thedispatcher is divided into two halves: the switch-out routine, which is executed from thecurrently running thread's TTE and which saves the thread's context; and the switch-inroutine, which is executed from the new thread's TTE and loads new thread's context andinstalls its switch-out routine into the quantum clock interrupt handler.In the current version of Synthesis, the TTEs are organized into multiple levels of run-queues for scheduling and dispatching. The idea is that some threads need more frequentattention from the CPU than others, and we want to accommodate this while maintainingan overall round-robin-like policy that is easy to schedule cheaply. The policy works like2for the data structures of interest here, not disabling interrupts makes the cost of locking when noprocess is preempted very nearly identical to the cost of lock-free.



86this: on every second context switch, a thread from level 0 is scheduled, in round-robinfashion. On every fourth context switch, a thread from level 1 is scheduled, also in round-robin fashion. On every eighth context switch, a thread from level 2 is scheduled. And soon, for 8 levels. Each level gets half the attention of the previous level. If there are nothreads at a particular level, that level's quanta is distributed among the rest of the levels.A global counter and a lookup table tells the dispatcher which level's queue is next.The lookup table contains the scheduling policy described above | a 0 every other entry,1 every fourth entry, 2 every eighth entry, like this: (0; 1; 0; 2; 0; 1; 0; 3; 0; 1; � � �). Using thecounter to follow the priority table, the kernel dispatches a thread from level 0 at everysecond context-switch, from level 1 at every fourth context-switch, level 2 at every eighth,and so on.When multiple CPUs attempt to dispatch threads from the run-queues, each activedispatcher (switch-out routine) acquires a new TTE by marking it using Compare-&-Swap.If successful, the dispatcher branches to the switch-in routine in the marked TTE. Otherwise,some other dispatcher has just acquired the attempted TTE, so this dispatcher moves on totry to mark the next TTE. The marks prevent other dispatchers from accessing a particularTTE, but not from accessing the rest of the run queues.5.3.2 Thread OperationsWe now explain how the other thread operations are made lock-free. The generalstrategy is the same. First, mark the intended operation on the TTE. Second, perform theoperation. Third, check whether the situation has changed. If negative, the operation isdone. If positive, retry the operation. An important observation is that all state transitionsand markings are done atomically through Compare-&-Swap.Figure 5.10 shows the thread state-transition diagram for the suspend and resumeoperations.Suspend: The thread-suspend procedure sets the STOPME 
ag in the targetthread's TTE indicating that it is to be stopped. If the target thread is currently run-ning on a di�erent CPU, a hardware interrupt is sent to that CPU by writing to a specialI/O register, forcing a context-switch. We optimize the case when a thread is suspendingitself by directly calling the scheduler instead. Thread-suspend does not actually removethe thread from the run-queue.
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Numbers in parenthesis: (STOPME,STOPPED)Figure 5.10: Thread State Transition DiagramWhen a scheduler encounters a thread with the STOPME 
ag set, it removes itsTTE from the run-queue and sets the STOPPED 
ag to indicate that the thread has beenstopped. This is done using the two-word compare-and-swap instruction to synchronizewith other CPU's schedulers that may be operating on the adjacent queue elements. Themark on the TTE guarantees that only one CPU is visiting each TTE at any given time.This also makes the delete operation safe.Resume: First, the STOPME and STOPPED 
ags are read and the STOPME 
agis cleared to indicate that the thread is ready to run. If the previously-read STOPPED
ag indicates that the thread had not yet been removed from the run-queue, we are done.Otherwise, we remove the TTE and insert the thread directly into the run queue. The mainproblem we have to avoid is the case of a neighboring TTE being deleted due to the threadbeing killed. To solve that problem, when a thread is killed, we mark its TTE as \killed,"but do not remove it from the run-queue immediately. When a dispatcher realizes the nextTTE is marked \killed" during a context switch, it can safely remove it.Signal: Thread-signal is synchronized in a way that is similar to thread-resume.Each thread's TTE has a stack for pending signals which contains addresses of signal-handlerprocedures. Thread-signal uses a two-word Compare-&-Swap to push a new procedureaddress onto this stack. It then sets a signal-pending 
ag, which the scheduler tests. Thescheduler removes procedures from the pending-signal stack, one at a time, and constructs



88 Thread Operation Time (�s)Createshared vector table 19.2Createseparate vector table 97Destroy 2.2 + 6.1 in dispatcherSuspend 2.2 + 3.7 in dispatcherResume 3.0 if in Q; 6.6 not in QSignal 4.6 + 4.4 in schedulerStep (no FP, no VM switch) 25Table 5.2: Thread operationsprocedure call frames on the thread's runtime stack to simulate the thread having calledthat procedure.Step: Thread-step is intended for instruction-at-a-time debugging; concurrent callsdefeats its purpose. So we do not give any particular meaning to concurrent calls of thisfunction except to preserve the consistency of the kernel. In the current implementation,all calls after the �rst fail. We implement this using an advisory lock.5.3.3 Cost of Thread OperationsTable 5.2 shows the time taken to perform the various thread operations implementedusing the lock-free synchronization methods of this chapter. They were measured on theSony NEWS 1860 machine, a dual 68030 each at 25 MHz, with no interference from theother processor.Thread suspend, destroy, and signal have been split into two parts: the part doneby the requester and the part done by the dispatcher. The time for these are given in theform \X + Y ," the �rst number is the time taken by the requester, the second number isthe time taken by the dispatcher. Thread resume has two cases, the case where the threadhad been stopped but the scheduler had not removed it from the run queue yet, shownby the �rst number, and the case where it was removed from the run queue and must bere-inserted, shown by the second number.



89Type of context switch Synthesis V.1Integer registers only 14Floating-point 56Integer, change address space 20 + 1:6 � TLB fillFloating-point, change address space 60 + 1:6 � TLB fillTable 5.3: Overhead of Thread Scheduling and Context SwitchThread create has been made signi�cantly faster with a copy-on-write optimization.Recall from Section 4.3 that each thread has a separate vector table. The vector tablecontains pointers to synthesized routines that handle the various system calls and hardwareinterrupts. These include the 16 system-call trap vectors, 21 program exception vectors, 19vectors for hardware failure detection, and, depending on the hardware con�guration, from8 to 192 interrupt vectors. This represents a large amount of state information that had tobe initialized | 1024 bytes.Newly-created threads point their vector table to the vector table of their creatorand defer the creation of their own until they need to change the vector table. There areonly two operations that change a thread's vector table: opening and closing quajects. If aquaject is not to be shared, open and close test if the TTE is being shared, and if so they�rst make a copy of the TTE and then modify the new copy. Alternatively, several threadsmay share the changes in the common vector table. For example, threads can now performsystem calls such as open file and naturally share the resulting �le access procedures withthe other threads using the same vector table.Table 5.3 shows the cost of context switching and scheduling. Context-switch issomewhat slower than shown earlier, in Table 3.3, because now we schedule from multiplerun queues, and because there is synchronization that was not necessary in the single-CPUversion discussed in Section 3.3.2. When changing address spaces, loading the memorymanagement unit's translation table pointer and 
ushing the translation cache increasesthe context switch time. Extra time is then used up to �ll the translation cache. This is the\+1:6 �TLB fill" time. Depending on the thread's locality of reference, this can be as low



90as 4:5 microseconds for 3 pages (code, global data, and stack) to as high as 33 microsecondsto �ll the entire TLB cache.5.4 SummaryWe have used only lock-free synchronization techniques in the implementation of Syn-thesis multiprocessor kernel on a dual-68030 Sony NEWS workstation. This is in contrastto other implementations of multiprocessor kernels that use locking. Lock-based synchro-nization methods such as disabling interrupts, spin-locking, and waiting semaphores havemany problems. Semaphores carry high management overhead and spin-locks may wastesigni�cant amount of CPU. (A typical argument for spin-locks is that the processor wouldbe idle otherwise. This may not apply for synchronization inside the kernel.) A complete-ly lock-free implementation of a multiprocessor kernel demonstrates that synchronizationoverhead can be reduced, concurrency increased, deadlock avoided, and priority inversioneliminated.This completely lock-free implementation is achieved with a careful kernel designusing the following �ve-point plan as a guide:� Avoid synchronization whenever possible.� Encode shared data into one or two machine words.� Express the operation in terms of one or more fast lock-free data structure operations.� Partition the work into two parts: a part that can be done lock-free, and a part thatcan be postponed to a time when there can be no interference.� Use a server thread to serialize the operation. Communications with the server hap-pens using concurrent, lock-free queues.First we reduced the kind of data structures used in the kernel to a few simple abstract datatypes such as LIFO stacks, FIFO queues, and linked lists. Then, we restricted the uses ofthese abstract data types to a small number of safe interactions. Finally we implementede�cient special-purpose instances of these abstract data types using single-word and double-word Compare-&-Swap. The kernel is fully functional, supporting threads, virtual memory,and I/O devices such as window systems and �le systems. The measured numbers show the



91very high e�ciency of the implementation, competitive with user-level thread managementsystems.Two lessons were learned from this experience. The �rst is that a lock-free im-plementation is a viable and desirable alternative to the development of shared-memorymultiprocessor kernels. The usual strategy | to evolve a single-processor kernel into a mul-tiprocessor kernel by surrounding critical sections with locks | carries some performancepenalty and potentially limits the system concurrency. The second is that single and doubleword Compare-&-Swap are important for lock-free shared-memory multiprocessor kernels.Architectures that do not support these instructions may su�er performance penalties ifoperating system implementors are forced to use locks. Other synchronization instructions,such as the Load-Linked/Store-Conditional found on the MIPS processor, may also yielde�cient lock-free implementations.
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6Fine-Grain SchedulingThere's no sense in being precise when youdon't even know what you're talking about.| John von Neumann6.1 Scheduling Policies and MechanismsThere are two parts to scheduling: the policy and the mechanism. The policy deter-mines when a job should run and for how long. The mechanism implements the policy.Traditional scheduling mechanisms have high overhead that discourages frequentscheduler decision making. Consequently, most scheduling policies try to minimize theiractions. We observe that high scheduling and dispatching overhead is a result of imple-mentation, not an inherent property of all scheduling mechanisms. We call schedulingmechanisms �ne-grain if their scheduling/dispatching costs are much lower than a typicalCPU quantum, for example, context switch overhead of tens of microseconds compared toCPU quanta of milliseconds.Traditional timesharing scheduling policies use some global property, such as jobpriority, to reorder the jobs in the ready queue. A scheduling policy is adaptive if the globalproperty is a function of the system state, such as the total amount of CPU consumed by



94the job. A typical assumption in global scheduling is that all jobs are independent of eachother. But in a pipeline of processes, where successive stages are coupled through theirinput and output, this assumption does not hold. In fact, a global adaptive schedulingalgorithm may lower the priority of a CPU-intensive stage, making it the bottleneck andslowing down the whole pipeline.To make better scheduling decisions for I/O-bound processes, we take into accountlocal information and coupling between jobs in addition to the global properties. We callsuch scheduling policies �ne-grain because they use local information. An example of in-teresting local information is the amount of data in the job's input queue: if it is empty,dispatching the job will merely block for lack of input. This chapter focuses on the couplingbetween jobs in a pipeline using as the local information the amount of data in the queueslinking the jobs.Fine-grain scheduling is implemented in the Synthesis operating system. The ap-proach is similar to feedback mechanisms in control systems. We measure the progress ofeach job and make scheduling decisions based on the measurements. For example, if thejob is \too slow," say because its input queue is getting full, we schedule it more often andlet it run longer. The measurements and adjustments occur frequently, accurately trackingeach job's needs.The key idea in �ne-grain scheduling policy is modeled after the hardware phaselocked loop (PLL). A PLL outputs a frequency synchronized with a reference input fre-quency. Our software analogs of the PLL track a reference stream of interrupts to generatea new stable source of interrupts locked in step. The reference stream can come from a vari-ety of sources, for example an I/O device, such as disk index interrupts that occur once everydisk revolution, or the interval timer, such as the interrupt at the end of a CPU quantum.For readers unfamiliar with control systems, the PLL is summarized in Section 6.2.Fine-grain scheduling would be impractical without fast interrupt processing, fastcontext switching, and low dispatching overhead. Interrupt handling should be fast, since itis necessary for dispatching another process. Context switch should be cheap, since it occursoften. The scheduling algorithm should be simple, since we want to avoid a lengthy searchor calculations for each decision. Chapter 3 already addressed the �rst two requirements.Section 6.2.3 shows that the scheduling algorithms are simple.



95input-'& $%phasecomparator(Kd)+ � Volt- Filter(F (S)) Volt- VCO(K0=S) outputfrequency-��N(1=N)6 Figure 6.1: PLL Picture6.2 Principles of Feedback6.2.1 Hardware Phase Locked LoopFigure 6.1 shows the block diagram of a PLL. The output of the PLL is an internally-generated frequency synchronized to a multiple of the external input frequency. The phasecomparator compares the current PLL output frequency, divided by N , to the input fre-quency. Its output is proportional to the di�erence in phase (frequency) between its twoinputs, and represents an error signal that indicates how to adjust the output to bettermatch the input. The �lter receives the signal from the phase comparator and tailors thetime-domain response of the loop. It ensures that the output does not respond too quicklyto transient changes in the input. The voltage-controlled oscillator (VCO) receives the �l-tered signal and generates an output frequency proportional to it. The overall loop operatesto compensate the variations on input, so that if the output rate is lower than the inputrate, the phase comparator, �lter, and oscillator work together to increase the output rateuntil it matches the input. When the two rates match, the output rate tracks the inputrate and the loop is said to be locked to the input rate.6.2.2 Software FeedbackThe Synthesis �ne-grain scheduling policies have the same three elements as thehardware PLL. They track the di�erence between the running rate of a job and the referenceframe in a way analogous to the phase comparator. They use a �lter to dampen theoscillations in the di�erence, like the PLL �lter. And they re-schedule the running job to
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Figure 6.2: Relationship between ILL and FLLminimize its error compared to the reference, in the same way the VCO adjusts the outputfrequency.Let us consider a practical example from a disk driver: we would like to know whichsector is under the disk head to perform rotational optimization in addition to the usualseek optimizations. This information is not normally available from the disk controller.But by using feedback, we can derive it from the index-interrupt that occurs once per diskrevolution, supplied by some ESDI disk controllers. The index-interrupt supplies the inputreference. The rate divider, N , is set to the number of sectors per track. An interval timerfunctions as the VCO and generates periodic interrupts corresponding to the passage of newsectors under the drive head. The phase comparator and �lter are algorithms described inSection 6.2.3.When we use software to implement the PLL idea, we �nd more 
exibility in mea-surement and control. Unlike hardware PLLs, which always measure phase di�erences,software can measure either the frequency of the input (events per second), or the timeinterval between inputs (seconds per event). Analogously, we can adjust either the fre-quency of generated interrupts or the intervals between them. Combining the two kindsof measurements with the two kinds of adjustments, we get four kinds of software lockedloops. This dissertation looks only at software locked loops that measure and adjust thesame variable. We call a software locked loop that measures and adjusts frequency an FLL(frequency locked loop) and a software locked loop that measures and adjusts time intervalsan ILL (interval locked loop).



97In general, all stable locked loops minimize the error (feedback signal). Concretely,an FLL measures frequency by counting events, so its natural behavior is to maintain thenumber of events (and thus the frequency) equal to the input. An ILL measures intervals,so its natural behavior is to maintain the interval between consecutive output interruptsequal to the interval between inputs. At �rst, this seems to be two ways of looking at thesame thing. And if the error were always zero, it would be. But when a change in the inputhappens, there is a period of time when the loop oscillates before it converges to the newoutput value. During this time, the di�erences between ILL and FLL show up. An FLLtends to maintain the correct number of events, although the interval between them mayvary from the ideal. An ILL tends to maintain the correct interval, even though it mightmean losing some events to do so.This natural behavior can be modi�ed with �lters. The overall response of a softwarelocked loop is determined by the kind of �lter it uses to transform measurements intoadjustments. A low-pass �lter makes the FLL output frequency or the ILL output intervalsmore uniform, less sensitive to transient changes in the input. But it also delays the responseto important changes in the input. An integrator �lter allows the loop to track linearlychanging input without error. Without an integrator, only constant input can be trackederror-free. Two integrators allows the loop to track quadratically changing input withouterror. But too many integrators tend to make the loop less stable and lengthens the timeit takes to converge. A derivative �lter improves response to sudden changes in the input,but also makes the loop more prone to noise. Like their hardware analogs, these �lters canbe combined to improve both the response time and stability of the SLL.6.2.3 FLL ExampleFigure 6.3 shows the general algorithm for an FLL that generates a stream of inter-rupts at four times the rate of a reference stream. The procedure i1 services the referencestream of interrupts, while the procedure i2 services the generated stream. The variablefreq holds the frequency of i2 interrupts and is updated whenever i1 or i2 runs. Thevariable residue keeps track of di�erences between i1 and i2, serving the role of the phasecomparator in a hardware PLL. Each time i1 executes, it adds 4 to residue. Each timei2 executes, it subtracts 1 from residue. The Filter function determines how the residuea�ects the frequency adjustments.



98int residue=0, freq=0;/* Master (reference frame) */ /* Slave (derived interrupt) */i1() i2(){ {residue += 4; residue--;freq += Filter(residue); freq += Filter(residue);. .. <do work><do work> .. next_time = NOW + 1/freq;. schedintr(i2, next_time);return; return;} }Figure 6.3: General FLLLoPass(x){ static int lopass;lopass = (7*lopass + x) / 8;return lopass;} Figure 6.4: Low-pass FilterIf i2 and i1 were running at the perfect relative rate of 4 to 1, residue would tend tozero and freq would not be changed. But if i2 is slower than 4 times i1, residue becomespositive, increasing the frequency of i2 interrupts. Similarly, if i2 is faster than 4 timesi1, i2 will be slowed down. As the di�erence in relative speeds increases, the correctionbecomes correspondingly larger. As i1 and i2 approach the exact ratio of 1:4, the di�erencedecreases and we reach the minimum correction with residue being decremented by oneand incremented by four, cycling between �2 and +2. Since residue can never convergeto zero | only hover around it | the i2 execution frequency will always jitter slightly.In practice, residue would be scaled down by an appropriate factor so that the jitter isnegligible.Figures 6.4, 6.5, and 6.6 show some simple �lters that can be used alone or incombination to improve the responsiveness and stability of the FLL. In particular, the low-pass �lter shown in Figure 6.4 helps eliminate the jitter mentioned earlier at the expenseof a longer settling time. The variable lopass keeps a \history" of what the most recentresidues were. Each update adds 1=8 of the new residue to 7=8 of the old lopass. Thishas the e�ect of taking a weighted average of recent residues. When residue is positive



99Integrate(x){ static int accum;accum = accum + x;return accum;} Figure 6.5: Integrator FilterDeriv(x){ static int old_x;int dx;dx = x - old_x;old_x = x;return dx;} Figure 6.6: Derivative Filterfor many iterations, as is the case when i2 is too slow, lopass will eventually be equalto residue. But if residue oscillates rapidly, as in the situation described in the previousparagraph, lopass will go to zero. The derivative is never used alone, but can be used incombination with other �lters to improve response to rapidly-changing inputs.6.2.4 Application DomainsWe choose between measuring and adjusting frequency and intervals depending onthe desired accuracy and application. Accuracy is an important consideration because wecan measure only integer quantities: either the number of events (frequency), or the clockticks between events (interval). We would like to measure the larger quantity of the twosince it carries higher accuracy.Let us consider a scenario that favors ILL. Suppose you have a microsecond-resolutioninterval timer and the input event occurs about once per second. To make the outputinterval match the input interval, the ILL measures second-long intervals with a microsecondresolution timer, achieving high accuracy with few events. Consequently, ILL stabilizes veryquickly. In contrast, by measuring frequency (counting events), an FLL needs more eventsto detect and adjust the error signal. Empirically, it takes about 50 input events (in about50 seconds) for the output to stabilize to within 10% of the desired value.



100 A second scenario favors FLL. Suppose you have an interval timer with the resolutionof one-sixtieth of a second. The input event occurs 30 times a second. Since the FLL isindependent of timer resolution, its output will still stabilize to within 10% after seeingabout 50 events (in about 1.7 seconds). However, since the event interval is comparableto the resolution of the timer, an ILL will su�er loss of accuracy. In this example, themeasured interval will be either 1, 2 or 3 ticks, depending on the relative timing betweenthe clock and input. Thus the ILL's output can have an error of as much as 50%.Generally, slow input rates and high resolution timers favor ILL, while high inputrates and low resolution timers favor FLL. Sometimes the problem at hand forces a particu-lar choice. For example, in queue handling procedures, the number of get-queue operationsmust equal the number of put-queue operations. This forces the use of an FLL, since theactual number of events control the actions. In another example, subdivision of a timeinterval (like in the disk sector �nder), an ILL is best.6.3 Uses of Feedback in SynthesisWe have used feedback-based scheduling policies for a wide variety of purposes inSynthesis. These are:� An FLL in the thread scheduler to support real-time signal-processing applications.� An ILL rhythm tracker for a special e�ects sound processing program.� A digital oversampling �lter for a CD player. An FLL adjusts the �lter I/O rate tomatch the CD player.� An ILL that adjusts itself to the disk rotation rate, generating an interrupt a fewmicroseconds before each sector passes under the disk head.6.3.1 Real-Time Signal ProcessingSynthesis uses the FLL idea in its thread scheduler. This enables a pipeline ofthreads to process high-rate, real-time data streams and simpli�es the programming ofsignal-processing applications. The idea is quite simple: if a thread's input queue is �llingor if its output queue is emptying, increase its share of CPU. Conversely, if a thread's inputqueue is emptying or if its output queue is �lling, decrease its share of CPU. The e�ect of



101main(){ char buf[100];int n, fd1, fd2;fd1 = open("/dev/cd", 0);fd2 = open("/dev/speaker", 1);for(;;) {n = read(fd1, buf, 100);write(fd2, buf, n);}} Figure 6.7: Program to Play a CDthis scheduling policy is to allocate enough CPU to each thread in the pipeline so it canprocess its data. Threads connected to the high-speed Sound-IO devices �nd their inputqueues being �lled | or their output queues being drained | at a high rate. Consequently,their share of CPU increases until the rate at which they process data equals the rate that itarrives. As these threads run and produce output, the downstream threads �nd that theirqueues start to �ll, and they too receive more CPU. As long as the total CPU necessary forthe entire pipeline does not exceed 100%, the pipeline runs in real-time.The simpli�cation in applications programming that occurs using this scheduler can-not be overstated. One no longer needs to worry about assigning priorities to jobs, or ofcarefully crafting the inner loops so that everything is executed frequently enough. For ex-ample, in Synthesis, reading from the CD player is no di�erent than reading from any otherdevice or �le. Simply open \/dev/cd" and read from it. To listen to the CD player, onecould use the program in Figure 6.7. The scheduler FLL keeps the data 
owing smoothlyat the 44.1 KHz sampling rate | 176 kilobytes per second for each channel | regardlessof how many CPU-intensive jobs might be executing in the background.Several music-oriented signal-processing applications have been written for Synthe-sis and run in real-time using the FLL-based thread scheduler. The Synthesis music andsignal-processing toolkit includes many simple programs that take sound input, process itin some way, and produce sound output. These include delay elements, echo and reverber-ation �lters, adjustable low-pass, band-pass and high-pass �lters, Fourier transform, anda correlator and feature extraction unit. These programs can be connected together in apipeline to perform more complex sound processing functions, in a similar way that text�lters in Unix can be cascaded using the shell's \|" notation. The thread scheduler ensures



102the pipeline runs in real-time.6.3.2 Rhythm Tracking and The Automatic DrummerBesides scheduling, the feedback idea �nds use in the actual processing of music sig-nals. In one application, a correlator extracts rhythm pulses from the music on a CD. Theseare fed to an ILL, which subdivides the beat interval and generates interrupts synchronizedto the beat of the music. These interrupts are then used to drive a drum synthesizer, whichadds more drum beats to the original music. The interrupts also adjust the delay in thereverberation unit making it equal to the beat interval of the music. You can also get prettypictures synchronized to the music when you plot the ILL input versus output on a graphicsdisplay.6.3.3 Digital Oversampling FilterIn another music application, an FLL is used to generate the timing information for adigital interpolation �lter. A digital interpolator takes as input a stream of sampled data andcreates additional samples between the original ones by interpolation. This oversamplingincreases the accuracy of analog reconstruction of digital signals. We use 4:1 oversampling,i.e. we generate 4 samples using interpolation from each CD sample. The CD player has anew data sample available 44,100 times per second, or one every 22.68 microseconds. Theinterpolated data output is four times this rate, or one every 5.67 microseconds.1 We usean FLL to generate an interrupt source at this rate, synchronized with the CD player. Thisalso serves as an example of just how �ne-grained the timing can be: an interrupt every5:67�s corresponds to over 175,000 interrupts per second.6.3.4 DiscussionA formal analysis of �ne-grain scheduling is beyond the scope of this dissertation.However, I would like to give readers an intuitive feeling about two situations: saturationand cheating. As the CPU becomes saturated, the FLL-based scheduler degrades gracefully.The processes closest to externally generated interrupts (device drivers) will still get thenecessary CPU time. The CPU-intensive processes away from I/O interrupts will slow down�rst, as they should at saturation.1This program runs on the Quamachine at 50 MHz clock rate.



103Another potential problem is cheating by consuming resources unnecessarily to in-crease priority. This is possible because �ne-grain scheduling tends to give more CPU toprocesses that consume more. However, cheating cannot be done easily from within a threador by cooperation of several threads. First, unnecessary I/O loops within a program doesnot help the cheater, since they do not speed up data 
ow in the pipeline of processes. Sec-ond, I/O within a group of threads only shifts CPU quanta within the group. A thread thatreads from itself gains quanta for input, but loses the exact amount in the self-generatedoutput. To increase the priority of a process, it must read from a real input device, such asthe CD player. In this case, it is virtually impossible for the OS kernel to distinguish thereal I/O from cheating I/O.6.4 Other Applications6.4.1 ClocksThe FLL provides integral stability. This means the long-term drift between thereference frame and generated interrupts tends to zero, even though any individual intervalmay di�er from the reference. This is in contrast with di�erential stability, in which theconsecutive intervals are all the same, but any systematic error, no matter how small, willaccumulate into a long-term drift. To illustrate, the interval timers found on many machinesprovide good di�erential stability: all the intervals are of very nearly the same length. Butthey do not provide good integral stability: they do not keep good time.The integral stability property of the FLL lets it increase the resolution of precisetiming sources. The idea is to synchronize a higher-resolution but less precise timing device,such as the machine's interval timer, to the precise one. The input to the FLL would be aninterrupt derived from a very precise source of timing, for example, from an atomic clock.The output is a new stream of interrupts occurring at some multiple of the input rate.Suppose the atomic clock ticks once a second. If the FLL's rate divider, N , is setto 1000, then the FLL will subdivide the second-long intervals into milliseconds. The FLLadjusts the interval timer so that each 1=1000-th interrupt occurs as close to the \correct"time of arrival as possible given the resolution of the interval timer, while maintainingintegral stability | N interrupts out for every interrupt in. If the interval timer usedexhibits good di�erential stability, as most interval timers do, the output intervals will be



104both precise and accurate.But for this to work well, one must be careful to avoid the accumulation of round-o�error when calculating successive intervals. A good rule-of-thumb to remember is: calculatebased on elapsed time; not on intervals. Use di�erences of elapsed times whenever aninterval is required. This is crucial to guaranteeing convergence. The sample FLL in�gure 6.3 follows these guidelines.To illustrate this, suppose that the hardware interval timer ticks every 0:543 micro-seconds.2 Using this timer, a millisecond is 1843:2 ticks long. But when scheduling usingintervals, 1843:2 is truncated to 1843 since interrupts can happen only on integer ticks.This gains time. One second later, the FLL will compensate by setting the interval to 1844.But now it loses time. The FLL ends up oscillating between 1843 and 1844, and neverconverging. Since the errors accumulate all in the same direction for the entire secondbefore the adjustment occurs, the resulting millisecond subdivisions are not very accurate.A better way to calculate is this: let the desired interval (1/frequency) be a 
oating-point number and accumulate intervals into an elapsed-time accumulator using 
oating-point addition. Interrupts are scheduled by taking the integer part of the elapsed-timeaccumulator and subtracting it from the previous elapsed-time to obtain the integer interval.Once convergence is reached, 4 out of 5 interrupts will be scheduled every 1843 ticks and1 out of 5 every 1844 ticks, evenly interspersed, averaging to 1843:2. Each interrupt willoccur as close to the 1-millisecond mark as possible given the resolution of the timer (e.g.,they will di�er by at most �0:272�s). In practice, the same e�ect can be achieved usingappropriately scaled integer arithmetic, and 
oating point arithmetic would not be used.6.4.2 Real-Time SchedulingThe adaptive scheduling strategy might be improved further, possibly encompassingmany hard real-time scheduling problems. Hard real-time scheduling is a harder problemthan the real-time stream processing problem discussed earlier. In stream processing, eachjob has a small queue where data can sit if the scheduler makes an occasional mistake. Thegoal of �ne-grain scheduling is to converge to the correct CPU assignments for all the jobsbefore any of the queues over
ow or under
ow. In contrast, hard real-time jobs must meettheir deadline, every single time. Nevertheless, I believe that the feedback-based scheduling2This is a common number on machines that derive timing from the baud-rate generator used in serialcommunications.



105idea will �nd useful application in this area. In this section, I only outline the general idea,without o�ering proof or examples. For a good discussion of issues in real-time computing,see [29].We divide hard-deadline jobs into two categories: the short ones and the long ones.A short job is one that must be completed in a time frame within an order of magnitude ofinterrupt and context switch overhead. For example, a job taking up to 100 microsecondswould be a short job in Synthesis. Short jobs are scheduled as they arrive and run tocompletion without preemption.Long jobs take longer than 100 times the overhead of an interrupt and context switch.In Synthesis this includes all the jobs that take more than 1 millisecond, which includesmost of the practical applications. The main problem with long jobs is the variance theyintroduce into scheduling. If we always take the worst scenario, the resulting hardwarerequirement is usually very expensive and unused most of the time.To use �ne-grain scheduling policies for long jobs, we break down the long job intosmall strips. For simplicity of analysis we assume each strip to have the same executiontime ET. We de�ne the estimated CPU power to �nish job J as:Estimate(J) = (strips in J) �ETDeadline(J)�NowFor a long job, it is not necessary to know ET exactly since the locked loop \measures"it and continually adjusts the schedule in lock step with the actual execution time. Inparticular, if Estimate(J) > 1 then we know from the current estimate that J will notmake the deadline. If we have two jobs, A and B, with Estimate(A) + Estimate(B) > 1then we may want to consider aborting the less important one and calling a short emergencyroutine to recover.Unlike traditional hard-deadline scheduling algorithms, which either guarantee com-pletion or nothing, �ne-grain scheduling provides the ability to predict the deadline missunder dynamically changing system loads. I believe this is an important practical concernto real-time application programmers, especially in recovery from faults.6.4.3 Multiprocessor and Distributed SchedulingI also believe the adaptiveness of FLL promises good results in multiprocessor anddistributed systems. As in the previous section, the idea can be o�ered at this writing,but with little support. At the risk of oversimpli�cation, I describe an example with �xed
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Figure 6.8: Two Processors, Static Schedulingbu�er size and execution time. Recognize that at a given a load, we can always �nd theoptimal scheduling statically by calculating the best bu�er size and CPU quantum. But Iemphasize the main advantage of feedback: the ability to dynamically adjust towards thebest bu�er size and CPU quantum. This is important when we have a variable system load,jobs with variable demands, or a recon�gurable system with a variable number of CPUs.Figure 6.8 shows the static scheduling for a two-processor shared-memory systemwith a common disk (transfer rate of 2 MByte/second). We assume that both processesaccess the disk drive at the full transfer rate, e.g. reading and writing entire tracks. Process1 runs on processor 1 (P1) and process 2 runs on processor 2 (P2). Process 1 reads 100KByte from the disk into a bu�er, takes 100 milliseconds to process them, and writes 100KByte through a pipe into process 2. Process 2 reads 100 KByte from the pipe, takesanother 100 milliseconds to process them, and writes 100 KByte out to disk. In the �gure,process 1 starts to read at time 0. All disk activities appear in the bottom row, P1 and P2show the processor usage, and shaded quadrangles show idle time.Figure 6.9 shows the �ne-grain scheduling mechanism (using FLL) for the samesystem. We assume that process 1 starts by �lling its 100 KByte bu�er, but soon afterit starts to write to the output pipe, process 2 starts. Both processes run to exhaust thebu�er, when process 1 will read from the disk again. After some settling time, depending onthe �lter used in the locked loop, the stable situation is for the disk to remain continuouslyactive, alternatively reading into process 1 and writing from process 2. Both processes willalso run continuously, with the smallest bu�er that maintains the nominal transfer rate.The above example illustrates the bene�ts of �ne-grain scheduling policies in par-
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Figure 6.9: Two Processors, Fine-Grain Schedulingallel processing. In a distributed environment, the analysis is more complicated due tonetwork message overhead and variance. In those situations, calculating statically the opti-mal scheduling becomes increasingly di�cult. We expect the �ne-grain scheduling to showincreasing usefulness as it adapts to an increasingly complicated environment.Another application of FLL to distributed systems is clock synchronization. Givensome precise external clocks, we would like to synchronize the rest of machines with thereference clocks. Many algorithms have been published, including a recent probabilisticalgorithm by Christian [10]. Instead of specialized algorithms, we use an FLL to synchronizeclocks, where the external clock is the reference frame, the message delays introduce thejitter in the input, and we need to �nd the right combination of �lters to adapt the outputto the varying message delays. Since an FLL exhibits integral stability, the clocks will tendto synchronize with the reference once they stabilize. We are currently collecting data onthe typical message delay distributions and �nding the appropriate �lters for them.6.5 SummaryWe have generalized scheduling from job assignments as a function of time, to jobassignments as a function of any source of interrupts. The generalized scheduling is mostuseful when we have �ne-grain scheduling, that uses frequent state checks and dispatchingactions to adapt quickly to system changes. Relevant new applications of the generalized�ne-grain scheduling include I/O device management, such as a disk sector interrupt source,and adaptive scheduling, such as real-time scheduling and distributed scheduling.



108 The implementation of �ne-grain scheduling in Synthesisis based on feedback sys-tems, in particular the phase locked loop. Synthesis' �ne-grain scheduling policy meansadjustments every few hundreds of microseconds on local information, such as the numberof characters waiting in an input queue. Very low overhead scheduling and context switchfor dispatching form the foundation of our �ne-grain scheduling mechanism. In addition,we have very low overhead interrupt processing to allow frequent checks on the job progressand quick, small adjustments to the scheduling policy.There are two main advantages of �ne-grain scheduling: quick adjustment to chang-ing situations, and early warning of potential deadline misses. Quick adjustments makebetter use of system resources, since we avoid queue/bu�er over
ow and other mismatchesbetween the old scheduling policy and the new situation. Early warning of deadline missesallows real-time application programmers to anticipate a disaster and attempt an emergencyrecovery before the disaster strikes.We have only started exploring the many possibilities that generalized �ne-grainscheduling o�ers. Distributed applications stand to bene�t from the locked loops, sincethey can track the input interrupt stream despite jitters introduced by message delays. Con-crete applications we are studying include load balancing, distributed clock synchronization,smart caching in memory management and real-time scheduling. To give one example, loadbalancing in a real-time distributed system can bene�t greatly from �ne-grain scheduling,since we can detect potential deadline misses in advance; if a job is making poor progresstowards its deadline locally, it is a good candidate for migration.
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7Measurements and Evaluation15. Everything should be built top-down, except the �rst time.| Alan J. Perlis Epigrams on Programming7.1 Measurement Environment7.1.1 HardwareThe current implementation of Synthesis runs on two machines: the Quamachineand the Sony NEWS 1860 workstation. As described in section 1.3.4, the Quamachine isa home-brew, experimental 68030-based computer system designed to aid systems researchand measurement. Its measurement facilities include an instruction counter, a memory refer-ence counter, hardware program tracing, and a memory-mapped clock with 20-nanosecondresolution. The processor can operate at any clock speed from 1 MHz up to 50 MHz.Normally it runs at 50 MHz. But by changing the processor speed and introducing wait-states into the main memory access, the Quamachine can closely emulate the performancecharacteristics of common workstations, simplifying measurements and comparisons. TheQuamachine also has special I/O devices that support digital music and audio signal pro-



110cessing: stereo 16-bit analog output, stereo 16-bit analog input, and a compact disc (CD)player digital interface.The Sony NEWS 1860 is a commercially-available workstation with two 68030 pro-cessors. Its architecture is not symmetric. One processor is meant to be the main processorand the other is meant to be the I/O processor. Synthesis tries to treat it as if it werea symmetric multiprocessor, scheduling most tasks on either processor without preference,except those that require something that is accessible from one processor and not the other.While this is not a large number of processors, it nevertheless helps demonstrate Synthesismultiprocessor support. But for measurement purposes of this chapter, only one processor| the slower I/O processor | was used. (With the kernel's multiprocessor support keptintact.)7.1.2 SoftwareA partial emulator for Unix runs on top of the Synthesis kernel and emulates someof the SUNOS (version 3.5) kernel calls. This provides a direct way of measuring and com-paring two otherwise very di�erent operating systems. Since the executables are the same,the comparison is direct. The emulator further demonstrates the generality of Synthesis bysetting the lower bound | Synthesis is at least as general as Unix if it can emulate Unix.It also helps with the problem of acquiring application software for a new operating systemby allowing the use of SUN-3 binaries instead. Although the emulator supports a subset ofthe Unix system calls | time constraints have forced an \implement-as-the-need-arises"strategy | the set supported is su�ciently rich to provide a good idea of what the relativetimes for the basic operations are.7.2 User-Level Measurements7.2.1 Comparing Synthesis with SUNOS 3.5This section describes a comparison between Synthesis and SUNOS 3.5. The bench-mark programs consist of simple loops that exercise a particular system function manytimes. The source code for the programs is in appendix A. All benchmark programs werecompiled on the SUN 3/160, using cc -O under SUNOS release 3.5. The executable a.outwas timed on the SUN, then brought over to the Quamachine and executed using the Unix



111Program Raw Sun Data Sun Synthesis Ratio I/O Rateusr sys total watch usr+sys Emulator (MB/Sec)1 Compute 19.8 0.5 20 20.9 20.3 21.42 0.95 |2 R/W pipe 1 0.4 9.6 10 10.2 10.0 0.18 56. 0.13 R/W pipe 1024 0.5 14.6 15 15.3 15.1 2.42 6.2 84 R/W pipe 4096 0.7 37.2 38 38.2 37.9 9.64 3.9 85 R/W �le 0.5 20.1 21 23.4 20.6 2.91 7.1 66 open null/close 0.5 17.3 17 17.4 17.8 0.69 26. |7 open tty/close 0.5 42.1 43 43.1 42.6 0.88 48. |Table 7.1: Measured Unix System Calls (in seconds)emulator.Ideally, we would want to run both Synthesis and SUNOS on the same hardware.Unfortunately, we could not obtain detailed information about the Sun-3 machine, so Syn-thesis has not been ported to the Sun. Instead, we closely emulate the hardware charac-teristics of a Sun-3 machine using the Quamachine. This involves three changes: replacethe 68030 CPU with a 68020, set the CPU speed to 16MHz, and introduce one wait-stateinto the main-memory access. To validate faithfulness of the hardware emulation, the �rstbenchmark program is a compute-bound test. This test program implements a functionproducing a chaotic sequence.1 It touches a large array at non-contiguous points, whichensures that we are not just measuring the \in-the-cache" performance. Since it does notuse any operating system resources, the measured times on the two machines should be thesame. Table 7.1 summarizes the results of the measurements. The columns under \RawSUN data" were obtained using the Unix time command and veri�ed with a stopwatch.The SUN was unloaded during these measurements and time reported more than 99% CPUavailable for them. The columns labeled \usr," \sys," and \total" give the time spent inthe user's program, in the SUNOS kernel, and the total elapsed time, as reported by the1Pages 137-138 in Godel, Escher, Bach: An Eternal Golden Braid, by Douglas Hofstadter.



112time command. The column labeled \usr+sys" is the sum of the user and system times,and is the number used for comparisons with Synthesis. The Synthesis emulator data wereobtained by using the microsecond-resolution real-time clock on the Quamachine, roundedto hundredths of a second. These times were also veri�ed with stopwatch, sometimes byrunning each test 10 times to obtain a more easily measured time interval. The columnlabeled \Ratio" gives the ratio of the preceding two columns. The last column, labeled \I/ORate", gives the overall Synthesis I/O rate in megabytes per second for those test programsperforming I/O.The �rst program is a compute-intensive calibration function to validate the hardwareemulation.Programs 2, 3, and 4 write and then read back data from a Unix pipe in chunks of1, 1024, and 4096 bytes. Program 2 shows a remarkable speed advantage | 56 times | forthe single-byte read/write operations. Here, the low overhead of the Synthesis kernel callsreally makes a di�erence, since the amount of data moved is small and most of the time isspent in overhead. But even as the I/O size grows to the page size, the di�erence remainssigni�cant | 4 to 6 times. Part of the reason is that the SUNOS overhead is still signi�canteven when amortized over more data. Another reason is the fast synthesized routines thatmove data across address spaces. The generated code loads words from one address spaceinto registers and stores them back in the other address space. With unrolled loops thisachieves the data transfer rate of about 8MB per second.Program 5 reads and writes a �le (cached in main memory) in chunks of 1K bytes.It too shows a remarkable speed improvement over SUNOS.Programs 6 and 7 repeatedly open and close /dev/null and /dev/tty. They showthat Synthesis kernel code generation is very e�cient. The open operations create exe-cutable code for later read and write, yet they are 20 to 40 times faster than the Unix openthat does not do code generation. Table 7.3 contains more details of �le system operationsthat are discussed in the next section.7.2.2 Comparing Window SystemsA simple measurement gives an idea of the speed of interactive I/O on various ma-chines running di�erent window systems. We use \cat /etc/termcap" to a TTY window.The local termcap �le is 110620 bytes long. The window size is 80 characters wide by 24



113OS, Window System Machine CPU Time (Seconds)Synthesis Sony NEWS 68030, 25mhz 2.9Unix, X11 R5 Sony NEWS 68030, 25mhz 23Unix, console Sony NEWS 68030, 25mhz 127Mach, NextStep NeXT 68030, 25mhz 55Mach, NextStep NeXT 68040, 25mhz 13SUNOS, X11 R5 Sun SparcStation II Sparc 6.5Table 7.2: Time to \cat /etc/termcap" to a 80*24 TTY windowlines, using a 16 by 24 pixel font, and with scrollbars enabled.Table 7.2 summarizes the times taken by the various machines and window systems.There are many good reasons why the other window systems are slow. The Sony consoledevice driver, for example, scrolls the whole screen one line at a time, even when there areseveral lines of output waiting. The X window system uses RPC to communicate betweenclient and server; no doubt this adds to the overhead. The NextStep window system isbased on Postscript, which is overkill for the task at hand.The point is not to parade Synthesis speed nor justify the other's slowness. It isto point out that that speed is possible through careful thought and program structuringthat provides just the right level of abstraction for each application. For example, oneapplication that runs under Synthesis reads music data from the CD player, computes itsFourier transform (1024 point), and displays the result in a window, all in real-time. Itdisplays 88200 data points per second. This is impossible to do today using any othersingle-processor workstation and operating system because the abstractions provided aretoo expensive and just plain wrong for this particular task. This is true even thoughthe newer Sparc-based workstations from SUN are more than four times faster than themachine running Synthesis. Section 7.3.3 shows detailed measurements for the Synthesiswindow system.



114 Operation Native Time Unix Emulationemulation trap | 2open /dev/null 43 49open /dev/tty 62 68open (disk �le) 73 85close 18 22read 1 byte from �le 9 10read N bytes from �le 9+N/8 10+N/8read N from /dev/null 6 8Table 7.3: File and Device I/O (in microseconds)7.3 Detailed MeasurementsThe Quamachine's 20-nanosecond resolution memory-mapped clock enables precisemeasurement of the time taken by each individual system call. To obtain direct timings inmicroseconds, we surround the system call to be measured with two \read clock" machineinstructions and subtract to �nd the elapsed time.7.3.1 File and Device I/OTable 7.3 gives the time taken by various �le- and device-related I/O operations. Itcompares the timings measured for the native Synthesis system calls and for the equivalentcall in SUNOS emulation mode. For these tests, the Quamachine was running at 25MHzusing the 68030 CPU.Worth noting is the cost of open. The simplest case, open /dev/null, takes 49microseconds, of which about 70% are used to �nd the name in the directory structure and30% for memory allocation and code synthesis to create the null read and write procedures.The additional 19 microseconds in opening /dev/tty come from generating more involvedcode to read and write the TTY device. Finally, opening a �le requires synthesizing moresophisticated code and bu�er allocations, costing 17 additional microseconds.



115Operation Time (�s)Service Translation Fault 13.6Allocate page (pre-zeroed) 2.4 + 13.6 = 16.0Allocate page (needs zeroing) 152 + 13.6 = 166Allocate page (none free; replace) 154 + 13.6 + Treplace = 168 + TreplaceCopy a page (4 Kbytes) 260 + 13.6 = 274Free page 1.6Table 7.4: Low-level Memory Management Overhead (Page Size = 4KB)7.3.2 Virtual MemoryTable 7.4 gives the time taken by various basic operations related to virtual mem-ory. The �rst row, labeled \Service Translation Fault," gives the time taken to service atranslation fault exception. It represents overhead that is always incurred, regardless of thereason for the fault. Translation faults happen whenever a memory reference can not becompleted because the address could not be translated. The reasons are manifold: the pageis not present, or it is copy-on-write, or it has not been allocated, or that reference is notallowed. This number includes the time taken by the hardware to detect the translationfault, save the machine state, and dispatch to the fault handler. It includes the time takenby the Synthesis fault handler to interpret the saved hardware state, determine the reasonfor the fault, and dispatch to the correct sub-handler. And it includes the time to re-loadthe machine state and retry the reference once the sub-handler has �xed the situation.Subsequent rows give the additional time taken by the various sub-handlers, as afunction of the cause of the fault. The numbers are shown in the form \X + 13:6 = Y ,"where X is the time taken by the sub-handler alone, and Y the total time including thefault overhead. The second row of the table gives the time to allocate a zeroed page whenone already exists. (Synthesis uses idle CPU time to maintain a pool of pre-zeroed pagesfor faster allocation.) The third row gives the time taken to allocate and zero a free page.If no page is free, one must be replaced, and this cost is given in the fourth row.



116 Quaject �s to Create �s to WriteTTY-Cooker 27 2.3 + 2.1/charVT-100 terminal emulator 532 14.2 + 1.3/charText window 71 23.9 + 27.7/charTable 7.5: Selected Window System Operations7.3.3 Window SystemA terminal window is composed of a pipeline of three quajects: a TTY-Cooker, a VT-100 Terminal Emulator, and a Text-Window. Each quaject has a �xed cost of invocationand a per-character cost that varies depending on the character being processed. Thesecosts are summarized in Table 7.5. The numbers are show in the form \X + Y /char,"where X is the invocation cost and Y the average per-character costs. The average is takenover the characters in /etc/termcap.The numbers in Table 7.5 can be used to predict the elapsed time for the \cat/etc/termcap" measurement done in Section 7.2.2. Performing the calculation, we get 3:4seconds if we ignore the invocation overhead and use only the per-character costs. Noticethat this exceeds the elapsed time actually observed (Table 7.2). This unexpected resulthappens because Synthesis kernel can optimize the data 
ow, resulting in fewer calls andless actual work than a straight concatenation of the three quajects would indicate. Forexample, in a fast window system, many characters may be scrolled o� the screen betweenthe consecutive vertical scans of the monitor. Since these characters would never be seenby a user, they need not be drawn. The Synthesis window manager bypasses the drawingof those characters by using �ne-grained scheduling. It samples the content of the virtualVT100 screen 60 times a second, synchronized to the vertical retrace of the monitor, anddraws the parts of the screen that have changed since the last time. This is a good exampleof how �ne-grain scheduling can streamline processing, bypassing I/O that does not a�ectthe visible result. The data is not lost, however. All the data is available for review usingthe window's scrollbars.



1177.3.4 Other FiguresOther performance �gures at the same level of detail were already given in theprevious chapters. In Table 5.2 on page 88, we see that Synthesis kernel threads are light-weight, with less than 20 microsecond creation time; Table 5.3 on page 89 shows that threadcontext switching is fast. Table 3.4 on page 41 gives the time taken to handle the high-rateinterrupts from the Sound-IO devices.7.4 Experience7.4.1 Assembly LanguageThe current version of Synthesis is written in 68030 macro assembly language. Thissection reports on the experience.Perhaps the �rst question people ask is, \Why is Synthesis written in assembler?"This is soon followed by \How much of Synthesis could be re-written in a high-level lan-guage?" and \At what performance loss?".There are several reasons why assembler language was chosen, some of them research-related, and some of them historical. One reason is I felt that it would be an interestingexperiment to write a medium-size system in assembler, which allows unrestricted access tothe machine's architecture, and perhaps discover new coding idioms that have not yet beencaptured in a higher-level language. Later paragraphs talk about these. Another reasonis that much of the early work involved discovering the most e�cient way of working withthe machine and its devices. It was a fast prototyping language, one in which I could writeand test simple I/O drivers without the trouble of supporting a complex language runtimeenvironment.But perhaps the biggest reason is that in 1984, at the time the seed ideas were beingdeveloped, I could not �nd a good, reliable (bug-free) C compiler for the 68000 processor.I had tried the compilers on several 68000-based Unix machines and repeatedly found thatcompilation was slow, that the compilers were buggy, that they produced terrible machinecode, and that their runtime libraries were not reentrant. These qualities interfered withmy creativity and desire to experiment. Slow compilation dampens the enthusiasm of tryingnew ideas because the edit-compile-test cycle is lengthened. Buggy compilers makes it thatmuch harder to write correct code. Poor code-generation makes my optimization e�orts



118seem meaningless. And non-reentrant runtime libraries makes it harder to write a multi-threaded kernel that can take advantage of multiprocessor architecture.Having started coding in assembler, it was easier to continue that way than to change.I had written an extensive library of utilities, including a fully reentrant C-language runtimelibrary and subroutines for music and signal processing. In particular, I found my signalprocessing algorithms di�cult to express in C. To achieve the high performance necessaryfor real-time operation, I use �xed-point arithmetic for the calculations, not 
oating-point.The C language provides poor support for �xed-point math, particularly multiply anddivide. The Synthesis \printf" output conversion and formatting function provides astunning example of the performance improvements that result with carefully-coded �xed-point math. This function converts a 
oating-point number into a fully-formatted ASCIIstring, 1.5 times faster than themachine instruction on the 68882 
oating-point coprocessorconverts binary 
oating-point to unformatted BCD (binary-coded decimal).Overall, the experience has been a positive one. A powerful macro facility helpedminimize the di�culty of writing complex programs. The Synthesis assembler macro pro-cessor borrows heavily from the C-language macro processor, sharing much of the syntaxand semantics. It provides important extensions, including macros that can de�ne macrosand quoting and \eval" mechanisms. Quaject de�nition, for example, is a declarative macroinstruction in the assembler. It creates all the code and data structures needed by the kernelcode generator, so the programmer need not worry about these details and can concentrateon the quaject's algorithms. Also, the Synthesis assembler (written in C, by the way) as-sembles 5000 lines per second. Complete system generation takes only 15 seconds. Theelapsed time from making a change to the Synthesis source to having a new kernel bootedand running is less than a minute. Since the turn-around time is so fast, I am much morelikely to try di�erent things.To my surprise, I found that there are some things that were distinctly easier to dousing Synthesis assembler than using C. In many of these, the powerful macro processorplayed an important role, and I believe that the C language could be usefully improved withthis macro processor. One example is the procedure that interprets receiver status codebits in the driver for the LANCE Ethernet controller chip. Interpreting these bits is a littletricky because some of the error conditions are valid only when present in conjunction withcertain other conditions. One could always use a deeply-nested if-then-else structure toseparate out the cases. It would work and also be quite readable and maintainable. But



119a jump-table implementation is faster. Constructing this table is di�cult and error-prone.So we use macros to do it. The idea is to de�ne a macro that evaluates the jump-addresscorresponding to a constant status-value passed as its argument. This macro is de�nedusing preprocessor \#if" statements to evaluate the complex conditionals, which is just asreadable and maintainable as regular if statements. The jump-table is then constructedby passing this macro to a counting macro which repeatedly invokes it, passing it 0, 1, 2,... and so on, up to the largest status register value (128).The VT-100 terminal emulator is another place where assembly language made thejob of coding easier. The VT-100 terminal emulator takes as input a bu�er of data andinterprets it, making changes to the virtual terminal screen. A problem arises when theinput bu�er runs out while in the middle of processing an escape sequence, for example,one which sets the cursor to an (X ,Y ) position on the screen. When this happens, we mustsave enough state so that processing can resume where it left o� when the emulator is calledagain with more data. Saving the state variables is easy. Saving the position within theprogram is harder. There is no way to access the program counter from the C language.This is a big problem because the VT-100 emulator is very complex, and there are manyplaces where execution may be suspended. Using C, one must label all these places, andsurround the whole piece of code with a huge switch statement to take execution 
ow to theright place when the function is called again. Using assembly language, this problem doesnot arise. We can encode the state machine directly, using the di�erent program counteraddresses to represent the di�erent states.I believe much of Synthesis could be re-written in C, or a C-like high-level language.Modern compilers now have much better code generators, and I feel that performance ofthe static runtime code would not degrade too much | perhaps less than 50%. Runtimecode-generation could be handled by writing machine instructions into integer arrays andthis code would continue to be highly e�cient but still unportable. However, with the codegenerator itself written in a high-level language, porting it might be easier.I feel that adding a few new features to the C language can simplify the rewriting ofSynthesis and help minimize the performance loss. Features I would like to see include:� A code-address data type to hold program-counter values, and an expanded \goto"to transfer control to such addresses. State machines in particular can bene�t from a\goto a[i]" programming construct.



120� A concept of a subroutine within a procedure, analogous to the \jsr...rts" instruc-tions in assembly language. These would allow direct language model of the underlyinghardware stack. They are useful to separate out into subroutines common blocks ofcode within a procedure, without the argument passing and procedure call overheadof ordinary functions, since subroutines implicitly inherit all local variables. Amongother things, I have found that LALR(1) context-free parsers can be implementedvery e�ciently by representing the parser stack using the hardware, and using jsrand rts to perform the state transitions.� Better support for �xed-point math. Even an e�cient way of obtaining the full 64-bitresult from a 32-bit integer multiplication would go a long way in this regard.The inclusion of features like these does not mean that I encourage programmers to writespaghetti-code. Rather, these features are intended to supply the needed hooks for auto-matic program generators, for example, a state machine compiler, to take maximum bene�tof the underlying hardware.7.4.2 Porting Synthesis to the Sony NEWS WorkstationSynthesis was �rst developed for the Quamachine, and like many substantial softwaresystems, has gone through several revisions. The early kernel had several shortcomings.While the kernel showed impressive speed gains over conventional operating systems suchas Unix, its internal structure was not clean. The quaject structuring idea had come late inkernel development, so there were many parts that had been written in an ad hoc manner.Furthermore, the Quamachine kernel did not support virtual memory or networking.The goal of the Synthesis port to the Sony workstation was to alleviate the short-comings, for example, by cleaning up the kernel structure and adding virtual memory andnetworking support. In particular, we wanted to show that the additional functionalitywould not signi�cantly slow down the Synthesis kernel. This section reports on the experi-ence and discusses the problems encountered while porting.The Synthesis port happened in three stages: �rst, a minimal Synthesis is ported torun under Sony's native Unix. Then we wrote drivers for the keyboard and screen, and gotminimal Synthesis to run on the raw hardware. This was followed by a full port, includingall the devices.



121The �rst step went fast, taking two to three weeks. The reason is that most ofthe quajects do not need to run in kernel mode in order to work. The di�erence betweenSynthesis under Unix and native Synthesis is that instead of connecting the �nal-stage I/Oquajects to I/O device driver quajects (which are the only quajects that must be in thekernel), we connect them to Unix read and write system calls on appropriately opened�le descriptors. This is ultimate proof that Synthesis services can run in user-level as wellas kernel.Porting to the raw machine was much harder, primarily because we chose to do ourown device drivers. Some problems were caused by incomplete documentation on how toprogram the I/O devices on the Sony NEWS workstation. It was further complicated bythe fact that each CPU has a di�erent mapping of the I/O devices onto memory addressesand not everything is accessible by both CPUs. A simple program was written to patch therunning Unix kernel and install a new system call | \execute function in kernel mode."Using this utility (carefully!), we were able to examine the running kernel and discovera few key addresses. After a bit more poking around, we discovered how to alter thepage mappings so that sections of kernel and I/O memory were directly mapped into alluser address spaces.2 (The mmap system call on /dev/mem did not work.) Then using theSynthesis kernel monitor running on minimal Synthesis under a Unix process, we were ableto \hand access" the remaining I/O devices to verify their addresses and operation.The Synthesis kernel monitor is basically a C-language parser front-end with directaccess to the kernel code generators. It was crucial to both development and porting ofSynthesis because it let us run and test sections of code without having the full kernelpresent. A typical debug cycle goes something like this: using the kernel monitor, weinstantiate the quaject we want to test. We create a thread and point it at one of thequaject's callentries. We then single-step the thread and verify that the control 
ows whereit is supposed to.But the most di�cult porting problems were caused by timing sensitivities in thevarious I/O devices. Some devices would \freeze" when accessed twice in rapid succession.These problems never showed up in the Unix code because Unix encapsulates device accessin procedures. Calling a procedure to read a status value or change a control registerallows enough time for the device to \recover" from the previous operation. But with2Talk about security holes!



122code synthesis, device access frequently consists of a single machine instruction. Often thesame device is accessed twice in rapid succession by two consecutive instructions, causingthe timing problem. Once the cause of the problem was found, it was easy to correct: Imade the kernel code generator insert an appropriate number of \nop" instructions betweenconsecutive accesses.Once we had the minimal kernel running, getting the rest of the kernel and itsassociated libraries working was relatively easy. All of the code that did not involve theI/O devices ran without change. This includes the user-level shared runtime libraries,such as the C functions library and the signal-processing library. It also includes all the\intermediate" quajects that do not directly access the machine and its I/O devices, suchas bu�ers, symbol tables (for name service), and mappers and translators (for �le systemmapping). Code involving I/O devices was harder, since that required writing new drivers.Finally, there are some un�nished drivers such as the SCSI disk driver.The thread system needed some changes to support the two CPUs on the Sonyworkstation; these were discussed in Chapter 5. Most of the changes were in the schedulingand dispatching code, to synchronize between the processors. This involved developinge�cient, lock-free data structures which were then used to implement the algorithms. Thescheduling policy was also changed from a single round-robin queue to one that uses amultiple-level queue structure. This helped guarantee good response time to urgent eventseven when there are many threads running, making it feasible to run thousands of threadson Synthesis.The most time-consuming part was implementing the new services: virtual memory,Ethernet driver, and window system. They were all implemented \from scratch," using allthe performance-improving ideas discussed in this dissertation, such as kernel code genera-tion. The measurements in this chapter show high performance gains in these areas as well.The Ethernet driver, for example, is fast enough to record all the packet tra�c of a busyEthernet (400 kilobytes/second, or about 4 megabits per second) into RAM using only 20%of a 25MHz, 68030 CPU's time. This is a problem that has been worked on and dismissedas impractical except when using special hardware.Besides the Sony workstation, the new kernel runs on the Quamachine as well. Ofcourse, each machine must use the appropriate I/O drivers, but all the new services addedto the Sony version work on the Quamachine.



1237.4.3 Architecture SupportHaving worked very close to the hardware for so long, I have acquired some insight ofwhat kinds of things would be useful for better operating systems support in future CPUs.Rather than pour out everything I ever thought useful for a machine to have, I will keepmy suggestions to those that �t reasonably well with the \RISC" idea of processor design.� Better cache control to support runtime code generation. Ideally, I would like tosee fully coherent instruction caches. But I recognize the expense involved, both insilicon area and degraded signal propagation times. But full coherence is probablynot necessary. A cheap, non-privileged instruction to invalidate changed cache linesprovides very good support at minimal cost for both hardware and code-modifyingsoftware. After all, if you've just modi�ed an instruction, you know it's address, andit is easy to issue a cache-line invalidate on that address.� Faster interrupt handling. Chapter 6 discussed the advantages of �ne-grainedhandling of computation, particularly when it comes to interrupts. Further bene�tsresult by also reducing the hardware-imposed overhead of interrupt handing. Perhapsthis can be achieved at not-too-great expense by replicating the CPU pipeline registersmuch like register-windows enable much faster procedure call. I expect even a singlelevel of duplication to really help, if we assume that interrupts are handled fast enoughthat the chances are small of receiving a second interrupt in the middle of processingthe �rst.� Hardware support for lock-free synchronization. Chapter 5 discussed thevirtues of lock-free synchronization. But lock-free synchronization requires hard-ware support in the form of machine instructions that are more powerful than thetest-and-set instruction used to implement locking. I have found that double-wordCompare-&-Swap is su�cient to implement an operating system kernel, and I conjec-ture that single-word Compare-&-Swap is too weak. There may also be other kindsof instructions that also work.� Hardware support for fast context switching. As processors become faster andmore complex, they have increasing amounts of state that must be saved and restoredon every context switch. Earlier sections had discussed the cost of switching the
oating-point context, which is high because of the large amount of data that must



124 be moved: 8 registers, each 96 bits long, requires 24 memory cycles to save them, andanother 24 cycles to re-load them. Newer architectures, for example, one that supportshardware matrix multiply, can have even more state. I claim that a lot of this statedoes not change between switch-in and switch-out. I propose hardware support toe�ciently save and restore only the part of the state that was used: a modi�ed-bit oneach register, and selective disabling of hardware function units. Modi�ed-bits on eachregister lets the operating system save only those registers that have been changedsince switch-in. Selective disabling of function units lets the operating system deferloading that unit's state until it is needed. If a functional unit goes unused betweenswitch-in and the subsequent switch-out, its state will not have been loaded nor saved.� Faster byte-operations. Many I/O-related functions tend to be byte-oriented,whereas CPU and memory tends to be word-oriented. This means it costs no moreto fetch a full 32-bit word as it does to fetch a byte. We can take advantage to thiswith two new instructions: \load-4-bytes" and \store-4-bytes". These would move aword from memory into four registers, one byte to a register. The program can thenoperate on the four bytes in registers without referencing memory again.Another suggestion, probably less useful, is a \carry-suppress" option for addition, tosuppress carry-out at byte-boundaries, allowing four additions or subtractions to takeplace simultaneously on four bytes packed into a 32-bit integer. I foresee the primaryuse of this to be in low-level graphics routines that deal with 8-bit pixels.� Improved bit-wise operation support. The current complement of bitwise-logicaloperations and shifts are already pretty good, what is lacking is a perfect shu�e ofbits in a register. This is very useful for bit-mapped graphics operations, particularlythings like bit-matrix transpose, which is heavily used when unpacking byte-widepixels into separate bit-planes, as is required by certain framebu�er architectures.7.5 Other OpinionsIn any line of research, there are often signi�cant di�erences of opinion over whatassumptions and ideas are good ones. Synthesis is no exception, and it has its share of critics.I feel it is my duty to point out where di�erences of opinion exist, to allow readers to come



125to their own conclusions. In this section, I try to address some of the more frequently raisedobjections regarding Synthesis, and rebut those that are, in my opinion, ill-founded.Objection 1: \How much of the performance improvement is due to my ideas,and how much is due to writing in assembler, and tuning the hell out of thething?"This is often asked by people who believe it to be much more of the latter and muchless of the former.Section 3.3 outlined several places in the kernel where code synthesis was used toadvantage. For data movement operations, it showed that code synthesis achieves 1.4 to2.4 times better performance than the best assembly-language implementation not usingcode synthesis. For more specialized operations, such as context switching, code synthesisdelivers as much as 10 times better performance. So, in a terse answer to the question, Iwould say \40% to 140%".But those �gures do not tell the whole story. They are detailed measurements,designed to compare two versions of the same thing, in the same execution environment.Missing from those measurements is a sense of how the interaction between larger pieces ofa program changes when code synthesis is used. For example, in that same section, I showthat a procedural implementation of \putchar" using code synthesis is slightly faster thanthe C-language \putchar" macro, which is in-line expanded into the user's code. The factthat enough savings could be had through code synthesis to more than amortize the cost ofa procedure call | even in a simple, not-easily-optimized operation such as \putchar" |changes the nature of how data is passed between modules in a program. Many modulesthat process streams of data are currently written to take as input a bu�er of data andproduce as output a new bu�er of data. Chaining several such modules involves callingeach one in turn, passing it the previous module's output bu�er as the input. With a fast\putchar" procedure, it is no longer necessary to pass bu�ers and pointers around; we cannow pass the address of the downstream module for \putchar," and the address of theupstream module for \getchar." Each module makes direct calls to its neighbors to get thedata, eliminating the memory copy and all consequent pointer and counter manipulations.Objection 2: \Self-modifying data structures are troublesome on pipelinedmachines, and code generation has problems with machines that don't allow �ne-grained control of the instruction cache. In other words, Synthesis techniquesare dependent on hardware features that aren't present in all machines, and,worse, are becoming increasingly scarce."



126 Pipelined machines pose no special di�culties because Synthesis does not modifyinstructions ahead of the program counter. Code modi�cation, when it happens, is restrictedto patching just-executed code, or unrelated code. In both cases, even a long instructionpipeline is not a problem.The presence of a non-coherent and hard-to-
ush instruction cache is the harderproblem. By \hard-to-
ush," I mean a cache that must be 
ushed whole instead of line-at-a-time, or one that cannot be 
ushed in user mode without taking a protection exception.Self-modifying code is still e�ective, but such a cache changes the breakeven point when itbecomes more economical to interpret data than to modify code. For example, conditionsthat change frequently are best represented using a boolean 
ag, as is usually done. But forconditions that are tested much more frequently than changed, code modi�cation remainsthe method of choice. The cost of 
ushing the cache determines at what ratio of testing tomodi�cation the decision is made.Relief may come from advances in the design of multiprocessors. Recent studies showthat, for a wide variety of workloads, software-controlled caches are nearly as e�ective asfully coherent hardware caches and much easier to build, as they require no hardware [23] [2].Further extensions to this idea stem from the observation that full coherency is often notnecessary, and that it is bene�cial to rely on the compiler to maintain coherency in softwareonly when required [2]. This line of thinking leads to cache designs that have the necessarycontrol to e�ciently support code-modifying programs.But it is true that the assumption that code is read-only is increasingly common, andthat hardware designs are more and more using this assumption. Hardware manufacturersdesign according to the needs of their market. Since nobody is doing runtime code gener-ation, is it little wonder that it is not well supported. But then, isn't this what research isfor? To open people's eyes and to point out possibilities, both new and overlooked. Thisdissertation points out certain techniques that increase performance. It happens that thetechniques are unusual, and make demands of the hardware that are not commonly made.But just as virtual memory proved to be a useful idea and all new processors now supportmemory management, one can expect that if Synthesis ideas prove to be useful, they toowill be better supported.Objection 3: \Does this matter? Hardware is getting faster, and anythingthat is slow today will probably be fast enough in two years."Yes, it matters!



127There is more to Synthesis than raw speed. Cutting the cost of services by a factorof 10 is the kind of change that can fundamentally alter the structure of those services. Oneexample is the PLL-based process scheduling. You couldn't do that if context switch wasexpensive | driving the time way below one millisecond is what made it possible to moveto a radically di�erent scheduler, with nice properties, besides speed.For another example, I want to pose a question: if threads were as cheap as proce-dure calls, what would you do with them? One answer is found in the music synthesizerapplications that run on Synthesis. Most of them create a new thread for every note! Driv-ing the cost of threads to within a few factors of the cost of procedure call changes theway applications are structured. The programmer now only needs to be concerned that thewaveform is synthesized correctly. The Synthesis thread scheduler ensures that each threadgets enough CPU time to perform its job. You could not do that if threads were expensive.Finally, hardware may be getting faster, but it is not getting faster fast enough. Lookat the window-system �gures given in Table 7.2. Synthesis running on 5-year-old hardwaretechnology outperforms conventional systems running on the latest hardware. Even withfaster hardware, it is not fast enough to overtake Synthesis.Objection 4: \Why is Synthesis written in assembler? How much of the reasonis that you wanted no extraneous instructions? How much of the reason is thatcode synthesis requires assembler? How much of Synthesis could be re-writtenin a high-level language?"Section 7.4.1 answers these questions in detail.





129
8Conclusion A dissertation is never �nished.You just stop writing.| Everyone with a Ph.D.This dissertation has described Synthesis, a new operating system kernel that pro-vides fundamental services an order of magnitude more e�ciently than traditional operatingsystems.Two options de�ne the direction in which research of this nature may proceed. First-ly, an existing system may be adopted as a platform upon which incremental developmentmay take place. Studying a piece of an existing system limits the scope of the work, ensuresthat one is never far from a functioning system that can be measured to guide develop-ment, and secures a preexisting base of users, upon completion. On the down side, suchan approach may necessarily limit the amount of innovation and creativity brought to theprocess and possibly carry along any preexisting biases built in by the originators of the en-vironment, reducing the impact the research might have on improving overall performance.Alternatively one can start anew. Such an e�ort removes the burden of preexistingdecisions and tradeo�s, and allows use of knowledge and hindsight acquired from pastsystems to avoid making the same mistakes. The danger, however, is of making new,



130possibly fatal mistakes. In addition, so much valuable time can be spent building up thebase and re-inventing wheels, that little innovation takes place.I have chosen the second direction. I felt that the potential bene�ts of an importantbreakthrough far outweighed the dangers of failure. Happily, I believe that a positiveoutcome may be reported. I would like to summarize both the major contributions andshortcomings of this e�ort.A basic assumption of this research e�ort has been that low overhead and low latencyare important properties of an operating system. Supporting this notion is the predictionthat as distributed computing becomes ubiquitous, responsiveness and overall performancewill su�er at the hands of the high overhead and latency of current systems. Advancesin networking technology, impressive as they are, will bear little fruit unless operatingsystems software is e�cient enough to to make full use of the higher bandwidths. Emergingapplication areas such as interactive sound, video, and the future panoply of interfacetechnologies subsumed under the umbrella of \multi-media" place strict timing requirementson operating system services | requirements that existing systems have di�culty meeting,in part, because of their high overhead and lack of real-time support.The current leading suggestion to address the performance problems is to movefunction out of the kernel, thus avoiding crossing the kernel boundary and allowing cus-tomization of traditional kernel services to individual applications. Synthesis shows thatit is not necessary to accept that kernel services will be slow, and to �nd work-arounds tothem, but rather that it is possible to provide very e�cient kernel services. This is impor-tant, because ultimately communications with the outside world still must go through thekernel.With real-time support and an overhead factor ten times less than that of other sys-tems, Synthesis may be considered a resounding success. Four key performance-improvingdynamics di�erentiate Synthesis:� Large scale use of run-time code generation.� Quaject-oriented kernel structure.� Lock-free synchronization.� Feedback-based process scheduling.



131Synthesis constitutes the �rst large-scale use of run time code generation to speci�cal-ly improve operating system performance. Chapter 3 demonstrates that common operatingsystem functions run �ve times faster when implemented using runtime generated code thana typical C language implementation, and nearly ten times faster when compared with thestandard Unix implementation. The use of run time code generation not only improvesthe performance of existing services, but allows for the addition of new services withoutincremental systems overhead.Further di�erentiating Synthesis is its novel kernel structure, based around \qua-jects," forming the building blocks of all kernel services. In many respects, quajects resem-ble the objects of traditional Object-Oriented programming, including data encapsulationand abstraction. Quajects di�er, however, in four important ways:� A procedural rather than message-based interface.� Explicit declaration of exceptions and external calls.� Runtime binding of the external calls, and� Implementation using runtime code generation.By making explicit the quaject's exceptions and external calls, the kernel may dynamicallylink quajects. Rather than providing services monolithically, Synthesis builds them throughthe use of one or more quajects eventually comprising the user's thread. This binding takesplace dynamically, at runtime, allowing for both the expansion of existing services and for anenhanced capability for creating new ones. The traditional distinction between kernel anduser services becomes blurred, allowing for applications' direct participation in the deliveryof services. This is possible because a quaject's interface is extensible across the protectionboundaries which divide applications from the kernel and from each other. Such an approachenjoys a further advantage: preserving the partitioning and modularity found in traditionalsystems centered around user-level servers, while bettering the higher performance levels ofthe monolithic kernels which, while fast, are often di�cult to understand and modify.The code generation implementation and procedural interface of quajects enhancesperformance by reducing argument passing and enabling in-line expansion of called qua-jects into their caller to happen at runtime. Quaject callentries, for example, require no\self" parameter, since it is implicit in their runtime-generated code. This shows, throughquajects, that a highly e�cient object-based system is possible.



132 A further research contribution of Synthesis is to demonstrate that lock-free syn-chronization is a viable, e�cient alternative to mutual exclusion for the implementationof multiprocessor kernels. Mutual exclusion and locking, the traditional forms of synchro-nization, su�er from deadlock and priority inversion. Lock-free synchronization avoids theseproblems. But until now, there has been no evidence that a su�ciently rich set of concurrentdata structures could be implemented e�ciently enough using lock-free synchronization tosupport a full operating system. Synthesis successfully implements a su�cient number ofconcurrent, lock-free data structures using one and two-wordCompare-&-Swap instructions.The kernel is then carefully structured using only those data structures in the places wheresynchronization is needed. The lock-free concurrent data structures are then demonstratedto deliver better performance than locking-based techniques, further supporting my thesisfor hardware that supports Compare-&-Swap.New scheduling algorithms have been presented which generalize scheduling fromjob assignments as a function of time, to functions of data 
ow and interrupt rates. Thealgorithms are based upon feedback, drawing from control systems theory. The applicationsfor these algorithms include support for real-time data streams and improved support fordealing with the 
ow of time. These applications have been illustrated by numerous de-scriptions of real-time sound and signal processing programs, a disk-sector �nder program,and a discussing on clock synchronization.It is often said that good research raises more questions than it answers. I now exploresome open questions, point out some of Synthesis' shortcomings, and suggest directions forfuture work.Clearly, we need better understanding of how to write programs that create codeat run time. A more formal model of what it is and how it is used would be helpful inextending its applicability and in �nding ways to provide a convenient interface to it.Subsidiary to this, a good cost/bene�t analysis of runtime code generation is lacking.Because Synthesis is the �rst system to apply run time code generation on a large-scale basis,a strategic goal has simply been to get it to work and show that performance bene�ts doexist. Accordingly, the emphasis has been in areas where the bene�ts have been deemedto be greatest and where code generation was easiest to do, both in terms of programmingdi�culty and in CPU cycles. Intuition has been an important guide in the implementationprocess, resulting in an end product which performs well. It is not known is how muchmore improvement is possible. Perhaps applying runtime code generation more vigorously



133or structuring things in a di�erent way will yield even greater bene�ts.Unfortunately, there is no high-level language available making programs that userun time code generation easy to write and at the same time, portable. Aside from theobvious bene�t of making the technique more accessible to all members of the profession,a better understanding of the bene�ts of runtime code generation will sure accrue fromdeveloping such a language.An interesting direction to explore is to extend the ideas of runtime code generationto runtime recon�gurable hardware. Chips now exist whose function is \programmed"by downloading strings of bits that con�gure the internal logic function blocks and therouting of signals between blocks. Although the chips are generally programmed once,upon initialization, they could be reprogrammed at other times, optimizing the hardwareas the environment changes. Some PGAs could be set aside for computations purposes:functions such as permuting bit vectors can be implemented much more e�ciently withPGA hardware than in software. Memory operations, such as a fast memory-zero or fastpage copy could be implemented operating asynchronously with the main processor. Asyet unanticipated functions could be con�gured as research identi�es the need. A machinearchitecture is envisaged having no I/O device controllers at all | just a large array ofprogrammable gate array (PGA) chips wired to the processor and to various forms of I/Oconnectors. Clearly, the types of I/O devices which the machine supports is a function ofthe bit patterns loaded into its PGAs, rather than the boards which alternatively wouldbe plugged into its backplane. This is highly advantageous, for as new devices need to besupported, there is no need for new boards and the attendant expense and delay of acquiringthem. Currently, under Synthesis, users cannot de�ne their own services. Quaject com-position is a powerful mechanism to de�ne and implement kernel services, but this powerhas not yet been made accessible to the end user. At present, all services that exist do sobecause located somewhere in the kernel is a piece of code which knows which quajects tocreate and how to link them in order to provide each service. It would be better if this werenot hard coded into the kernel, but made user-accessible via some sort of service descriptionlanguage. To support such a language, the quaject type system would need to be extendedto provide runtime type checking, which is currently lacking.Another open question concerns the generality of lock-free synchronization. Lock-freesynchronization has many desirable properties as discussed in this dissertation. Synthesis



134has demonstrated that lock-free synchronization is su�cient for the implementation of anoperating system kernel. \Is this accomplished at the expense of required generality" is aquestion in need of an answer. Synthesis isolates all synchronization to a handful of concur-rent data structures which have been shown to have an e�cient lock-free implementation.Nonetheless, when lock-free data structures are used to implement systems policy, a lossof generality or e�ciency may result. Currently, Synthesis e�ciently supports a schedulingpolicy only if it has an e�cient lock free implementation. One approach to this issue is toadd to the list of e�cient lock-free data structure implementations, thereby expanding theset of supportable policies. Another research direction is to determine when other synchro-nization methods are necessary so that a policy may be followed literally, but also when thepolicy can be modi�ed to �t an e�cient lock-free implementation. In addition, determininghow best to support processors without a Compare-&-Swap instruction would be valuable.The behavior of feedback-based, �ne grained scheduling has not been fully explored.When the measurements and adjustments happen at regular intervals, the schedule canbe modeled as a linear discrete time system and Z-transforms used to prove stability andconvergence. In the general case, measurements and adjustments can occur at irregularintervals because they are scheduled as a function of previous measurements. It is notknown whether this type of scheduler is stable for all work load conditions. While empiricalobservations of real-time signal processing applications indicate that the scheduler is stableunder many interesting, real-life workloads, it would be nice if this could be formally proven.The current 68030 assembly language implementation limits Synthesis' portability.The amount of code is not inordinately large (20,000 lines) and much of it is macro invoca-tions, rather than machine instructions, so an assembler-level port might not be nearly asdi�cult as it might �rst appear. A high level language implementation would be better. Anopen question is the issue of runtime code generation. While one could create code whichinserts machine-op codes into memory, the result would be no more portable than the cur-rent assembly language version. A possible approach to this problem would be to abstractas many runtime code generation techniques as possible in simple, machine-independentextensions to an existing programming language such as C. Using the prototypic languageand making performance comparisons along the way would go far toward identifying whichdirection the �nal language should take.While Synthesis holds out enormous promise, its readiness for public release is re-tarded by the following factors:



135� Known bugs need to be removed.� The window system is incomplete, and lacks many 2-D graphics primitives and mousetracking.� The virtual memory model is not fully developed, and the pager interface should beexported to the user in order to enhance its utility.� The network driver works, but no protocols have as yet been implemented.All of these enhancements can be made without risk to either the measurements presentedin this dissertation, or to the speed and e�ciency of the primitive kernel. My con�dencerests partly because the signi�cant execution paths have been anticipated and measured, andpartly from past experience, when the much more signi�cant functionality of multiprocessorsupport, virtual memory, ethernet driver, and the window system were added to the thenprimitive kernel without slowing it down.I want to conclude by emphasizing that although this work has been done in thecontext of operating systems, the ideas presented in this dissertation | runtime code gen-eration, quaject structuring, lock-free methods of synchronization, and scheduling based onfeedback | can all be applied equally well to improving the performance, structuring, androbustness of user-level programs. The open questions, particularly those regarding runtimecode generation, may make this di�cult at times; nevertheless the potential is there.While countless philosophers throughout Western Civilization have all pro�ered ad-vice against the practice of predicting the future, most have failed to resist the temptation.While computer scientists shall most likely fare no better at this art, I believe that Syn-thesis brings to the surface an operating system of elegance and e�ciency as to accelerateserious consideration and development of multiple microprocessor machine environments,particularly those allied with multi-media and communications. In short, Synthesis and theconcepts upon which it rests are not likely to be eclipsed by any major occurrence on thehorizon of technology any time soon.
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Appendix AUnix Emulator Test Programs

#define N 500000int x[N];main() {int i;for(i=5; i--; )g();printf("%d\n%d\n", x[N-2], x[N-1]);}g() { int i;x[0] = x[1] = 1;for(i=2; i<N; i++)x[i] = x[i-x[i-1]] + x[i-x[i-2]];} Figure A.1: Test 1: Compute



142#define N 1024 /* or 1 or 4096 */char x[N];main(){ int fd[2],i;pipe(fd);for(i=10000; i--; ) {write(fd[1], x, N);read(fd[0], x, N);}} Figure A.2: Test 2, 3, and 4: Read/Write to a Pipe#include <sys/file.h>#define Test_dev "/dev/null" /* or /dev/tty */main(){ int f,i;for(i=10000; i--; ) {f = open(Test_dev, O_RDONLY);close(f);}} Figure A.3: Test 5 and 6: Opening and Closing#include <sys/file.h>#define N 1024char x[N];main(){ int f,i,j;f = open("file", O_RDWR | O_CREAT | O_TRUNC, 0666);for(j=1000; j--; ) {lseek(f, 0L, L_SET);for(i=10; i--; )write(f, x, N);lseek(f, 0L, L_SET);for(i=10; i--; )read(f, x, N);}close(f);} Figure A.4: Test 7: Read/Write to a File


