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Open source browser based on Chromium
Privacy

Speed

Ad-free funding model for websites


https://brave.com
https://brave.com
https://github.com/brave
https://github.com/brave

What are specific, achievable privacy goals
for a browser?



1. Prevent third parties from accessing and tampering with
browser communication to servers
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2. Prevent sites from seeing the user’s activity on
other origins.

Link

v Visited




Block 3rd party cookies +
blacklist tracking domains

Brave uses tracker and ad block
lists from Disconnect.me and
Adblock Plus

3p cookies/localStorage blocked by
default in Brave, Tor Browser, and
Safari

Disconnect’s Tracking Protection
list is also used in Firefox
Private Browsing mode
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Brave site shield settings for
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Down Up

51 Ads and Trackers Blocked
22 HTTPS Upgrades
0 Scripts Blocked

Fingerprinting Methods Blocked

@ Block Ads and Tracking

. HTTPS Everywhere

Block Scripts
‘ Block 3rd party cookies

Fingerprinting Protection
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Blocking 3rd party refer(r)er

Default policy:

¥ | Headers Preview Response Cookies Timing
e HTTPS -> HTTP: no referrer

¥ General
o Othe r'W'i se: r‘efe rrer Seﬂt Request URL: https://sync.tidaltv.com/genericusersync.ashx?dpid=395
* Request Method: GET
: : : Status Code: 382 Found
([ J
Appl-les tO naV-lgat-|0n5 & Remote Address: 52.34.39.179:443
subresource requests » Response Headers (9)
¥ Request Headers view sounce
Accept: image/webp, image/=,*/+:q=0.8
UseS . Accept-Encoding: gzip, deflate, sdch, br
Accept-Language: en-U5,en;q=8.E
Connection: keep-alive
3 Cookie: tidal_ttid=cf@edt3a-79dc-43cl1-975F-dcld3d@alen7
. .
ad t raCk-I ng Host: sync.tidaltv.com
= = Referer: https://www.nytimes. com/
e website analytics bl el it

e access control (do not do
this!!)



Blocking 3rd party refer(rler

Brave’s policy:

e Same as default behavior for navigations & lst-party

subresources
e For 3rd-party subresources, send the origin of the

3rd-party

No complaints so far except for font-loading domains (?77?)



3. Prevent unwanted leakage of details about a user’s
browser, 0S, and device

@ /' [} audioContext Fingerprint Test x |

C | @ Secure https://audiofingerprint.openwpm.com

Audio Fingerprint

v AL

Lo JoA Y (.'l |' i

AupioCoNTEXT FINGERPRINTS

AudioContext properties:

{
"ac-sampleRate": 44100,
"ac-state": "running"”,
"ac-maxChannelCount™: 2,
"ac-numberOfInputs": 1,
"ac-numberOfOutputs™: 0,




Table ITI
NON-COOKIE WEB TRACKING TECHNOLOGIES

)} “Supercookies”

n n n
Fingerprintin e
HTTP caching (“cache cookies™)

cache control
ETags™ (“ETag cookies™) [85]
Last-Modified [85] (e.g. [B6])

cache content
resOuUrce . JavaScript, HTML, CSS5, or media)”

e Too many methods Seoeis oo

redirect location (e.g. {_3?1]:]
e Many are used legitimately (ex: R o el
. . . browsing hislﬂr}'i_T o
exposing internal IP address 1in s prae ftwerser Bygloree D s
0 0 HTMLS protocol handlers’
WebRTC si gna lin g ) HTMLS R ST

) ocation API pL‘-lTlliS:‘.iiﬂ_lli_ s
. Pr-lor-l t-l Ze b-l.OCk-l ng I'-Jl]'i'}P 5|11(-,L|Ia|15pur1 5(_. \b[ﬁ;}?unhl]
. . . plug-in hlﬂIdéL {e.g. Flash local shared objects, or “Flash cookies™)
fingerprinting methods that have
use by a third-party website.
. . User intervention required.
eas-l -l.y_ava-l -l.ab-l.e POC (eX : 11 L.d.‘l'gi..ll}’ 1|1.:u::.us]blti:1. in newer browsers, but see [BE], [91].

-F-i n ge r p r -i n tj s ) O r h a Ve b e e n _ll'b'] Active “Fingerprinting™ - (c) Passive “Fingerprinting”

operating syste: IP address

. . CPU type operating system
found in the wild. See user agent or age
time zone ang
clock skew HTTP accept headers
display settings
installed fonts
installed plugins
enabled plugins
supported MIME types
Luuhl;.h cnabled
-party cookies enabled



https://webtap.princeton.edu/
https://webtap.princeton.edu/
https://jonathanmayer.org/papers_data/trackingsurvey12.pdf
https://jonathanmayer.org/papers_data/trackingsurvey12.pdf

Fingerprinting protection in Brave

Default enabled:

e Battery Status API (off by default)
e User-agent (mimic Chrome)
e Set navigator.plugins and navigator.mimeTypes to []

Default disabled:

Canvas

WebGL
AudioContext
WebRTC IP leakage



& panopticlick.eff.org | Panopticlick

-
bits of one in x
Browser | | ientifying | DrOWSers value
Characteristic e et have this
value
Limited
supercookie 0.38 1.3 DOM localStorage: Yes, DOM session
test
Hash of canvas
E ; 7.8 224.25 B9113debe00dbd3d 110:
fingerprint
Screen Size
and Color 4.26 19.23 14409003
Depth
Browser Plugin
Details 1.68 a undeting
Time Zone 2.95 7.75 0
DMNT Header
Enabled? 1.22 233 Falze
HTTP_ACCEPT .
skt 7.3 15712 textmitml, */°; q=0.01 gzip,
Sl T 34.71 undetermir
fingerprint
Language 1.02 2.03 en-us
Andaie Mono, Anal, Arial Biack, Arial Hebrow,
Anal Unicode M3, Comic Sans MS, Gourier, €
System Fonts 5.64 49,78  |ca, Hewetica Meue, Impact, LUGIDA GRANDE
ing, Tahoma, Times, Times Mew Homan, Treb
dings 2, Wingdings 3 |
Platform 312 87 Macinte

AldmplemE 1 (A intach Intes] BAas £18 % 4 44

Site shield settings for

panopticlick.eff.org

o) 0

Ads and HTTPS
trackers Upgrades
Blocked

Canvas: https:{/panopticlick.eff.org/results?
WebGL: https:f/panopticlick.eff.org/results?

= Advanced Controls

Ad Control
Block Ads =

@ HTTPS Everywhere
Block Scripts

Edit default shield settings...

Cookie Control

Block 3rd Party Cookies

@ Fingerprinting Protection @
@D Biock Phishing / Malware

Fingerprinting
Methods
Blocked

Reload C




4, Prevent linkability across separate browser sessions

Clear browsing data
Obliterate the following items from: | the beginning of time +

Browsing history

J ¢ Areyou using Tor?

/| Download history
Cookies and other site and plugin data - & - 5;; H htt ps :hE-:l'..t-:rrpr
Cached images and file ¥
Passwords

/| Autofill form data -

Hosted app data Preferences...

o Media licenses ] ﬂhuut Torbutton...

Cancel Glear browsing data

5 that may reflect browsing habits will not be cleared. Learn more




5. Forensic deniability

SILK I ROAD

ANONYMOUS MARKETPLACE







Privacy vs. Availability



WhatsApp backdoor allows snooping on
encrypted messages

Exclusive: Privacy campaigners criticise WhatsApp vulnerability as a "huge
threat to freedom of speech’ and warn it could be exploited by government
agencies

e to the way the company has implemented its end-to-end



https://www.theguardian.com/technology/2017/jan/13/whatsapp-backdoor-allows-snooping-on-encrypted-messages
https://www.theguardian.com/technology/2017/jan/13/whatsapp-backdoor-allows-snooping-on-encrypted-messages

“...when a contact's key changes,
should WhatsApp require the user to
manually verify the new key before
continuing, or should WhatsApp display
an advisory notification and continue
without blocking the user. Given the
size and scope of WhatsApp's use

base, we feel that their choice to

What's new with you? 5o

Hey! | read a pretty misleading news
story today. 12:17 PM

Vera Sauslitch's security code changed. Tap for
more info.

| know | know, | saw the same one.
You finally started using that new
phone, huh? Want to verify our new
safety number? 12:24 PM &

o - ©



https://whispersystems.org/blog/there-is-no-whatsapp-backdoor/
https://whispersystems.org/blog/there-is-no-whatsapp-backdoor/
https://whispersystems.org/blog/there-is-no-whatsapp-backdoor/

Alice

Alice’s <

Bob
_» Bob sees MO
S0, L Leelo) Bob drops his
phone in the ocean
>
E(M1, k_bob)

Bob turns gets a
new phone

WhatsApp client
automatically
re-encrypts M1
using k’_bob &

Hey Alice, this is Bob’s new key: k' _bob

sends it

Alice is notified that
Bob’s key has changed

—» Bob sees M1
E(M1, K’ _bob)



Availability++

e Alice doesn’t have to take any actions to
deliver M1 after hitting ‘send’

e Bob seamlessly receives M1 when he turns
on his new phone

Privacy—--

e Any message sent may be re-encrypted for
NSA. Alice has no way to know in advance,
Can detect the attack after-the-fact.



This site cannot be loaded due to a certificate error; https://self-

signed.badssl.com/

Back to safety




& www.icloud.com | iCloud

| & iCloud . Site shield settings for
www.icloud.com Down @ v

0 o)

Ads and HTTPS Fingerprinting
5 Upgrades Method

Canvas: httpsy);

iCloud has stopped responding. + Advanced Controls

An error has prevented this application fror

working properly. Help Apple improve its fg Sl Snnie eanil

products by sending us diagnostic and usag Block Ads Block 3rd Party Cookies
information about iCloud.

@) HTTPS Everywhere @D Fingerprinting Protection @
Block Scripts @D Block Phishing [ Malware

P Details

Edit default shield settings... Reload C

Reload Send to Apple




a Matthew Keys

Washington Post disables reading of articles
for people with ad blocker software.

Ehe Washinaton Post

B Your ad blocker is on. fa

ofi

SERENEEEs
Ad-blocker blockers




"o - Hide My AdBlocker

OVERVIEW REVIEWS RELATED

% Compatible with your device

man.up. 101 hdtw-lolavi (7700w This extension hides your AdElocker
from Anti-AdBlock scripts on websites
such as putlocker.com,
watchfreeinhd.com and more.

Doz W Tired of 2ds and waiting? Go

«d that you're Using AdBlock or some other adil 5 ‘our wall time has Been increased.
5 ck far this s x - - .
This is an anti-anti-adblock extension, which
removes time penalties and
popupsfwarnings about your activated

putLocker.. Upload My Files  Go Pro i AdBlocker.

Choose Method of Access

Arcount Type

Aecess Prioeiny o
man.up. 101 hdtv-lel.av
. A Works on

- Emx.net,

Dowrioading Orageals
Mobile AcCiss 41 T Wi ar o I ;
Dawkoed How weaiting - web.de,

- sockshare.com,

Upload ar Cece 7 : . putlacker.com,
Choose Method of Access

M Files i

Shorage

I e @ Report Abuse
Ad Frog Accass:
Version: 1.2
Updated: October 8, 2015
Size: 52.07KB

Language: English

Extra Features ke Cuiginas
Lagedr] Fiti Supotet Mo dcoass

Files e Remcnnd D bo bnartiver

Ad-blocker blocker blockers




Privacy vs. Security



Example:
HSTS cross-origin history sniffing



summary

e Dynamic HSTS: Site sends an HTTP header
that says “Only access me over HTTPS for
the next N seconds.”

e Dynamic HSTS 1is by definition dependent on
browsing history.

e This can indirectly leak data about a
user’s browsing history.



1. sneaky.com wants to fingerprint users.
2. example.com is known to support HSTS.

3. sneaky.com/index.html embeds <img
src=" 7>,


http://example.com

What happens then?

Case 1: Browser has never visited example.com

Case 2: Browser visited example.com before.


https://example.com
https://example.com
https://example.com/
https://example.com/

If we can measure the HTTP to
HTTPS redirect latency, we can
distinguish Case 1from Case 2!



Q: How do we measure that?



Allow images to load
from HTTPS origins

Content-Security-PolAicy/ only

img-src: https://*;

script-src: ‘self’

*.scripts.com ST Allow scripts to load

from the page’s origin,
*.scripts.com, and
cdn.example.com only.

cdn.example.com



The Missing Ingredient:

HTTPS image requests are blocked and
fire an error event to JS listeners.

This is a “non-destructive” cache attack.



Why is this useful?

1. JS only lets us listen for img onerror and
onload events. Turns out CSP violation
triggers onerror consistently and early in
the fetch pipeline.

2. If browser ever completes a request for

, 1t will get the HSTS
pin and future results are polluted. CSP
prevents this from happening!


https://example.com

After setting CSP:

Case 1: Browser has never visited example.com

Case 2: Browser visited example.com before.


https://example.com
https://example.com
https://example.com/

How long does the HTTP to HTTPS redirect take?

Case 1: Browser has never visited example.com

Case 2: Browser visited example.com before.



CSS visited-selector bug

Slide from Michael
Coates, 2011 ->

CSS History Sniffing

M Determine user’s
browsing habits with CSS

m Visited link different than
non-visited link

B CSS and element
inspection determines
visited pages

W Issued fixed March 2010

Visited Link

Unvisited Link

1f [getComputedStyle(link, "").celer ==
"rgb{0, 0, 128)")
{
// link.href has not been visited
} oelse {
/4 link.href has been visited
}
¥

hitp:/dbaron org/mozilla/visited-privacy



New plan:

1. Scrape Alexa Top 1M for hosts that send HSTS
and aren’t preloaded.

2. Load all the HSTS hosts asynchronously on
one page.

3. Measure the onerror timing & separate hosts
into visited and unvisited.
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http://www.youtube.com/watch?v=F1GxtVU_MVU

Mitigations

e Decrease ]S timer resolution: can be
workedaround

e First-party storage isolation
(““double-keying”): reduces security

e HTTPS Everywhere / expanding HSTS preload:
get rid of dynamic HSTS



CVE-2016-1617 addressed 1n CSP Level 3

3. The URL matching algorithm now treats insecure schemes and ports as matching their secure variants. That

is, the source expression http://example. com: 8@ will match both http://example.com: 8@ and
https://example.com:443.

Likewise, 'self' now maiches https: and wss: variants of the page's origin, even on pages whose
scheme is http.




B ————
Web Klt Blog Downloads Feature Status Reporting Bugs Contribute ~

Open Source Web Browser Engine

Release Notes for Safari Technology Preview 21

Jan 11, 2017 Safari Technology Preview Release 21 is now available for download for macOS
by Jon Davis Sierra. If you already have Safari Technology Preview installed, you can update from
@jonathandavis the Mac App Store’s Updates tab. This release covers WebKit revisions 209803-
210274.

Security

» Allowed HTTPS URLs to match HTTP script-src expressions for Content
Security Policy (r209821)




Other security vs privacy examples

e Sniff history using site-specific
settings (ex: NoScript)

e Fingerprint use of hardened browser
settings (Tor, adblocking, etc.)

v.nytimes.com/ 198 @

5 scripts blocked an https://fwww.nytimes.com/




Other ways to win



How is CVE formed?



[$N/A][664411] High CVE-2016-9651: Private property access in V8. Credit to Guang Gong of Alpha
Team Of Qihoo 360 reported through Pwnfest

[$7500][658535] High CVE-2016-5208: Universal XSS in Blink. Credit to Mariusz Miynski
[$7500][655904] High CVE-2016-5207: Universal XSS in Blink. Credit io Mariusz Miynski
[$7500][653749] High CVE-2016-5206: Same-origin bypass in PDFium. Credif fo Rob Wu (robwu.ni)
[$7500][646610] High CVE-2016-5205: Universal XSS in Blink. Credit fo Anonymous
[$7500][620870] High CVE-2016-5204: Universal XSS in Blink. Credit to Mariusz Miynski
[$5000][664 139] High CVE-2016-5209: Qut of bounds write in Blink. Credit to Giwan Go of
STEALIEN

[$3000][644219) High CVE-2016-5203: Use after free in PDFium. Credit to Anonymous
[$3500][654183] High CVE-2016-5210: Out of bounds write in PDFium. Credit to Ke Liu of Tencent's
Xuanwu LAB

[$3000][653134] High CVE-2016-5212: Local file disclosure in DevTools. Credit to Khalil Zhani
[$3000][649229] High CVE-2016-5211: Use after free in PDFium. Credit to Anonymous
[$500][652548] High CVE-2016-5213: Use after free in V8. Credit to Khalil Zhani

[$N/A][E01538] Medium CVE-2016-5214: File download protection bypass. Credit o Jonathan Birch
and MSVR

[$3000][653090] Medium CVE-2016-5216: Use after free in PDFium. Credit fo Anonymous
[$3000][619463] Medium CVE-2016-5215: Use after free in Webaudio. Credit fo Looben Yang
[$2500][654280] Medium CVE-2016-5217: Use of unvalidated data in PDFium. Credit to Rob Wu
frobwu.ni)

[$2000][660498] Medium CVE-2016-5218: Address spoofing in Omnibox. Credit fo Abdulrahman
Algabandi (@qgab)

[$1500][657568] Medium CVE-2016-5219: Use after free in V8. Credit fo Rob Wu (robwu.ni)
[$1000][660854] Medium CVE-2016-5221: Integer overflow in ANGLE. Credit to Tim Becker of
ForAllSecure

[$1000][654279] Medium CVE-2016-5220: Local file access in PDFium. Credit to Rob Wu (robwu.ni)
[$500][657720] Medium CVE-2016-5222: Address spoofing in Omnibox. Credit to xisigr of Tencent's
Xuanwu Lab




Chrome 55

8 out of 26 externally-reported CVEs are in
PDFium


https://chromereleases.googleblog.com/2016/12/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2016/12/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2016/12/stable-channel-update-for-desktop.html

PDEF.js to the rescue

e Pure HTML5/CSS/JS PDF reader
e Maintained by Mozilla
e Default PDF reader in Firefox


https://github.com/mozilla/pdf.js/
https://github.com/mozilla/pdf.js/

N

Flash must die




Adobe Security Bulletin

Security updates available for Adobe Flash Player

Release date: December 8, 2015
Last updated: June 3, 2016
Vulnerability identifier: APSB15-32
Priority: See table below

CVE number: CVE-2015-8045, CVE-2015-8047, CVE-2015-8048, CVE-2015-8049, CVE-2015-8050, CVE-
2015-B418, CVE-2015-B454, CVE-2015-8455, CVE-2015-8055, CVE-2015-8056, CVE-2015-B057, CVE-2015-
8058, CVE-2015-8059, CVE-2015-8060, CVE-2015-8061, CVE-2015-8062, CVE-2015-8063, CVE-2015-8064,
CVE-2015-8065, CVE-2015-8066, CVE-2015-8067, CVE-2015-8068, CVE-2015-8069, CVE-2015-8070, CVE-
2015-B071, CVE-2015-8B401, CVE-2015-8402, CVE-2015-B403, CVE-2015-8404, CVE-2015-B405, CVE-2015-
8406, CVE-2015-B407, CVE-2015-8408, CVE-2015-8409, CVE-2015-8410, CVE-2015-8411, CVE-2015-8412,
CVE-2015-8413, CVE-2015-8414, CVE-2015-8415, CVE-2015-8416, CVE-2015-8417, CVE-2015-8419, CVE-
2015-B420, CVE-2015-8421, CVE-2015-8422, CVE-2015-B423, CVE-2015-8424, CVE-2015-8425, CVE-2015-
8426, CVE-2015-B427, CVE-2015-8428, CVE-2015-8429, CVE-2015-8430, CVE-2015-8431, CVE-2015-8432,
CVE-2015-8433, CVE-2015-8434, CVE-2015-8435, CVE-2015-8436, CVE-2015-8437, CVE-2015-8438, CVE-
2015-B439, CVE-2015-8440, CVE-2015-8441, CVE-2015-8442, CVE-2015-8443, CVE-2015-8444, CVE-2015-
8445, CVE-2015-B446, CVE-2015-8447, CVE-2015-8448, CVE-2015-8449, CVE-2015-8450, CVE-2015-8451,
CVE-2015-8452, CVE-2015-8453, CVE-2015-8456, CVE-2015-8457, CVE-2015-B652, CVE-2015-8653, CVE-
2015-B654, CVE-2015-8655, CVE-2015-8656, CVE-2015-8B657, CVE-2015-8658, CVE-2015-8820, CVE-2015-
8821, CVE-2015-8822, CVE-2015-8823

Platform: All Platforms




Dissecting Browser Privacy

File Edit Wiew Insert Slide Format Arrange Tools Table Help ] ) Present c

Insert image

Upload Take a snapshot By URL Your albums Google Drive Search

Unable to find Flash Player 10.1. Please install Flash Player or upgrade your Flash Player to Flash 10.1
or greater here.

Control-click to play Shockwave Flash.




How to deprecate Flash
without breaking the web?



1. Don't bundle Flash with the browser or enable it
by default.

Plugin Settings

% Enable Adobe Flash support
© Brave uses a special version of Pepper Flash which must be installed from Adobe.

@ Flash not working? Try the troubleshooting tips on our wiki.




2. Pretend Flash isn’t installed in navigator.plugins
to trigger HTMLD fallback

C @& & http/iwww.bloomberg.com/ 152895 Y&

0.11.6dev Mile... Q https:i/githuh = L 7 Shnrt Staries * Tha Pura Prine 3 httre: fhanan far MRl Aeeth | B 44 Blanmbarn
i) Developer Tools - hitp://www.bloomberg.com/

[w Elements Console Sources Timeline Metwork Profiles Application Security  Audits

¥ =div class="module top-of-page—feature-view" data-view-uid="1|8_5_2_2"=
¥ =section class="wod-v2" data-collapsed="true" data—tracker—events="click" data-tracker—category="module" data-tracker-label
F=div class="vod-v2__ recirc top"=.=/div=
¥=div class="vod-v2__ video"=>
=div class="vod-v2_ label"> Video =/div>
¥=div class="vod-v2__ title-and—player"=
¥=div class="wvod-v2__ live-player"=
Yadiv data—view—uid="1|8_5_2_2 1"=
¥ =div class="video-player playing"=
Pk =div class="video—player__image default"=_.=/div=
P =div class="video—player__image small"=..=/div=
»=div class="video—player__image medium"=.</div=
P =div class="video—player__image large"=..=/div=
=div
v=div

wediv auto-setup="false" fluid="true" class="video—js vjs-default-skin vjs—paused vjs—fluid vjs—controls—disal
GxpgdXcaRQ0YTBofBE40Hw—dimensions vjs—-user-inactive" preload="none" id="bbg-video-player-GxpgldXcaRQ0YTBofB640H
"videp player"=
<video id-"GxpqQXcaRQOYTBoTB64QHw Hlsjs_api’ class-"vjs-tech’ muted preload-"none" src-"blob:http://www.bla
B9e5-69201aa59eB9 -~ /video- = @
=divs=</divs
=div class="vjs-poster vjs—hidden" tabindex="-1"=</div=
=div class="wvjs-text—track—display vjs—hidden" aria-live="assertive" aria-atomic="true"=</div=
<div class="wjs-loading—spinner" dir="1tr"=</div=
b <button class="vjs-big-play-button” type="button" aria-live="polite">..</button=
b <div class="vjs—control-bar" dir="1tr" role="group">.</div=
b <div class="vjs—-error-display vjs—-modal-dialog vjs—hidden " tabindex="-1" aria-describedby-=
"GupgQXcaR0YTBoTB64QHw_component_577_description” aria-hidden="true" aria-label="Modal Window" role="dialog
F=div class="vis—-caption-settings vis-modal-overlay vijs—hidden =/ divs




3. After being enabled, user must express intent to
run Flash on an origin before it can be detected.



Click-to-play for visible elements

' homestarrunner.com | Everybody! Everybody!

% Everybody! Everybo... J Preferences

Allow once
Allow far 1 week

Control-click to play Shockwave Flash.



Handle Flash installer redirects for pages that don't
load Flash objects until Flash is detected

In order to use Pandora internet radio, please install {v.10 or later).

PANDORA



4. Expire Flash approvals

Saved Site Permissions

*® http://homestarrunner.com: Allow until 1/30/2017, 9:16:05 AM
»® https://www.pandora.com: Allow once




5. Deal with 2948238294829 support com

() Flash not working on http://www.mirtahoe.com/the-resortfwebcam/ plugin/flash webcompat
#8612 opened 11 days ago by alexwykoff 0.13.1

(D Flash not working on Webkinz.com/ plugin/flash webcompat
#6538 opened 18 days ago by srirambyv

(@ Flash control is not displaying for VMware vSphere web client [ plugin/fiash
#6526 opened 19 days ago by alexwykoff

D "enable flash" notification should display when navigating to the adobe flash installer page
if flash is installed and not enabled plugin/flash
#6381 opened on Dec 22, 2016 by bridiver

D Flash not loading on http://www.clubpenguin.com/ & http://www.binweevils.com/
pluginjflash webcompat

#6162 opened on Dec 12, 2016 by srirambv

(0 Flash Play Supports info-needed plugin/flash
#6043 opened on Dec 6, 2016 by bnmnb

(D Could not load plugin error on FB videos plugin/flash
#8025 opened on Dec 5, 2016 by sriramby

(O Google Finance interactive charts doesn't work with Brave plugin/flash webcompat
#5487 opened on Nov 8, 2016 by srirambv

(D Flash UX improvement tracking issue plugin/flash
#4789 opened on Oct 14, 2016 by alexwykoff 1.1.0

(0 flash on xfinity tv plugin/flash
#4639 opened on Oct 8, 2016 by darkdh

) Audio Stream window does not open plugin/flash webcompat
#4588 opened on Oct 8, 2016 by Evangelistken

(D Flash cover slide not shown on youku.com plugin/flash
#4532 opened on Oct 5, 2016 by alexwykoff

D) Certain Flash games on Facebook doesn't load plugin/flash webcompat
#4397 opened on Sep 30, 2016 by srirambv




thdr

Browsers are a good place to improve privacy on the web.

Most browser features that can be abused for tracking also
have legitimate uses. :(

Take away features until people complain too much.



Thanks

yan@brave.com
@hcrypt



