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Abstract — In many multimedia applications, there is a need
to authenticate sources subjected to benign degradations such as
noise, compression, etc., in addition to potential tampering at-
tacks. Authentication can be enabled through the embedding of
suitably chosen markings in the original signal. We develop one
information-theoretic formulation of this problem, and identify
and interpret the associated fundamental performance limits.

I . INTRODUCTION

As a motivating example,considerthe authenticationof drivers’
licenses.Many jurisdictionsprint ahologramon thephotographpor-
tion of the license. Thepresenceof the hologramindicatesthat the
licenseis legitimatebut doesnot addexcessive distortion. Imprint-
ing ahologramona licenseis aparticularimplementationof a larger
classof authenticationschemes.

More generally, specialmarkingsareembeddedinto the photo-
graph.A decoderusesthesemarkingsto extract anauthenticrepre-
sentationof theoriginal. Thespecialmarkingsshouldbeembedded
sothatthedistortionbetweentheoriginalandembeddedphotographs
is small; thus,someonewithout theappropriatedecodercanstill use
thelicenseto checktheidentityof thebearer. In addition,thespecial
markingsneedto be robust to perturbationsin the form of smudges
or otherdegradationdueto routinehandling:thedecodershouldstill
declarethephotoauthenticif only thesearepresent.Finally thespe-
cial markingsshouldbe insertedso that an unauthorizedagentcan
notcreateasuccessfulforgery.

The ideaof insertingspecialmarkingsin a signal is alsousedin
digital watermarkingfor copy-protectionanddatahiding [3]. How-
ever, two distinguishingfeaturesof the authenticationproblemare:
1) the attacker’s goal is to substantiallychangethe signal in sucha
way thatthedecoderis fooledinto declaringtheresultauthentic;and
2) whethertheattacker candetectthemarkingsaddedby theencoder
is notdirectly relevantprovidedthattheattacker cannotcreateacon-
vincing forgery.

I I . PROBLEM MODEL AND RESULTS

Wemodelthemultimediaauthenticationproblemasshown in Fig-
ure 1. The original source,���� , is i.i.d. with a known distribution���
	���
 . Theencodermodifies� �� to produce� �� , which thenpasses
througha noisychannelwith a known, memorylessprobability dis-
tribution ����� ��	���� ��
 . A maliciousattacker mayuse� �� , � �� , and � ��
to arbitrarily replacethe outputof the noisychannelwith a forgery.
Hencewe representthereceived signal, ���� , astheoutputof an in-
securechannel.The source,� �� , aswell as � �� , � �� , and � �� take
valuesin afinite alphabet.

Averagedistortionismeasuredaccordingtobounded,single-letter
distortionmeasures� � 	�� �!� 
 , and �#" 	�� �!� 
 . If no decoderis available,
authenticitycannot be verified and the relevant embeddingdistor-
tion is $ �&% �

�
')( � � 	 � ( � � ( 
 2. If available, a decodercan at-

tempt to extract an authenticrepresentationof the original. If the
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2Withoutaprobabilistic modelor distortionconstraintfor theattacker, we
focuson the averagedistortionbetween* �� and + �� in the casewhereno
tamperingoccursand + ��-,�. �� .
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Fig. 1: A diagramof theauthentication problem.

decoderdetermines >� �� to beauthenticthentherelevantdistortionis
$ " % �

�
' ( � " 	 � ( � >� ( 
 , whereclearlyfor gooddecoders$ "@? $ � .

If thetamperingdueto theattacker or thenoiseis too severe,thede-
codermight not beableto extract anauthenticrepresentationof the
original. Whenthis occurs,thedecoderoutputsa specialsymbol, A ,
to indicatethatthereceivedsignalis potentiallya forgery.

Performanceis measuredaccordingto threecriteria: security, ro-
bustness,anddistortion.For a schemeto besecure,it shouldbe im-
possibleor infeasiblefor anattacker to trick thedecoderinto accept-
ing a forgedvaluefor >���� . For a schemeto be robust, the decoder
shouldalmostnever declareasignalto beaforgeryunlesstheattack-
er hastamperedwith thesignal.Finally, a goodschemeshouldkeep
thedistortionbetweentheoriginal sourceandthe received signalas
smallaspossible.

Our main result is an information-theoreticcharacterizationof
the tradeoffs betweenthe threecriteria. Specifically, authentication
schemesthataresecure,robustandsatisfyadistortionconstraintpair	 $ � � $B" 
 areasymptoticallyachievable if andonly if thereexists a
testchannel���C� � 	D�E� ��
 andascalarfunction F 	�� 
 suchthat

G 	 �IHJ� 
 ? G 	 �KHL� 
J�
M4N � � 	 � � � 
PO ? $ � �

MBN � " 	 � � F 	 � 
Q
PO ? $ "SR
Thescalarfunction F 	�� 
 correspondsto asecondstageof a two-stage
decoderwhosefirst stagerecovers � �� from � �� , andwhosesecond
stageestimates�-�� from �4�� . For example, if the distortion met-
ric wasmeansquareerror, then F 	�� 
 would correspondto thescalar
minimummean-squareestimatorof � given � .

Practically, this analysisunderscoresthe importantrole thatcod-
ing hasto play in designingauthenticationsystemsthatapproachthe
optimal tradeoffs. Specifically, in [1] we show that relatively simple
trellis codescanobtainmorethan5 dBlessdistortionthanacompara-
ble uncodedschemewith thesamelevelsof securityandrobustness.
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