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Abstact— In many multimedia applications, there is a need
to authenticate sources subjected to benign degradations such as
noise, compression, etc., in addition to potential tampering at-
tacks. Authentication can be enabled through the embedding of
suitably chosen markingsin the original signal. We develop one
information-theoretic formulation of this problem, and identify
and interpret the associated fundamental performance limits.

|. INTRODUCTION

As a motivating example,considerthe authenticatiorof drivers’
licensesMary jurisdictionsprint a hologramon the photograptpor-
tion of the license. The presencef the hologramindicatesthat the
licenseis legitimate but doesnot add excessie distortion. Imprint-
ing ahologramon alicenseis a particularimplementatiorof alarger
classof authenticatiorschemes.

More generally specialmarkingsare embeddednto the photo-
graph. A decodemusesthesemarkingsto extractan authenticrepre-
sentationof the original. The specialmarkingsshouldbe embedded
sothatthedistortionbetweertheoriginalandembeddeghotographs
is small; thus,someonewithout the appropriatedecodercanstill use
thelicenseto checktheidentity of the bearerIn addition,the special
markingsneedto be robustto perturbationsn the form of smudges
or otherdegradationdueto routinehandling:the decodeishouldstill
declarethe photoauthentiaf only thesearepresent.Finally the spe-
cial markingsshouldbe insertedso that an unauthorizecagentcan
not createa successfuforgery

Theideaof insertingspecialmarkingsin a signalis alsousedin
digital watermarkingfor copy-protectionanddatahiding [3]. How-
ever, two distinguishingfeaturesof the authenticatiorproblemare:
1) the attacler’s goal is to substantiallychangethe signalin sucha
way thatthedecodeiis fooledinto declaringtheresultauthenticand
2) whetherthe attacler candetectthe markingsaddecby theencoder
is notdirectly relevantprovidedthattheattacler cannotcreatea con-
vincing forgery

Il. PROBLEM MODEL AND RESULTS

We modelthemultimediaauthenticatioproblemasshavnin Fig-
ure 1. The original source, X7, is i.i.d. with a known distribution
px (z). TheencodemodifiesX{ to produceY;”, which thenpasses
througha noisy channelwith a knovn, memorylessprobability dis-
tributionpz|y (z|y). A maliciousattacler mayuseXy', Y;", andZ7'
to arbitrarily replacethe outputof the noisy channelwith a forgery.
Hencewe representhereceved signal, W7", asthe outputof anin-
securechannel. The source, X1, aswell asYy®, Z{, andW7* take
valuesin afinite alphabet.

Averagedistortionis measureéccordingo boundedsingle-letter
distortionmeasured (-, -), anddz(-,-). If no decoders available,
authenticitycan not be verified and the relevant embeddingdistor
tionis Dy = 1 Y. di(Xi, Z;) ° If available, a decodercan at-
temptto extract an authenticrepresentatiorof the original. If the
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2without a probabilistc modelor distortionconstraintfor the attackerwe
focuson the averagedistortionbetweenX* and W7 in the casewhereno
tamperingoccursandWy* = Z7'.
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Fig. 1: A diagramof theauthenticatio problem.

decodedeterminesk to beauthenticthentherelevantdistortionis
Dy=1%.do (X, X,), whereclearlyfor gooddecodersD, < D;.
If thetamperingdueto the attacler or the noiseis too severe,thede-
codermight not be ableto extract an authenticrepresentationf the
original. Whenthis occurs thedecodeputputsa specialsymbol,&,
to indicatethatthe receved signalis potentiallya forgery

Performancés measuredcccordingto threecriteria: security ro-
bustnessanddistortion. For a schemeo be securejt shouldbeim-
possibleor infeasiblefor anattacler to trick the decodeiinto accept-
ing a forgedvaluefor X7. For a schemeto be robust, the decoder
shouldalmostnever declarea signalto be aforgeryunlessheattack-
er hastamperedwith the signal. Finally, agoodschemeshouldkeep
the distortionbetweerthe original sourceandthe receved signalas
smallaspossible.

Our main result is an information-theoreticcharacterizatiorof
the tradeofs betweenthe threecriteria. Specifically authentication
schemeshataresecurerobustandsatisfyadistortionconstrainipair
(D1, D2) areasymptoticallyachieableif andonly if thereexists a
testchannebpy | x (y|#) andascalarfunction f(-) suchthat

I(x;Y) < I(Y;2),
Eld:(X,Z)] < D,
Eldx(X,f(Y))] < Ds.

Thescalarfunction f (-) correspond$o a secondstageof atwo-stage
decodewhosefirst stagerecorersY7" from W7, andwhosesecond
stageestimatesX; from Y;". For example,if the distortion met-
ric wasmeansquareerror, then f(-) would correspondo the scalar
minimum mean-squarestimatorf X givenY.

Practically this analysisunderscoreshe importantrole that cod-
ing hasto play in designingauthenticatiorsystemshatapproactthe
optimaltradeofs. Specifically in [1] we shov thatrelatively simple
trellis codescanobtainmorethan5 dB lessdistortionthanacompara-
ble uncodedschemewith the samelevels of securityandrobustness.
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