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Abstract—In a variety of applications, there is a need to cases. Indeed, the rapidly increasing ease with which such
authenticate content that has experienced legitimate editg in  content can be digitally manipulated in sophisticated wasts
addition to potential tampering attacks. We develop one fomu- 4 inexpensive systems, whether for legitimate or fraedl
lation of this problem based on a strict notion of security, ad is of iderabl in th licati
characterize and interpret the associated information-tleoretic purp_oses, IS Of considerable Concem In these app 'C"fl lons
performance limits. The results can be viewed as a natural  Arising out of such concerns, a variety of technologies have
generalization of classical approaches to traditional altentica- been introduced to facilitate authentication in such g#i
tion. Additional insights into the structure of such systens and Examples include various physical watermarking techriefog
their behavior are obtained by further specializing the resiltsto ___ such as hologram imprinting in images — as well as more

Bernoulli and Gaussian cases. The associated systems ar@wh t dicital d dents. S o1 f f tHe i
to be substantially better in terms of performance and/or seurity recent digital decendents. See, e.g., [2] for some o re

than commonly advocated approaches based on data hiding and history in this area going back several hundred years. Heryev
digital watermarking. Finally, the formulation is extended to regardless of the implementation, all involve the procefss o

obtain efficient layered authentication system constructins. marking or altering the content in some way, which can be
Index Terms—multimedia security, authentication, digi- Vviewed as a form of encoding.
tal signatures, robust hashing, tamper-proofing, anti-spofing, A rather generic problem that encompasses essentially all

transaction-tracking, data hiding, information embedding, digital ~ the applications of interest is that of transaction-tragki
watermarking, coding with side information, joint source-channel in a content migration scenario. In this scenario, there are
coding. - g . . N
essentially three types of participants involved in thenatign
of a particular piece of content. There is the original autho
I. INTRODUCTION or creator of the content, who delivers an encoding df it.
N traditional authentication problems, the goal is to gethere is the editor who makes modifications to this encoded

termine whether some content being examined is an ex§efitent, and publishes the restilAnd there is the reader
replica of what was created by the author. Digital signatufd end-user for whom the published work is intended. The
techniques [1] are a natural tool for addressing such prdig@der wants to be able to determine 1) whether published
lems. In such formulations, the focus on exactness avol€'K being examined was derived from content originally
consideration of semantic issues. However, in many emgrgidenerated by the author, and 2) how it was modified by the
applications, semantic issues are an integral aspect of ffdtor- Atthe same time, the editor wants the author's emepd
problem, and cannot be treated separably. As contemporihP€ (semantically) close to the original content, so that t
examples, the content of interest may be an audio or vigBpdifications can take the semantics into account as negessa
waveform, or an image, and before being presented to 4n the recent literature, researchers have proposed a vari-

decoder the waveform may experience any of a variety BfY Of approaches to such problems based on eleme.nts of
possible perturbations, including, for example, degiadat di9ital watermarking, cryptography, and content clasatfan;

due to noise or compression; transformation by filtering€€: €-9- [3]-{18] and the references therein. Ultimatély
resampling, or transcoding; or editing to annotate, enbanc methods developed to date implicitly or explicitly attempt

otherwise modify the waveform. Moreover, such perturbatio 10 balance the competing goals of robustness to benign per-
may be intentional or unintentional, benign or maliciousg a turbations, security against tampering attacks, and engod

semantically significant or not. Methods for reliable amtire diStortion. _
cation from such perturbed data are important as well. Within this literature, there are two basic types of ap-

The spectrum of applications where such authenticati@ﬁoa‘:hes- In the first, the authentication mechanism iscbase
capabilities will be important is enormous, ranging fron" €mbedding what is referred to as a “fragile” watermark

drivers’ licenses, passports, and other government-dgseto known to both encoder and decoder into the content of interes

identication; to news photographs and interview tapes; f§ the decoder, a watermark is extracted and compared to
state-issued currency and other monetary instrumenteg | the known watermark inserted by the encoder. The difference
evidence in the form of audio and video recordings in coupEtween the extracted watermark and the known watermark is

then interpreted as a measure of authenticity. Exampldsof t

Manuscript received May 2002; revised January 2004 anduigepr2005.
This work has been supported in part by the National Sciermendration 1There are no inherent restrictions on what can constituetént” in this
under Grant No. CCR-0073520, Microsoft Research, HevAlattkard through generic problem. Typical examples include video, audicagery, text, and
the MIT/HP Alliance, and Texas Instruments through the leesiip Univer- various kinds data.
sities Program. This work was presented in part at ISIT-200&shington, 2The motives and behavior of the editor naturally depend erptrticular
DC. application and situation. At one extreme the editor migist perform some
The authors are affiliated with the Department of Electriealgineering benign resampling or other transcoding, or, at the otheemé, might attempt
and Computer Science, Massachusetts Institute of Teagyol@ambridge, to create a forgery from the content. In the latter case, ti®rewould be
MA 02139. (E-mail: {emin,gww,bcheh@mit.edu). considered an attacker.



IEEE TRANS. INFORM. THEORY, VOL. X, NO. XX, 2005 2

basic approach include [5], [7], [13], [14]. Il. NOTATION AND TERMINOLOGY

The second type of approach is based on a “robust” wa-We use standard information theory notation (e.g., as found
termarking strategy, whereby the important features of tlire[43]). Specifically,E[A] denotes expectation of the random
content are extracted, compressed and embedded back V=tgable A, H(A), and I(B;C) denote entropy and mutual
the content by the encoder. The decoder attempts to extrimfbrmation, andA <« B < C denotes the Markov condition
the watermark from the content it obtains and authenticatidt random variabled andC are independent givef8. We
by comparing the features encoded in the watermark to thse the notatiom] to denote the sequende;, vi11,...,v;},
features in the content itself. This strategy is sometiragaéd and definev™ = of'. Alphabets are denoted by uppercase
“self-embedding.” Examples of this basic approach includmlligraphic letters, e.g.8, X. We use|-| to denote the
[4], [11], [15]. cardinality of a set or alphabet.

Despite the growing number of proposed systems, man .Since the applicatio_ns are quite varied_, we keep our ter-
basic questions remain about 1) how to best model the proble ology rather generic. The content of interest, as well as

and what we mean by authentication, 2) what the associally Various encodings and recontructions, will be gendyica

fundamental performance limits are, and 3) what systencstr€ierred (o as “signals,” regardless of whether they reter t
eo, audio, imagery, text, data, or any other kind of conte

tures can and cannot approach those limits. More generaﬁ X - X ) X
there are basic questions about the degree to which t e original content we will also sometimes simply refer

authentication, digital watermarking, and data hidinggems to as th(_a “sogrce." Moreover, we will gene_rally as“soc_|at(2
are related or not. any manipulations of the encoded content with the “editor,

regardless of whether any human is involved. However, as an

While information-theoretic treatments of authenticatiogyception, we will often use the term “attacker” in lieu of
problems are just emerging, there has been a growing literat«egjtor” for cases where the manipulations are specificafly
in the information theory community on digital watermarin 3 malicious nature.
and data hiding problems, and more generally problems of
coding with side information, much of which builds on the
foundation of [19]-[21]; see, e.9., [22]-[42] and the refeces
therein. Collectively, this work provides a useful contesithin Our system model for the transaction-tracking scenario
which to examine the topic of authentication. is as depicted in Fig. 1. To simplify the exposition, we
TR . : . model the original content as an independent and identicall
Our contribution in this paper is to propose one possib istributed (ii.d sequenceS.S.....S.. In practice 5"

formulation for the general problem of authentication wéth could correspond to sample values or sianal representition
semantic model, and examine its implications. In particula P P 9 P

using distortion criteria to capture semantic aspects ef tROMe suitable basis. .

problem, we assess performance limits in terms of the imtere nThe encoder takes as '”fj”t the blockioBource samprlles
trade-offs between security, robustness, and distoréiad, in S.’ producing an OUtPUtX. that is suitably close t°.9
turn develop the structure of systems that make these traq:ét-h respect to some distortion measure. The encodgr isrunde
offs efficiently. As we will show, these systems have impn'rtat e control of the content creator. The encoded ;lgnal then
distinguishing characteristics from those proposed te.dae Passes }hr‘?ugf‘ a channel, which models the_ actions .Of the
also see that under this model, the general authenticat eric “editor”, a_nd encompasses all processing expEEten
problem is substantially different from familiar formuitas y the encoded signal before it is made available to the end-

of the digital watermarking and data hiding problems, ansl h ser asY’.‘. This processing W.O.U|d include 6.1" effects ranging
a correspondingly different solution rom routine handling to malicious tampering. The decoder,

_ : _ ~which is controlled by the end-user, either produces, thiwit

A detailed outline of the paper is as follows. We begin byome fidelity as quantified by a suitable distortion measarre,
briefly defining our notation and terminology in Section llyeconstructionS™ of the source that is guaranteed to be free
Next in Section Ill, we develop a system model and prokrom the effects of any modifications by the editor, or dessar
lem formulation, quantifying a notion of authenticatiom I that it is not possible to produce such a reconstruction. We
Section 1V, we characterize the performance limits of sugBrm such reconstructions “authentic.”
systems via our main coding theorem. Section V containsour approach to the associated channel modeling issues in
both the associated aChIevablllty prOOf, which identifiee tthe formulation of F|g 1 has some novel features, and thus
structure of good systems, and a converse. In Section VI f@rrants special discussion. Indeed, as we now discuss, our
results are applied to the case of binary content with Hargmigpproach to such modeling is not é&mticipatethe possible
distortion measures, and in Section VIl to Gaussian cont&haviors of the editor, but to effectivetonstrainthem. In
with quadratic distortion measures. Section VIl then §pé$  particular, we avoid choosing a model that tries to charizete
other classes of authentication techmqu_es in the c.ontbxttﬁe range of processing the editor might undertake. If we did
our framework, and shows that they are inherently eithes les
efficient or less secure that the systems developed heré, NexXOur results do not depend critically on the i.i.d. propewfich is chosen

Section IX generalizes the results of the paper to includ@ convenience. In fact, the iid. model is sometimes jpeissic; better
performance can often be obtained by taking advantage oflation present

la_yered SySt_emS that support multlple |8V§|S of authettina in the source or channel. We believe that qualitatively simiesults would
Finally, Section X contains some concluding remarks. be obtained in more general settings (e.g., using techsiroen [44], [45]).

IIl. SYSTEM MODEL AND PROBLEM FORMULATION
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X’rl Yn X
S»—= Encoder = Channel ~ Decoder — $" or &

Fig. 1. Authentication system model. The soufe is encoded by the content creator imd®, incurring some distortion. The channel models the actafns
the editor, i.e., all processing experienced by the encadetent before it is made available to the end-user. Thedigcoontrolled by the end-user, produces
from the channel output’™™ either an authentic reconstructiaii* of the source to within some fidelity, or indicates that antteation is not possible using
the special symbof.

the security properties of the resulting system would end upDefinition 1: A reconstructionS™ produced by the decoder
being sensitive to any modeling errors, i.e., to any beltayfio from the outputY™ of the reference channel is said to be
the editor that is inconsistent with the model. authentic if it satisfies the Markov condition below:
Instead, the focus is on cho_osmg a model that defines S {S7 X"} o YT (1)
the range of processing the editor can undertake and h%Ye . : - :
4 ! ote that as special cases, this definition would include
such edits accepted by the end-user. We refer to this as qur . . S L
. N I . ) systems in which, for example§™ is a deterministic or
reference channel model.” Specifically, we effectivelysidm : . - . iy
. . r?ndom|zed function ofS™. More generally, this definition
the system such the decoder will successfully authenticate

the modified content if and only if the edits are consistent - ans that the authentic reconstructions are effectiveiiped

with the reference channel model. Thus, the editor is frb th_e encoder in such systems. This will have implications
. : ater in the system design.
to edit the content in any way (and we make no attempt 10
model the range of behavior), but the subset of behaviors for ) ) ]
which the system will authenticate is strictly controllegh v B- An Example Distortion Region
the reference channel construct. Ultimately, since theueeat Before developing our main result, we illustrate with an
will not accept content that cannot be authenticated, titered example the kinds of results that will be obtained. This exam
will constrain its behavior according to the reference cten ple corresponds to a problem involving a symmetric Bernioull
From this perspective, the reference channel model issaurce, Hamming distortion measures, and a (memoryless)
system design parameter, and thus is known a priori lggnary symmetric reference channel with crossover prdihabi
encoders, decoders, and editors. To simplify our analysss, p.
will restrict our attention to memoryless probabilistiémence ~ Under this example scenario, the editor is allowed to flip a
channel models. In this case, the model is characterized biractionp of the binary source samples, and the end-user must
simple conditional distributiop(Y'| X). (almost certainly) be able to generate an authentic reaarnst
As our main result, in Section IV we characterize whetion from such a perturbation. If the edits are generatethfro
authentication systems with the above-described behavér a different distribution, such as a binary symmetric channe
possible, and when they are not. Specifically, Izt denote With a cross-over probability greater thanthen the decoder
the encoding distortion, i.e., the distortion experienoethe must (almost certainly) declare an authentication failure
absence of a channel, and Bt denote the distortion in the The corresponding achievable distortion region is degicte
reconstruction produced by the decoder when the signaleaniib Fig. 2. Several points on the frontier are worth discugsin
authenticated, i.e., when the channel transformationseme First, note that the upper left point on the frontier, i.e.,
sistent with the chosen reference distributigp|z). Then we (De, D:) = (0,1/2), reflects that if no encoding distortion
determine which distortion pair€D,, D,) are asymptotically is allowed, then authentic reconstructions are not passibl
achievable. since the maximum possible distortion is incurred. At tHeeot
We emphasize that the distortion péip., D,) corresponds extreme, the lower right point of the frontier, i.€D., D,) =
precisely to the performance characteristics of direaragt (1/2,p), corresponds to a system in which the source is first
in the system for the transaction-tracking scenario. Iddeesource coded to distortiop, afterwhich the resulting bits are
a small D, means the editor is given work with a faithfuldigitally signed and channel coded for the BSC.
version of the original content. Moreover, a smal} means  While no amount of encoding distortion can reduce the
that the end-user is able to accurately estimate the eslitgieconstruction distortion below, the point(D., D;) = (p, p)
modifications by comparing the decoder input to the autben@in the frontier establishes that a reconstruction distortif p
reconstruction. is actually achievable with much less encoding distorthamt
the lower right point suggests. In fact, because the reduire
encoding distortion is only, the decoder can be viewed as
completely eliminating the effects of the reference chénne
To develop our main results, we first need to quantifjyhen it is in effect: the minimum achievable reconstruction

the concept of an “authentic reconstruction.” Recall thait o djstortion D, is the same as the distortidi, at the output of
intuitive notion of an authentic reconstruction is one tf&at the encoder.

free from the effects of the edits when the reference Channel’rhe more genera| structure of the frontier is also worth
is in effect. Formally, this is naturally expressed as folo  observing. In particularD, is a decreasing function ab,

A. Defining “Authenticity”
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D

channel input and output alphabets &eandY and p(y|x)

is the (memoryless) reference channel law. Finafly, -)
and d,(-,-) are the encoding and reconstruction distortion
measures.

A solution to this problem (i.e., an authentication scheme)
consists of an algorithm that returns an encoding function
T,, a decoding functionb,,, and a secret key. The secret
key is shared only between the encoder and decoder; all
other information is known to all parties including editors
(For the interested reader, straightforward adaptatidrsuo
solutions to public-key implementations are summarized in
the Appendix. However, we otherwise restrict our attention
to private-key schemes in the paper to focus the exposjtion.

The secret key is ak-bit sequence witlt sufficiently large.

The encoder is a mapping from the source sequence and the
secret key to codewords, i.e.,

T,.(S™,0): 8" x{0,1}F— X"

B[ —

| I D. The decoder is a mapping from the channel output and the
1 secret key to either an authentic source reconstrudétiofi.e.,
p 2 one satisfying (1)) or the special symbwlthat indicates such
Fig. 2. The shaded area depicts the achievable distortigiomefor a a reconstruction is not possible; whence,
symmetric Bernoulli source used in conjunction with a bjnaymmetric
reference channel of crossover probabilityDistortions are with respect to P (yn 9) R LY {0 1}k — S™ U {@}
the Hamming measure. The cape= 0 corresponds to traditional digital " ’ ’
signatures. If authentication was not required, the point = 0, D, = p)
could be achieved.

Notice that since an authentic reconstruction must saify
and since the decoder must satisfy the Markov condition
{S", X"} — Y™ « &,(Y",0), we have thatS"
along the frontier. This reflects that the objectives of $mal {5 X"} « @, (Y™, 0) forms a Markov chain onlywhen
(which the editor wants) and a smdll, (which the end-user successful decoding occufBhus, the authentic reconstruction
wants) are conflicting and a fundamental tradeoff is invdlveS™ should be defined as a quantity that the decoder attempts
for any given reference channel. In fact, as we will see in the deduce since defining™ = @,, (Y, 0") will generally not
sequel, this behavior is not specific to this example, but eemasatisfy (1).
general feature of our authentication problem formulafion  Henceforth, except when there is risk of confusion, we omit
Finally, observe that the achievable region decreases mopeth the subscripk and the secret key argument from the
tonically with p, the severity of edits allowed. Thus, if oneencoding and decoding function notation, letting the depen
has particular target encoding and reconstruction dists} dence be implicit. Moreover, when the encoder and/or decode
then this effectively limits how much editing can be tolexat are randomized functions, then all probabilities are taiwesr
As the extreme point, the cage= 0 in which no editing these randomizations as well as the source and channel law.
is allowed corresponds to the traditional scenario fortdigi The relevant distortions are the encoding and decoding

signatures. In this case, as the figure reflects, autheioticatdistortion computed as the sum of the respective (bounded)
is achievable without incurring any encoding distortiornr nasingle letter distortion functiond, andd,, i.e.,

reconstruction distortion. It is worth noting that the rratwf . .
the interplay between the severity of the reference channel 1 1 n

. . . g . " . — d Si,Xi and — d; Si,(l)i Y .
and the achievable distortion region is not specific to this n ; o ) n Z ( (¥™)

. . . . i=1
example, but arises more generally with this formulation of '

the authentication problem. Evidently,
IV. CHARACTERIZATION OF SOLUTION: CODING de: 8xX—RY 3)
THEOREMS d: 8§x8—RT. 4)
An instance of the authentication problem consists of the The system can fail in one of three ways. The first two
tuple failure modes correspond to either the encoder introducing
{8.p(5), X, 4, p(ylz), de (-, ), di (-, ) } - (2)  excessive encoding distortion, or the decoder failing tmlpce

We useS to denote the source alphabet—which is finite unle§§ authentic reconstruction with acceptable distortiorenvh
otherwise indicated—angi(s) is its (i.i.d.) distribution. The the reference channel is in effect. Accordingly, we defire th
overall distortion violation error event to be

4This should not be surprising, since such tradeoffs fretipamise in joint
source-channel coding problems with uncertain channeks; eg., [46]-[48]. Eav =Ep, UEp, (5)
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where, for anye > 0, Theorem 1 has some interesting features. First, it is worth
n noting that since the problem formulation is inherently d&an

&p, = {l Zde(gi’ X;) > Do + 6} (6) log,” dealing only with waveforms, we might expect the best

N4 solutions to the problem to be analog in nature. However,

" what the theorem suggests, and what its proof confirms, is tha
€p, = {q)” (¥Y") = Q} digital solutions are in fact sufficient to achieve optirhalin
n particular, as we will see, source and channel coding based
U {l Z de(S;, ®; (Y™)) > D, + 6} on discrete codebooks are key ingredients of the achigtyabil
n.4 argument. In some sense, this is the consequence of the inher

N ently discrete functionality we have required of the decode
n {‘I’n (Y™) # g}' () with our formulation.

- . . As a second remark, note that Theorem 1 can be con-
In the remaining failure mode, the system fails to produtie o . . .
. . A rasted with its information embedding counterpart, which
the desired authentic reconstructigit’ from the channel as generalized from [19] in [36], states that a péi, D.)
output and instead of declaring that authentication is ng 9 ! P

; X . . . where R is the embedding rate, is achievable if and
possible produces an incorrect estimate. Specifically, efiae : . f T
the successful attack event according to only if there exists a functionf(-,-) and a distribution

p(y,x,u,8) = p(s)p(uls)p(x|s,u)p(ylz) with X determin-

Ea={P(Y™") £ 2IN{® (™) #S"}. (8) istic (i.e. p(w|u,s) = 1,—¢(s,)) Such that
Definition 2: The achievable distortion region for the prob- I(U;Y)-I(S;U)>R (10a)
lem (2) is the closure of the set of paif®., D,) such that Eldo(S, f(U,S))] < D (10b)

there exists a sequence of authentication systems, indsxed
n, where for everye > 0 and asn — oo, Pr[és,] — 0 Thus we see that the authentication problem is substantiall
regardless of the channel law in effe@ty[€p.] — 0, and different from the information embedding problem.
Pr[ép,] — 0 when the reference channel is in effect, with Before developing the proofs of Theorem 1, to develop
€sar Ep., andEp, as defined in (8), (6), and (7). intuition we describe the general system structure, and its
For such systems, we have the following coding theorenspecialization to the Gaussian-quadratic case.
Theorem 1:The distortion pai(D,, D,) lies in the achiev-
_able distorti_on regiqn for the problem (2) if a_nd _onIyA_ General System Structure
if there exist functions f(-,-), ¢(-) and a distribution
p(y, z,u,s) = p(s)p(uls)p(z|u, s)p(y|z) with X determin-
istic (i.e. p(x|u, s) = 15— (s,u)) SUch that

As developed in detail in Section V, an optimal authen-
tication system can be constructed by choosing a codebook
C with codewords appropriately distributed over the space of

I(U;Y)-I(S;U) >0 (9a) possible source outcomes. A randomly chosen subset of these
E[de(S, f(U,S))] < De (9b) codeyvordsA C € are marked as admissible and the knowledge
Eld.(S,9(U))] < D. (9c) Of A s a secret shared between the encoder and decoder, and
kept from editors.
The alphabetl of the auxiliary random variabl& requires  The encoder maps (quantizes) the souséeto the nearest
cardinality |[U| < (|8| + |X| +3) - |8 - [X|.5 admissible codeword™ and then generates the channel input

Essentially, the auxiliary random variablé represents an X from U™. The decoder maps the signal it obtains to the
embedded description of the source that can be authertjcatearest codewor@™ € C. If C™ € A, i.e.,C™ is an admissible
X represents the encoding of the souseandg(U) in (9¢c) codeword, the decoder produces the reconstrucéitrfrom
represents the authentic reconstruction. The usual donditC™, If C™ ¢ A, i.e.,C™ is not admissible, the decoder declares
that the channel output is determined from the channel inptitait an authentic reconstruction is not possible.
(i.e., the encoder does not know what the channel output willObserve that thed must have the following three char-
be until after the channel input is fixed) is captured by thecteristics. First, to avoid a successful attack the nunalber
requirement that the full joint distributiop(y, =, v, s) factors admissible codewords must be appropriately small. Indeed,
as shown above. The requirement (1) that the authentic receimce attackers do not knowd, if an attacker's tampering
struction does not depend directly on the editors manijmiat causes the decoder to decode to any codeword other than
— i.e., the realization of the reference channel — is captur¢/” then the probability that the decoder is fooled by the
by the fact thay(-) depends only o/ and not onY". Without tampering and does not declare a decoding failure is bounded
the authentication requirement, the set of achievablerish by |A| /|C|. Second, to avoid an encoding distortion violation,
pairs can be enlarged by allowing the reconstruction to Wépethe set of admissible codewords should be dense enough to
on the channel output, i.g(U) in (9¢) can be replaced by allow the encoder to find an appropriaté nearS™. Third, to
9(U,Y). Thus, as we shall see in Sections VI and VII, securityvoid a reconstruction distortion violation, the decodestsd
comes at a price in this problem. be able to distinguish the possible encoded signals at the
5 - . o ) _output of the reference channel. Thus the codewords sheuld b
If instead f(U, S) is allowed to be a non-deterministic mapping, then it . .
is sufficient to consider distributions where the auxiliaapndom variable has suff|C|entIy Separated that they can be resolved at the butpu
the smaller alphabdfl(| < |S| + |X| + 3. of the reference channel.
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1) Geometry for Gaussian-Quadratic ExampléZe illus- We prove this forward part of Theorem 1 by showing the
trate the system geometry in the case of a white Gausseistence of a random code with the desired properties.
source, quadratic distortion measure, and an additiveewhit 1) Codebook GenerationiVe begin by choosing somg>
Gaussian noise reference channel, in the high signalisena) such that
ratio (SNR) regime. We let and % denote the source I(Y;U) = I(U; S) > 37. (11)
and channel variances, respectively. For this example,ame ¢
construct@ by packing codewords into the space of possibiherey decays to zero more slowly thann, i.e.,
source vectors such that no codeword is closer than some
distancery/n to any other, i.e., packing spheres of radius
ry/n into a sphere of radiuss./n where the center of the Given the choice of;, the encoder chooses a random codebook
spheres correspond to codewords. Next, a frackioi” of @ of rate
the codewords inC are chosen at random and marked as R=1(S;U) + 2. (13)
admissible to formA. It suffices to lety = 1/y/n and
12 = 0% + ¢ for somee > 0 that is arbitrarily small. This Each codeword inC is a sequence o2"” i.i.d. random
construction is illustrated in Fig. 3. variables selected according to the distributipfu) =

The encoder maps the sour6& to a nearby admissible D_,cs P(uls)p(s). Then, for each realized codebodk the
codewordU™, which it chooses as the encodidg®. Since encoder randomly markg*(#~7) of the codewords ir€ as
the number of admissible codewords in a sphere of radiusadmissible and the others as forbidden. We denote this new

v — 0 andny — 0o asn — oo (12)

centered onS™ is roughly codebook of admissible codewords.Aswhich has effective
W(;) ; R =R—~y=1I(S;U) +~, (14)

on average there exists at least one codeword within distatghere the last equality follows from substituting (13). The
d of the source provided > r27. Thus, the average encoding<nowledge of which codewords are forbidden is the secret
distortion is roughly-2227, which approaches?, +¢ asn — key and is revealed only to the decoder. The codeb®ak
0. publicly revealed.

The authentic reconstruction & = U™. Thus, when the 2) Encoding and DecodingThe encoder first tries to find
decoder correctly identifieg™, the reconstruction distortion an admissible codeword™ < A that is é-strongly jointly
is the same as the encoding distortion. And when the refererfgpical with its source sequencg” according top(uls). If
channel is in effect, the decoder does indeed correctiytiigen the codewordu™ € A is found to be typical, the encoder
U™. This follows from the fact that with high probability, theoutput is produced by mapping the p&i”, «") into z™ via
reference channel noise creates a perturbation within senoi: = f(s,u). If no jointly typical admissible codeword exists,
sphere of radius -/ about the encoding ™, and the noise the encoder expects the system to fail, and thus selects an
spheres do not intersect since> oy . arbitrary codeword.

Furthermore, when the reference channel is not in effectThe decoder attempts to produce the authentic reconstruc-
and an attacker tampers with the signal such that the neatém 5" = ¢™(u"™) where
codewordC' is different from that chosen by the encodér, -
then the probability thaC was marked as admissible in the 9" (u") = (9(u1), g(u2), .., g(un))- (15)
codebook construction phase is

Pr[C e A|C £U"] = Ml 27
e T

which goes to zero as — oo. The decoder generatesif it
decodes to a non-admissible codeword, so the probabilitycc%
a nonauthentic reconstruction is vanishingly small.

Thus the distortionsD, = D, = o3 can be approached _

system failure probabilities.

ith an arbitrarily small probability of successful attackee
s rrary P - " " a) Probability of Successful Attack.Suppose the at-

49], [50] for insights into th tical impl tatiohthi .
[49], [S0] for insights into the practical implementatiohthis ker causes the codeword obtained by the decoder to be

class of systems including those designed based on a pulfi¢
key instea)éi of a secret ke%/ g P fﬁc;lmtly typical with a unique codeword™ € €. Since the

attacker has no knowledge of which codewords are admissible
V. PROOFS the probability that codeword® was chosen as admissible in
the codebook construction phase is

The decodef (-) tries to deducé™ by searching for a unique
admissible codeword™ € A that isd-strongly jointly typical
with the obtained sequendé”. If such a codeword is found
the reconstruction produced ig*(@¢™). If no such unique
deword is found, the decoder produces the output symbol

3) System Failure ProbabilitiesiWe begin by analyzing the

A. Forward Part: Sufficiency
Here we show that if there exist distributions and functions Prlc” € Al Al _ 2" —ny.

satisfying (9), then for every > 0 there exists a sequence of 1 2nk

authentication system with distortion at md€?, + ¢, D, + where we have used (14) and (13). Therefore,

€). Since the achievable distortion region is a closed set this

implies that(D., D;) lies in the achievable distortion region. Pr[€.] <Pr[®@(Y") £ @ | ®(Y") £ 8" =27,
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Fig. 3. Codebook construction for the Gaussian-quadramario. The large sphere represents the space of possiieesvectors and the small spheres
representing the noise are centered on codewords. Whemthk spheres do not overlap, the codewords can be resolvéteabutput of the reference
channel. The shaded spheres represent the admissible arodewa secret known only to the encoder and decoder.

which goes to zero according to (12). Note that this argumenith the source follows from (14) as
applies regardless of the method used by the attacker since
without access to the secret key its actions are statilstical
independent of which codewords are admissible. from standard joint typicality arguments

b) Probability of Distortion Violation.: The distortion Third '
violation events€ p, and € p, defined in (6) and (7) can arise '
due to any of the following typicality failure events: Pr[€q; | €5, 85, 85] <27 +¢/4. (21)

sty Yetr ~ct
o &g The source is not typical. ) . . .
... The encoder fails to find an admissible codewortpdeed, using standard joint typicality results, the ptulits

that is jointly typical with its input. that the sequence” presented to the decoder is Bestrongly

« €. The channel fails to produce an output jointly typical®intly typical with the correct codewor@™ selected by the

with its input when the reference channel law is in effecgncoder can be made smaller thafil for » large enough,
€4:: The decoder fails to find a codeword jointly typicaPnd the probability of it being strongly jointly typical it

with its input when the reference channel law is in effecBnY other admissible codeword is, using (11) with (13), at

. . L . . most
A distortion violation event can also occur if there is no

typicality failure but the distortion is still too high. Ltig

Pr[€ | €] < 2 nF IS = 9=m (20)

27n[I(U;Y)7R] < 9N

Eit = Et U Eet U Ect U gy (16) Fourth,
o Pr(&ay | €5 = 0. (22)
denote the typicality failure event, we have then that the
probability of a distortion violation can be expressed as  Indeed, provided there are no typicality failures, the pair
(8™, Y™) must be strongly jointly typical, so by the standard
Pr[€av] = Pr[€av | &) - Pr[€i] + Pr[€ay | 5] - Pr[€f;]  properties of strong joint typicality,

< Pr[SdV | S(t:f] + Pr[Stf] n

1 _
= Pr[€qy | €] + Pr[€q] + Pr[€e; | €] - D " de(Si, X;) < Elde(S, X)] + 6 - dy
+ Prl€et | €5, €8] + Pr[€ac | €5, €5, €5] (A7) N

> (S 1(U) < Eldn(S, 9(U))] + 6+,

First, according to well-known properties of typical se- —
=

guences [43], by choosing large enough we can make
whered; andd, are bounds defined via

Pr[€y] < €/4 (18)
Pr[€et | €5, €S < €/4. (29) di = sup de(s,x) (23)
(s,x)e8xX
Second, provided that the source is typical, the probgbilit do = sup d.(s,3). (24)
(5,8)€8 %8

that the encoder fails to find a sequenéec A jointly typical
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Thus, choosing such that As demonstrated by the following Lemma, a suitableis
5 < max ¢ ¢ Ul = (Snayli_lv zn-l—l)' (29)
dy’ dy
and makingn large enough we obtain (22). Lemma 2:The choice ofU; in (29) satisfies the Markov
Finally, using (18), (19), (20), (21), and (22) in (17) weelationship
obtain Y < (i, X;) < U,. (30)
Pri€av] <3¢/4+2-27™7 (25) Proof: It suffices to note that
which can be made less thanfor n large enou_gh_. Thus (ilzs, 1) = plasles) = pyilz™)  p(yilam, sm)
Pr[€p.] — 0 and, when the reference channel is in effect, P\Yil?i: §i) = PWil¥i) = — 71 =8 = — 1 0 on
e p(yi lam)  plyrlam,sm)
Pr[€p,] — 0. (31)
| 1 g on
p X 78 75 n 7—
= (?ji|1 n an 7)1 :p(yl|x 78 ) S 3y1 1)
. p(yl |$C y8, 8 )
B. Converse Part: Necessity (32)

Here we show that if there exists an authentication system
where the paifD., D,) is in the achievable distortion region,
then there exists a distributigriu|s) and functiong;(-), f(-, )
satisfying (9). In order to apply previously developed &adt
is convenient to define the rate-function

where the equalities in (31) follow from the memoryless
‘'channel model, and the first equality in (32) follows from the
fact that the system generates authentic reconstructm(ik)s
holds. Thus, (32) implies the Markov relationship

}/i A (XlaSZ) — (X{aX;ilaSia5?4»17}/11-7115'”)7 (33)

R*(De, Dy) =
sup I(U;Y)—I(S;U). (26) which by deleting selected terms from the right hand side
p(UIS), f:UXS—%X,g:U— 8 yields (30). m
: E[de(S, f(U, 8))] < De, E[d:(S, g(U))] < Dx Next, we combine these results to prove the converse part

of Theorem 1 except for the cardinality bound trwhich is
Note thatR*(D., D,) > 0 if and only if the conditions in (9) derived immediately thereafter.
are satisfied. Thus our strategy is to assume that the segjuend.emma 3:If a sequence of encoding and decoding func-
of encoding and decoding functions discussed in Section tns T,,(-) and ®,, (-) exist such that the decoder can gen-
exist withlim,, o, Pr[€sa] = 0, lim,, .o Pr[€p_.] = 0, and— erate authentic reconstructions achieving the distorpair

when the reference channel is in effedis, ... Pr[€p.] = (De, D;) When the reference channel is in effect then

0. We then show that these functions imply t#t( D., D,) >

0 and hence (9) is satisfied. R*(De, Dy) > 0 (34)
To begin we note that it suffices to choogg) to be the Proof: Define D.; and D,; as the component-wise

minimum distortion estimator of given U. Next, by using distortions betweerf; and X; and betweenS; and S;. We
techniques from [19] or by directly applying [36, Lemma 2have the following chain of inequalities:
it is possible to prove that allowind” to be non-deterministic

has no advantage, i.e. <
1€ R*(De, Dy) ZD“, ZDH> (35)
R*(De, Dy) >
sup I(U,Y)-I(S;U). (27)
p(UIS), p(X|U, S) :

R*(De,i, Dy ;) (36)

\Y
Sim
'MB

s
Il
-

Plde(S, 201 < Do, Bl (5, 9] < D > % > (U Y) = 1(U; S9) (37)

Arguments similar to those in [19] and [36, Lemma 1] show 1 =t A .
that R*(D,, D,) is monotonically non-decreasing and concave > [I(Sn; Y") —1(S™; S")} (38)
in (De, D;). These properties will later allow us to make use 1 R
of the following lemma, whose proof follows readily from tha = [H(Sn|5n) - H(5n|Yn)} (39)
of Lemma 4 in [19]: 1 N

Lemma 1:For arbitrary random variables = 0 (S Y™) (40)
V,Aq, As, ..., A, and a sequence of i.i.d. random variables 1 n .
Sy, S9,...,5,, > —— —Pr[®, (Y") # S"]log |8 (41)

n i1 om i1 om The concavity of*(D., D;) yields (36). To obtain (37), we
Z (VAT S5 Ai) — IV, AT, 87403 S0)] combine Lemma 2 with (27). Next, to obtain (38), lét= S
=1 and A; = Y; to apply Lemma 1 withl/; chosen according to

I(V; A") = I(V;57). (28) (29). Fano’s inequality yields (41).
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Finally, using (in order) Bayes’ law, (8), and (7), we obtain 6) Let

Pr[®, (V™) # 5" = Pr[€s.] m(s,u,z,y) =
+ Pr[{®, (Y") £ 5"} n{®, (Y") = @}] (42) Pr(Y =y | X =2)Pr(S=s,X=2|U =u)
< Prl€s] + Pr[{®, (Y") = @}] (43) and choose
< Pr[€] + Pr[€p,]. (44)

x S

Z Z logm(s,u, z, y))] . (49

x

Therefore exploiting that the system generates an authenti fara@) =) [(sz(sauvxvy)> :
reconstruction I{m,, .., Pr[€s.] = 0) of the right distortion y
(lim,,—~ Pr[€p,] = 0) and that the alphabet f is finite,
we have that (41) and (44) imply (34). [ ] (
The following proposition bounds the cardinality Uf
Proposition 1: Any point in the achievable distortion region 7) Choose
defined by (9) can be attained witti distributed over an

alphabetl of cardinality at most(|S| -+ |X| + 3) - 8] - |X]| Futss(P) =Y Pr(S=s,X =j|U=u) (50)
with p(x|u, s) singular or over an alphabét of cardinality at °
most|8| + |X| + 3 if p(x|u, s) is not required to be singular. for j € {1,2,...,|X[}.

Proof: This can be proved using standard tools from Since thef;(p) determinePr[S = s] (and therefored (.5)
convex set theory. Essentially, we define a convex set ofrcontas well), D., D,, H(S|U), H(Y|U), andPr[X = z] (and
uous functionsf;(p) wherep represents a distribution of thethereforePr[Y = y] and H(Y) also), they can be used to
formPr(S = s, X = z|U = u) and thef;(-) functions capture identify all points in the distortion region. According t67,
the features of the distributions relevant to (9). Accogdinbemma 3], for every point in this region obtained over the
to Carathéodory’s Theorem [43, Theorem 14.3.4], [51]reéhealphabetl there exists &* from alphabell* with cardinality
exist j-max +1 distributionsp; through p;.max +1 Such that |U*| at most one greater than the dimension of the space
any vector of function valuesf1(p’), f2(p’), - .., fi-max(P’)), Spanned by the vectoys. The f; corresponding t@r[S = s]
achieved by some distributig can be achieved with a con-andPr[X = z] contribute|S|—1 and|X|—1 dimensions while
vex combination of thg; distributions. Since each distributionthe otherf; contribute four more dimensions. Thus it suffices
corresponds to a particular choice for, at mostj-max + 1 to choose|/U*| < |X| + |§| + 3. Note that this cardinality
possible values are required féf. Specifically, the desired bound applies to the general case wh&rés not necessarily
cardinality bound for our problem can be proved by making deterministic function of and U*.
the following syntactical modifications to the argument52 [ By directly applying [36, Lemma 2] to each pdit*, s) in

bottom left of p. 634]: U* x 8, we can split each* into |X| new symbolsu** such
1) ReplacePr(X =z | U = u) with Pr(S = s, X =« | that the mapping fronfu™", s) to « is deterministic. The new
U = u) which is represented by the notatipn auxiliary random variablé/** takes values over the alphabet
2) Choose u= where

@)=Y Pr(S=jX=c|U=u) (@45  [WTI=[W[-[8]-[X]=(X]+[8]+3)- |8 -[X]. (51)
¢ Furthermore, this process does not change the distortion or

for j € {1,2,...,n} wheren = |8|. violate the mutual information constraint. Thus a deteisti
3) Choose mapping from the source and auxiliary random variable to the
channel input can be found with no loss of optimality prodde
far1(p) = a potentially larger alphabet is allowed for the auxiliary
sze(%s) Pr(S=sX=x|U=u). (46) random variable. m
— = We next apply Theorem 1 to two example scenarios of
interest—one discrete and one continuous.
4) Choose
Fasa(p) = VI. EXAMPLE: THE BINARY-HAMMING SCENARIO

In some applications of authentication, the content ofrinte
d, ) Pr(S=s,X=2|U=u). (47 > . . .
zs: zw: (9(u),5) Px( y 7| u). (47) est is inherently discrete. For example, we might be intetes

in authenticating a passage of text, some of whose chasacter
may have been altered in a benign manner through errors
in optical character recognition process or error-pronmduu

Fars®) =Y Y Pr(S=s5,X =x|U=u) transcription during scanning. Or the alterations mightige
- the hand of human editor whose job it is to correct, refine,

5) Choose

S

or otherwise enhance the exposition in preparation for its
log (Z Pr(S=s,X=x2|U= u))] . (48) publication in a paper, journal, magazine, or book. Or the
z alternations may be the result of an attacker deliberately
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tampering with the text for the purpose of distorting its 05
meaning and affecting how it will be interpreted.

As perhaps the simplest model representative of such dis-
crete problems, we now consider a symmetric binary source 0.4r
with a binary symmetric reference channel. Specifically, we 0.35}
model the source as an i.i.d. sequence where €jcls a 03l
Bernoulli(1/2) random variable and the reference channel -

0.45

output isY; = X; @ N;, where® denotes modul@-addition =025
and whereN™ is an i.i.d. sequence of Bernouf( random 02f=========mme-
variables. Finally, we adopt the Hamming distortion measur 0.15}
0, ifa=0b 0.1r
d(a,b) =< ‘ ; 0.05f
1, otherwise. :
For this problem, a suitable auxiliary random variable is % o1 02 03 04 05

D,
U={Se(A-T)e[l-4)-V]}+2-(1-4), (52) _ . . -
Fig. 4. The solid curve represents the frontier of the acthiky distortion

whereA, T, andV are Bernoullia, 7, andrv random variables, region for a binary symmetric source and a binary symmeteiierence

; ; channel with cross-over probability = 0.2. This plot reflects the system
respectlvely, and are mdependent of each other sinand behavior when the reference channel is in effect. The dahedepresents

N. Without loss of generality, the parametersand v are the boundary of the larger distortion region achievable whethentication is
restricted to the rang@, 1/2). Note thatUl = {0, 1, 2, 3}. not required.

The encoder functioX = f(S,U) is, in turn, given by

X {U, if U e{0,1} (53) For a fixedp, varying the parameters, v, andr such that
S, if U e {2,3}, (59) is at least as big as (57) as required by (9a) generates th
achievable distortion region shown in Fig. 4. Note from (59)
(57), (54) and (56) that the boundary poift = D, = p,
in particular, is obtained by the parameter values- 1 and
D. = ar. (54) 7 = p (with any choice ofv). Numerical optimization over
all p(uls) and all (not necessarily singulgsjz|s, u) with the
alphabet sizéll| = 7 chosen in accordance with Proposition 1
§ = Umod?2, (55) confirms that l_:ig. 4 captures all achievable distort_ionspair _
For comparison, we can also develop the achievable dis-
from which it is straightforward to verify via (52) that thetortion region when authentication is not required. In this
reconstruction distortion is setting the goal is to provide a representation of the source
(56) which allows a decoder to obtain a good reconstruction from
the reference channel output while keeping the encoding
In addition, I(U; S) takes the form distortion small. Although in general hybrid analog-dagit

from which it is straightforward to verify via (52) that the
encoding distortion is

The corresponding decoder functich = g(U) takes the
form

D, =ar+ (1 -a).

I(U;S) = H(S) — H(S|U) cod?ng sch_emes can be_ us_ed [36]_, optimality can also be
achieved without any coding in the binary-Hamming case and

= H(S) — H(S, A|U) + H(A|U, 5) thus all points in the regio®, > 0 andD, > p are achievable,

= H(S) - H(S|U,A) — H(A|U) + H(A|U,S)  as also shown in Fig. 4. Thus we see that the requirement that

=1—a-h(1)—(1-a)-h(), (57) reconstructions be authentic strictly decreases the \aaibiie

. " distortion region as shown in Fig 4.
where the second and third equalities follow from the entrop g g

chain rule, where the last two terms on the third line arey, ||
zero because knowin§y determinesA, and where the last
equality follows from (52), withh(-) denoting the binary
entropy function, i.e.h(q) = —qlogq — (1 — q)log(1 — q)

EXAMPLE: THE GAUSSIAN-QUADRATIC SCENARIO

In some other applications of authentication, the content
of interest is inherently continuous. Examples involverses

for 0 < ¢ < 1. Similarly, I(U;Y) takes the form such as imagery, video, or audio. In addition.to tampering
attacks, such content may encounter degradations as & resul
I(U;Y)=H(Y) - H(Y|U) of routine handling that includes compression, transapdin
=HY)-H(Y,AU)+ HA|U,Y) resampling, printing, and scanning, as well as perturbatio

= H(Y) — H(Y|U,A) — H(A|U) + H(A|U,Y) from editing to enhance the content.
’ ’ (58) As perhaps the simplest model representative of such con-

_1 h(p) — (1 — a)h (p(1 — 1) + (1 — p)v) tinuous problems, we consider a white Gaussian source with a
oo ey sl manipil =y P 5'9 white Gaussian reference channel. Specifically, we modgl th
(59) " source as an i.i.d. Gaussian sequence where gabhs mean
. 5 .
SWe adopt the convention that all Bernoulli random variatifse values Zero and Va”fa_nCGS* and the mdependent reference channel
in the set{0,1}. noise as an i.i.d. sequence whase elementN; has mean
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zero and variances,. Furthermore, we adopt the quadratic Low D, Regime:We obtain an encoding that is asymptot-
distortion measuré(a,b) = (a — b)?. ically good at lowD. by using a distribution with structure

While our proofs in Section V exploited that our signalsimilar to that used to achieve capacity in the related gmbl
were drawn from finite alphabets and that all distortionf information embedding [20]. In the language of [26], the
measures were bounded to simplify our development, tBacoding process involves distortion-compensation. higa
results can be generalized to continuous-alphabet sowittes ular, the source is amplified by a factbfa, quantized to the
unbounded distortion measures using standard method®e Inriearest codeword, attenuated doyand then a fraction of the
sequel, we assume without proof that the coding theorents hadsulting quantization error is added back to produce tha fin
for Gaussian sources with quadratic distortion. Sincepeaps encoding, i.e.,
difficult to obtain a closed-form expression for the optimal n " " n
distribution forU,” we instead develgp good inner andpouter X" =aQ[S"/a] + (1 = a)(S" — aQ[S"/a]) (64)
bounds on the boundary of the achievable distortion regionwhereQ|-] denotes the quantizer function.

With this encoding structure, it is convenient to make the

A. Unachievable Distortions: Inner Bounds assignmentU”™ = aQ[S™ /a], so that we may write

To derive an inner bound, we ignore the requirement that
reconstructions be authentic, i.e., satisfy (1), and sttty U=8§+T/a (65)
distortions possible in this case. X=U+(1-a)(S-U)=5+T (66)

For a given constraint on the powgrinput to the reference \ nere 7 js 4 Gaussian random variable with mean zero
channel, it is well-known that the minimum possible SOUrce 4 variances2. i
reconstruction distortionD, achievable from the output of reference channel noiss.

the channel can be achieved without either source or channgjy, choosey(-) to be the minimum mean-square estimate
coding in this Gaussian scenario, and the resulting distort o¢ o given 7. Thus the resulting distortions are, via (65) and

is . 02,02 60 (66),
= ©)  p—E(x s =E(S+T-5 =0k (67)
Moreover, for a scheme with encoding distortidn, the o4 in turn
Cauchy-Schwarz inequality implies that thHe is bounded ' ’ )
according to D, =E[S$?*](1- E[SU]
) ) ) ) ' E[S?]E[U?]
P=E[X"]=E[(X - S+ 5)7=E[X - 95)°]+ E[S] B 02(02% 4+ a?0%) — a0t
+2E[(X — 8)8] < De + 0% + 2y/Dec?, (61) o7 + a’0
2
ogD.
where equality holds if and only ik = (1 + \/Dc/crg) S. = D, +a20% (68)
Thus, substituting (61) into (60) yields the inner bound To show that distortions (67) and (68) are achievable
2 2

D. — ONOs (62) requires proving that (9a) holds. In [20], the associatdd di
' 0%+ (\/D_e'i_O-S)Q' ference of mutual informations is computed (using slightly

different notation) as
B. Achievable Distortions: Outer Bounds

To derive outer bounds we will consider codebooks WhereI(U? Y)-1(5:U) =
(S,U, X) are jointly Gaussian. Since it is sufficient to consider 1 02.(c% + 0% + 0%)
> . . . —log
X to be a deterministic function df and.S, the innovations 2

form

(69)
which implies that to keep the difference of mutual informa-

T ~ N(0,02), E[TS]=0 (63a) tions nonnegative we need

U=aS+cT (63b) 62 (0} +0%+0%) > 070%(1—0)* +0% (07 +a03). (70)

X =bU+dTl (63c)

conveniently captures the desired relationsfipge examine
two regimes: a lowD, regime in which we restrict our @

(1 - ) + 0% (7% + %)

Collecting terms in powers ak yields

(0705 +0308) — 200705 —op = (a—ry)(a—r) <0

attention to the parameterizatidn, b, c,d) = (1,1,1/a, 1), h (71)
and a highD, regime in which we restrict our attention toW/nere
the parameterizatiofu, b, ¢, d) = (1, 3,1,0). As we will see, 1++/1+02/0%+ 0% /0
. . " . ry = >0 (72)
time-sharing between these parameterizations yields stlmo 1+ 0% /o2
the entire achievable distortion region for Gaussian codks.

g . :1—\/1+U%/o§+012\,/0§<0 (73)

“An analysis using calculus of variations suggests that fitenal distri- - 1+ UZQV/U% -

bution is not even Gaussian. . . . .
8 can be shown that choosing either= 1 or ¢ = 1 incurs no loss of Therefore to satisfy the mutual information constraint veech

generality. r— <a<ry.
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To minimize the distortions, (68) and (67) imply we wantegime, Gaussian codebooks are optimal, and (62) accyratel
|a| as large as possible subject to the constraint (71). Thus wlearacterizes their performance as reflected in Fig. 5.

choosea = r,, from which we see that The figure also indicates (and it is possible to prove) that
5 5 for any fixed SNR, the inner and outer bounds converge
Qauth _ <1 1 or +20N> ’ (74) asymptotically inD, in the sense that
e g
s hm Dr,outer(De) _ 1
whereas, = 02./(c2 + 0, is the corresponding information De—o00 Dy inner( De)

_embedding scal_ing parameter determined by _Co_sta [20]. EMRere Dyinne(De) and D, oued Do) represent the inner and
idently, the scaling parameter for the authentication [@b  ter hounds as a function of the encoding distortiopn
is at least twice the scaling for |nformat|or21 embedding angigently in this high encoding distortion regimd, /o2, can
significantly larger when either thf SQM%/UN or signal-to-  pe made arbitrarily small by using Gaussian codebooks and
(enqod|ng)-d|st9rt|c?n ratio (SDRyg/o7 is small. B making D../c3; sufficiently large. While this implies that, in
High D. Regime:An encoder that essentially amplifies theinciple, there is no fundamental limit to how small we can
guantization of the source to overcome the reference Cmanﬂ%keDr by increasingD., through amplification of the source
noise is asymptotically good at high.. A system with 5 nractice secondary effects not included in the model such
this structure corresponds to choosing the encoder randg@satyration or clipping will provide an effective limit.
variables according to Finally, note that the cost of providing authentication is
U=S+T (75) readil_y apparent sipce the inner bound from (62) represents
the distortions achievable when the reconstruction nedd no

X =pU. (76) be authentic. Since for a fixed SNR, the bounds converge
In turn, choosing ag(-) the minimum mean-square errorasymptotically for largeD., and for a fixedD. > 0% the
estimator ofS given U vyields the distortions bounds converge asymptotically for large SNR, we conclude
5 o 5 o that the price of authentication is negligible in these megg.
De = (1= )05 + o7 (77) However, for low D, regimes of operation, requiring authen-
D — oo (78) ticity strictly reduces the achievable distortion regidrhis
ool o2 behavior is analogous to that observed in the binary-Hamgmin
It remains only to determing. Since case.
1(U;8) = llog 0% + ot (79) VIIl. COMPARING AUTHENTICATION ARCHITECTURES
’ 2
o The most commonly studied architectures for authentinatio
and o o ) ) are robust watermarking (i.e., self-embedding) and feagil
IU;Y) = llog p*los +or) +ox (80) watermarking. In the sequel we compare these architectures
’ 2 oy ’ to that developed in this paper.

the mutual information constraint (9a) implies that

> o A. Authentication Systems Based on Robust Watermarking

B> % (81) The robust watermarking approach to encoding for au-
o7(05 +o7) thentication (see, e.g., [4], [10], [11], [15], [16]) takéise
form of a quantize-and-embed strategy. The basic stepsof th
C. Comparing and Interpreting The Bounds encoding are as follows. First, the sour§& is quantized

Using (68) with o given by (72) and varyingr2 yields to a representation in terms of bits using a source coding
one outer bound. Using (77) and (78) with (81) and agal§ompression) algorithm. Second the bits are protected us-
varying o2 yields the other outer bound. The lower convellg a cryptographic technique such as a digital signature or
envelope of this pair of outer bounds is depicted in Fig. Bash function. Finally, the protected bits are embeddeal int
at different SNR’s. To see that the first and second outéte original source using an information embedding (digita
bounds are asymptotically the best achievable for low agh hiwatermarking) algorithm. At the decoder, the embedded bits
D., respectively, we superimpose on these figures the bagg extracted. If their authenticity is verified via the agypiate
Gaussian codebook performance, as obtained by numeric&llyptographic technique, a reconstruction of the source is
optimizing the parameters in (63). produced from the bits. Otherwise, the decoder declards tha

By using (62), (68), and (78), it is possible to show than authentic reconstruction is not possible.
for any fixed D. > o3 the inner and outer bounds converge It is straightforward to develop the information-theoceti

asymptotically in SNR in the sense that limits of such approaches, and to compare the results to
D the optimum systems developed in the preceding sections. In
lim —loUer g particular, if we use optimum source coding and information

SNR—c0 Dr.inner embedding in the quantize-and-embed approach, it follows

whereD,. inner and D, outer represent the inner and outer boundthat, in contrast to Theorem 1, the distortion gdh., D) lies
corresponding to the fixed value 6f.. Thus, in this high SNR in the achievable distortion region for a quantize-and-ethb
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Fig. 5. Bounds on the achievable distortion region for thei$3&@n-quadratic problem. The lowest solid curve is therisound corresponding to the
boundary of the achievable region when reconstructionsl ne¢ be authentic. The numerically obtained upper solideis the outer bound resulting from
the use of Gaussian codebooks. The dashed curve corresmotigslower convex envelope of the simple low and high analytic outer bounds derived in
the text.

structured solution to the problem (2) if and only if theréséx while the information embedding capacity is (see [36]) the
distributionsp(3|s) andp(u|s), and a functiory (-, -), such that upper concave envelope of the function

. 0, if 0<d<np,
[U3Y) = 1($;U) > 1(8;9) (823)  gy(De) = . i (84)
h(De) = h(p), if p<De<1/2,
Elde(S, f(U,5))] <D (82b)
E[d:(S,9)] < D:. (820)
These results follow from the characterization of the rate- D
distortion function of a source [43] and the capacity of MDe, if 0< D, <D,
information embedding systems with distortion constsam C(De) =14 Dp _ (85)
developed in [36] as an extension of [19]. 9p(De), if Dp <De<1/2,

Comparing (82) to (9) withS = g(U) we see that
quantize-and-embed systems are unnecessarily const,ralwerep 1 — 27 EquatingR in (83) to C in (85),
which translates to a loss of efficiency relative to the optim e obta|n a relation betwee®, and D.. This curve is
joint source—channel-authentication coding system coost depicted in Fig. 6 for different reference channel parame-
tions of Section V. This performance penalty can be quitgrs. As this figure reflects, the optimum quantize-and-embe
severe in the typical regimes of interest, as we now illistra system performance lies strictly inside the achievabléoreg
In particular, we quantify this behavior in the two example-s for the binary-Hamming scenario developed in Section VI,
narios considered earlier: the binary-Hamming and Gamssigyjth the performance gap largest for the cleanest reference

quadratic cases. channels. Moreover, since as we saw in Section IlI-B clean
1) Example: Binary-Hamming Casdn this scenario, the reference channels correspond to ensuring small encodinhg a
rate-distortion function is [43] reconstruction distortions, this means that quantizeembed

systems suffer the largest losses precisely in the reginee on
R(D,) =1—h(D,), (83) would typically want to operate in.
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Fig. 6. Performance loss of quantize-and-embed systemthéoBinary-Hamming scenario with various reference chhor@ssover probabilitiep. The
solid curve depicts the boundary of the achievable regionghie optimum system; the dashed curve depicts that of teedumntize-and-embed system.

2) Example: Gaussian-Quadratic Casén this scenario, inner bound (62) on the performance of the optimum system
the rate-distortion function is [43] with that of quantize-and-embed, i.e., (88), we see thatewhi
guantize-and-embed incurs no loss at low SNR:

0,2

Llog Zs < D, < o2
R(D) =120 D=Disos (g
0, D, > 0'%, Dae o2
: : , : o — —1 as =& —0, (89)
while the information embedding capacity is [20] D, o
1 D,
C(D.) = 3 log (1 + 0_—2) - (87) at high SNR the loss is as much 88R/2 for D, > o2;:
N

Again, equating? in (86) toC' in (87), we obtain the following o2 Dae 1 1 52
relation betweerD, and D, for all D, > 0: —]QV—T - ———— < as —25 — 00, (90)
o¢ D, 14 Dc/ox, — 2 0%

2

95
(1+ De/o%) where we have use®d° to denote the quantize-and-embed
This curve is depicted in Fig. 7 for different reference aheln reconstruction distortion (88).

SNRs. This figure reflects that the optimum quantize-and-Hence, as in the binary-Hamming case, we see again that
embed system performance lies strictly inside the achieyuantize-and-embed systems suffer the largest lossesein th
able region for the Gaussian-quadratic scenario develaopedegime where one is most interested in operating — that where
Section VII. Likewise, the performance gap is largest fahe editor is allowed to make only perturbations small efoug

the highest SNR reference channels. Indeed, comparing that the corresponding encoding and reconstruction diistcy

D, = (88)
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Fig. 7. Performance loss of quantize-and-embed systenthdéoGaussian-quadratic scenario at various referenceneh&NRs. The solid curve depicts the
asymptotic outer bound of the achievable regions for thémaph system; the dashed curve depicts that of the best geaarid-embed system.

are smalP It is important to appreciate that the manner in which the
editor is constrained in systems based on semantic thigshol
ing is qualitatively quite different from the way the editier

B. Authentication Systems Based on Fragile Watermarkingconstrained in the systems developed in this paper. In par-

A fundamentally different approach to the authenticatiotrlucmar’ in our formulation, the editor is contrained aatiog
a reference channel model that can be freely chosen —

problems of this paper is based on constraining the semar%ﬂa .

severity of the modifications the editor is allowed to makd" ependently of any semantic model.

In particular, given a distortion measure that captures theWhile in this section we are primarily interested in dis-

semantic impact of edits to the content, the decoder wfikssing the properties of such systems, we first briefly dwescr

declare the edited content authentic if and only if the dfiin  how such systems can be designed. We begin by noting that

is below some predetermined threshold. We refer to theser@le of the encoder in such systems is to mark the original

authentication systems based on semantic thresholding. ~content so as to enable the eventual decoder to estimate the
distortion between the edited content and that originateutn

9t should be emphasized that while one could argue that thdratic dis- desplte not havmg direct access to the latter.

tortion measure is a poor measure of semantic proximity inynagplications, One approach to such a problem would be to use the self-
such reasoning confuses two separate issues. We show largudntize-

and-embed systems are quite poor when the quadratic meesuesponds embedding idea _d'scussed ||_q _SeCt|0n VIII-A. In particutar,
exactlyto the semantics of interest. For problems where it is a poatcim  compressed version of the original content would be embedde
one can expect systems based on more accurate measuresiid & into that content so that it could be reliably extracted from
same qualitative behavior — that quantize-and-embed mgsteill be least h dited by the d d d d in the di .
attractive in regimes where the source encodings and reootiens are the edited content by the decoder and used In the distortion

constrained to be semantically close to the original source calculation. In practice, such self-embedding can be sdrmaew
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resource inefficient, much as it was in the context of Sec- IX. LAYERED AUTHENTICATION: BROADCAST
tion VIII-A. Instead, an approach based on so-called feagil REFERENCECHANNELS
watermarking is more typically proposed, which allows the
decoder to measure the distortion without explicitly being
given an estimate of the original content. With this apphgac
distortion in the known watermark that results from editingu
the content are used to infer the severity of distortion i thr
content itself.

For many applications, one might be interested in an
thentication system with the property that an authentic
econstruction is always produced, but that its qualityrddgs
] ) ) ] ] gracefully with the extensiveness of the editing the cortais
Typical implementations of the fragile watermarking apgndergone. In this section we show that discretized vession
proach to encoding for authentication (see, e.9., [SLIW],  of such behavior are possible, and can be built as a natural

[14]) take the following form. A watermark messagieknown  oyiension of the formulation of this paper.
only to the encoder and decoder (and kept secret from the

editor) is embedded into the source signal by the encoder. Th T0 develop this idea, we begin by observing that the

editor’s processing of the encoded content indirectlyypbs  SyStems developed thus far in the paper represent a first-
the watermark. A decoder extracts this perturbed watermAHder approximation to such behavior. In particular, foited

M, measures the size of the perturbation (e.g., by computifgSistent with the reference channel model, an authentic
the distortion between! and M with respect to some suitable'€construction of fixed quality is produced. When the edit-

measure), then uses the result to assess the (semantidjysev89 1S not consistent with the reference channel, the only
of the editing the content has undergone. If the severity ROSSiPIe authentic reconstruction is the minimal qualibe o

below some predetermined threshold, the decoder declaesqN€ obtained from the priori distribution for the content,
signal to be authentic. since the edited version must be ignored altogether. In this

A detailed information-theoretic characterization oftean- section, we show that by creating a hierarchy of reference

C . L hannels corresponding to increasing amounts of editing, o
tication systems based on semantic thresholding is beyund P g to Incr 9 . . 9

. . " can create multiple authentication reconstructions. isay,
scope of this paper. However, in the sequel we emphasize some

; o . . . e a graceful degradation characteristic can be obtained yo an
important qualitative differences in the security chagastics g 9 ¥

between such schemes and those developed in this pagg?.'red granularity.

In particular, as we now develop, there is a fundamentalSuch systems can be viewed as layered authentication sys-
vulnerability in semantic thresholding schemes that tesufems, and arise naturally out of the use of broadcast referen

from their inherent sensitivity to mismatch in the choseghannel models. With such systems there is a fixed encoding
semantic model. of the source that incurs some distortion. Then, from edited

To see this. consider a mismatch scenario in which tf§@ntent that is consistent with any of the constituent exfee
authentication system is designed with an incorrect seimarfihannels in the broadcast model, the decoder produces an
model (distortion measure). If the system is based on sémarUthentic reconstruction of some corresponding fidelith-O
thresholding, then an attacker who recognizes the mismaftiVise; the decoder declares that an authentic reconsimuct

can exploit this knowledge to make an edit that is semalf;ticalS not possible.

significant, but which the system will deem as semantically For the purpose of illustration, we focus on the two-user

insignificant due to the model error, and thus accept asemoryless degraded broadcast channel [43] as our refer-
authentic. Thus, for such systems, a mismatch can leadeiece channel. This corresponds to a two-layer authertitati

a security failure. system. For convenience, we refer to the strong channel

By contrast, for the authentication systems developedién ttas the “mild-edit” one, and the weak channel, which is a
paper, designing the system based on the incorrect semafi§graded version of the strong one, as the “harsh-edit” one.
model reduces the efficiency of the system, but does rfeflits consistent with the mild-edit branch of the reference
impact its security. In particular, use of the incorrect aatic  channel will allow higher quality authentic reconstruaso
model leads to encodings and/or authentic reconstructiths which we will call “fine," while edits consistent with the hsir-
unnecessarily high distortions (with respect to the carre@dit branch will allow lower quality authentic reconstriacts,
model). However, attackers cannot exploit this to circumveWhich we will call “coarse”. For edits inconsistent with fesr
the security mechanism, since they are constrained by the feranch, the only authentic reconstruction will be one that
erence channel, which is independent of the semantic modenores the edited data, which will be of lowest quality.

From such arguments, one might conclude that systemdn this scenario, for any prescribed level of encoding
based on semantic thresholding might be preferable so Isngdéstortion D, there is a fundamental trade-off between the
care is taken to develop accurate semantic models. Howewaahievable distortion®f and D¢ of the corresponding fine
such a viewpoint fails to recognize that in practice someekeg and coarse authentic reconstructions, respectively. Qfseo
of mismatch is inevitable — the high complexity of accurat®¢ > D! will always be satisfied. However, as we will see,
semantic models makes them inherently difficult to learachieving smaller values dD{ in general requires accepting
Thus, in a practical sense, authentication systems basedlanger values ofD! and vice-versa. Using the ideas of this
semantic thresholding are intrinsically less secure tihaseé paper, one can explore the fundamental nature of such trade-
developed in this paper. offs.
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A. Achievable Distortion Regions a refinemente; that is jointly typical with the source. The

The scenario of interest is depicted in Fig. 8. As a naturBfir (¢c,¢r) is then mapped into the channel according to
generalization of its definition in the single-layer cont¢x), P(z|u,t, ). By standard arguments the encoding will succeed
an instance of the layered authentication problem conefstsWith high probability provided thatz. > I(U;S) and Ry >
the tuple (T S|U).

When the channel output is consistent with either output
{8, p(s), X, ¥, p(yelyr), p(yi|7), de (-, ), de ()}, (91)  of the reference channel, the decoder locates an admissible
codewordé. € Cc jointly typical with the signal. If the
signal is consistent with the harsh-edit output of the eaiee
channel, in particular, the decoder then produces the eoars
p(yl, yilx™) = plyllys) p(ys|a™). (92) authentic reconstructioﬁ? = g (¢.). However, if the signal
is consistent with the mild-edit output of the referencerate,
decoder then proceeds to locate an admissgibdeC; (¢.)

where, since our reference channel is a degraded broad
channel, the reference channel law takes the form

Let S*Q denote the (coarse) authentic reconstruction obtain
when decoder input is consistent with the harsh-edit output : : ; P
~ ) and produces the fine authentic reconstructipn= g; ).

the reference channel, and I8f denote the (fine) authen- P pr=ge (Cc, ¢r)

tic reconstruction obtained when decoder input is consiste BY arguments similar to those used in the single-layer case
with the mild-edit output of the reference channel. In tu”{!.e.,”proot:‘ (t))fITheorfem 1), thf'sl stratekgy aghlerz]ves r\]/ang;llym
the corresponding two reconstruction distortions are deffinS™a! Proba llities of successful attack, and when ther

according to channel is in effect meets the distortion targets provided t
R. < I(U;Y.) and Ry < I(T; Y;|U).

c __ 1 ¢ n an |
Dr_,ng;dxs,sc) (93a)
1« A
Df == "d.(S", 57). (93b)
n = B. Example: Gaussian-Quadratic Case

The following theorem develops trade-offs between the The Gaussian-quadratic case corresponds to the mild- and
encoding distortiorD., and the two reconstruction distortionsharsh-edit outputs of the reference channel taking the $orm
(93) that are achievable. Y = X + N andY. = Y; + V, respectively, wheréV and V/

Theorem 2:The distortion triple (D., D¢, Df) lies in are Gaussian random variables independent of each other, as
the achievable distortion region for the layered authenticwell asS and X.

tion problem (91) if there exist distributions(u,t|s) and  For this case, a natural approach to the layered authen-
p(z|u,t,s), and functiong. (-) andgs (-, ) such that tication system design has the structure depicted in Fig. 9,
I(U;Y.) — 1(S;U) > 0 (94a) yvhich generalizes that of the single-lgyer systems deeglop
in Section VII. The encoder determines the codew@td

(T % |U) = I(S;T|U) 2 0 (94b) nearest the sourc&™, then perturbsI™ so as to reduce
Eld.(S, X)] < D. (94c) the encoding distortion, producing the encodiig. If the
E[d.(S, g. (U))] < Dt. (94d) channel output stays within the darkly shaded sphere cahter
E[d.(S, g (U, T))] < D'. (94e) aboutT™, e.g., producing;" as shown, the decoder produces

a fine-grain authentic reconstruction fréfit. If the channel

In this th , th hievable distorti ion is defimed . . L
n this theorem, e achievan'e CISToTtion region 1S cefime joutput is outside the darkly shaded sphere, but inside the

a manner that is the natural generalization of that for sing ing lightly shaded sph tered abigute
layer systems as given in Definition 2. encompassing lightly shaded sphere centere Yve.g.,

i n _ .
In the interests of brevity and since it closely parallelatth produC|_ngYC as Sho"Y”’ the defoder produces a coarse grain
for the single-layer case, we avoid a formal derivation i thauthentic reconstruction fron/™. If the channel output is

result. Instead, we sketch the key ideas of the constructié)rllﬂSide any shaded region, e.g., producig, the decoder

We also leave determining the degree to which the distortib’ﬁd'c"jltes _that an a_uther_mc rec_onstrucn(_)n IS not p055|ble_
region can be further extended via more elaborate coding forAn achievable distortion region for this layered authemtic

future work. tion scenario is obtained from Theorem 2 with the auxiliary
Proof: [Sketch of Proof:] random variables chosen according to
First a codebool€, is created for the harsh-edit layer at
rate R. = I(U;S) + 2y where only 2"(%<+7) codewords U=S+A/a (95)
are marked as admissible as in Theorem 1. Then for each T=S+B/3 (96)

codewordc. € €. an additional random codebodk (c.) of

rate R¢ = I(T; S|U)+ 2~ is created according to the marginal

distributionp(t|u) where only2™(%+7) codewords are marked

as admissible. where A and B are Gaussian random variables independent
The encoder first search€s for an admissible codeword of S. Choosingg. (-) and g¢ (-, ) to be the minimum mean-

¢, jointly typical with the source and then searcligéc.) for square error estimates 6ffrom U and (U, T), respectively,

X=S+A+B. (97)
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large and small shaded spheres correspond to admissibigecaad fine authentic reconstructions, respectively.

lllustration of the nested codebook geometry assediwith a two-layer authentication system for the Gausgigadratic scenario. The centers of
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yields effect, the decoder produces the fine authentic reconstruct
during the fraction of time the corresponding codebook is

2 2
De =04+ 05 ) 5 5 (98) in effect, and produces the coarse reconstruction for the
DE — 2 (1 _ E[SU] ) _ _ 9504 (99) remaining time (since the broadcast channel is a degraded
s E[S?|E[U?] 0% + o203 one). However, as Fig. 10 also illustrates, this approach is
Df =o% — AS,[UT]A[_UlT]A[UT],S general quite_ inefficient: the use of such_ time-sharing Itesu
9 9 9 in a substantially smaller achievable region.

= 08775 (100)
T 3242 2 2 2 22 2

0e0% + 0405 + 050
_ﬁ e _ X. CONCLUDING REMARKS
where A with a single subscript denotes the covariance of

) . . . This paper develops one meaningful formulation for au-
its argument, and\ with a subscript pair denotes the cross; o . .

; . thentication problems in which the content may undergo a
covariance between its arguments.

To produceS{}, a decoder essentially views as additive variety of types of legitimate editing prior to authentioat

: . . As part of this formulation, we adopt a particular formal
channel noise. Therefore, we can immediately apply the_ar%uotion of security in such settings. For such a formulatird
ments from Section VII-B to obtain y gs.

with the simplest classes of models, we establish that secur
I(U;Y,) — I(S;U) = authenticatiqn systems can be constructe_d,_and subsguentl
02 (02 + 02 + 02 + 0% + 02) analyze their fundamental performance limits. From .these
a5 N V. B models, we further develop how such systems offer significan
0405(1 —a)? + (o + oy +0p)(04 + a?og) advantages over other proposed solutions.
(101) Many opportunities for further research remain. For exam-
From this we can solve fot as in the single-layer case ofple, extensions of the main results to richer content, séiman
Section VII-B by simply replacing?. and 0%, with 0% and and edit models may provide additional insights into the

1
2
9 %8

o3 + 0% + 0%, respectively, in (72). behavior of such sysems. It would also be useful to undetstan
Finally, since the degree to which robust and/or universal solutions éaist
the problem; such approaches seek to avoid requiring aecura
I(S;T\U) = I(Ts Yi|U) = H(T|U,Yy) — H(T|U, S) prior model knowledge during system design.
=H(T,U,Y;) — H{U,Yz) There are additional opportunities to further refine thd-ana

— H(T,U,S)+ H(U,S). (102) Ysiseven for the existing models. For example, charaateyiz
the manner in which asymptotic limits are approached —

we see that (94b) implies for example via error exponents — would provide useful
det(Ajruyy)) < det(Airus) (103) engineering insights. Likewise, further analyzing puidey
det(Ayy) = det(Apg) formulations, in which edits are more generally subject to

computational constraints, could also be revealing. Frois t
By varying 0%, 0%, and 8 such that (103) is satisfied wepersective, the Appendix represents but a starting point.
can trace out the volume of an achievable distortion region.pgre generally, identifying and relating other meaningful
Fig. 10 shows slices of this three dimensional region Byotions of security for such problems would be particularly
plotting the fine and coarse reconstruction distortidfisand yseful in putting the results of this paper in perspectiva. F
Dy for various values of the encoding distortidd.. Note example, a broader unifying framework for characterizing
that it follows from our single-layer inner bounds that for &ng comparing different notions of security could provide a

particular choice of encodfing distortioP., the achievable mechanism for selecting a formulation best matched to the
trade-offs betwee); and D; are contained within the region socjal needs and/or engineering constraints at hand.

. 0%(0% +02) Finally, there are many interesting questions about how
Dy > 2 5 2 (104) 1o best approach the development of practical authertitati
on + UVQ +2(\/Fe +s) systems based on these ideas. These include questions-of cus
Df > OsON ’ (105) tomized code design and implementation, but also architalct
ok + (\/176—1—05)2 issues concerning the degree to these systems can be built

where obviously the lower bound of (105) is smaller than thtf:urtOm interconnections of existing and often standardize-c

ponents — i.e., existing compression systems, error-cbntr

of (104). : X

A simple alternative to the layering system for such al?-OdeS’ and public-key cryptographic tools.
thentication problems is time-sharing, whereby some ifvact
of time the encoder uses a codebook appropriate for the
harsh-edit reference channel, and for the remaining tines us
a codebook appropriate for the mild-edit reference channel
When the harsh-edit reference channel is in effect, thedkrco To simplify the analysis we have focussed on private key
produces the coarse authentic reconstruction for theidraof systems where the encoder and decoder share a secréf key
time the corresponding codebook is in effect and produces zevhich is kept hidden from editors. In most practical applica
the rest of the time. When the mild-edit reference channiel istions, however, it is more convenient to use public key syiste

APPENDIX
A PuBLIC-KEY ADAPTATION OF THE PRIVATE-KEY
AUTHENTICATION SYSTEM MODEL
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Fig. 10. Achievable fine and coarse quality reconstructi@todion pairs(Df, D¢) in a layered authentication system for the Gaussian-gtiadrase
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encoding distortions oDe/o?\, = 10,5,0,—5,—10 dB. The dashed curve corresponds to time-sharing betweeropsrating points on th@e/a?\, =0

dB curve.

where a public keyd, is known to all parties (including

editors) while a signing key, is known only to the encoder.
The advantage of public key systems is that while only the 2)

encoder possessiry can encode, anyone possessthgcan

decode and verify a properly encoded signal. In this section 3)
we briefly describe how a secret key authentication system
can be combined with a generic digital signature scheme to
yield a public key system. Some additional aspects of such an

implementation are discussed in, e.g., [49], [50].

A digital signature scheme consists of a signing function

T = 8(m, 05) and verifying functioriV(m, 7, 6,). Specifically,
the signing function maps an arbitrary length message
to a v bit tag 7 using the signing key,. The verifying

function returns true (with high probability) when given a
message, public key, and tag generated using the signing
function with the corresponding signing key. Furthermare,

is computationally infeasible to produce a tag accepted by
the verifier without using the signing key. Many such digital

lished, and there is no secret key (equivalently, the secret
key in the our original formulation is simply published).
The encoder uses the original authentication system to
map the sourc&™ to X" = T,,(S™).

For a system like the one described in Section V-A, there
are a finite number of possible values for the authentic
reconstructionS™ and the authentic reconstruction is a
deterministic function ofS™. Thus each reconstruction
can be assigned a bitwise representati¢f”), from
which the encoder computes the digital signature tag
T =8(c¢(S™),6,) using the digital signature algorithm.
Finally the signature- is embedded intaX", produc-

ing X™, using an information embedding (data hiding)
algorithm. The chosen algorithm can be quite crude
sincer only requires a sub-linear number of bits. The
algorithm parameters are chosen to that the embedding
incurs asymptotically negligible additional distortiom t
the overall encoding process.

signature schemes have been described in the cryptographModified Decoder:

literature wherer requires a number of bits that is sub-linear

in n or even finite.
Modified Encoder:

1) The public key of the digital signature scheme is pub-

1) The decoder extracts from™ an estimater of the

embedded signature Since the size of is sub-linear,
the embedding algorithm parameters can be further
chosen so that = 7 with arbitrarily high probability



IEEE TRANS. INFORM. THEORY, VOL. X, NO. XX, 2005

2)

3)

4)

when the reference channel is in effect. [16]
Next, the decoder uses the original authentication syste
to produceS™ = ®,, (Y™), and then, in turn, its bitwise
representatior(S™). [17]
The decoder checks whether the digital signature veri-
fying algorithmV(c(S™), 7, 6,) accepts thes™ as valid.

If so, then the decoder produces the authentic recon-
struction S” = S$™. Otherwise, the decoder produces
the special symbolz, declaring that it is unable to [19
authenticate.

[20]

With this construction, we see that the security of such a

system is determined by the security of the underlying [(Ddb"[

21]

key digital signature scheme used. Specifically, the only wa
an attacker can defeat the system is to find a matchifig [22]
and 7 accepted by the digital signature verifying algorithm.
All other performance aspects of the system are effectivgly;
unchanged.
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