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Methods for Safety Verification of Time-Delay Systems

Stephen Prajna and Ali Jadbabaie

Abstract— This paper addresses the safety verification of we expect that many more safety critical systems involving
systems with time-delay. It extends the barrier certificate time-delay will be introduced in the future when control
methodology previously proposed for safety verification of g herformed over communication channels. While the field

systems described by ordinary differential equations to the fti del t . t 61 7
functional differential equations setting. For verifying the safay ~ ©f time-delay systems is a mature area (see, e.g., [6], [7],

of a time-delay system, a functional of states is used as a barrier [11]), most of the available analysis results are focused on
certificate. The forms of the functionals resemble the Lyapunov- stability, robustness, or input-output properties — antiamo
Razumikhin functions or the Lyapunov-Krasovskii functionals safety or reachability. This is what motivates us to develop

used in stability analysis of time-delay systems. When the 5 yethodology for safety verification of time-delay systems
description of the system is given in terms of polynomials,

such a barrier certificate can be searched using sum of squares in this paPef-
programming. In previous work [13], [14], we proposed a framework
based on functions of states termed barrier certificates com
I. INTRODUCTION bined with deductive inference to prove safety. A barrier

Safety verification addresses the question whether gﬁrtificate is & function of state safisfying some ineqieslit

“unsafe” or “bad” region in the state space is reachable b both the function itself and its time derivative along the

some system trajectories starting from a given set of plessih ow ?f tge sf_ys(;_em. The idea Eere_ IS to ptr?vetthat E[T]e si/st:]em
initial states. The need for safety verification arises as tHS SZ? y hin '?g t?} prftl)per fatrrr]ler ce{ ihca e'tW' ou ?
complexity of the system increases, and is also underscorgg®d 0 compute the flow ot the system or 1o propagate

by the safety critical nature of the system. For discretS€ts of states. Computation of barrier certificates can be

state systems, such as finite automata, this problem hegrformed using sum of squares programming [15] when the

been studied extensively in the computer science litegatupy SteM is described in terms O.f polynomials. This methpd
(see, e.g., [4]) and has applications in, for example, th an be extended for handling time-delay systems by using

verification of correctness of computer protocols, algris unctionals of states as barrier certificates, which we will
and software ’ " present in this paper.

In the recent years, there has been a great interest in safet hg outllne_ of the Paper IS as fO"(.JWS' In Section II, we
verification of systems with continuous or hybrid (i.e., eux wil give a brief overview of the previous results on safety
discrete-continuous) states [1]-[3], [8], [20], [21] %his verification using barrier certificates. The methodologyl wi

motivated by the fact that many safety critical applicasion be extFndgl?bto tthz_ tl(;n_e-céelag_/ selt\t/lng '(;1 f.Seﬁtl(zﬂ lll. An
such as air traffic control [21] or life support systems [5 xampie Wit be studied in section 1V, and tinally the paper
ill be ended by some conclusions in Section V.

involve continuous or even hybrid states. Various metho
have been proposed for safety verification of continuous @ Notations
hybrid systems, many of which require computing the propa-

gation of initial states (see e.g. [1], [3], [21]). Unforataly, We denote the spaces oi-times continuously differen-

tiable functions mapping’ C R” to R by C™ (X, R?), and
?gg(r)ughagth?e rrget:ggts)nalcl)?vze:ihtgb; o?éatl;te_ta_n Z).(;.it to R by C™(X). The corresponding spaces of continuous
to erf()a(rm S F(J:E aX(I:omI tation due to the né:c; rljab'll'tI uo nctions are denoted bg'(¥,R") and C(X). For a set

P u putat u uncou Yy C R™, 90X denotes the boundary cf.

the state space. The computation is harder when the system
is nonlinear and uncertain, and clearly becomes even more |l. VERIFICATION USING BARRIER CERTIFICATES

intractable if the state space is infinite dimensional. In this section, we will provide a review of previous results
Infinite dimensional state space is encountered, for ex:

Bn safety verification using barrier certificates. Consider

ample, when there are time-delay elements in the syste@stem described by ordinary differential equations
Time-delay systems appear in various application areds suc

as communications [19], process control [18], and biology o(t) = f(x(t),d(t)), 1)

[10]. Many systems in these areas are safety critical, and erex(t) € R" is the state of the systemift) € D C

S. Prajna is with the Control and Dynamical Systems option,-Cal R™ is a collection Of_ uncertain d|5turb_ance _mpUtS’ ghd
fornia Institute of Technology, Pasadena, CA 91125, USAndik pra- C(R™™™ R™). We will be mostly dealing with a bounded

Ina@cds.caltech.edu. _ __ disturbance seb. In the safety verification problem, we will
A. Jadbabaie is with the Department of Electrical and Systemgi-E be i d i f . ies tiea
neering, University of Pennsylvania, Philadelphia, PAASIUSA. E-mail: € 'nt_ereSt.e Ony In segments of system trajectories ta

jadbabai@seas.upenn.edu contained in a given set’ C R™. Now suppose also that
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a set of possible initial state$;, C X and a set of unsafe satisfying the conditions of the theorem is also necessary f
statesX,, C X are given. Our objective is to prove that thesafety.
system is safe in the following sense.

Definition 1 (Safety):Given a system (1) and the set§
D, X, and X, we say that the system safety property holds
if there do not exist a time instaif® > 0, a bounded and We will now extend the method described in the previous
piecewise continuous disturbance input [0, 7] — D, and section to time-delay systems. In this context, the system i
a corresponding trajectory : [0,7] — R" such thatr(0) ¢ @ set of retarded functional differential equations
Xo, z(T) € X, andz(t) € X Vt € [0, T]. o

The safety of the system (1) can be shown by the existence #(t) = f(z,d(1)) ©)
of a barrier certificate [13]. A barrier certificate is a fupct where the disturbance inpui¢) still takes its value in the
of state satisfying some Lyapunov-like conditions on botliinite dimensional spac® C R”, whereas the state of
the function itself and its time derivative along the flow ofthe system is now in an infinite dimensional spage,¢€
the system, stated in Proposition 2 below. The main idea &([—r,0],R™), with » > 0. Here we use the following
to ask that the value of the function at the initial 8gtto be notation:
non-positive, the time derivative of the function to be non-
positive on X, and the value of the function at the unsafe z(0) = z(t +90),
setX, to be strictly positive. If a function satisfying such ayheref < [, 0]. The right hand side of (5) is a functional
property can found, then we can conclude that no trajectory . ¢'(|—r 0], R") x D — R", and the dot on the left hand
of the system starting fromt, can reach¥,. side of the equation denotes the right hand Dini derivative.

Proposition 2 ( [13]): Let the system (1) and the sets|n most cases of interest, the right hand side of (5) will be
X CR"WD CR" & C X and X, C X be given, of the form
with f € C(R™™ R"™). Suppose there exists a function

IIl. CONDITIONS FORVERIFICATION OF
TIME-DELAY SYSTEMS

B € C'(R") that satisfies the following conditions: flwe,d(t) = @), (t —r1),...,x(t —re),d(t))
B(x) <0 Vae X, 2 for fe C_(R(”l_)”*m,R’f) and somer,...,r, € [0,7]. We
will consider this form, i.e., systems
B(z) >0 Vxe X, 3) .
i(1) = f(x(t), 2t — 1), ... 2t — 1), d(t 6
Z—B(x)f(x,d)go V(e.d) € X x D, @ o(t) = f(x(t),x(t —r1),...,2x(t —re),d(t))  (6)
X

throughout the rest of the paper. It is also assumed that
then the safety of the system (1) in the sense of Definition the delays are time-invariant, and therefore without loss o
is guaranteed. generality an ordering

The above method is analogous to the Lyapunov method
for stability analysis. Contrary to stability analysis wever,
no notion of equilibrium, stability, or convergence is reqd  can be imposed.
in safety verification. For example, the system does not evenin addition to the above, three sets are also given: a set
need to have an equilibrium. X C R™, an initial setX; C X and an unsafe set, C X,

The conditions in Proposition 2 define a convex set ofvith Xy N X, = (). For the safety verification problem, we
barrier certificateg B(x)}. This is a very beneficial property, are again interested only in segments of trajectories tteat a
as a barrier certificate inside this set can be searched usitgntained inX. With all these, we can define the notion of
convex optimization. For example, when the vector fieldinsafe trajectory and the safety property for the timeydela
f(z,d) is polynomial and the setst, D, X,, X, are system (5) as follows.
semialgebraic, i.e., defined by polynomial inequalitiesl an Definition 3 (Unsafe trajectory)A trajectory segment :
equalities, a computational framework calan of squares [—r, 7] — R™ of the system (6) is an unsafe trajectory, if
optimization[15] that is based on semidefinite programminge(6) € Xy V0 € [—r,0], z(T) € X,, andz(t) € X Vt €
can be utilized to search for a polynomial barrier certiicat [—r, T').

In particular, the software SOSTOOLS [15] is available for Definition 4 (Safety — Systems with Time Dela@jven
this computation. a system (5) and the sefs, D, A, and X,, we say that

We would like to mention that the method can also bé¢he safety property holds if there exist no time instant
extended to handle safety verification of hybrid system$, [137" > 0, and bounded, piecewise continuous disturbance
stochastic continuous and hybrid systems [14], and even itoput d : [0, 7] — D which gives rise to an unsafe trajectory
verification of other temporal properties such as reactgbil = : [-r,T] — R™ as per Definition 3.
eventuality, and their combinations [17]. An applicatiase Within this setting, it is crucial to note that the initial
study can be found in [5]. Finally, a converse statement aind unsafe region&, and X,, are given as sets in a finite
Proposition 2 for systems without disturbance input hag algdimensional spac®"™, wherez(t) takes its value, but on
been obtained recently [16], stating that under some reasahe other hand, the state of the system is an element of the
able technical conditions, the existence of a funct®fx) infinite dimensional spac€'([—r, 0], R™). With Definition 4

0<m<---<rmp=r
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in mind, it is straightforward to define the set of initialt&ta conditions:
of interest as

By(z) <0 Vz € Ay, ©)

Xo = {zo € C([-7,0],R") : 29(0) € Xy VO € [—r,0]}. Bo@) >0 Vo e, Y
) %(x)f(ml,...,m,d)éo

Defining the set of unsafe states requires more thoughtgusin Y(x,Z1,...,2¢,d) € XD . (12)

{z, € C([-r,0],R") : z,(0) € X, VO € [-r,0]} as the set

of unsafe states is not enough, since it is possible for thiben the safety of the system (6) in the sense of Definition 4
system to violate the safety property in Definition 4 withouis guaranteed.

its state ever been in this set. The correct set of unsafesstat ~ Proof: Suppose that a functiol,(z) satisfying the

is in fact conditions in the proposition can be found, but there exist
T > 0, a piecewise continuous and bounded disturbance in-
X, ={z, € C([-7,0],R") : 2,(0) € OX,, putd : [0,T] — D, and a corresponding unsafe trajectary

2,(0) € X\ X, V0 € [-r,0)}. (8) [-r,T] — X. Consider the evolutioB,(z(t)) along time
for this trajectory. Conditions (9) and (11) assert respelt

Using X,, as the set of unsafe states, the following lemm#hat Bo(z(0)) is non-positive and that the time derivative
holds. of By(z(t)) is non-positive on the time intervéd, 7']. On
Lemma 5:Under the assumption that, N X, = @, the the other hand, condition (11) implies thl(«(T)) is
safety property in Definition 4 is violated by an unsafestrictly positive. We obtain a contradiction, and therefare

trajectoryz : [—r,T] — X if and only if 2, € X, for concludt_a that such an unsafe trajectory cannot exist — the
somet € [0, 7. system is safe. -

Proof: Straightforward, since we assume thef and  Remark 7:Notice that no information about the delays is
&, are disjoint and we consider a trajectory that starts witsed in Proposition 6. In fact, the safety of the system as
zo € Xo. B guaranteed by the propositiondglay independenthe sys-

o ) . tem is safe for arbitrary (but finite) time delays ro, . .., ry.
The safety verification method presented in the previous For many systems, the safety property is dependent on the

section can be extended to handle time-delay systems. Fbe of the time delay. For example, the system could be safe
this purpose, we usefanctionalof system states as a barnerwhen the delay is small, but unsafe for large delay. If we are

certificate. The idea is similar to what used in Section ”interested only in small delay, then the conditions given in

We ask that the value of functional for any trajectory of thesyqhgition 6 is too conservative. To relax this conseswati
system starting withey € X, be (i) non-positive initially; ;e will consider another class of functionals in the next
(ii) non-increasing along time; and (iii) positive at sonrae subsections

instant, if the unsafe region is reached. Using a contratict oo 8- If the vector field f(-) is polynomial and the

we can then conclude that the system is safe if such a bamféts/‘\,’ Xo, X, D are semialgebraic, then a polynomial func-
vy t 1 u 7
certificate can be_found._ ) ) tion By(z) satisfying (9)—(11) can be searched using sum
In the rest of this section, we will consider several classegsy squares programming. A similar statement can be made
of functionals with increasingly complex structures, 10 bgegarding the barrier certificates satisfying the condiin
used as barrier certificates. the next subsections. The way this search is performed is
analogous to what described in [13].

A. Functional Structure 1 .
B. Functional Structure 2

The first functional structure that we will consider depends |, the second class of functionals. we will add first order
only on the “head” of the state;, and is of the following

) integral terms to the functiond®(x;). More specifically, the
orm:

functional is of the form

£
B(xt) = Bo(x(t)), B(z:) = Bo(z(t)) +Z/O Bi(z(t+0))do  (12)
i=1

—7;

where By € CY(R"). It is the kind of functions used
in the Lyapunov-Razumikhin theorem for proving delay-where B, € C*(R™) and B; € C(R™), i = 1,...,/. Notice
independent stability of time-delay systems [9]. Usingsthe that this functional reduces to the one we used in the previou
functionals, it is possible to obtain conditions guaraimge subsection ifB;(z) = 0, i = 1,...,£. Functionals of the
delay-independent safety, stated in the following projmsi  form (12) are among the classes of functionals used with the
Proposition 6: Let the system (6) and the set§ C Lyapunov-Krasovskii theorem for stability analysis of &m
R", D C R™, X, C X and X, C X be given, with delay systems [6], [12].
f e C(RWADn+m R7) and Xy N X, = 0. Suppose there Conditions guaranteeing safety when the above functional
exists a functionB, € C''(R") that satisfies the following is used are stated in the following theorem.

Preprint submitted to 44th IEEE Conference on Decision and Control
and European Control Conference ECC 2005. Received March 7, 2005.



Limited circulation. For review only.

Theorem 9:Let the system (6) and the sefs C R",
DCR" Xy C XandX, C X be given, withf ¢

C(READ+m R7) and Xy N X, = (. Suppose there exist a

positive constant and functionsB, € C*(R"), and B; €

C(R™),i=1,...,¢ that satisfy the following conditions:
4
Bo(l') —+ ZTzB7(£1) S —€ V(Z,il, . 732‘[) S XOZJ'_l,
=1
13)

V(2,21,..., %) € 0X, x (X \ &), (14)
OBy, . . ) ‘ )
8;( )f(r,:c17.--,a:z7d)+;[3 r) — Bi(2:)] <0
V(z,&1,...,400,d) € XD x D (15)

the time derivative forB(z;) ont € [0, ¢] satisfies

9 (2 = 8£°< O)f(a(t).

dt
+ ZBi(x(t» -

<0

Y

as implied by (15). All these generate a contradiction, and
thus we conclude that such an unsafe trajectory cannot exist
i.e., the system is safe. [ ]

Remark 10:Notice that now the delays,,...r, appear
in the conditions of Theorem 9. Thus, in general, the safety
property proven in this case will be delay dependent.

then the safety of the system (6) in the sense of Definition 4

is guaranteed.
Proof: Suppose that functionBy(x), B;

input d :
x : [-r,T] — X. Now consider the evolutionB(x;)
as defined in (12) along the time intervil, 7] for this

trajectory. Sincexry € X, and also condition (13) holds,

initially we have

Bl(zo) = +Z x(t + 0))do
< By(z —&-Zrl sup B;(z(0))
i—1 0€[-7:,0]
‘
< sup By(z) + r; sup B;(z
reXy 0 ; LJc €Xo ( 7)
<0

Now, it follows from Lemma 5 that there existse [0, 7]
such thatr; € X,,. At time ¢, we have

(x) satisfying

the conditions in the proposition can be found, but therstexi
T > 0, a piecewise continuous and bounded disturbance
[0,T] — D, and a corresponding unsafe trajector

C. Functional Structure 3

For brevity, in this section assume that there is only one
elay, i.e.,/ = 1; it is straightforward to extend the result to

handle multiple delays. The last functional structure that

consider in this paper contains second order integrals:

0
B(z¢) = Bo(x ())+/ By(0,z(t), z(t + 0))do

o[

Lyapunov-Krasovskii functional with this structure hashe
proposed for stability analysis, e.g., in [12]. The funotib
is more general than (12), but it may reduce to (12) when
B1(8,x(t),z(t + 0)) is independent of its first and second
arguments andBs(x(n)) is zero. Thus, the safety test in
Theorem 11 below will generally be less conservative than
the one in Theorem 9. This comes at the expense of more
computational cost.

Theorem 11:Let the systemi:(t) = f(z(t), z(t—r), d(t))
and the setst CR", D C R™, X, C X and X, C X be
given, with f € C(R2"*+™ R™) and X, N X, = (). Suppose
there exist a positive constamt and functionsBy(x) €
Cl(Rn), Bl(e,x,fl) S Ol(R1+2n), anng(ig) S O(Rn)
that satisfy conditions (17)—(19) on page 5, then the safety
of the system in the sense of Definition 4 is guaranteed.

Proof: Suppose that function®(z), Bi(0,z,%1),
By (%4) satisfying the conditions in the proposition can be
found, but there existl’ > 0, a piecewise continuous
and bounded disturbance inpdt : [0,7] — D, and a
corresponding unsafe trajectosy: [—r, 7] — X. Consider

))dnd®. (16)

where the last inequality follows because of (14). Finallythe evolutionB(x;) of the form (16) along the time interval
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Bo(z) +7rB1(0,2,41) + %TZBQ(@Q) < —e Y(0,x,@1,@9) € [-1,0] x &2, (17)
Bo(x) +rB1(0,2,21) + %HBQ(:%Q) >e Y(0,1,&1,30) € [-7,0] X 0X, x (X\ &X,)?, (18)
@ o)+ Ba0,.0)  Ba(r i) + 1 (GO ) o d1.d) = G 0,02) + Bale) = Bala) ) <0
Y(0,x,81,%2,d) € [-1r,0] x X* x D, (19)
i—f(azt) = 88110( () f(@(t), x(t —r),d(t)) + B1(0,z(t), 2(t)) — By(—r,x(t), x(t — 1))
(G 0.0 000+ 00T 0,20 = .0~ 20,000,000+ )+ Balo) - Batota + )] ao
= %/ [%(w(t))f(x(t)vw(t —=7),d(t)) + B1(0,z(t), z(t)) — Bi(—r,z(t),z(t — 7))
+r (a(fl (0, 2(t), x(t + 0)) f(x(t), x(t — ), d(t)) — 66% (0, 2(t), z(t + 0)) + Ba(x(t)) — Ba(z(t + 9))) do
<0 (20)
[0, T7] for this trajectory. Initially, we have IV. EXAMPLE

0

Consider a linear damped oscillator with delay:
Blao) = Bola(0)) + | By(6,(0), 2(6))do P y

()| _ Y2(t) + (1 = y)z2(t — 1)
/ / Ba(x(n))dndo Za(t) —yz1(t) — (L —y)x1(t —r) — Loaa(t) |
- (21)
< félgo BO(”J")JFTGE[_TS(?]F; cx 31(9@’@1)] In this system,» > 0 is the delay, andy € [0,1] is a
) T parameter that we will vary. Also given are the sets
+ 57“2 sup Bs(Z2)
#2€%0 X ={r eR?:0.01 <a?+a3 <4},
<0, Xo={z€R?: 2% + (x5 — 1)2 < 0.01},
because of (17). Next, from Lemma 5 it follows that there X, = {z e R? : a7 + (22 — 0.5)* < 0.01},

existst € [0, 7] such thatr; € X,,. At time £, we have
with the interpretation as described in Section IlI.

Let us first considery = 1, namely the case when there
is no time-delay component. The objective of the safety
verification is to show that a trajectory starting froaj,

0
B(x;) = Bo(z(f)) + 31(9 (1), z(f + 0))do

/ / Ba(z(n))dndd never enterst,, as long as it stays iX’. Since the system

—r Jt+6 is asymptotically stable, all trajectories starting frégp will

> inf [Bo(x) Ty inf Bi(6,,d1) faventu_ally exitY, but we say that the safe_zty property holds_
TEHX, 0€[—r,0],31 EX\X,, if X, is not entered beforehand. In this case, a quartic

15 . . polynomial barrier certificate satisfying the conditions i
+ =r inf  Bo(&2) . N

2 dreX\X, Proposition 2 can be found using sum of squares program-
>0, ming, and therefore we conclude that the system is safe.

The question now is whether the safety property still holds

which is implied by (18). Finally, condition(19) implies When+ is not equal to 1. It may be the case that wheis
that the time derivative?? (z,) satisfies (20) on page 5, sufficiently large the system will still be safe for arbityar
because the term under the last integral is non-positivis. Ttdelay size, whereas when is small the system may be
contradicts the first two conditions, and thus the theorem lgnsafe for some. In what follows, the safety of the system
proven. m for various~ # 1 will be verified using the functionals
proposed in Section IIl.
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A. Delay-Independent Safety

Using the functional proposed in Section llI-A, it is
possible to prove safety foy = 0.98. We obtain By (z)
of degree 4 given below:

Bo(x) = —4.2979 + 1.15952 + 2.3689x5 + 50.75727 (1]
+ 77.613wox1 + 54.87123 — 164.477%
— 318.22x0x% — 274.8x3x; — 103.6423 2]
+ 150.17x] + 316.84x923 + 340.7923 22
+ 1921232, + 49.452x5 g

The semidefinite program computation can be performed
in less than 2 seconds on a Pentium Ill 600 MHz PC. INg4
this case,By(x) proves that the system is safe for arbitrary
delayr. [5]

B. Delay-Dependent Safety [6]

We will next use the functional proposed in Section IlI-B [7]
to prove safety. For this, we fix the value of the delay at
r = 1. Since this functional is more general than the one in®
Section 1lI-A, we expect that safety for lower values of

can be proven. In fact, wheB,(z) and B, (&) are chosen [9]
to be quartic, we are able to prove safety fo= 0.9. The
values of By(x) and By (&) that accomplish this are [10]
Bo(z) = —7.9177 + 5.68722; + 13.0725 + 136.0322 [11]
+ 297.32x0x1 + 215.5623 — 493.542% [12]
— 1209.6z977 — 1133.32,25 — 430.1923
+ 466.83x] + 1178.87275 + 1380z327 (23]
+ 812.63x1 x5 + 211.14x3,
B, (&) = —7.9177 — 530594, + .065007d2 + 12.63732 4
+ 8.9339%1 %9 + 9.237943 — 35.0613% 5]
— 39.362%047 — 28.9722354 — 17.26645
+ 35.93721 + 37.5038045 + 41.46822 22
+19.532321 + 8.707945. 26

The semidefinite program computation was performed in legsy)
than 3 seconds on a Pentium Il 600 MHz PC.

Finally, we consider the functional proposed in Section Il| [18]
C. Again the value of the delay is fixed at= 1. When the
B;’s are chosen to be quartic, we are able to prove safety f&i°]
~v = 0.7. The expressions aBy(z), B1(0,,2), B2(Z) that [20]
accomplish this are too long to be written here and therefore
are omitted. However, the semidefinite program computation
was performed in less than 20 seconds. (21

V. CONCLUSIONS

In the previous sections, we have provided a methodology
for safety verification of time-delay systems based on func-
tionals of states used as barrier certificates. A hierardhy o
functional structures have been proposed to prove safety wi
decreasing levels of conservatism. A numerical example has
been provided to illustrate the use of the methodology.
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