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Abstract— This paper presents a methodology for safety veri- reachable sets corresponding to the continuous dynamics is
fication of continuous and hybrid systems in the worst-case and crucial for most of these methods. For linear continuous
stochastic settings. In the worst-case setting, a function of ate systems with certain eigenvalue structures and semiaigebr

termed barrier certificate is used to certify that all trajectories of . itial set t habl t calculati - tifi
the system starting from a given initial set do not enter an unsafe inidalsets, exact reachable Set calcuiation Lsing quantrier

region. No explicit computation of reachable sets is required in €limination has been proposed in [4], [27]. Unfortunately,
the construction of barrier certificates, which makes it possible to their approach requires knowing the exact solution of the
handle nonlinearity, uncertainty, and constraints directly within  differential equations, and hence does not seem extendable
this framework. In the stochastic setting, our method computes to the nonlinear case. In another vein, several technigees h
an upper bound on the probability that a trajectory of the system ) '
reaches the unsafe set, a bound whose validity is proven by thee_lISO been_ developed fapproximatereachable set calcula-_ )
existence of a barrier certificate. For polynomial systems, barrie  tion. For linear systems, there are results based on quantifi
certificates can be constructed using convex optimization, and elimination [44], ellipsoidal calculus [10], [25], polygal
hence the methpd is computationally tractable. Some examples approximation [6], [8], geometric programming [50], anclre
are provided to illustrate the use of the method. _ algebraic geometry [51]. Other techniques have been peapos
Index Terms—safety verification, nonlinear systems, hybrid . .
systems, stochastic systems, barrier certificates, sum of sqea for no_nlmear_systems, for example, basgd Or‘ the Hamilton
optimization. Jacobi equations [47], polygonal approximations [13], and
approximating the system as a piecewise linear systemmn5]. |
|. INTRODUCTION the case of hybrid systems, mgst of .the techniqges are based
on constructing abstractions (i.e., discrete quotienfsjhe
E%/stems, and then performing model checking on the regultin

screte systems. See for instance [3], [6], [13], [45].

OMPLEX behaviors that can be exhibited by moder
engineering systems, many of which have hybrid (i.e.,

mixture of continuous and discrete) dynamics, make theysafe
verification of such systems both crucial and challengirtie T N this paper, we will present a method for safety verificatio
importance of safety verification increases tremendousty fthat is different from the above approaches as it does not
systems whose functions are safety critical, such as dfictra"@quire computation of reachable sets, but instead reles o
control [20], [47], life support devices [17], etc. In pripte, @ deductive inference using what we term barrier certif&sate
safety verification aims to show that starting at some ihitid’hich have been previously used in the context of nonlinear
conditions, a system cannot evolve to some unsafe regi@@del validation [34]. For a continuous system, a barrier
in the state space. The verification can be cast either Gartificate is a function of state satisfying a set of inetjies!
the worst-case settingr the stochastic settingA problem ©n both the function itself and its Lie derivative along the
instance in the former setting may consist of a system witlpw of the system. In the state space, the zero level set
an uncertain disturbance input, where a hard bound on #le@ barrier certificate separates an unsafe region from all
input magnitude is known, and we are asked to show thaStem trajectories starting from a set of possible ingtates.
for all possible disturbance input the system cannot evtve Therefore, the existence of such a function provides antexac
the unsafe region. On the other hand, in the latter setting f@'tificate/proof of system safety.
hard bound is given, but instead a stochastic charact@nizat Similar to the Lyapunov approach for proving stability [24]
of the disturbance is available and we are asked to show tk@ main idea here is to study properties of the system withou
the probability of the system evolving to the unsafe region the need to compute the flow explicitly. Although an over-
sufficiently small. approximation of the reachable set may also be used as a proof

For safety verification of continuous and hybrid systengr safety, a barrier certificate can be much easier to coenput
in the worst-case setting, various methods have been pyghen the system is nonlinear and uncertain. Moreover, drarri
posed. Explicit computation of either exact or approximaigertificate can be easily used to verify safety in infiniteeim
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system locatioh Instead of satisfying the aforementionedncreasing) under the given system dynamics. In additian, w
inequalities in the whole continuous state space, eacltitumc ask that the value of the barrier certificate at the initiakest
needs to satisfy the inequalities only within the invariafit be lower than its value at the unsafe region. The probatufity
the location. Functions corresponding to different lomagi reaching the unsafe region can then be bounded from above
are linked via appropriate conditions that must be satisfieding a Chebyshev-like inequality for supermartingalege W
during discrete transitions between the locations. Tha ide derive conditions that must be satisfied by barrier certdiga
analogous to using multiple Lyapunov-like functions [28t f for stochastic continuous systems and a class of stochastic
stability analysis of hybrid systems. hybrid systems called switching diffusion processes. &intd
With this methodology, it is possible to treat a large clagbeir non-stochastic counterpart, polynomial barrietitteates
of hybrid systems, including those with nonlinear contiasio can be computed using sum of squares optimization when
dynamics, uncertainty, and constraints. When the vectatsfiethe description of the system is polynomial and the sets are
of the system are polynomials and the sets in the systesemialgebraic.
description are semialgebraic (i.e., described by poljipbm For the above classes of systems, our method can be used to
equalities and inequalities), a tractable computationethwd efficiently compute arexactly guaranteedpper bound on the
called sum of squares optimization [31], [32], [38], [39]nca probability that a system trajectory reaches the unsafeltet
be utilized for constructing a polynomial barrier certifiea references [11], [12], for example, suggest (theoretioays
e.g., using the software SOSTOOLS [38], [39]. While th& calculate such a probability, yet they have not provided
computational cost of this construction depends on thee#esgra computational technique for that. The reference [20] does
of the vector fields and the barrier certificate in addition tprovide a computational method to approximate the reach
the number of discrete locations and the continuous stabability for stochastic differential equations, buicg their
dimension, for fixed polynomial degrees the complexity ggownethod is based on discretizing the state space, there are
polynomially with respect to the other quantities. Hence waill some unresolved issues with guaranteeing the acgurac
expect our method to be more scalable than many otharthe computed probability and the scalability of the metho
existing methods. Successful application of our method Einally, the work in [49] approximates the reach probaiidr
a NASA life support system, which is a nonlinear hybrigtochastic discrete time systems using randomized sifoo#at
systems with 6 discrete modes and 10 continuous states, &ad currently there is no accuracy guarantee either.
been reported in [17]. The outline of the paper is as follows. In Section Il, we
In addition to the worst-case setting outlined above, wé witonsider safety verification in the worst case setting. {gafe
also consider safety verification of continuous and hybyist s verification in the stochastic setting is addressed in Sedtl.
tems in the stochastic setting. The stochasticity of a oaotis Computation of barrier certificates using sum of squares
system may originate from random inputs to the dynamicgptimization is discussed in Section IV. Some examples will
which can be taken into account by considering stochashe given in Section V, and finally the paper will be ended by
differential equations. In the case of stochastic hybrigtesps, conclusions in Section VI.
stochasticity may also be induced by randomness in thel) Notations:Most of the notations are standard. We denote
discrete transitions. Study of systems modelled by stdaithaghe set of real numbers bR and the Euclideam-space by
differential equations has a long history and readers cah fiR”. The trace of am x n matrix M, i.e., the sum of its
relevant references in [30]. On the other hand, only quithagonal elements, is denoted Ay (M). By f : X — YV
recently have people started to consider stochastic hybvie@ mean a functionf mapping X C R"™ to ¥ C R™.
systems. See [14], [16], [18], [19], and [33] for an overviewWWe denote the spaces &ftimes continuously differentiable
When the system is stochastic, answering the safety vdtinctions mapping{ C R to R™ by C*(X,R™), and when
fication question in a worst-case non-stochastic manndr wik = 1 we will write C*(X). Correspondingly, the spaces
usually lead to a very conservative and restrictive answef, continuous functions oX are denoted by’ (X, R™) and
since there is no hard bound on the value of stochastic inpGtX). For a differentiable functior’ : R® — R, we use
Indeed it is more natural to formulate and consider a safe%’f(x) to denote the row vector of partial derivatives bf
verification problem that has a probabilistic interpretatiFor with respect taq, . . . z,,. The Hessian of a twice differentiable
example, it may be of interest to prove that grebability that function F : R® — R is denoted by%%@(a:). Finally, P{ - }
a system trajectory reaches the unsafe regidovier than a and P{ - | - } denote the total and conditional probability,
certain safety margin. For some references on safety \erificespectively, wherea®| - | and E[ - | - | denote the total and
tion of stochastic continuous and hybrid systems, readers aonditional expectation.
referred to [11], [12], [20], [49].
The approach that we take to solve the stochastic safety ver- Il. SAFETY VERIFICATION IN THE
ification problem still relies on barrier certificates. Howeg WORSTCASE SETTING
instead of using a barrier certificate whose zero level g&t se .
arates the unsafe region from all possible system trajestor A. Continuous Systems
we will use a barrier certificate that yieldssapermartingale 1) Convex Conditions:Consider a continuous system de-
(loosely speaking, its expected value along time is nogeribed by a set of ordinary differential equations:

1The term “location” here means discrete state; cf. Sectidb.1l ac(t) = f(x(t), d(t)), (1)



with the stater(t) taking its value inR™ and the disturbance In the above proposition we have assumed that the distur-
input d(t) taking its value inD C R™. Hered(t) is assumed bance input can vary arbitrarily fast. If the variation ofth
to be piecewise continuous and bounded on any finite timésturbance is bounded, then a less conservative verdicati
interval. Some smoothness conditions will be imposed on than be performed by considering a barrier certificBe;, d)
vector field f(z,d). At the least it will be continuous, which that also depends on the instantaneous value of the distteba
makesz(t) piecewise continuously differentiable. and modifying (2)—(4) accordingly. For example, in (4) we
In safety verification, only parts of trajectories that areeed to take into account the extra derivative tég:g{x,d)d,
contained in a given set C R™ and that start from a given setwith the disturbance variation taking its value in some
of possible initial stated; C X" are considered. We denote thébounded set.
unsafe region of the system b, , with X, C X. With these Note that the set of barrier certificates satisfying the con-
notations, the safety property in the worst-case settimgbea ditions in Proposition 2 is convex. This can be established
defined as follows. The definition can be directly extended fby taking arbitrary B;(x) and By(z) satisfying the above
other classes of systems as needed. conditions and showing that for ath € [0,1], B(z) =
Definition 1 (Safety):Given the system (1), the state setvBi(z) + (1 — a)By(x) satisfies the conditions as well. The
X C R, the initial setx, C X, the unsafe sef,, C X, convexity property is very beneficial for the computation of
and the disturbance sd@ C R™, we say that thesafety B(z). As we will see later in Section IV-A, a barrier certificate
property holds if there exist no time instait > 0 and a B(z) in this convex set can be searched directly using convex
piecewise continuous and bounded disturbaheg), 7] — D  optimization.
that gives rise to an unsafe system trajectory, i.e., adi@je Since the se{z € X : B(z) < 0} is actually an invariant
x : [0,T] — R" satisfyingx(0) € Xy, =(T) € X,, and set within X', the method presented above is closely related
z(t) € X Vt € [0, T]. to the smallest invariant set approach for safety verifirati
Our method for verifying safety relies on the existence dgee, e.g., [21]). The latter approach differs from ourdhat it
what we will call barrier certificate. For continuous sysgem tries to compute the smallest invariant set that contatnsand
the following proposition states the conditions that atesiad then show that this set does not inters&gt However, among
by a barrier certificate. invariant sets whose descriptions haseunded complexity
Proposition 2: Let the systemi = f(z,d) and the sets (€.9., sets described using finite degree polynomials), the
X CR" X C X, X, CX,DCR™ be given, withf ¢ smallest set may not be one that does not interdgctNot
C(R™™ R™). Suppose there exists a differentiable functiofnly that, such smallest invariant set may be very difficalt t

B :R"™ — R such that find and may not be unique. Our approach, on the other hand,
uses an arbitrary invariant set containidg that does not
B(x) <0 Ve € Xy, (2) intersectX,. As such, our method is computationally much
B(z) >0 Vz€X,, (3) easier than the smallest invariant set approach.
OB We would like to remark that other approaches similar to
%(m)f(x,d) <0 V(z,d) € X x D, (4) ours are also presented in [42], [46]. These papers address t

verification problem from a computer science point of view,
then the safety of the system in the sense of Definition 1 dd propose methods for constructingariantsof the system.
guaranteed. An invariant here is a property that holds for every reachabl
Proof: Our proof is by contradiction. Assume that thergtate of the system. Thus, in the barrier certificate frankewo
exists a barrier certificat&(z) satisfying conditions (2)—(4), for example,B(z) < 0 is an invariant of the system. The
while at the same time the system is not safe, i.e., theré exifference is that their conditions for the invariants areren
a time instancél’ > 0, a disturbance signal : [0,7] — D, restrictive than ours, and the invariants are not compusathu
and an initial conditionzy € X, such that a trajectory(f) convex optimization, but instead usingdbner basis method
of the system starting at(0) = z, satisfiesz(t) € X for followed by solving a system of linear equations.
all t € [0,T] andz(T) € X,. Condition (4) implies that the  2) Non-Convex Conditions:Although the conditions in
derivative of B(x(t)) with respect to time is non-positive onProposition 2 are good for computation since they define a
the time interval[0, T]. A direct consequence of this (whichconvex set of barrier certificates, the conditions seemerath
for example can be shown using the mean value theorem)xinservative (i.e., within a class of barrier certificateishw
that B(z(T')) must be less than or equal #8(x(0)), which bounded complexity) as the derivative inequality (4) neteds
is contradictory to (2)—(3). Thus the initial hypothesisnist be satisfied on the whole state sétlt is natural to expect that
correct: the system must be safe. B the conditions can be relaxed by requiring a similar deixeat
A function B(z) satisfying the conditions in Proposition 2inequality to hold only on and near the setao& X for which
is termed a barrier certificate. The zero level seti®fr) B(z) = 0. This kind of condition is used in Proposition 3
provides a “barrier” between possible system trajectasie$ below. Unfortunately, the set of barrier certificates with n
the given unsafe region, in the sense that no trajectoryef tlonger be convex, hence a direct computation of a barrier
system starting from the initial set can cross this leveltset certificate using convex optimization is not possible, @liih
reach the unsafe region. In proving that the system is safe,we can still try to search for a barrier certificate in the
explicit computation of system trajectories nor reachaats non-convex set using an iterative method, as we will see in
is required. Section IV-B.



Proposition 3: Let the systemi = f(xz,d) and the sets continuous flow is by some disturbance inputs in the follavin
X CR", A C X, X CX,DCR™ be given, withf € manner:
C(R"*+™ R™). If there exists a functionB € C*(R") that

satisfies the following conditions: F(l,z) ={2 € R" : & = fi(w,d) for somed € D(l)},
B(z) <0 V€ X, (5) where fi(z,d) is a vector field that governs the flow of the
X system at locatiom, andd(t) is a vector of disturbance inputs
B(z) >0 VzeX,, 6 )
OB @) ‘ © that takes value in the s@(i(t)) C R™. We assume that
—(2)f(x,d) <0 VY(r,d)€ X xDs.tB(x)=0, (7) d(t)is piecewise continuous and bounded on any finite time
Oz interval, and thatf, € C(R"*™ R") for all [ € L. Finally,
then the safety of the system in the sense of Definition 1 d a state(l;, 1), a discrete transition tdl2, z2) can occur
guaranteed. if ((I1,21),(l2,22)) € T. We assume non-determinism in the

Proof: Suppose that a disturbance sigdal[0,7] — D discrete transition, i.e., the transition may or may notuocc
and a corresponding unsafe trajectary [0,7] — X exist. but no stochastic characterization is used or given.

Let t; andt, be two time instants such that< ¢; < t5 < T, Given a hybrid systeni/ and a set of unsafe stat&s, C X,
B(x(t1)) <0, B(z(t2)) > 0, and the safety verification problem is concerned with provingtth
all valid trajectories of the hybrid syste cannot enter the
0B . i .
() f(z(t),d(t)) <0 Vt € [ty,ta]. unsafe regionX,. More specifically, the safety property is
Ox defined as follows.

Now integrate 2Z (x(t))f(z(t),d(t)) over the time interval ~ Definition 4 (Safety — Hybrid Systemsgiven a  hybrid
e icti i stem H and an unsafe setX, C X, the safet
[t1,12] to obtain a contradiction, thus proving that the systef¥ ) ) u = A y
is safe. m Property holds if there exist no time instait > 0,
The above proposition is sufficient for our purposes arff PIECewise continuous and bounded disturbance input
also the proof is straightforward. However, it is interegtio @ : [0:7] — R™, and a finite sequence of transition times
note that other (non-convex) conditions can be derivedgusifi = 1 < f2 < ... < iy < T' that give rise to an unsafe

viability theory [7]. Interested readers are referred t6][3  SyStem trajectory, i.e., a trajectory,z) : [0,7] — X
satisfying (1(0), z(0)) € Xy, z(t) € I(I(t)) for t € [0,T],

and (I(T),x(T)) € X,. (Note that the disturbance input here
B. Hybrid Systems must also satisfyl(t) € D(I(t)) for all ¢t € [0,T7].)

. . . In our analysis conditions, we will also need the followin
1) Modelling Framework: Throughout this subsection, we y g

doot the hvbrid modeliing f K that first finitions. For each locatioh € L, the sets of initial and
adopt the nybrid modefling framework that was HIrst Proposqf,safe continuous states are defined aglnit {z € X :
in [1]; see also [2] for a more detailed explanation an

. . z) € Xp} and Unsafd) = {x € X : (I,z) € X,},
e>_<amp|e. A hy_b”d system s a.tupfé = (XL, X, I, F,T) both) of Whigh can be err?lp)ty. Té each tupﬂe(l’) )e L? Wit}h
with the following components: [ # I', we associate a guard set Guagrd) = {z € X :

« X CR" is the continuous state space. ((I,z),(I',z")) € T for somez’ € X}, which is the set of

« L is a finite set of locations. The overall state space @bntinuous states from which the system can undergo a transi
the system isX = L x X, and a state of the system istion from location! to locationi’, and a (possibly set valued)
denoted by(l,z) € L x X. reset map Res@tl’) : z — {a/ € X : ((I,2),(I',2)) €

o Xo C X is the set of initial states. T}, whose domain is Guattl!’). Obviously, if no discrete

« I : L — 2% is the invariant, which assigns to eachransition from location! to location I’ is possible, then
location [ a set/(l) C & that contains all possible Guard!,!’) will be regarded as empty, and the associated reset
continuous stiites while at locatién map needs not be defined.

« F: X — 2% is a set of vector fieldsF” assigns to  2) cConditions for Safety:Verification of hybrid systems
each(l,z) € X a setF(l,z) C R" which constrains should use a barrier certificate that not only is a functiothef
the evolution of the continuous state according to théntinuous state, but also depends on the discrete loc&ion
differential inclusioni(t) € F(I(t), z(t)). this purpose, we construct a barrier certificate from a set of

« T C X x X is a relation capturing discrete transitiongynctions of continuous state, where each function comess
between two locations. Here a transiti@h «), (I, 2")) €  to a discrete location of the system. Since in each locatien t
7 indicates that from the stat@,x) the system can continuous state can only take value within the invariant of
undergo a discrete jump to the staté z’). the location, each function only needs to satisfy inegjeslit

Valid trajectories of the hybrid systenil start at some similar to (2)—(4) or (5)—(7) in the invariant associatedit®

initial state (lp,z9) € X, and are concatenations of a selocation. Functions corresponding to different locaticare
guence of continuous flows and discrete transitions. Dusinginked via appropriate conditions that take care of possibl
continuous flow, the discrete locatidris maintained and the discrete transitions between the locations. Analogous ide
continuous state evolves according to the differentidlision was used in stability analysis of affine hybrid systems using
z(t) € F(I(t), z(t)), with z(t) remains inside the invariant setpiecewise quadratic Lyapunov functions [22].

I(i(t)). For our purpose, we will model the uncertainty in the We state the conditions that must be satisfied by the barrier



certificate in the following theorem. The notations and egsu ~ Remark 8:Two possible choices for\;;; are 0 and 1.
tions imposed on the system are as described in Sectiorill-Brhe choice A;;; = 0 corresponds to modifying (11) to
Theorem 5:Let the hybrid systemdd and the unsafe set By (2') < 0 Vi’ € Resetl,!’)(x), for somel € L andz €
X. C X be given. Suppose there exists a collec{d® (z) : Guardl,!’), and in this case a successful verification will
I € L} of functions B; € C'(R") which, for alll € L and actually prove that the system is safe even if during a ttamsi

(I,I'Y € L2, 1 # 1, satisfy from location! to I’ the continuous state is allowed to jump to
. any continuous state’ in the image of the reset map. On the
Bi(z) <0 Vo € Init(l), C) other hand, choosing; ;; = 1 is useful for handling integral
Bi(z) >0 Vax € Unsafe(l), (9) constraints, as we will shortly see.
0B 3) Hybrid Systems with Constraintdn the remainder of

— () fi(z,d) <0 V(x,d) € I(l) x D(I)

ox this subsection we will briefly discuss how constraints can

such thatB,;(z) =0, (10) be incorporated in verification of hybrid systems. There are
By(z)) <0 V2’ € Reset(l,)(z), threel_ kindls cg c_on_straint? that dcan be Ihandled:_nzgebraic
, equality, algebraic inequality, and integral constrairtere
forall z € Guard(l,I') s.t. Bi(2) 0. (11) e will focus on integral constraints, as verification by kioip
Then the safety of the system in the sense of Definition 4 ¢&lculation of reachable sets is the most difficult when such
guaranteed. constraints exist. To the best of our knowledge, the only
Proof: Assume that a barrier certifica{es;(x) : [ € L}  existing literature addressing this problem is [23], in e¥hi
satisfying the above conditions can be found. Take anydraje@ method for bounding an image of the flow map between
tory of the hybrid system that starts at arbitréhy, zo) € X,, two affine switching surfaces for affine hybrid systems with
and consider the evolution d#;;(z(t)) along this trajectory. integral quadratic constraints is presented.
Condition (8) asserts thaB;, (zo) < 0. Next, (10) implies  Instead of assuming that the disturbari¢s) is contained in
that during a segment of continuous fld(z(t)) cannot D(l(t)), suppose now that(t) and the continuous state(t)
become positive, which can be shown using Proposition 3. Ghconstrained via a “hard” integral constraint
the other hand, (11) guarantees that during a discreteticans t
By (z(t)) cannot jump to a positive value. Consequently, any / o(z(r),d(r))dr >0 ¥t>0, (16)
such trajectory can never reach an unsafe siate:,) € X, 0
whoseB;, () is positive according to (8). We conclude thatvhere d(t) is again assumed to be piecewise continuous
the safety of the system is guaranteed. m and bounded on any finite time interval. Constraints like
Similar to what we encounter in the continuous cas®)is usually arise in systems analysis in the form of integra
conditions (10)—(11) in the above theorem define a non-conv@uadratic constraints [28] and are useful, e.g., for dbswia
set of barrier certificates. Conditions defining a convexaet Set of norm-bounded operators (cf. the example in Section V-
barrier certificates are given in the following theorem. B), which may represent unmodelled continuous dynamics.
Theorem 6:Let the hybrid systend/, the unsafe sek, C Apart from this change, valid trajectories of the system are
X, and a collection of nonnegative constadts,, € R : generated in the same manner as in Section II-B.1. Conelition
(1, e L?, 1 # I’} be given. Suppose there exists a collectioluaranteeing safety when an integral constraint is present
{Bi(z):1 € L} of differentiable functionsB; : R* — R given in the following theorem.

which, for alll € L and (1,1') € L?, | # ', satisfy Theorem 9:Let the hybrid systent/, the unsafe sek,, C

_ X, and the constraint (16) be given, withe C(R"*™ R").

Bi(r) <0 Ve Init(l), (12)  suppose there exist a collectigm®; (x) : I € L} of functions
Bi(x) >0 Vaz € Unsafe(l), (13) B; € CY(R") and constant multipliers € R" that satisfy

?(m)ﬁ(w, d) <0 VY(z,d) € I(l) x D(1), (14) Bi(x) <0 Vz e Init(l), a7

xr

By(«') — M Bi(x) <0 Va' € Reset(l,1')(x), gléx) >0 Va € Unsafe(l), (18)
for all 2 € Guard((,'). (15) 8_1_’(33) filz,d) + NTo(x,d) <0 V(x,d)eI(l)xR™,

Then the safety of the system in the sense of Definition 4 is (19)

guaranteed. By(2') — By(z) <0 Va2’ € Reset(l,1')(z),
Proof: Analogous to the proof of Theorem 5, but with for all z € Guard(l,!'), (20)
Proposition 2 now being used to show that during a segment)\ >0 21)

of continuous flowB; ) (z(t)) cannot become positive. ®

Remark 7:The convexity of the set of barrier certificatedor all [ € L and (1,I') € L?, I’ # I. Then the safety of the
in Theorem 6 can be established by taking two arbitrary calystem is guaranteed in the sense of Definition 4 (except that
lections { B/ (z) : L € L} and { B}(x) : | € L} satisfying the d(t) is not contained irD(I(t)), but instead must satisfy (16)).
conditions in the theorem and showing that for alk [0, 1]

the collection{ a. B} 1 — a)B2 -1 € L\ satisfies the 2The notion “hard” here means that the constraint must be satigtir
{a ! (@) +( @) ! () < } all t > 0; a “soft” integral constraint has the fortfy’ o ((7), d(7))dr >

conditions a$ We”' Note th?‘t fO!‘ this convexity it is CrL]CIaO_ Some important integral constraints for robustness arglySiuncertain
that the multipliers); ;» are fixed in advance. systems [28] are soft constraints.



Proof: Assume that a barrier certificate satisfying thexpectation of B(z(t)) via the so-called Dynkin’s formula
above conditions can be found, but at the same time th€see, e.g., [41]):
exists al’' > 0 and a valid trajectory of the hybrid system on t
the time interval(0, 7] such that(i(t),z(t)) € X.. Assume E[B(i(ty))|z(t1)] = B(i(t1)) + E] AB(Z(t))dt|Z(t)]
that discrete transitions for this trajectory occur at time t

ta, ..., tny Where 'the system switches to locatign i, ...,.Z.N. for t, > t; and for any functionB(z) in the domain of the
Denote the continuous states before and aftef-theransition generator.

by z; andz;, respectively. Then from (19) and (21) we obtain Since in general the processt) is not guaranteed to
B (z-)— B 0 B (=) — B (z) + always lie inside the sef’, we define the stopped process
to(#1) = Buo (#(0)) + _l:(% )= Bule) + corresponding ta:(t) and X' as follows.
+ Biy (@(T)) = Biy (zy) = Definition 12 (Stopped ProcessBuppose that is the first

L 9By, time of exit of z(¢) from the open seint(X). The stopped
/O 5 C(T) i (2(7), d(r))dr processi(t) is defined by
T oB, ; x(t) fort<r,
ot / U () i (o (), () ORI

T The stopped process(t) satisfies various properties. For
< —)\T/ o(x(r),d(r))dr <0. example, it inherits the right continuity and strong Marieov
0 property of z(¢t). Furthermore, in most cases the generator
Now, (20) guarantees thaB;,(z;) — By, ,(z;) < 0 for corresponding toz(t) is identical to the one corresponding
i =1,..,N, and hence it follows from the above inequalitf0 =(t) on the set intY), and is equal to zero outside of
that By, (2(T)) < By,(x). Using (17)—(18) we obtain a the set [26]. This will be implicitly assumed throughout the

contradiction, thus proving the theorem. m chapter. Having defined the system and the stopped process
Remark 10:The set of{B;(z) : | € L} and X satisfying Z(t), we can now formulate the safety verification problem
the conditions in Theorem 9 is convex. for stochastic differential equations as follows.

Problem 13: Given the system (22) and the bounded sets
X CR" &y C X, X, C X, compute an upper bound for the
probability of the procesg(t) to reachX,. In other words,
find v € [0, 1] such that

IIl. SAFETY VERIFICATION IN THE
STOCHASTIC SETTING
A. Continuous Systems

P{z(t) e X, for somet >0 | £(0) =z} <~, (23)
Consider a complete probability spa¢€,F, P) and a

standardR™-valued Wiener process(t) defined on this for all zo € &j, or,
space. In this subsection, we will be dealing with stoclkasti
differential equations of the form

da(t) = f(2(t))dt + g(x(t))dw(t), 22) :fsaar:;gnéillep:]r?g;tzl(l;)t.y distributionug whose support is i
wherez(t) € R”, and f(z), g(z) are of appropriate dimen- Obviously, the ultimate objective of safety verificationtds
sions. We denote the state space, the initial set, and thfeunshow that the above probability is small enough, for example
set respectively byr, X,, and.X,,, all of which are subsets of less than some safety margin. Hence it is of interest to obtai
R™, with X assumed to be bounded aAfj C X, X, C X. an upper bound that is as tight as possible.
To guarantee the existence and uniqueness of solution, wén this section, our approach to solve the above problem
will also assume that botlf(z) and g(z) satisfy the local is based on finding an appropriate barrier certificater)
Lipschitz continuity and the linear growth condition oxi. from which we can deduce an upper bound As in the
SinceX is bounded, the last condition can be replaced by tt@n-stochastic case, the approach is again analogousrtg usi
boundedness of (x) andg(x) on X. Lyapunov functions for proving stability However, instead of

It can be shown that the procesgt) described above requiring the value oB(z(t)) to decrease along the trajectory

is right continuous and a strong Markov process [30]. TH¥ the system, we ask that thexpectedvalue of B(i(t))

P{z(t) € X, for somet > 0} <, (24)

generatord of the proces&(t) is defined as follows. decreases or stays constant as time increases. A process
Definition 11 (Generator):The (infinitesimal) generatad ~ Satisfying such a property is called supermartingale{41].
of the process:(t) is defined by In our setting, a proces®(Z(t)) is a supermartingale with
respect to the filtration{M; : ¢ > 0} generated by the
AB(x0) = lim E[B(z(t)) | (0) = 2o] — B(»’”O)’ processi(t), if B(Z(t)) is M,-measurable for alk > 0,
t10 t E[|B(Z(t))|] < oo for all t > 0, and
and the domain of the generator is the set of all functions E[B(&(t2))|E(t1)] < BE(t))

B : R™ — R such that the above limit exists for atl.
The generator can be conS|dereq as the StOCh{f‘St'C analagee, eg., [26] for some notions of stochastic stability atuthestic
of the Lie derivative, and characterizes the evolution @& th.yapunov functions.



for all to > ¢;. Since we will useB(z) that is twice con-

Finally, if an initial probability distributiornu is given, then

tinuously differentiable and:(¢) takes its value in a boundedthe above derivation can be combined with the law of total
setX, the first and second conditions are always fulfilled. Fqrrobability and (30) to obtain

nonnegative supermartingales, there exists the follonasglt,
which will be used several times in this chapter.

Lemma 14 ( [26]; see [15] for the discrete version)et
B(z(t)) be a supermartingale with respect to the process
and B(xz) be nonnegative ot’. Then for a positivex and
any initial conditionzg € X,

B(xo)

P{ sup B(z(t)) > A
0<t<o0

z(0) = :co} <

P{z(t) € X, for somet > 0} < / B(z)dpo(z) <7,

J X,
hence finishing the proof. [ ]

Note that it is possible to chooseto be at most equal to
one, since wheny = 1 the functionB(z) = 1 will satisfy
(26)—(29) and (30). The intuitive idea behind the theorem is
clear. The proces8(Z(t)) is a supermartingale, and therefore
its value is likely to stay constant or decrease as time asgs.

At this point, we are ready to state and prove our first majyhen we start from a lower initial value dB(z) (i.e., asy

result in the stochastic setting.

gets smaller) it becomes less likely for the trajectory tacte

Theorem 15:Let the stochastic differential equation (22}he unsafe set, on which the value Bfz) is greater than or

and the bounded set8 ¢ R”, XAy, C X, X, C X be

equal to one. This is quantified by Lemma 14, which provides

given, with f(z), g(=) being locally Lipschitz continuous anda Chebyshev-like inequality for bounding the probabiliy o

bounded onX. Consider the stopped procesé&). Suppose
there exists a functio®? € C?(R") such that

B(z) <~ Vzx € X, (26)
B(z)>1 Ve X, @27)
B(z)>0 VxelX, (28)
2
g—f(x)f(x) + %Tr <gT(x)27€(1)g(x)> <0 VredX,
(29)

then the probability bound (23) holds. If an initial prohéipi
distribution . is given, then (27)—(29) and

[ B@dn( <4 (30)
Xo

imply that the probability bound (24) holds.

Proof: For the stochastic differential equation (22), th

generator of the process is given by (see, e.g., [30])

AB(@) = T @)+ 5T (57055 ) )

T oz 2

where the domain of the generator is the set of twice con-

tinuously differentiable functions with compact supp&ince
X is bounded, we can use any € C?(R"). Next, using
Dynkin’s formula, we have fof) < t; <ty < o0

E[B(#(t))|E(t)] = B(#(t1)) + B / " AB(E(1)dt| (1)

and therefore (29) will imply thaB3(Z(¢)) is a supermartin-

gale. By (28) and Lemma 14 we conclude that (25) holds.

Now use (26) and the fact that, C {r € X : B(x) > 1},

which follows from (27), to obtain the following series of

inequalities:
P{&(t) € X, for somet >0 | £(0) =z}
< P{ sup B(z(t)) > 1| z(0) = JCQ}
0<t<oc0o

< B(zg) <v Vg € Ap.

Thus the probability bound (23) is proven.

e

the distribution tail.

B. Hybrid Systems

In this subsection, we consider a class of stochastic hybrid
systems called the switching diffusion processes [16]te3ys
in this class have both continuous and discrete states,ewher
the continuous state differential equation that dependthen
discrete state, and the discrete trajectory itself is a Bhark
chain whose transition matrix depends on the continuous
state. As implied by the name, these systems are switching
systems, meaning that the value of the continuous state does
not change during a discrete transition. The method prapose
in Section llI-A can be extended to handle switching diffusi
processes. The main idea is similar to before, i.e., use the
appropriate generator for the process, find a barrier catii
from the domain of the generator that yields a supermartin-
gale, and then bound the reach probability using the barrier
certificate.

Formally, a switching diffusion process is a tupl¢ =
(X, L, no, fi, g1, \ur) with the following components:

« X C R™ is the continuous state space, assumed to be
bounded.

o L is a finite set of locations. The overall state space of
the system isX = L x X, and the state is denoted by
(l,z) e L x X.

e o IS an initial probability measure, with its support in
Xo C X.

e fi: X —R"™ [ elL,is a set of drift vector fields.

e g : X = R"™™ [ € L,is a set of diffusion coefficients,
where thei-th column of g; corresponds to the-th
component of thé&R™-valued Wiener process(t).

e \iy + X — R, (I,I') € L? is a set ofz-dependent
transition rates, with\;;/ () > 0 for all = if [ # ', and
Y verAw(r)=0forallilec L.

Here we denote the unsafe set &y, with X, C X.

A trajectory of the system starts with an initial condition
drawn from the initial probability measung. As mentioned
above, the continuous part of the state evolves accordirag to
stochastic differential equation, which at locatiois given by

da(t) = fi(x(t))dt + gi(x(t))dw(t).



On the other hand, the dynamics of the discrete state is IV. COMPUTATIONAL METHOD

described by the following transition probability: For systems whose vector fields are polynomial and whose

P{(t+A) =5 | () =i} set descriptions areemialgebraic(i.e., described by poly-
L nomial equalities and inequalities), a tractable comjurat
{ Aij ((t)A +o(A), if ’?’éz?v . method for constructing a barrier certificate exists if we
L+ Aii(z(t)A +o(A), if i = j, also postulate the barrier certificate to be polynomial. The

with A > 0. See [16] for more details on how the discret@'€thod uses sum of squares optimization [31], [32], [38],
transitions are generated. During a discrete transitimyalue [39] — & convex relaxation framework based on sum of
of the continuous state is held constant. It is assumed tifguiares decompositions of multivariate polynomials [48] a
the discrete transition is independent from the Wiener gssc Semidefinite programming [48]. _ -
w(t). In addition, we assume that(z), gi(z), and Ay (z) A sum of squares (SOS) program is a convex optimization
are bounded and locally Lipschitz continuous. Under theBgoblem of the following form:

assumptions, the solution to the stochastic differentjab¢ion m
at each location exists and is unique, and also tha, z(t)) Minimize ijcj
is a Markov process and almost every sample path of it is a j=1
right continuous function [16]. Similar to the continuouwsse, subject to
we stop the process wher(t) goes out from intY). m
The conditions for a barrier certificate are stated in the a;o(z) +Zai,j(x)cj is SOS, fori =1, ..., p,
following theorem. j=1
Theorem 16:Let the switching diffusion proces$/ = \here thec;’s are scalar real decision variables, the’s

(X, L, po, fi 91, A ) be given, with bounded’ and bounded, are given real numbers, and the () are given polyno-
locally Lipschitz continuousfi(z)'s, gi(z)'s, and Au(2)'s.  mjals (with fixed coefficients). See also another equivalent
Suppoze there exists a collectipB;(z) : | € L} of functions  canonical form of SOS programs in [38]. Here we say that
By € C*(R™), which satisfy the polynomialf(x) = a;o(z) + Y7~ a;;(z)c; is an SOS

Bi(z)>1 Vze X, (31) if ilt can .ble ;ie(c?mlfosef aﬁ(a;) S: Zf;?l fZ(z) for some

polynomials f,(z), k = 1,...,¢. Sum of squares programs

l;gx) =0 Vo f X, 925 (32) can be solved via semidefinite programming, e.g., using the
—/l(x)fl(x) 4+ STy (ng(x) 21 (m)gl(x)) _sqftware SOSTQOLS [38], [39]in conjunct|_0n with a semidef-
oz 2 Ox inite programming solver such as SeDuMi [43].

+ > Nw(z)Br(z) <0 VreX, (33)
el A. Direct Computation of Barrier Certificates

foralll € L, and The setting of Section [I-B.2 is used in this and the
next subsections; other settings can be treated analggousl
Z/ By(x)duo(l,z) <. (34) Consider a hybrid systery whose vector fields;(x, d) are
teL /¥ polynomial for alll € L. Furthermore, assume that for all
Then P{i(t) € X, for somet > 0} < ~. ! € L the invariant regiori (I) is given by

Proof: Define B(I(t), z(t)) = By (z(t)). In this case, I(l) = {z € R" : gyy(z) > 0}.

).
0By 1 r 0*B In these set descriptions, thg;)’s are vectors of polynomials,
AB(l,z) = = (@) fi(x) + 5 Tr (91 (@) 52 @a(@) and the inequalities are satisfied entry-wise. For example,
hen I(l) is the n-dimensional hypercubér;,Z1] x ... x
Ay () By (x w X =
+ Z w (@) B (z) [z, Tp], we may define

I'eL

is the generator of the process, aBdl, x) is in the domain (1 — 2)(F1 — 1)
of the generator ifB; € C?(R") VI € L. See [16]. Condition groy(x) = :
(33) implies thatB(I(t), z(t)) is a supermartingale, which can
be shown using Dynkin’s formula. Sind8(l(t), z(t)) is also
nonnegative (as implied by (32)), Lemma 14 can be appliedimilarly, define the setsD(i), Init(/), Unsafél), and
The rest of the proof is similar to the proof of Theorem 153uard/,!’) by the inequalitiesyp ;) (d) > 0, ginit)(z) = 0,
B YJunsatgr)(z) > 0, andgguarqr,)(z) > 0. Finally, assume

In principle, other classes of stochastic hybrid systenas su / g n . /
as piecewise deterministic Markov processes [14], stdithas Resetl, I)() = {a" € R" : greset.) (,2') = 0}
hybrid systems of Hu et al. [19], and stochastic hybrid syste to be the value of the reset map Ré&ét) evaluated at: €
of Hespanha [18] can be handled in a similar fashion, by usiGpardi, ).
the suitable generator for each class and modifying therothe To compute a polynomial barrier certificate for this system,
conditions forB;(x) appropriately. real coefficients: i, ..., ¢, are used to parameterize sets of

(0n — ) (T — )



candidates for the functionB;(x), VI € L, in the following
way:

Remark 19:If the reset mapReset(l,!’) actually maps
x € Guardl,!’) to a singleton, e.g., iReset(l,!)
Jreset(1,) () for some polynomial vectogreset i,y (), then
expression (39) can be simplified teBy (greset(,) (%)) +
Ay Bi(x) — /\guard(l,l/)(x)gGuard(l,l’)(m)-
where theb;;(x)'s are elements of some finite polynomial The computational cost of Algorithm 17 depends on three
basis; for example, they could be monomials of degree lefsgtors: the degrees of (36)—(39), the cardinality Iof and
than or equal to some pre-chosen bound. Then the searchtfer dimension of(z,d). For fixed degrees, however, the
a barrier certificatd B;(x) : | € L}, or equivalently the values required computations grow polynomially with respect te th
of ¢;.’s, such that the convex conditions in Theorem 6 arardinality of L and/or the dimension ofz,d). A hierarchy
satisfied can be directly performed by solving a SOS progranf, computations can then be proposed, where we start with a

LT

By(z) = ch,zbj,l(f)a (35)
J

as stated in the following algorithm.
Algorithm 17 (Direct Method):Let the hybrid systemH
and the descriptions ofI(l), D(I), Init(l), Unsafe(l),

low degree for the barrier certificate and increase it as erked
In many cases, a low degree barrier certificate can be used to
verify safety if the system is “sufficiently” safe (in the sen

Guard(l,1"), and Reset(l,!’)(x) be given, along with some that a small perturbation will not make the system unsafe).
nonnegative constants, ;/, for eachl € L and (1,1') € L2,
1#£1.

1) Parameterize B;(z)’s: Fix a degree bound for the B.
barrier certificate, and parameteriZz®(z) VI € L in The SOS optimization approach described in the previous
terms of some unknown coefficients;’s as in (35), by subsection can be used to find a barrier certificate thatries i
having all monomials whose degrees are less than tthe convexset defined by the conditions in Theorem 6. The
degree bound as thg ;(z)’s. conditions in Theorem 5, however, defin@man-convexset of

2) Parameterize the multipliers: In a similar way, fix barrier certificate. As a consequence, the search for aebarri
some degree bounds and use some other unknown c@gftificate in this set cannot be performed through direcB SO
ficients to parameterize polynomial vectoks,;,)(z), Optimization, although conditions for the barrier cerafie can
AUnsate(t) (@), A1y (@, d), Apy (@, d), Aguaraqry (z, 2’),  still be formulated as sum of squares conditions as follows.
AReset(1,) (7, 2") of the same dimensions as the corre- Proposition 20:Let the hybrid systemH and the de-
spondingg. (-)’s. scriptions of I(I), D(l), Init(l), Unsafe(l), Guard(l,1),

3) Compute the coefficients: Choose a small positive and Reset(l,!’)(x) be given. Suppose there exist polyno-
numbere. Use SOS optimization to find values of themials B;(z) and Ap,(z,d); positive numberse; and es;
coefficients which make the expressions and vectors of sums of sqQuUar€§sase(r) (), Amitq) (),

)‘I(l)(xvd)’ )‘D(l)(xvd)! )‘Guard(l,l’)(xvx/)! /\Reset(l,l’)(xax/)’

Iterative Computation

T
— Bi(2) = M) () gmmie (1) (%), (36)  and ALy (z,z'); such that the following expressions:
+ Bl(.’L‘) —€—- )\gnsafe l (x)gUnsafe(l) (l‘>7 (37)
i © — Bi(@) = My (@) (@), (40)
— (@) filw, d) = N (@, d)gry (@) iy
Oz 1\&L HONE I(1) + BZ(L) — €1 — )‘Unsafe(l) (x)gUnsafe(l)(x), (41)

0B
- 8—;($)fl(90, d) — e = Apy (2, d)gpiy (d)

— M (@, d)gray (@) — Ap, (z,d)Bi(), (42)
— By (a') + Ny (z,2") Bi(x)
- Aguard(l,l’)(xa zl)gGuard(l,l’)(x)

- Ageset(l,l’) (CE, x,)gReset(l,l’) (9:7 x/)

— Aby (@, d)gp (d), (38)
— By (a) + N Bi(x)
— Monard@r) (@ &) gcuara (i) (%)
- )\aeset(l,l’) (2, 2")gReset(1r) (2, 2")  (39)

and the entries ORInit(l) (CII), )‘Unsafe(l) (37), )\I(l) <x7d)1
)‘D(l)(l‘7d)1 AC}u&mrd(l,l’)(xaJj/)v )‘Reset(l,l’)(xvxl) sums
of sq_uares,.for eache L and(l,l') € L23 L# U are sums of squares for dlle L and (1,I') € L?, 1 # I
Proposition 18:1f the sum of squares optimization prob—rhen the collectioq B;(z) : | € L} satisfies the conditions in
lem given in Algorlthm 17 is fea3|l.JIe,.then the polynom@lsrheorem 5, and therefore the safety property holds.
{Bi(x) : | € L} obtained by substituting the corresponding Proof: Analogous to the proof of Proposition 18.
values ofc;;'s to their polynomial parameterization satisfy the | his case. direct computation dfB;(z) : | € L} via

conc_jmons QT Theorem 6, and therefofd;(x) : l € L} is a SOS optimization is impossible due to the multiplication of
barrier certificate. _ the unknown coefficients aB;(z)'s with those ofAp, (z, d)’s

_ Proof: We show that the entries Ofiuiy)(+) and (36) gy, (x, 2/)'s in (42)~(43). By fixing either of them, all the
bgmg SOS implies (8) as follows. Notice thatB(x) — nknown coefficients will be constrained in an affine manner,
)‘Init(l)<x)91nit<l)(x) is globally nonnegative since it is a SO]pich reduces the probleéhto a SOS program. For example,
and also that for any € Init(l) the second term is NONNegasiying the multipliers will convexify the set of By(z) : | €
tive. Thus—B;(z) > )\%;lit(l)('r)glnit(l)(z) >0 Ve Init(l),
i.e., condition (8) holds. Similar arguments can be used for4Note that the original problem is actually equivalent to Bnbar matrix
the other conditions. B inequality (BMI) problem [29].

(43)
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Example 1

L}'s satisfying the conditions (40)—(43), resulting in a skl UV - e
convex set contained in the original non-convex set. “ VoL A A
The motivation to search for barrier certificates in the MAENER
original non-convex set is that when we put a bound on their 2p *
complexity (e.g., by bounding the polynomial degrees)hsuc 1 |
barrier certificates are generally less conservative tlzarids \ t
certificates in the convex set (cf. the comment at the beggni o !
of Section II-A.2). For instance, the former may prove safet L )
for larger disturbance sets, guard sets, unsafe sets, etwilV ey - T AN
now present a simple iterative method to search for a barrier = , ./ -~ < o o o Ty
certificate in the non-convex set. In the iteration we stath w O \ N
some sufficiently small sets, and increase their sizes as the | Dl Lo oo
iteration progresses. T
Algorithm 21 (Iterative Method): “

1) Initialization: ~ Start with sufficiently small D(I), Fig. 1. Phase portrait of the system in Section V-A. Solictpes are (from
Guardl,l’), etc. SpecifyAg, (z,d) and oy (z,2') in  leftto right) X, and Xy, respectively. Dashed curves are the zero level set of

-ng — , "y —  B(z), whereas solid curves are some trajectories of the systemfuficgon
advance, e.g., by ChOO,SI (2) =0 an.dql’l (2, x) . B(x) is strictly greater than zero for all € X,, and strictly less than zero
0 or 1. Search forB;(x)'s and the remaining multipliers for ajl - ¢ x;.

using SOS optimization as described in Algorithm 17.
2) Fix the barrier certificate: Fix the B;(z)’s obtained

from the previous step. Enlargg(l), Guardl,!’), etc. V. EXAMPLES
Search forAp, (z,d)'s, o1i (2, 2')'s, and the remaining  Here we will present two examples in the worst-case setting
multipliers. and one example in the stochastic setting. More examples

3) Fix thff _ multipliers: ~ Fix the Ag, (z,d)'s and can pe found in [36], [37]. For an application to a NASA
o (z,z')'s obtained from the previous step. Enlarggfe support system, which is a hybrid system with 6 discrete

D(I), Guardl,l'), etc. Search forB;(z)'s and the |ocations and 10 continuous state variables, see [17].
remaining multipliers. Repeat to Step 2.

It should be noted, however, that solving a non-convex )
optimization problem by an iteration like this is not guaesed A. Continuous System
to yield the globally optimal solution, as the iteration may Consider the two-dimensional system (taken from [24, page
actually converge to a local optimum. In our case, the barrié80])
certificate we obtain at the end of our iteration may not be a i Lo
barrier certificate that is able to prove safety for the maxim [ } = [
possible disturbance sets, etc.

) —x1 + %x‘;’ —x2 |’

with X = R2. We want to verify that all trajectories of the

. . . . system starting from the initial sety = {z € R? : (z; —

C. Computation of Barrier Certificates for Stochastic Syste 15)2 + 22 < 0.25} will never reach the unsafe set, —
When the description of the stochastic differential equatioz ¢ R? : (23 + 1)? + (22 + 1)2 < 0.16}. Note that the

in Section IlI-A is polynomial and the sets are semialgehraisystem has a stable focus at the origin and two saddle points

an upper boundy and a polynomial barrier certificatB(x) at(++/3,0). SinceX, contains a part of the unstable manifold

which certifies the upper bound can be computed by formgorresponding to the equilibriurty/3,0), the safety of this

lating conditions (26)—(29) or (27)—(29) and (30) as a sum gf;stem cannot be verified exactly by computation of forward

squares optimization problem, similar to what we descnibe feachable sets in a finite time horizon.

Section IV-A. Furthermorey can be chosen as the objective A polynomial barrier certificate3(z) that satisfies (2)—(4)

function of the SOS program, whose value is to be minimizeg given by, e.g..B(x) = —13 + 722 + 1623 — 62223 —

The minimum value ofy obtained from the optimization will %x‘f — 3x173 + 121120 — %35:1)’1’2 For example, that the Lie

be the tightest upper bound for a given polynomial and sugierivative 22 f(x) is less than or equal to zero can be shown

of squares parameterization. Obviously we may get a betgf exhibiting the quadratic form_%f(;p) = Z(x)TQZ(x),

bound as we expand the parameterization, for example, whegif

we use higher degree barrier certificates. However, there is

) . . 20 0 1 0 -15/2 -5

a trade-off between using a larger set of candidate barrier 0 3 0 3/ 0 0

certificates and the computational complexity of findinguetr 15 0 12 0 _6 4
certificate within it. Q= ,

o L . . 0 3/2 0 6 0 0

Similar to the stochastic differential equation case, g-ol ~15/2 0 -6 0 3 9

nomial barrier certificate{ B;(x) : | € L} for a switching _5 0 -4 0 9 4/3

diffusion processes can be computed using sum of squares op-
timization, providedf;(z), g;(x), and\; (x) are polynomials and Z(z) = col(wa, 23, 21, 172, 2329, 73). In this case, the
and the setst, X, are semialgebraic. matrix @ is positive semidefinite, which implies the existence
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y X' = AX+Bu < h w 35
y = Cx+Du + Al |
25 =
\)
N ]
—P K 15 ]
1 -
05 -
- °f b
> 1
05 v i b
Relay \ /
-1 \‘ /.
Fig. 2. Block diagram of the system in Section V-B. We ask isipossible s, " . . . £ ; S :
to design a controllefk that steers the system from an initial s&j to a %

destination sef,,, subject to some other specifications.

Fig. 3. Phase portrait of the system in Section V-C. Trajéetoof the
systemst = Az andi = Aoz starting atz(0) = (0, 3) are shown by the

. 5B dashed and dash-dotted curves, respectively. A realizatiathe switching
of a sum of squares decomposmon f-e%—mf(x) (and hence diffusion process forx = 10 is depicted by the solid curve. Shaded region

its nonnegativity). That (2)—-(3) are satisfied can be showdnthe bottom of the figure is the unsafe set.
by sum of squares arguments as well, and is also depicted
pictorially in Figure 1. The zero level set of the barrier
certificate separate¥,, from all trajectories starting front;;. This specification introduces dynamic uncertainty to thebpr
Hence the safety of the system is verified. lem. Nevertheless, we can perform reachability analysiady
joining the above 1QC using a honnegative constant mugtipli
) ) ) to the conditions on the time derivative of barrier certifésa
B. Hybrid System with Integral Constraint (cf. Theorem 9). For this example, a quartic barrier ceetéic
This example illustrates a possible application of safethat satisfies the required conditions can be found. Hence we
verification techniques to determine limit of design. Moreonclude that the given specification is impossible to meet.
specifically, we will analyze the reachability property of a
linear system in feedback intgrconnecti_on with a rela_y. The Switching Diffusion Process
block diagram of the system is shown in Figure 2, with the

matricesA, B, C, and D given by In this example, we consider the system

da(t) = Ayp(t) + o(a(t))du(b),

0 1 0 0
A= 0 0 L, B=1 0 [, wherel(t) € {1,2} and
-02 -03 -1 0.1 5 4 9 4 0
N N e

and the relay element having the following characteristic: |t can be shown using a common polynomial Lyapunov func-
: tion of degree six that the deterministic system corresjmond
10, if y >0, . . .
w= to o(x) = 0 is globally asymptotically stable under arbitrary

—10, if y<O. SN
switching.
For the sets We assume that the initial condition is given by) = 1
or 2, with equal probability for both locations, and0) =
X ={zreR’:a] + 25 +a3 <4}, (0,3). For the initial continuous condition:(0) :nﬂEO??)),
Xo={r e R®: (21 +2)? + 23 + 22 <0.1%}, trajectories of the deterministic system correspondinghto
X,={zeR®: (2, —2)% + 22 + 22 < 0.12}, first and second locations are shown in Figure 3. We choose

X = {(z1,22) € R? : 27 <42, -1.5 < 25 < 4} as the set

we pose the following question: is it possible to design @f continuous states, and, = {(z1,22) € X : 25 < —1}
controller K (possibly nonlinear and time-varying) with theas the unsafe set. The safety of the stochastic system with
Ly-gain no greater than one, which is connected to the systémansition rates\;; = —0.5, A\j2 = 0.5, Aa1 = A, Aag = — A,

in the way shown in Figure 2, such that the system can eto be verified, where the nonnegative parametevill be
steered from¥X, to X, while maintaining the state iA'? varied. LargerA means that from location 2 the system tends

The requirement that thé,-gain of the controller is no to switch to location 1 faster.
greater than one can be equivalently formulated as an mitegr This problem can be given the following interpretation.

guadratic constraint (IQC) [28] Although in both locations the system will evolve toward the
T origin, location 2 is different from location 1 in the senbait

/ [y2(t) — v2(t)]dt > 0 VT > 0. it has an oscillatory response which tends to bring the syste

0 to the unsafe region whereas the trajectory corresponding t
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location 1 will evolve directly to the origin without going [8]
through the unsafe region. In the verification, we will show
that by using a large,, i.e., making the system be in location
1 for most of the time, the probability of reaching the unsafgo9]
set can be kept small. 10]
Using polynomial barrier certificates of degree 10, we ca{n
prove that the probability of reaching the unsafe region is
bounded byy = 0.346 for A = 10, v = 0.145 for A = 20, [11]
and~y = 0.069 for A = 30. As expected, the probability bound

decreases when we increase
[12]

VI. CONCLUSIONS [13]

We have presented in the previous sections a framework
based on deductive inference and functions of states termeg
barrier certificates for verifying system safety in the vtors
case and stochastic settings. In the worst-case settind, si3®!
property can be verified without explicitly computing thgsg)
set of reachable states. This makes the methodology dgirectl
applicable to continuous and hybrid systems with nonlinei{n
uncertain, and constrained dynamics. In addition, by using
barrier certificates that generate nonnegative supemgatés
under the given system dynamics, we are able to handiél
safety verification of stochastic continuous and hybrideyys
by computing certified upper bounds on the probability d£9]
reaching the unsafe region.

Most of the conditions satisfied by barrier certificates foro;
convex optimization problems. When the system is described
in terms of polynomials, this provides the possibility t@se 21]
for appropriate barrier certificates using a convex relarat
framework called sum of squares optimization. For not22]
convex conditions, an iterative method for computing learri
certificates has also been proposed. A hierarchical seasgub |23
on bounding the degrees of the polynomial expressions can
be performed, such that at each level the complexity grmﬁ?é’
polynomially with respect to the system size. Some examples)
have been presented to illustrate the use of the proposed
methodology. [26]

[27]
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