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Private data routinely leaked



  

Users tricked by impersonators



  

Botnets control millions of PCs



  

Computer worm used to sabotage



  

paymaxx.com (2005)

● https://my.paymaxx.com/
● Requires username and password
● If you authenticate, provides menu of options
● One option is to get a PDF of your W2 tax form

* simplified URLs

https://my.paymaxx.com/
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paymaxx.com (2005)

● https://my.paymaxx.com/
● Requires username and password
● If you authenticate, provides menu of options
● One option is to get a PDF of your W2 tax form

● https://my.paymaxx.com/get-w2.cgi?id=1234
● Gets a PDF of W2 tax form for ID 1234

● get-w2.cgi forgot to check authorization
● Attacker manually constructs URLs to fetch all data

* simplified URLs

https://my.paymaxx.com/
https://my.paymaxx.com/get-w2.cgi?id=1234


  

Layer interactions: naming

athena% cd /mit/bob/project
athena% cat ideas.txt
Our plan is to build a more secure OS,
by providing flexible authentication
and authorization mechanisms.
...
athena% 



  

Layer interactions: naming

athena% cd /mit/bob/project
athena% cat ideas.txt
Our plan is to build a more secure OS,
by providing flexible authentication
and authorization mechanisms.
...
athena% mail chuck@mit.edu < ideas.txt
athena% 



  

Layer interactions: naming

athena% cd /mit/bob/project
athena% cat ideas.txt
Our plan is to build a more secure OS,
by providing flexible authentication
and authorization mechanisms.
...
athena% mail chuck@mit.edu < ideas.txt
athena% 

bob changes ideas.txt
 into a symbolic link to

6.033's grades.txt
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