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Lecture #21: Authentication
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scalability: how does our system behave fault-tolerance/reliability: how does our
as we increase the number of machines, system deal with failures ({)? machines

users, requests, data, etc.? crashing, network links breaking, etc.
i 0 U
[I | B UQ 1 E

o gl

security: how does our system performance: how do we define our performance
cope in the face of targeted requirements, and know if our system is meeting
attacks (@)? them? what do we do if performance is subpar (‘s)?

who is impacted by our design and implementation choices?
who makes those choices?
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steps towards building a more secure system

1. be clear about goals (policy)

2. be clear about assumptions (threat model)
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policy: provide authentication for users
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policy: provide authentication for users
threat model: adversary has access to the entire stored table
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username password (plaintext)
userl tfhxiyfioncvgxvrb
user2 pmhdtzyxjpwbsjwv
user3 gxrdglbxrvhdopjg
user4 hncobhdvimrtbpmy
users jprfyxpznunmbabp
usere abbsocpnkpngirmf
user?7 ybtsnxthnpunjrep
users eauohxeagxkejbyk
user9 viyigjfjdtllgdgd
userlo mwccvpbesqggkuwsu
userll jpzxomdscorejjcb
userl2 agpyliegxyiftfpaa
userls gopgbawviyrdzijhz
userl4 ordkyogkugmrzudj
userls ygeblazpolvfufox
userl6é bslrsuhgmsgfvfijx
userl?7 pwcdmcpucurnzmijy
userls vlcfilrfcdjgtvgn
userl9 jfkwdbgdprxnotuz
user20 cmhuajegecvbdlyn
user2l tnfdfjiytbsomleb
user22 abpuvcbxgaoeauijg
user23 ykzpwiijhisbqglpw
user24 inztzlzqgdtzfmblv
user2s bzemazvpqgtuhukhk

policy: provide authentication for users
threat model: adversary has access to the entire stored table
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username assword (plaintext . . . .
P (p ) policy: provide authentication for users

userl tfhxiyfioncvgxvrb

user2 pmhdtzyxjpwbsjwv threat model: adversary has access to the entire stored table
user3 gxrdglbxrvhdopjg

user4 hncobhdvimrtbpmy

users jprfyxpznunmbabp

usere anSOCpnkpnql,rmf to authenticate users:

user?7 ybtsnxthnpunjrep

users eauohxeagxkejbyk check password(username, )
users viyigjfjdtllgdgd stored_password = accounts_table[username]
userlo mwccvpbesqgkuwsu return stored password ==

userll jpzxomdscorejjcb

userl2 agpyliegxyiftfpaa

userls gopgbawviyrdzijhz

userl4 ordkyogkugmrzudj

userls ygeblazpolvfufox

userl6é bslrsuhgmsgfvfijx

userl?7 pwcdmcpucurnzmijy

userls vlcfilrfcdjgtvgn

userl9 jfkwdbgdprxnotuz

user20 cmhuajegecvbdlyn

user2l tnfdfjiytbsomleb

user22 abpuvcbxgaoeauijg

user23 ykzpwiijhisbqglpw

user24 inztzlzqgdtzfmblv
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username password (plaintext)
userl tfhxiyfioncvgxvrb
user2 pmhdtzyxjpwbsjwv
user3 gxrdglbxrvhdopjg
user4 hncobhdvimrtbpmy
users jprfyxpznunmbabp
usere abbsocpnkpngirmf
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user23 ykzpwiijhisbqglpw
user24 inztzlzqgdtzfmblv
user2s bzemazvpqgtuhukhk

policy: provide authentication for users

threat model: adversary has access to the entire stored table

stored passwonrd

to authenticate users:

check_ password(username, ) :

accounts_table[username]

return stored_password ==

problem: the adversary (with access to the stored

table) can just read the passwords directly
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Interlude: hash functions
hash functions are not normal functions! they have a number of exciting properties
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H(x) (without x), it is virtually impossible to determine x in the context of our quest for
authentication, this means that we
there are very few such functions, and the ones that exist are well-known cannot rely on a “secret” hash
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Interlude: hash functions
hash functions are not normal functions! they have a number of exciting properties

a hash function H takes an input string of arbitrary size and outputs a fixed-length string

H is deterministic: if x1 = x2, then H(x1) = H(x>)

H is collision-resistant: if x;1 # x», then the
probability that H(x1) = H(x2) is virtually zero

H is one-way:. given x, it is easy to compute H(x). given

H(x) (without x), it is virtually impossible to determine x in the context of our quest for
authentication, this means that we
there are very few such functions, and the ones that exist are well-known cannot rely on a “secret” hash

function; there is no such thing

we are going to use hash functions to (attempt to) solve our authentication problem
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username password (plaintext)
userl tfhxiyfioncvgxvrb
user2 pmhdtzyxjpwbsjwv
user3 gxrdglbxrvhdopjg
user4 hncobhdvimrtbpmy
users jprfyxpznunmbabp
usere abbsocpnkpngirmf
user?7 ybtsnxthnpunjrep
users eauohxeagxkejbyk
user9 viyigjfjdtllgdgd
userlo mwccvpbesqggkuwsu
userll jpzxomdscorejjcb
userl2 agpyliegxyiftfpaa
userls gopgbawviyrdzijhz
userl4 ordkyogkugmrzudj
userls ygeblazpolvfufox
userl6é bslrsuhgmsgfvfijx
userl?7 pwcdmcpucurnzmijy
userls vlcfilrfcdjgtvgn
userl9 jfkwdbgdprxnotuz
user20 cmhuajegecvbdlyn
user2l tnfdfjiytbsomleb
user22 abpuvcbxgaoeauijg
user23 ykzpwiijhisbqglpw
user24 inztzlzqgdtzfmblv
user2s bzemazvpqgtuhukhk

policy: provide authentication for users
threat model: adversary has access to the entire stored table
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username hash(password)

userl

user2

user3

user4

userb5

usereé

user’/

users

user9

userlo

userll

userl2

userls

userla

userls

userleé

userl?7

1l4cdac7adb383312176cf4376d6bd594
d4823e675567a545a0el3ada7f89¢c995

adab20bca80250418a02196ca80d01d8
5456675b29816a40212eaa8d4c56ad22

02¢c0d53273d41d74221¢c69¢c539315796
5182254904aa0653aa43f3a206e6eaal

21f110ed053c24004463526b3bav6999
c52580abeff8a85e89f7d9af966446e3

2fae96a772f8e7clbc5ae87ba291e467
1b66792a024b324e87305ca551c34a80

e5034d3265313a5b4fbac596ble3f954
805c0662c2f9ccabca3efaa8282080ct

5de31d1e08319d086¢c7fee8de384eb41l
57c6bB2a6e575b7c49a6a9d8c7388836

b8cd12c77b504b4el103dccl2cce948b2
d737638d80c4e8c221cbbel3d1776bb7

bbd108d7967db8489432dc3d1899d4d9
c5d2+8d39tf106035d74757c140b527d

1f7dbe35470e3f7364736atb9a02787c
832ea8b5cdd958d53d27aa69c834e63b

062f82f9%ef701cfa2573aa40f2e7cc98
79789512d55baftb2b72486ba262612d0

224¢c37554776a15372b768a2¢c9232a57
d27d29648e770deb91dadb4b6ddd5f3a

92df155300535fa28fefe4ab651t2059fb
3bedfe6409d01cbf29dd45b1163234b4

964205c227974d9048fe67a4851t73F71
2d950deab4bf3c94cbf93fadec91d657

907c142ae02712091b9682e5e08b997C
69094d15b92e55b1463d247e10c9c235

e30cff73a266cdadedlad3e28d7770c6
a029316de6dadc2976cbas547b2eftdb46

6efal445959a560e0148464ff4d316e9
4ae5d8+1948+6de483801fal2ed4056b

S N/ o O Cr - ™ A/ L™ /AN ANDYIS 7SN

policy: provide authentication for users
threat model: adversary has access to the entire stored table
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policy: provide authentication for users

threat model: adversary has access to the entire stored table

to authenticate users:

check_password(username, inputted password):
stored hash = accounts table[username]
= hash(inputted passwonrd)

return stored_hash ==

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



username hash(password)

userl

user2

user3

user4

userb5

usereé

user’/

users

user9

userlo

userll

userl2

userls

userla

userls

userleé

userl?7

Y Y .Y

1l4cdac7adb383312176cf4376d6bd594
d4823e675567a545a0el3ada7f89¢c995

adab20bca80250418a02196ca80d01d8
5456675b29816a40212eaa8d4c56ad22

02¢c0d53273d41d74221¢c69¢c539315796
5182254904aa0653aa43f3a206e6eaal

21f110ed053c24004463526b3bav6999
c52580abeff8a85e89f7d9af966446e3

2fae96a772f8e7clbc5ae87ba291e467
1b66792a024b324e87305ca551c34a80

e5034d3265313a5b4fbac596ble3f954
805c0662c2f9ccabca3efaa8282080ct

5de31d1e08319d086¢c7fee8de384eb41l
57c6bB2a6e575b7c49a6a9d8c7388836

b8cd12c77b504b4el103dccl2cce948b2
d737638d80c4e8c221cbbel3d1776bb7

bbd108d7967db8489432dc3d1899d4d9
c5d2+8d39tf106035d74757c140b527d

1f7dbe35470e3f7364736atb9a02787c
832ea8b5cdd958d53d27aa69c834e63b

062f82f9%ef701cfa2573aa40f2e7cc98
79789512d55baftb2b72486ba262612d0

224¢c37554776a15372b768a2¢c9232a57
d27d29648e770deb91dadb4b6ddd5f3a

92df155300535fa28fefe4ab651t2059fb
3bedfe6409d01cbf29dd45b1163234b4

964205c227974d9048fe67a4851t73F71
2d950deab4bf3c94cbf93fadec91d657

907c142ae02712091b9682e5e08b997C
69094d15b92e55b1463d247e10c9c235

e30cff73a266cdadedlad3e28d7770c6
a029316de6dadc2976cbas547b2eftdb46

6efal445959a560e0148464ff4d316e9
4ae5d8+1948+6de483801fal2ed4056b

S N/ o O Cr - ™ A/ L™ /AN ANDYIS 7SN

policy: provide authentication for users
threat model: adversary has access to the entire stored table

to authenticate users:

check_password(username, inputted password):
stored hash = accounts _table[username]
= hash(inputted passwonrd)
return stored hash ==

H is deterministic: if x; = x2, then H(x1) = H(x2)

H is collision-resistant: if x; # x2, then the probability that H(x1) = H(x2) is virtually zero
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policy: provide authentication for users
threat model: adversary has access to the entire stored table

to authenticate users:

check_password(username, inputted password):
stored hash = accounts _table[username]
= hash(inputted passwonrd)
return stored hash ==

now the adversary cannot just read passwords
directly from the table

H is deterministic: if x; = x2, then H(x1) = H(x2)

H is collision-resistant: if x; # x2, then the probability that H(x1) = H(x2) is virtually zero
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policy: provide authentication for users
threat model: adversary has access to the entire stored table

a hash function H takes an input string of arbitrary size and
outputs a fixed-length string

H is deterministic: if x1 = x2, then H(x1) = H(x>2)

H is collision-resistant: if x1 # x»o, then the
probability that H(x1) = H(x2) is virtually zero

H is one-way: given x, it is easy to compute H(x). given
H(x) (without x), it is virtually impossible to determine x

there are very few such functions, and the ones that exist are well-known

question: suppose an adversary reads the hash of
user3’s password. can the adversary figure out what

the password was with that information alone”
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username hash(password)

policy: provide authentication for users

userl l4cdac7adb383312176cf4376d6bd594
d4823e675567a545a0el13ada7t89c395 threat model: adversary has access to the entire stored table
user?2 adab20bca80250418202196ca80d01d8
5456675b29816a40212eaa8d4c56ad22
user3 ©2c0d53273d41d74221c69¢539315796
51822549043a0653aa43f3a206e6eaal
userd 21f110ed053¢24004463526b3bad6999
c52580abeff8a85e89f7d9af966446e3 i
users 2fae96a772f8e7clbc5ae87ba291e467 to authenticate users:
1b66792a024b324e87305ca551c34a80
useré €5034d3265313a5b4ftbac596ble3+954 check password(username, inputted password):
805c0662c2f9ccabca3efaa8282080ct stored hash = accounts table[username]
user?7 5de31d1e08319d086¢c7fee8de384eb4l — —
57c6b02a6e575b7c49a6a9d8c 7388836 = hash(inputted password)
users b8cd12c77b504b4e103dccl2cce948b2 return stored_hash —=
d737638d80c4e8c221cbbe13d1776bb7
usero9 bbd108d7967db8489432dc3d1899d4d9
c5d2f8d39ff106035d74757c140b527d ]
userl® |1f7dbe35470e3f7364736afb9a02787c¢ now the adversary cannot just read passwords
:Zi:ii:cgz?f22%332;23‘;@632 directly from the table, nor can they “reverse”
e CTa dd e/CcC -
userid 79789512d55bafb2b72486ba262612de the hash function to get the password

useril?2 224c37554776a15372b768a2c9232a57
d27d29648e770deb91dadb4b6ddd5f3a

userils3 92df155300535fa28fefe4ab651t2059fb
3bedfe6409d01cbf29dd45b1163234b4

userilsg 964205c227974d9048fe67a4851t73F71
2d950deab4bf3c94cbf93fadec91d657

userils 907c142ae02712091b9682e5e08b997C
69094d15b92e55b1463d247e10c9c235

userile e30cff73a266cdadedlad3e28d7770c6
a029316de6dadc2976cba547b2efdb46 H is collision-resistant: if x; # x2, then the probability that H(x:) = H(x>) is virtually zero

userl? 6etal445959a560e0148464f1t4d316e9
4ae5d811948f6de483801fal2ed4056b Katrina LaCurts | lacurts@mit.edu | 6.1800 2025

Y Y . S N/ o O Cr - ™ A/ L™ /AN ANDYIS 7SN

H is one-way: given x, it is easy to compute H(x). given H(x) (without x), it is
virtually impossible to determine x




username hash(password)

policy: provide authentication for users

userl l4cdac7adb383312176cf4376d6bd594
d4823e675567a545a0el13ada7t89c395 threat model: adversary has access to the entire stored table
user?2 adab20bca80250418202196ca80d01d8
5456675b29816a40212eaa8d4c56ad22
users ©2c0d53273d41d74221c69¢c539315796
51822549043a0653aa43f3a206e6eaal
userd 21f110ed053c24004463526b3ba06999
c52580abeff8a85e89f7d9af966446e3 -
users 2fae96a772f8e7clbc5ae87ba291e467 to authenticate users:
1b66792a024b324e87305ca551c34a80
useré €5034d3265313a5b4ftbac596ble3+954 check password(username, inputted password):
805c0662c2f9ccabca3efaa8282080cT t d hash = accounts table[user‘name]
user?7 5de31d1e08319d086¢c7fee8de384eb4l stored_ —
57c6b02a6e575b7c49a6a9d8c 7388836 = hash(inputted password)
users b8cd12c77b504b4e103dccl2cce948b2 return stored_hash —=
d737638d80c4e8c221cbbel3d1776bb7
user9 bbd108d7967db8489432dc3d1899d4d9
c5d218d39ff106035d74757¢c140b527d i
userl® |1f7dbe35470e3f7364736afb9a02787c¢ now the adversary cannot just read passwords
:Zi:ii:cgz?f22%332;23‘;@632 directly from the table, nor can they “reverse”
e CTa dd e/CcC -
userid 79789512d55bafb2b72486ba262612d0 the hash function to get the password
useril2 224¢c37554776a15372b768a2c9232a57
d27d29648e770deb91dadb4b6ddd5f3a
useril3 92df155300535fa28fefe4a65f2059fb
3bedfe6409d01cbf29dd45b1163234b4
userils 964205c227974d9048fe67a485F73f71
2d950deab64bft3c94cbf93fadec91d657
useris 907¢c142ae02712091b9682e5e08b997cC
69094d15b92e55b1463d247e10c9c235
userile e30cff73a266cdaded1ad3e28d7770c6 given X, it is easy to compute H(x); given H(x), it is virtually impossible to determine x.
a029316deb6dadc2976cba547b2efdb46 there are very few such functions, and the ones that exist are well-known

userl? 6etal445959a560e0148464f1t4d316e9
4ae5d811948f6de483801fal2ed4056b Katrina LaCurts | lacurts@mit.edu | 6.1800 2025

Y Y . S N/ o O Cr - ™ A/ L™ /AN ANDYIS 7SN




username hash(password)

userl

user2

user3

user4

userb5

usereé

user’/

users

user9

userlo

userll

userl2

userls

userla

userls

userleé

userl?7

Y Y .Y

1l4cdac7adb383312176cf4376d6bd594
d4823e675567a545a0el3ada7f89¢c995

adab20bca80250418a02196ca80d01d8
5456675b29816a40212eaa8d4c56ad22

02¢c0d53273d41d74221¢c69¢c539315796
5182254904aa0653aa43f3a206e6eaal

21f110ed053c24004463526b3bav6999
c52580abeff8a85e89f7d9af966446e3

2fae96a772f8e7clbc5ae87ba291e467
1b66792a024b324e87305ca551c34a80

e5034d3265313a5b4fbac596ble3f954
805c0662c2f9ccabca3efaa8282080ct

5de31d1e08319d086¢c7fee8de384eb41l
57c6bB2a6e575b7c49a6a9d8c7388836

b8cd12c77b504b4el103dccl2cce948b2
d737638d80c4e8c221cbbel3d1776bb7

bbd108d7967db8489432dc3d1899d4d9
c5d2+8d39tf106035d74757c140b527d

1f7dbe35470e3f7364736atb9a02787c
832ea8b5cdd958d53d27aa69c834e63b

062f82f9%ef701cfa2573aa40f2e7cc98
79789512d55baftb2b72486ba262612d0

224¢c37554776a15372b768a2¢c9232a57
d27d29648e770deb91dadb4b6ddd5f3a

92df155300535fa28fefe4ab651t2059fb
3bedfe6409d01cbf29dd45b1163234b4

964205c227974d9048fe67a4851t73F71
2d950deab4bf3c94cbf93fadec91d657

907c142ae02712091b9682e5e08b997C
69094d15b92e55b1463d247e10c9c235

e30cff73a266cdadedlad3e28d7770c6
a029316de6dadc2976cbas547b2eftdb46

6efal445959a560e0148464ff4d316e9
4ae5d8+1948+6de483801fal2ed4056b

S N/ o O Cr - ™ A/ L™ /AN ANDYIS 7SN

policy: provide authentication for users
threat model: adversary has access to the entire stored table

to authenticate users:

check_password(username, inputted password):
stored hash = accounts _table[username]
= hash(inputted passwonrd)
return stored hash ==

now the adversary cannot just read passwords
directly from the table, nor can they “reverse”
the hash function to get the password

given x, it is easy to compute H(x); given H(x), it is virtually impossible to determine x.
there are very few such functions, and the ones that exist are well-known

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



username hash(password)

userl

user2

user3

user4

userb5

usereé

user’/

users

user9

userlo

userll

userl2

userls

userla

userls

userleé

userl?7

Y Y .Y

1l4cdac7adb383312176cf4376d6bd594
d4823e675567a545a0el3ada7f89¢c995

adab20bca80250418a02196ca80d01d8
5456675b29816a40212eaa8d4c56ad22

02¢c0d53273d41d74221¢c69¢c539315796
5182254904aa0653aa43f3a206e6eaal

21f110ed053c24004463526b3bav6999
c52580abeff8a85e89f7d9af966446e3

2fae96a772f8e7clbc5ae87ba291e467
1b66792a024b324e87305ca551c34a80

e5034d3265313a5b4fbac596ble3f954
805c0662c2f9ccabca3efaa8282080ct

5de31d1e08319d086¢c7fee8de384eb41l
57c6bB2a6e575b7c49a6a9d8c7388836

b8cd12c77b504b4el103dccl2cce948b2
d737638d80c4e8c221cbbel3d1776bb7

bbd108d7967db8489432dc3d1899d4d9
c5d2+8d39tf106035d74757c140b527d

1f7dbe35470e3f7364736atb9a02787c
832ea8b5cdd958d53d27aa69c834e63b

062f82f9%ef701cfa2573aa40f2e7cc98
79789512d55baftb2b72486ba262612d0

224¢c37554776a15372b768a2¢c9232a57
d27d29648e770deb91dadb4b6ddd5f3a

92df155300535fa28fefe4ab651t2059fb
3bedfe6409d01cbf29dd45b1163234b4

964205c227974d9048fe67a4851t73F71
2d950deab4bf3c94cbf93fadec91d657

907c142ae02712091b9682e5e08b997C
69094d15b92e55b1463d247e10c9c235

e30cff73a266cdadedlad3e28d7770c6
a029316de6dadc2976cbas547b2eftdb46

6efal445959a560e0148464ff4d316e9
4ae5d8+1948+6de483801fal2ed4056b

S N/ o O Cr - ™ A/ L™ /AN ANDYIS 7SN

policy: provide authentication for users
threat model: adversary has access to the entire stored table

hash(password) password

14cdac7adb383312176cf4376d6bd594 fthxiyfioncvgxvrb
d4823e675567a545a0el3ada7f89c995

adab20bca80250418202196ca80d01d8 pmhdtzyxjpwbsjwv
5456675b29816a40212eaa8d4c56ad22

©2c0d53273d41d74221¢c69¢539315796 gxrdglbxrvhdopijg
5182254904aa0653aa43f3a206e6eaal

211¥110ed053c24004463526b3bak6999 hncobhdvimrtbpmy
c52580abeff8a85e89ft7d9af966446e3

2fae96a772f8e7clbc5ae87ba291e467 jprfyxpznunmbabp
1b667922024b324e87305ca551c34a860

e5034d3265313a5b4fbac596ble3f954 abbsocpnkpngirmf
805c0662c2f9ccabca3efaa8282080ct

it takes so little time to calculate a hash
that it’s feasible for the attacker to have
the hash of many of our passwords

(it took my laptop 1.22 seconds to compute
10 million hashes)

an adversary can quickly make a table ahead of time, mapping
passwords to their hashes, and use that to determine the user passwords

given x, it is easy to compute H(x); given H(x), it is virtually impossible to determine x.
there are very few such functions, and the ones that exist are well-known

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



username hash(password)

userl

user2

user3

user4

userb5

usereé

user’/

users

user9

userlo

userll

userl2

userls

userla

userls

userleé

userl?7

Y Y .Y

14cdac7adb383312176cf4376d6bd594
d4823e675567a545a0el3ada7f89c995

adab20bca80250418a02196ca80d01d8
5456675b29816a40212eaa8d4c56ad22

02c0d53273d41d74221¢c69¢c539315796
5182254904aa0653aa43f3a206e6eaal

211110ed053¢c24004463526b3bab6999
c52580abeff8a85e89f7d9af966446e3

2fae96a772f8e7clbc5ae87ba291e467
1b66792a024b324e87305ca551c34a80

e5034d3265313a5b4fbac596ble3f954
805c0662c2f9ccabca3efaa8282080cT

5de31d1e08319d086¢c7fee8de384eb41l
57c6bB2a6e575b7c49a6a9d8c7388836

b8cd12c77b504b4el103dccl2cce948b2
d737638d80c4e8c221cbbel3d1776bb7

bbd108d7967db8489432dc3d1899d4d9
c5d2+8d39tf106035d74757c140b527d

1f7dbe35470e3f7364736atb9a02787c
832ea8b5cdd958d53d27aa69c834e63b

062f82f9%ef701cfa2573aa40f2e7cc98
79789512d55baftb2b72486ba262612d0

224¢c37554776a15372b768a2¢c9232a57
d27d29648e770deb91dadb4b6ddd5f3a

92df155300535fa28fefe4ab651t2059fb
3bedfe6409d01cbf29dd45b1163234b4

964205c227974d9048fe67a4851t73F71
2d950deab4bf3c94cbf93fadec91d657

907c142ae02712091b9682e5e08b997C
69094d15b92e55b1463d247e10c9c235

e30cff73a266cdadedlad3e28d7770c6
a029316de6dadc2976cbas547b2eftdb46

6efal445959a560e0148464ff4d316e9
4ae5d8+1948+6de483801fal2ed4056b

S N/ o O Cr - ™ A/ L™ /AN ANDYIS 7SN

policy: provide authentication for users
threat model: adversary has access to the entire stored table

hash(password) password

14cdac/7adb383312176cf4376d6bd594 fthxiyfioncvgxvrb
d4823e675567a545a0el3ada7f89c995

adab20bca80250418202196ca80d01d8 pmhdtzyxjpwbsjwv
5456675b29816a40212eaa8d4c56ad22

©2c0d53273d41d74221¢c69¢c539315796 gxrdglbxrvhdopijg
5182254904aa0653aa43f3a206e6eaal

211110ed053c24004463526b3bak6999 hncobhdvimrtbpmy
c52580abeff8a85e89ft7d9af966446e3

2fae96a772f8e7clbc5ae87ba291e467 jprfyxpznunmbabp
1b667922024b324e87305ca551c34a80

e5034d3265313a5b4fbac596b1e3+954 abbsocpnkpngirmf
805c0662c2f9ccabcal3defaa8282080ct

it takes so little time to calculate a hash
that it’s feasible for the attacker to have
the hash of many of our passwords

(it took my laptop 1.22 seconds to compute
10 million hashes)

an adversary can quickly make a table ahead of time, mapping
passwords to their hashes, and use that to determine the user passwords

given x, it is easy to compute H(x); given H(x), it is virtually impossible to determine x.
there are very few such functions, and the ones that exist are well-known

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



Interlude: hash functions
hash functions are not normal functions! they have a number of exciting properties

a hash function H takes an input string of arbitrary size and outputs a fixed-length string

H is deterministic: if x1 = x2, then H(x1) = H(x>)

H is collision-resistant: if x;1 # x», then the
probability that H(x1) = H(x2) is virtually zero

H is one-way:. given x, it is easy to compute H(x). given

H(x) (without x), it is virtually impossible to determine x in the context of our quest for
authentication, this means that we
there are very few such functions, and the ones that exist are well-known cannot rely on a “secret” hash

function; there is no such thing

current problem: an adversary can easily pre-compute hashes for a /ot of passwords

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



interlude: s/low hash functions
hash functions are not normal functions! they have a number of exciting properties

a slow hash function H takes an input string of arbitrary size and outputs a fixed-length string

H is deterministic: if x1 = x2, then H(x1) = H(x>)

H is collision-resistant: if x;1 # x», then the
probability that H(x1) = H(x2) is virtually zero

H is one-way: given x, it is easy — but slow — to compute H(x).
given H(x) (without x), it is virtually impossible to determine x

there are very few such functions, and the ones that exist are well-known

these slow hash functions are technically called “key derivation functions”, but we want to
emphasize the relationship between them and the hash functions you’re already familiar with

they also have some additional properties, but not ones that we’re concerned with for this lecture

In the context of our quest for
authentication, this means that we
cannot rely on a “secret” hash
function; there is no such thing

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



username slow hash(password)

userl
user2
user3
user4
users
usere
user’/
users
user9
userlo
userll
userl2
userl3
userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

h/PQkKPhG8IZ8r9pzyrdJaFEN84L7jG
FiuUw/UnyUnUSTtowroAEOoOnrwpJiC
XgHxA0z56N1]3k/fgG1lnl18LhITP/cC.
t0JcILNP5GG7CVCzMsRNXW93rAKkzOC
/KCOh5SwwiWFc9GhmOGBZu3La/rikLSOe
NrvsbVFRCUrpu/kIOvUgdZRt5UgaE.O
uYw28g4ny/EJfaTdkHLTV3VROphdbnW
pf4vjgP1lyDA7qGP0OjsXVNwIVTOz1zVS
oHJdvc1NOU5.bddasJICdC1BTc9G1hm
euxXVvvxyAlyfBiIJqCD/03NfOtKvBg2
RWXFUID2F7L4/xMgIIr8NInvEyyglLzC
p4Qs7e936KHs3MVH4P0ojD29Y7whDSM2
MOIwuX1Bdws6tIu40/0pwXAkIBymZje
bc3EL.yS10lon5b.FQ/D1jiWOuCTYOK
9QfuMPuIHkXCyo/+5MdthG47gGGXLIe
VBOA7y©TvobH5938ch.J7d7e6u0.MtG
gkycmlPRAGBRObYpt/qIfxvgeEocqF6
v]1l/7elgWI3GeD70/gYyUGCIXXjQgLS
NMvi3XUvnkZCNVQ8rtmnpK7Dgbt1XwS
z5nwjrlghXhwIgZbyuCJzAABuZQOa.u
fKCQIUYcXclaqUUbLLF3WR1INILtMSNe
4f9e60yZmFav2ux1BU8blaWNVojgEaa
M/RExDQsV.Vhtysn6bHI9SRLj.sc8ubu
1sWXfuHCZ0ez5Ed7fM7K//8KrmaiG7e
TQPGG3/hQJFXTtO6MNPs4 . twhWy5jbqu

policy: provide authentication for users
threat model: adversary has access to the entire stored table

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



username slow hash(password)

userl
user2
user3
user4
users
usere
user’/
users
user9
userlo
userll
userl2
userl3
userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

h/PQkKPhG8IZ8r9pzyrdJaFEN84L7jG
FiuUw/UnyUnUSTtowroAEOoOnrwpJiC
XgHxA0z56N1]3k/fgG1lnl18LhITP/cC.
t0JcILNP5GG7CVCzMsRNXW93rAKkzOC
/KCOh5SwwiWFc9GhmOGBZu3La/rikLSOe
NrvsbVFRCUrpu/kIOvUgdZRt5UgaE.O
uYw28g4ny/EJfaTdkHLTV3VROphdbnW
pf4vjgP1lyDA7qGP0OjsXVNwIVTOz1zVS
oHJdvc1NOU5.bddasJICdC1BTc9G1hm
euxXVvvxyAlyfBiIJqCD/03NfOtKvBg2
RWXFUID2F7L4/xMgIIr8NInvEyyglLzC
p4Qs7e936KHs3MVH4P0ojD29Y7whDSM2
MOIwuX1Bdws6tIu40/0pwXAkIBymZje
bc3EL.yS10lon5b.FQ/D1jiWOuCTYOK
9QfuMPuIHkXCyo/+5MdthG47gGGXLIe
VBOA7y©TvobH5938ch.J7d7e6u0.MtG
gkycmlPRAGBRObYpt/qIfxvgeEocqF6
v]1l/7elgWI3GeD70/gYyUGCIXXjQgLS
NMvi3XUvnkZCNVQ8rtmnpK7Dgbt1XwS
z5nwjrlghXhwIgZbyuCJzAABuZQOa.u
fKCQIUYcXclaqUUbLLF3WR1INILtMSNe
4f9e60yZmFav2ux1BU8blaWNVojgEaa
M/RExDQsV.Vhtysn6bHI9SRLj.sc8ubu
1sWXfuHCZ0ez5Ed7fM7K//8KrmaiG7e
TQPGG3/hQJFXTtO6MNPs4 . twhWy5jbqu

policy: provide authentication for users
threat model: adversary has access to the entire stored table

to authenticate users:

check_password(username, inputted password):
stored hash = accounts _table[username]
= slow hash(inputted password)
return stored hash ==

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known
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username slow hash(password)

policy: provide authentication for users

userl h/PQkKPhG8IZ8r9pzyrdJaFEN84L7jG
user2 FiuUw/UnyUnUSTtowroAEOoONrwpJicC threat model: adversary has access to the entire stored table
users3 xgHxAo0z56N1J3k/fgG1lnl18Lh]TP/cC.
user4 t0JcILNP5GG7CVCzMsRNXW93rAKkzoC
usenrs /KCOh5wwiF c9GhmeGBZu3La/rikLSOe
usereé NrvsbVFRCUrpu/kIOvUgdZRt5UgaE.O ]
user? uYw28g4ny/EJfaTdkHLTV3VROphdbni to authenticate users:
users PravIqPLyDAZqGEPOTSXVRMIVTOZ12V5 check_password(username, inputted password):
users orJdvcINOUS . bddas ICACIBT OGN stored_hash = accounts_table[username]
userlo euXVvvxyAJyfBiIJqCD/03NfotkKvBq2 - slow hash ( inputted_password)
userll RWXFUID2F7L4/xMgIIr8NInvEyygLzC return stored_hash —
userl2 p4Qs7e936KHs3MVH4P0ojD29Y7whDSM2
userl3 MOTIwuX1Bdws6tIu40/0pwXAkIBymZje
userld bc3EL.yS10lon5b.FQ/D1jiWOuCTYOK
userils 9QfuMPuIHkXCyo/f5MdthG47gGGXL]e
userile VBOA7y@TvobH5938ch.J7d7e6u0.MtG
userl? gkycmlPRAOGBRObYpt/qIfxvgeEocqF6
useris v]1l/7elgWI3GeD70/gYyUGCIXXjQgLS
userlo NMv13XUvnkZCNVQ8rtmnpK7Dgbt1XwS
it would take my laptop almost 19 days
usero z5nwjrJghXhwIgZbyuCJzAABuUZQOa. u to compute 10 million slow hashes,
user2l TKCQIUYcXclaqUUbLLF3WR1NILtMSNe
user22 4f9e6oyZmFav2ux1BU8blaWNVojqEaa given x, it is easy but slow to compute H(x); given H(x), it is virtually
user23 M/REXDOsV.Vhtysn6bHISRL . sc8ubu Impossible to determine x. there are vegyngzv:hs;ticehx;‘:tnac:;ovr:/se,lf;rflo’i’r\;ﬁ
user24 1sWXFfuHCZOez5Ed7fM7K//8KrmaiG7e
user25 | fQPGG3/hQJFXTTO6MNPs4.twhy5Jjbqu Katrina LaCurts | lacurts@mit.edu | 6.1800 2025




username slow hash(password)

userl
user2
user3
user4
users
usere
user’/
users
user9
userlo
userll
userl2
userl3
userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

h/PQkKPhG8IZ8r9pzyrdJaFEN84L7jG
FiuUw/UnyUnUSTtowroAEOoOnrwpJiC
XgHxA0z56N1]3k/fgG1lnl18LhITP/cC.
t0JcILNP5GG7CVCzMsRNXW93rAKkzOC
/KCOh5SwwiWFc9GhmOGBZu3La/rikLSOe
NrvsbVFRCUrpu/kIOvUgdZRt5UgaE.O
uYw28g4ny/EJfaTdkHLTV3VROphdbnW
pf4vjgP1lyDA7qGP0OjsXVNwIVTOz1zVS
oHJdvc1NOU5.bddasJICdC1BTc9G1hm
euxXVvvxyAlyfBiIJqCD/03NfOtKvBg2
RWXFUID2F7L4/xMgIIr8NInvEyyglLzC
p4Qs7e936KHs3MVH4P0ojD29Y7whDSM2
MOIwuX1Bdws6tIu40/0pwXAkIBymZje
bc3EL.yS10lon5b.FQ/D1jiWOuCTYOK
9QfuMPuIHkXCyo/+5MdthG47gGGXLIe
VBOA7y©TvobH5938ch.J7d7e6u0.MtG
gkycmlPRAGBRObYpt/qIfxvgeEocqF6
v]1l/7elgWI3GeD70/gYyUGCIXXjQgLS
NMvi3XUvnkZCNVQ8rtmnpK7Dgbt1XwS
z5nwjrlghXhwIgZbyuCJzAABuZQOa.u
fKCQIUYcXclaqUUbLLF3WR1INILtMSNe
4f9e60yZmFav2ux1BU8blaWNVojgEaa
M/RExDQsV.Vhtysn6bHI9SRLj.sc8ubu
1sWXfuHCZ0ez5Ed7fM7K//8KrmaiG7e
TQPGG3/hQJFXTtO6MNPs4 . twhWy5jbqu

policy: provide authentication for users
threat model: adversary has access to the entire stored table

slow hash(password) password

fhxiyfioncvgxvrb
pmhdtzyxjpwbsjwv
gxrdqlbxrvhdopijg
hncobhdvimrtbpmy
jprfyxpznunmbabp
abbsocpnkpngirmf

is it feasible for an adversary to make the same table as before?

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the

ones that exist are well-known

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



username slow hash(password)

userl
user2
user3
user4
users
usere
user’/
users
user9
userlo
userll
userl2
userl3
userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

h/PQkKPhG8IZ8r9pzyrdJaFEN84L7jG
FiuUw/UnyUnUSTtowroAEOoOnrwpJiC
XgHxA0z56N1]3k/fgG1lnl18LhITP/cC.
t0JcILNP5GG7CVCzMsRNXW93rAKkzOC
/KCOh5SwwiWFc9GhmOGBZu3La/rikLSOe
NrvsbVFRCUrpu/kIOvUgdZRt5UgaE.O
uYw28g4ny/EJfaTdkHLTV3VROphdbnW
pf4vjgP1lyDA7qGP0OjsXVNwIVTOz1zVS
oHJdvc1NOU5.bddasJICdC1BTc9G1hm
euxXVvvxyAlyfBiIJqCD/03NfOtKvBg2
RWXFUID2F7L4/xMgIIr8NInvEyyglLzC
p4Qs7e936KHs3MVH4P0ojD29Y7whDSM2
MOIwuX1Bdws6tIu40/0pwXAkIBymZje
bc3EL.yS10lon5b.FQ/D1jiWOuCTYOK
9QfuMPuIHkXCyo/+5MdthG47gGGXLIe
VBOA7y©TvobH5938ch.J7d7e6u0.MtG
gkycmlPRAGBRObYpt/qIfxvgeEocqF6
v]1l/7elgWI3GeD70/gYyUGCIXXjQgLS
NMvi3XUvnkZCNVQ8rtmnpK7Dgbt1XwS
z5nwjrlghXhwIgZbyuCJzAABuZQOa.u
fKCQIUYcXclaqUUbLLF3WR1INILtMSNe
4f9e60yZmFav2ux1BU8blaWNVojgEaa
M/RExDQsV.Vhtysn6bHI9SRLj.sc8ubu
1sWXfuHCZ0ez5Ed7fM7K//8KrmaiG7e
TQPGG3/hQJFXTtO6MNPs4 . twhWy5jbqu

policy: provide authentication for users
threat model: adversary has access to the entire stored table

slow hash(password) password

fhxiyfioncvgxvrb
pmhdtzyxjpwbsjwv
gxrdqlbxrvhdopijg
hncobhdvimrtbpmy
jprfyxpznunmbabp
abbsocpnkpngirmf

is it feasible for an adversary to make the same table as before?
it is for fewer passwords!

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the

ones that exist are well-known

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



6.1800 In the news

Password @ Timetocrackit @® Count ®

123456 < 1 second 3,018,050

123456789 second 1,625,135

12345678 second 884,740

password second 692,151

qwertyl23 second 642,638

qwertyl second 583,630

111111 second 459,730

12345 second 395,573

secret second 363,491

123123 second 351,576

https://nordpass.com/most-common-passwords-list/ Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



username

slow _hash(password)

userl

usereé
user’/
users8
user9
userlo

userll
userl2
userl3

userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

h/PQkKPhG8IZ8r9pzyrdJaFEN84L7jG
zx63UU3DeiSKRIOKjifNS5rd79cIbYy
1sWXfuHCZO0ez5Ed7fM7K//8KrmaiG7e
t0JcILNP5GG7CVCzMsRNXW93rAKkzOC
zx63UU3DeiSKRIOKjifNS5rd79cIbYy
NrvsbVFRCUrpu/kIOvUgdZRt5UgaE.O
uYw28g4ny/EJfaTdkHLTV3VROphdbnW
pf4vjgP1lyDA7qGP0OjsXVNwIVTOz1zVS
oHJdvc1NOU5.bddasJICdC1BTc9G1hm
v7XhwRKEOLIN1YUTN7sCLwX1yvN1lcMq
RWXFUID2F7L4/xMgIIr8NInvEyyglLzC
p4Qs7e936KHs3MVH4P0ojD29Y7whDSM2
v7XhwRKEOLIN1IYUTN7sCLwX1yvN1lcMq
bc3EL.yS10lon5b.FQ/D1jiWOuCTYOK
9QfuMPuIHkXCyo/+5MdthG47gGGXLIe
VBOA7y©TvobH5938ch.J7d7e6u0.MtG
gkycmlPRAGBRObYpt/qIfxvgeEocqF6
WxZXb3zJIRZFFfHK6bNNyKagWXTmD5CaS
NMvi3XUvnkZCNVQ8rtmnpK7Dgbt1XwS
z5nwjrlghXhwIgZbyuCJzAABuZQOa.u
TKCQIUYcXclaqUUbLLF3WR1INILtMSNe
NOmM1Ou8DYOQ9dAHTK8291ij1zCqtft.
M/RExDQsV.Vhtysn6bHI9SRLj.sc8ubu
1sWXfuHCZ0ez5Ed7fM7K//8KrmaiG7e

policy: provide authentication for users
threat model: adversary has access to the entire stored table

slow hash(password) password

fhxiyfioncvgxvrb
pmhdtzyxjpwbsjwv
gxrdqlbxrvhdopijg
hncobhdvimrtbpmy
jprfyxpznunmbabp
abbsocpnkpngirmf

In reality, our table of slow hashes would look more like this

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the

fQPGG3/hQIFxTt06MNPs4 . twWy5jbqu highlighted users are using common passwords

ones that exist are well-known

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



username

slow _hash(password)

userl

usereé
user’/
users8
user9
userlo

userll
userl2
userl3

userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

h/PQkKPhG8IZ8r9pzyrdJaFEN84L7jG
zx63UU3DeiSKRIOKjifNS5rd79cIbYy
1sWXfuHCZO0ez5Ed7fM7K//8KrmaiG7e
t0JcILNP5GG7CVCzMsRNXW93rAKkzOC
zx63UU3DeiSKRIOKjifNS5rd79cIbYy
NrvsbVFRCUrpu/kIOvUgdZRt5UgaE.O
uYw28g4ny/EJfaTdkHLTV3VROphdbnW
pf4vjgP1lyDA7qGP0OjsXVNwIVTOz1zVS
oHJdvc1NOU5.bddasJICdC1BTc9G1hm
v7XhwRKEOLIN1YUTN7sCLwX1yvN1lcMq
RWXFUID2F7L4/xMgIIr8NInvEyyglLzC
p4Qs7e936KHs3MVH4P0ojD29Y7whDSM2
v7XhwRKEOLIN1IYUTN7sCLwX1yvN1lcMq
bc3EL.yS10lon5b.FQ/D1jiWOuCTYOK
9QfuMPuIHkXCyo/+5MdthG47gGGXLIe
VBOA7y©TvobH5938ch.J7d7e6u0.MtG
gkycmlPRAGBRObYpt/qIfxvgeEocqF6
WxZXb3zJIRZFFfHK6bNNyKagWXTmD5CaS
NMvi3XUvnkZCNVQ8rtmnpK7Dgbt1XwS
z5nwjrlghXhwIgZbyuCJzAABuZQOa.u
TKCQIUYcXclaqUUbLLF3WR1INILtMSNe
NOmM1Ou8DYOQ9dAHTK8291ij1zCqtft.
M/RExDQsV.Vhtysn6bHI9SRLj.sc8ubu
1sWXfuHCZ0ez5Ed7fM7K//8KrmaiG7e

fQPGG3/hQIFxTt06MNPs4 . twWy5jbqu highlighted users are using common passwords

policy: provide authentication for users

threat model: adversary has access to the entire stored table

slow hash(password)

zx63UU3DeiSKRIOKJjifNS5rd79cIbYy
v7XhwRKEOI1IN1YUTN7sCLwX1yvN1lcMq
1sWXTuHCZOez5Ed7fM7K//8KrmaiG7e
BHFoF 2NASNLCt6rNUTOMOzy00 . kM1uK
WxZXb3zJRZFfHK6bNNyKagWXTmD5CaSs
NOmM1Ou8DYOQ9dAHTK829ij1zCqgtft.

passwonrd

111111 because it takes much longer to

password make this table using slow

123456 hashes, the attacker is
Incentivized to concentrate on the

12345 most common passwords

123123

gwertyl

is it feasible for an adversary to make the same table as before?
it is for fewer passwords!

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



username

slow_hash(password)

userl

usereé
user’/
users8
user9
userlo

userll
userl2
userl3

userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

h/PQkKPhG8IZ8r9pzyrdJaFEN84L7jG
zx63UU3DeiSKRIOKJjifNS5rd79cIbYy
1sWXFfuHCZO0ez5Ed7fM7K//8KrmaiG7e
t0JcILNP5GG7CVCzMsRNXW93rAKkzOC
zx63UU3DeiSKRIOKjifNS5rd79cIbYy
NrvsbVFRCUrpu/kIOvUgdZRt5UgaE.O
uYw28g4ny/EJfaTdkHLTV3VROphdbnW
pf4vjgP1lyDA7qGP0OjsXVNwIVTOz1zVS
oHJdvc1NOU5.bddasJICdC1BTc9G1hm
v7XhwRKEOIIN1YUTN7sCLwX1yvN1cMq
RWXFUID2F7L4/xMgIIr8NInvEyyglLzC
p4Qs7e936KHs3MVH4P0ojD29Y7whDSM2
v7XhwRKEOLIN1YUTN7sCLwX1yvN1cMq
bc3EL.yS10lon5b.FQ/D1jiWOuCTYOK
9QfuMPuIHkXCyo/+5MdthG47gGGXLIe
VBOA7y©TvobH5938ch.J7d7e6u0.MtG
gkycmlPRAGBRObYpt/qIfxvgeEocqF6
WxZXb3zJIRZFFfHK6bNNyKagWXTmD5Cas
NMvi3XUvnkZCNVQ8rtmnpK7Dgbt1XwS
z5nwjrlghXhwIgZbyuCJzAABuZQOa.u
TKCQIUYcXclaqUUbLLF3WR1INILtMSNe

M/RExDQsV.Vhtysn6bHI9SRL7j.sc8ubu
1sWXfuHCZ0ez5Ed7fM7K//8KrmaiG7e

fQPGG3/hQIFxTt06MNPs4. twWy5jbqu highlighted users are using common passwords

policy: provide authentication for users

threat model: adversary has access to the entire stored table

slow_hash(password)

zx63UU3DeiSKRIOKJjifNS5rd79cIbYy
v7XhwRKEOL1IN1YUTN7sCLwX1yvN1lcMq
1sWXfuHCZOez5Ed7fM7K//8KrmaiG7e
BHFoF2NASNLCt6rNUfOMOzy00 . kM1uK
WxZXb3zJIRZFFHK6bNNyKagWXTmD5Cas

passwonrd

111111 because it takes much longer to

password make this table using slow

123456 | I?a_shes, the attacker is
Incentivized to concentrate on the

12345 most common passwords

123123

is it feasible for an adversary to make the same table as before?
it is for fewer passwords!

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



username

slow_hash(password)

userl

usereé
user’/
users8
user9
userlo

userll
userl2
userl3

userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

h/PQkKPhG8IZ8r9pzyrdJaFEN84L7jG
zx63UU3DeiSKRIOKjifNS5rd79cIbYy
1sWXfuHCZO0ez5Ed7fM7K//8KrmaiG7e
t0JcILNP5GG7CVCzMsRNXW93rAKkzOC
zx63UU3DeiSKRIOKjifNS5rd79cIbYy
NrvsbVFRCUrpu/kIOvUgdZRt5UgaE.O
uYw28g4ny/EJfaTdkHLTV3VROphdbnW
pf4vjgP1lyDA7qGP0OjsXVNwIVTOz1zVS
oHJdvc1NOU5.bddasJICdC1BTc9G1hm
v7XhwRKEOLIN1YUTN7sCLwX1yvN1lcMq
RWXFUID2F7L4/xMgIIr8NInvEyyglLzC
p4Qs7e936KHs3MVH4P0ojD29Y7whDSM2
v7XhwRKEOLIN1IYUTN7sCLwX1yvN1lcMq
bc3EL.yS10lon5b.FQ/D1jiWOuCTYOK
9QfuMPuIHkXCyo/+5MdthG47gGGXLIe
VBOA7y©TvobH5938ch.J7d7e6u0.MtG
gkycmlPRAGBRObYpt/qIfxvgeEocqF6
WxZXb3zJIRZFFfHK6bNNyKagWXTmD5CaS
NMvi3XUvnkZCNVQ8rtmnpK7Dgbt1XwS
z5nwjrlghXhwIgZbyuCJzAABuZQOa.u
TKCQIUYcXclaqUUbLLF3WR1INILtMSNe
NOmM1Ou8DYOQ9dAHTK8291ij1zCqtft.
M/RExDQsV.Vhtysn6bHI9SRLj.sc8ubu
1sWXfuHCZ0ez5Ed7fM7K//8KrmaiG7e

fQPGG3/hQIFxTt06MNPs4 . twWy5jbqu highlighted users are using common passwords

policy: provide authentication for users
threat model: adversary has access to the entire stored table

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



username

slow _hash(password)

userl

usereé
user’/
users8
user9
userlo

userll
userl2
userl3

userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

h/PQkKPhG8IZ8r9pzyrdJaFEN84L7jG
zx63UU3DeiSKRIOKjifNS5rd79cIbYy
1sWXfuHCZO0ez5Ed7fM7K//8KrmaiG7e
t0JcILNP5GG7CVCzMsRNXW93rAKkzOC
zx63UU3DeiSKRIOKjifNS5rd79cIbYy
NrvsbVFRCUrpu/kIOvUgdZRt5UgaE.O
uYw28g4ny/EJfaTdkHLTV3VROphdbnW
pf4vjgP1lyDA7qGP0OjsXVNwIVTOz1zVS
oHJdvc1NOU5.bddasJICdC1BTc9G1hm
v7XhwRKEOLIN1YUTN7sCLwX1yvN1lcMq
RWXFUID2F7L4/xMgIIr8NInvEyyglLzC
p4Qs7e936KHs3MVH4P0ojD29Y7whDSM2
v7XhwRKEOLIN1IYUTN7sCLwX1yvN1lcMq
bc3EL.yS10lon5b.FQ/D1jiWOuCTYOK
9QfuMPuIHkXCyo/+5MdthG47gGGXLIe
VBOA7y©TvobH5938ch.J7d7e6u0.MtG
gkycmlPRAGBRObYpt/qIfxvgeEocqF6
WxZXb3zJIRZFFfHK6bNNyKagWXTmD5CaS
NMvi3XUvnkZCNVQ8rtmnpK7Dgbt1XwS
z5nwjrlghXhwIgZbyuCJzAABuZQOa.u
TKCQIUYcXclaqUUbLLF3WR1INILtMSNe
NOmM1Ou8DYOQ9dAHTK8291ij1zCqtft.
M/RExDQsV.Vhtysn6bHI9SRLj.sc8ubu
1sWXfuHCZ0ez5Ed7fM7K//8KrmaiG7e

fQPGG3/hQIFxTt06MNPs4 . twWy5jbqu highlighted users are using common passwords

policy: provide authentication for users
threat model: adversary has access to the entire stored table

we would like to make it more difficult for adversaries to pre-
compute hashes, even for common passwords

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



username

slow _hash(password)

userl

usereé
user’/
users8
user9
userlo

userll
userl2
userl3

userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

h/PQkKPhG8IZ8r9pzyrdJaFEN84L7jG
zx63UU3DeiSKRIOKjifNS5rd79cIbYy
1sWXfuHCZO0ez5Ed7fM7K//8KrmaiG7e
t0JcILNP5GG7CVCzMsRNXW93rAKkzOC
zx63UU3DeiSKRIOKjifNS5rd79cIbYy
NrvsbVFRCUrpu/kIOvUgdZRt5UgaE.O
uYw28g4ny/EJfaTdkHLTV3VROphdbnW
pf4vjgP1lyDA7qGP0OjsXVNwIVTOz1zVS
oHJdvc1NOU5.bddasJICdC1BTc9G1hm
v7XhwRKEOLIN1YUTN7sCLwX1yvN1lcMq
RWXFUID2F7L4/xMgIIr8NInvEyyglLzC
p4Qs7e936KHs3MVH4P0ojD29Y7whDSM2
v7XhwRKEOLIN1IYUTN7sCLwX1yvN1lcMq
bc3EL.yS10lon5b.FQ/D1jiWOuCTYOK
9QfuMPuIHkXCyo/+5MdthG47gGGXLIe
VBOA7y©TvobH5938ch.J7d7e6u0.MtG
gkycmlPRAGBRObYpt/qIfxvgeEocqF6
WxZXb3zJIRZFFfHK6bNNyKagWXTmD5CaS
NMvi3XUvnkZCNVQ8rtmnpK7Dgbt1XwS
z5nwjrlghXhwIgZbyuCJzAABuZQOa.u
TKCQIUYcXclaqUUbLLF3WR1INILtMSNe
NOmM1Ou8DYOQ9dAHTK8291ij1zCqtft.
M/RExDQsV.Vhtysn6bHI9SRLj.sc8ubu
1sWXfuHCZ0ez5Ed7fM7K//8KrmaiG7e

fQPGG3/hQIFxTt06MNPs4 . twWy5jbqu highlighted users are using common passwords

policy: provide authentication for users
threat model: adversary has access to the entire stored table

we would like to make it more difficult for adversaries to pre-
compute hashes, even for common passwords

iIdea: add randomness

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known

Katrina LaCurts | lacurts@mit.edu | 6.1800 2025



username

salt

userl

usereé
user’/
users8
user9
userlo

userll
userl2
userl3

userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

TUbkbcuPm7jA./IQYZG.80
y70SC2QsrvXTzEZ1DZFdwu
AncYRSB5v3rWiUlnPpA@iu
SK9H4x4Hao0wz4NOTwj20.
j8YyeDX.9GnsT5HU94z7t0
CIqY72CGMBKNQId1CgXY7.
OGtMXrEZExOL5440dvrhbe
RFeT9TVol8cmpQdhgMCV5.
rDAhDK5V6Nn3TUS3ahf2Z9e
nvOYvTO/0czOWS51mbVZSUO
yNL/e3PpBsfBYgwi0@Ai/gu
1zroUlOscwDzgG3GY86pFO
TAkv7nBQ5amY4V.aljezoOu
1J796dTzufUC8ItVIKIyOu
/X.Vk/XhUILbk3XjgyVyfO
hyg8TOJIPDX3dCf92Zkx4Yu
YbaYOSdkAO1IF.driWa6CX0
yaE.gULeQg.K25el1X191Q.
NLtOSA/QP0o2IIbtb7G5610
RFFSWUGGFeX5XNyW8rLToe
YWEgwinWuKrNUFvgzQKUNe
ukqugo0ZWCqIQjH3DwC4xe
SPRFpmFnu5G41APUkVOwWro
KPh8kxp3T2wyfYpap00070
DXTiXzfPrmu3LAFwcMYhm.

policy: provide authentication for users
threat model: adversary has access to the entire stored table

we’re going to associate a random value — a
salt — with each user. these salts are stored in
plaintext; they are not a secret

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known
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username

salt

slow_hash(password|salt)

userl

usere

user’/

users

user9

userlo
userll
userl2
userl3
userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

TUbkbcuPm7jA./IQYZG.80
y70SC2QsrvXTzEZ1DZFdwu
AncYRSB5v3rWiUlnPpA@iu
SK9H4x4Hao0wz4NOTwj20.
j8YyeDX.9GnsT5HU94z7t0
CIqY72CGMBKNQId1CgXY7.
OGtMXrEZExOL5440dvrhbe
RFeT9TVol8cmpQdhgMCV5.
rDAhDK5V6Nn3TUS3ahf2Z9e
nvOYvTO/0czOWS51mbVZSUO
yNL/e3PpBsfBYgwi0@Ai/gu
1zroUlOscwDzgG3GY86pFO
TAkv7nBQ5amY4V.aljezoOu
1J796dTzufUC8ItVIKIyOu
/X.Vk/XhUILbk3XjgyVyfO
hyg8TOJIPDX3dCf92Zkx4Yu
YbaYOSdkAO1IF.driWa6CX0
yaE.gULeQg.K25el1X191Q.
NLtOSA/QP0o2IIbtb7G5610
RFFSWUGGFeX5XNyW8rLToe
YWEgwinWuKrNUFvgzQKUNe
ukqugo0ZWCqIQjH3DwC4xe
SPRFpmFnu5G41APUkVOwWro
KPh8kxp3T2wyfYpap00070
DXTiXzfPrmu3LAFwcMYhm.

rBda9fbnXhUCWi6c9MjlUtQF 1K1I4Sq
tjFcpSrZN6ryOYueyrAtUfFnFaOui2C
hacrgRlfuU44c9XnBckef2fu.ifuB.Ya
wiwk3GjGeMspoqy3VcMghpbk E507HQXS
ViflhwGH1.5H3j0mawzBPdKTiXf5L6.
stk3mDIDaaHONfgf/ePJrkRoK15.Heu
A.7Nalc21Y6I3]6rdJtiIIXVpMvaMga
yVzcpOOjXBoNjcMWHpAXVuUlFgqdM5WOm
Af4wBH1YgLTvxrhBgVGP85IALXRya3C
b4amiFmYcRy@/TFVhttntbrrLPLjFDKu
bbT5sTcmsklsyXVILfVd]/HAIEonbD..
MG5LtQ6m/c4gVxbLalpPIJ403eXFPry
LHP08.0XJIDG1leWWgG87nPvY8/VNPa2G
pAI7ZRWvVOhXBVW/sttFqulCl/74LTC
zX1P3YgW8d9m1n91Z6GW7 jsbBALNiWi
50h.8uSUrokBggnByYYH/mDEH7my98C
ZKbZQtEh4UNoTf1lWsXs9hZ7wbnnzgC.
E/syZIC.1.zg5.ZTMZwWX/RmkvpipNu
e0OX2p48XcKRXKFY87f56h3W.UEe07Gi
OW94ciFDN5stvqVzYslidt/SNA2pwhS
yatUOVvWN//72U180dxGHNCI1TLWdATfXe
jgl.0SatbZooR614taWv3HBpXNN5Xp2
mVpzAYGXEgs583nG894R98k1S3YmP1g
7FmTSWEM1UHNI78Dmgkq34RmUW1oRPW
KhvvoK4u7DSuWlnmPN3V7p/IgFwU43C

policy: provide authentication for users
threat model: adversary has access to the entire stored table

we’re going to associate a random value — a
salt — with each user. these salts are stored in
plaintext; they are not a secret

iInstead of storing a hash of the password, we
will concatenate the password and the salt, and
store the hash of that string

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known
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username

salt

slow_hash(password|salt)

userl

usereé
user’/
users8
user9
userlo

userll
userl2
userl3

userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

TUbkbcuPm7jA./IQYZG.80
y70SC2QsrvXTzEZ1DZFdwu
AncYRSB5v3rWiUlnPpA@iu
SK9H4x4Hao0wz4NOTwj20.
j8YyeDX.9GnsT5HU94z7t0
CIqY72CGMBKNQId1CgXY7.
OGtMXrEZExOL5440dvrhbe
RFeT9TVol8cmpQdhgMCV5.
rDAhDK5V6Nn3TUS3ahf2Z9e
nvOYvTO/0czOWS51mbVZSUO
yNL/e3PpBsfBYgwi0@Ai/gu
1zroUlOscwDzgG3GY86pFO
TAkv7nBQ5amY4V.aljezoOu
1J796dTzufUC8ItVIKIyOu
/X.Vk/XhUILbk3XjgyVyfO
hyg8TOJIPDX3dCf92Zkx4Yu
YbaYOSdkAO1IF.driWa6CX0
yaE.gULeQg.K25el1X191Q.
NLtOSA/QP0o2IIbtb7G5610
RFFSWUGGFeX5XNyW8rLToe
YWEgwinWuKrNUFvgzQKUNe
ukqugo0ZWCqIQjH3DwC4xe
SPRFpmFnu5G41APUkVOwWro
KPh8kxp3T2wyfYpap00070
DXTiXzfPrmu3LAFwcMYhm.

rBda9fbnXhUCWi6c9MjlUtQF 1K1I4Sq
tjFcpSrZN6ryOYueyrAtUfFnFaOui2C
hacrgRlfuU44c9XnBckef2fu.ifuB.Ya
wiwk3GjGeMspoqy3VcMghpbk E507HQXS
ViflhwGH1.5H3j0mawzBPdKTiXf5L6.
stk3mDIDaaHONfgf/ePJrkRoK15.Heu
A.7Nalc21Y6I3]6rdJtiIIXVpMvaMga
yVzcpOOjXBoNjcMWHpAXVuUlFgqdM5WOm
Af4wBH1YgLTvxrhBgVGP85IALXRya3C
b4amiFmYcRy@/TFVhttntbrrLPLjFDKu
bbT5sTcmsklsyXVILfVd]/HAIEonbD..
MG5LtQ6m/c4gVxbLalpPIJ403eXFPry
LHP08.0XJIDG1leWWgG87nPvY8/VNPa2G
pAI7ZRWvVOhXBVW/sttFqulCl/74LTC
zX1P3YgW8d9m1n91Z6GW7 jsbBALNiWi
50h.8uSUrokBggnByYYH/mDEH7my98C
ZKbZQtEh4UNoTf1lWsXs9hZ7wbnnzgC.
E/syZIC.1.zg5.ZTMZwWX/RmkvpipNu
e0OX2p48XcKRXKFY87f56h3W.UEe07Gi
OW94ciFDN5stvqVzYslidt/SNA2pwhS
yatUOVvWN//72U180dxGHNCI1TLWdATfXe
jgl.0SatbZooR614taWv3HBpXNN5Xp2
mVpzAYGXEgs583nG894R98k1S3YmP1g
7FmTSWEM1UHNI78Dmgkq34RmUW1oRPW
KhvvoK4u7DSuWlnmPN3V7p/IgFwU43C

policy: provide authentication for users

change?

threat model: adversary has access to the entire stored table

question: how do we authenticate users in this
system? l.e., how does the below code need to

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the

ones that exist are well-known
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username

salt

slow_hash(password|salt)

userl

usereé
user’/
users8
user9
userlo

userll
userl2
userl3

userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

TUbkbcuPm7jA./IQYZG.80
y70SC2QsrvXTzEZ1DZFdwu
AncYRSB5v3rWiUlnPpA@iu
SK9H4x4Hao0wz4NOTwj20.
j8YyeDX.9GnsT5HU94z7t0
CIqY72CGMBKNQId1CgXY7.
OGtMXrEZExOL5440dvrhbe
RFeT9TVol8cmpQdhgMCV5.
rDAhDK5V6Nn3TUS3ahf2Z9e
nvOYvTO/0czOWS51mbVZSUO
yNL/e3PpBsfBYgwi0@Ai/gu
1zroUlOscwDzgG3GY86pFO
TAkv7nBQ5amY4V.aljezoOu
1J796dTzufUC8ItVIKIyOu
/X.Vk/XhUILbk3XjgyVyfO
hyg8TOJIPDX3dCf92Zkx4Yu
YbaYOSdkAO1IF.driWa6CX0
yaE.gULeQg.K25el1X191Q.
NLtOSA/QP0o2IIbtb7G5610
RFFSWUGGFeX5XNyW8rLToe
YWEgwinWuKrNUFvgzQKUNe
ukqugo0ZWCqIQjH3DwC4xe
SPRFpmFnu5G41APUkVOwWro
KPh8kxp3T2wyfYpap00070
DXTiXzfPrmu3LAFwcMYhm.

rBda9fbnXhUCWi6c9MjlUtQF 1K1I4Sq
tjFcpSrZN6ryOYueyrAtUfFnFaOui2C
hacrgRlfuU44c9XnBckef2fu.ifuB.Ya
wiwk3GjGeMspoqy3VcMghpbk E507HQXS
ViflhwGH1.5H3j0mawzBPdKTiXf5L6.
stk3mDIDaaHONfgf/ePJrkRoK15.Heu
A.7Nalc21Y6I3]6rdJtiIIXVpMvaMga
yVzcpOOjXBoNjcMWHpAXVuUlFgqdM5WOm
Af4wBH1YgLTvxrhBgVGP85IALXRya3C
b4amiFmYcRy@/TFVhttntbrrLPLjFDKu
bbT5sTcmsklsyXVILfVd]/HAIEonbD..
MG5LtQ6m/c4gVxbLalpPIJ403eXFPry
LHP08.0XJIDG1leWWgG87nPvY8/VNPa2G
pAI7ZRWvVOhXBVW/sttFqulCl/74LTC
zX1P3YgW8d9m1n91Z6GW7 jsbBALNiWi
50h.8uSUrokBggnByYYH/mDEH7my98C
ZKbZQtEh4UNoTf1lWsXs9hZ7wbnnzgC.
E/syZIC.1.zg5.ZTMZwWX/RmkvpipNu
e0OX2p48XcKRXKFY87f56h3W.UEe07Gi
OW94ciFDN5stvqVzYslidt/SNA2pwhS
yatUOVvWN//72U180dxGHNCI1TLWdATfXe
jgl.0SatbZooR614taWv3HBpXNN5Xp2
mVpzAYGXEgs583nG894R98k1S3YmP1g
7FmTSWEM1UHNI78Dmgkq34RmUW1oRPW
KhvvoK4u7DSuWlnmPN3V7p/IgFwU43C

policy: provide authentication for users
threat model: adversary has access to the entire stored table

question: how do we authenticate users in this
system? l.e., how does the below code need to
change?

check _password(username, inputted password):
stored hash = accounts table[username]
= slow_hash(inputted password)
return stored hash ==

this is our previous check password function

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known
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username

salt

slow_hash(password|salt)

userl

usereé
user’/
users8
user9
userlo

userll
userl2
userl3

userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

TUbkbcuPm7jA./IQYZG.80
y70SC2QsrvXTzEZ1DZFdwu
AncYRSB5v3rWiUlnPpA@iu
SK9H4x4Hao0wz4NOTwj20.
j8YyeDX.9GnsT5HU94z7t0
CIqY72CGMBKNQId1CgXY7.
OGtMXrEZExOL5440dvrhbe
RFeT9TVol8cmpQdhgMCV5.
rDAhDK5V6Nn3TUS3ahf2Z9e
nvOYvTO/0czOWS51mbVZSUO
yNL/e3PpBsfBYgwi0@Ai/gu
1zroUlOscwDzgG3GY86pFO
TAkv7nBQ5amY4V.aljezoOu
1J796dTzufUC8ItVIKIyOu
/X.Vk/XhUILbk3XjgyVyfO
hyg8TOJIPDX3dCf92Zkx4Yu
YbaYOSdkAO1IF.driWa6CX0
yaE.gULeQg.K25el1X191Q.
NLtOSA/QP0o2IIbtb7G5610
RFFSWUGGFeX5XNyW8rLToe
YWEgwinWuKrNUFvgzQKUNe
ukqugo0ZWCqIQjH3DwC4xe
SPRFpmFnu5G41APUkVOwWro
KPh8kxp3T2wyfYpap00070
DXTiXzfPrmu3LAFwcMYhm.

rBda9fbnXhUCWi6c9MjlUtQF 1K1I4Sq
tjFcpSrZN6ryOYueyrAtUfFnFaOui2C
hacrgRlfuU44c9XnBckef2fu.ifuB.Ya
wiwk3GjGeMspoqy3VcMghpbk E507HQXS
ViflhwGH1.5H3j0mawzBPdKTiXf5L6.
stk3mDIDaaHONfgf/ePJrkRoK15.Heu
A.7Nalc21Y6I3]6rdJtiIIXVpMvaMga
yVzcpOOjXBoNjcMWHpAXVuUlFgqdM5WOm
Af4wBH1YgLTvxrhBgVGP85IALXRya3C
b4amiFmYcRy@/TFVhttntbrrLPLjFDKu
bbT5sTcmsklsyXVILfVd]/HAIEonbD..
MG5LtQ6m/c4gVxbLalpPIJ403eXFPry
LHP08.0XJIDG1leWWgG87nPvY8/VvNPa2G
pAI7ZRWvVOhXBVW/sttFqulCl/74LTC
zX1P3YgW8d9m1n91Z6GW7 jsbBALNiWi
50h.8uSUrokBggnByYYH/mDEH7my98C
ZKbZQtEh4UNoTf1lWsXs9hZ7wbnnzgC.
E/syZIC.1.zg5.ZTMZwWX/RmkvpipNu
e0OX2p48XcKRXKFY87f56h3W.UEe07Gi
OW94ciFDN5stvqVzYslidt/SNA2pwhS
yatUOVvWN//72U180dxGHNCI1TLWdATfXe
jgl.0SatbZooR614taWv3HBpXNN5Xp2
mVpzAYGXEgs583nG894R98k1S3YmP1g
7FmTSWEM1UHNI78Dmgkq34RmUW1oRPW
KhvvoK4u7DSuWlnmPN3V7p/IgFwU43C

policy: provide authentication for users
threat model: adversary has access to the entire stored table

to authenticate users:

check_password(username, inputted password)
stored hash = accounts table[username].hash
salt = accounts table[username].salt
= slow hash(inputted password | salt)
return stored hash ==

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known
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username

salt

slow_hash(password|salt)

userl

usere

user’/

users

user9

userlo
userll
userl2
userl3
userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

TUbkbcuPm7jA./IQYZG.80
y70SC2QsrvXTzEZ1DZFdwu
AncYRSB5v3rWiUlnPpA@iu
SK9H4x4Hao0wz4NOTwj20.
j8YyeDX.9GnsT5HU94z7t0
CIqY72CGMBKNQId1CgXY7.
OGtMXrEZExOL5440dvrhbe
RFeT9TVol8cmpQdhgMCV5.
rDAhDK5V6Nn3TUS3ahf2Z9e
nvOYvTO/0czOWS51mbVZSUO
yNL/e3PpBsfBYgwi0@Ai/gu
1zroUlOscwDzgG3GY86pFO
TAkv7nBQ5amY4V.aljezoOu
1J796dTzufUC8ItVIKIyOu
/X.Vk/XhUILbk3XjgyVyfO
hyg8TOJIPDX3dCf92Zkx4Yu
YbaYOSdkAO1IF.driWa6CX0
yaE.gULeQg.K25el1X191Q.
NLtOSA/QP0o2IIbtb7G5610
RFFSWUGGFeX5XNyW8rLToe
YWEgwinWuKrNUFvgzQKUNe
ukqugo0ZWCqIQjH3DwC4xe
SPRFpmFnu5G41APUkVOwWro
KPh8kxp3T2wyfYpap00070
DXTiXzfPrmu3LAFwcMYhm.

rBda9fbnXhUCWi6c9MjlUtQF 1K1I4Sq
tjFcpSrZN6ryOYueyrAtUfFnFaOui2C
hacrgRlfuU44c9XnBckef2fu.ifuB.Ya
wiwk3GjGeMspoqy3VcMghpbk E507HQXS
ViflhwGH1.5H3j0mawzBPdKTiXf5L6.
stk3mDIDaaHONfgf/ePJrkRoK15.Heu
A.7Nalc21Y6I3]6rdJtiIIXVpMvaMga
yVzcpOOjXBoNjcMWHpAXVuUlFgqdM5WOm
Af4wBH1YgLTvxrhBgVGP85IALXRya3C
b4amiFmYcRy@/TFVhttntbrrLPLjFDKu
bbT5sTcmsklsyXVILfVd]/HAIEonbD..
MG5LtQ6m/c4gVxbLalpPIJ403eXFPry
LHP08.0XJIDG1leWWgG87nPvY8/VNPa2G
pAI7ZRWvVOhXBVW/sttFqulCl/74LTC
zX1P3YgW8d9m1n91Z6GW7 jsbBALNiWi
50h.8uSUrokBggnByYYH/mDEH7my98C
ZKbZQtEh4UNoTf1lWsXs9hZ7wbnnzgC.
E/syZIC.1.zg5.ZTMZwWX/RmkvpipNu
e0OX2p48XcKRXKFY87f56h3W.UEe07Gi
OW94ciFDN5stvqVzYslidt/SNA2pwhS
yatUOVvWN//72U180dxGHNCI1TLWdATfXe
jgl.0SatbZooR614taWv3HBpXNN5Xp2
mVpzAYGXEgs583nG894R98k1S3YmP1g
7FmTSWEM1UHNI78Dmgkq34RmUW1oRPW
KhvvoK4u7DSuWlnmPN3V7p/IgFwU43C

policy: provide authentication for users

threat model: adversary has access to the entire stored table

slow_hash(password|salt) password
? 111111
? 123456
? password

Is It feasible for an adversary to make the
same table as before?

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known
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username

salt

slow_hash(password|salt)

userl

usereé
user’/
users8
usero9
userlo

userll
userl2
userl3

userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

TUbkbcuPm7jA./IQYZG.80
y70SC2QsrvXTzEZ1DZFdwu
AncYRSB5v3rWiUlnPpA@iu
SK9H4x4Hao0wz4NOTwj20.
j8YyeDX.9GnsT5HU94z7t0
CIqY72CGMBKNQId1CgXY7.
OGtMXrEZExOL5440dvrhbe
RFeT9TVol8cmpQdhgMCV5.
rDAhDK5V6Nn3TUS3ahf2Z9e
nvOYvTO/0czOWS51mbVZSUO
yNL/e3PpBsfBYgwi0@Ai/gu
1zroUlOscwDzgG3GY86pFO
TAkv7nBQ5amY4V.aljezoOu
1J796dTzufUC8ItVIKIyOu
/X.Vk/XhUILbk3XjgyVyfO
hyg8TOJIPDX3dCf92Zkx4Yu
YbaYOSdkAO1IF.driWa6CX0
yaE.gULeQg.K25el1X191Q.
NLtOSA/QP0o2IIbtb7G5610
RFFSWUGGFeX5XNyW8rLToe
YWEgwinWuKrNUFvgzQKUNe
ukqugo0ZWCqIQjH3DwC4xe
SPRFpmFnu5G41APUkVOwWro
KPh8kxp3T2wyfYpap00070
DXTiXzfPrmu3LAFwcMYhm.

rBda9fbnXhUCWi6c9MjlUtQF 1K1I4Sq
tjFcpSrZN6ryOYueyrAtUfFnFaOui2C
hacrgRlfuU44c9XnBckef2fu.ifuB.Ya
wiwk3GjGeMspoqy3VcMghpbk E507HQXS
ViflhwGH1.5H3j0mawzBPdKTiXf5L6.
stk3mDIDaaHONfgf/ePJrkRoK15.Heu
A.7Nalc21Y6I3]6rdJtiIIXVpMvaMga
yVzcpOOjXBoNjcMWHpAXVuUlFgqdM5WOm
Af4wBH1YgLTvxrhBgVGP85IALXRya3C
b4amiFmYcRy@/TFVhttntbrrLPLjFDKu
bbT5sTcmsklsyXVILfVd]/HAIEonbD..
MG5LtQ6m/c4gVxbLalpPIJ403eXFPry
LHP08.0XJIDG1leWWgG87nPvY8/VNPa2G
pAI7ZRWvVOhXBVW/sttFqulCl/74LTC
zX1P3YgW8d9m1n91Z6GW7 jsbBALNiWi
50h.8uSUrokBggnByYYH/mDEH7my98C
ZKbZQtEh4UNoTf1lWsXs9hZ7wbnnzgC.
E/syZIC.1.zg5.ZTMZwWX/RmkvpipNu
e0OX2p48XcKRXKFY87f56h3W.UEe07Gi
OW94ciFDN5stvqVzYslidt/SNA2pwhS
yatUOVvWN//72U180dxGHNCI1TLWdATfXe
jgl.0SatbZooR614taWv3HBpXNN5Xp2
mVpzAYGXEgs583nG894R98k1S3YmP1g
7FmTSWEM1UHNI78Dmgkq34RmUW1oRPW
KhvvoK4u7DSuWlnmPN3V7p/IgFwU43C

policy: provide authentication for users
threat model: adversary has access to the entire stored table

slow _hash(password|salt)

passwonrd

Is It feasible for an adversary to make the

111111
123456

password

same table as before?

to pre-compute the table, even for just the most common
passwords, the adversary would need a separate table for

every possible salt; this is infeasible

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known
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username

salt

slow_hash(password|salt)

userl

usereé
user’/
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user9
userlo

userll
userl2
userl3

userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

TUbkbcuPm7jA./IQYZG.80
y70SC2QsrvXTzEZ1DZFdwu
AncYRSB5v3rWiUlnPpA@iu
SK9H4x4Hao0wz4NOTwj20.
j8YyeDX.9GnsT5HU94z7t0
CIqY72CGMBKNQId1CgXY7.
OGtMXrEZExOL5440dvrhbe
RFeT9TVol8cmpQdhgMCV5.
rDAhDK5V6Nn3TUS3ahf2Z9e
nvOYvTO/0czOWS51mbVZSUO
yNL/e3PpBsfBYgwi0@Ai/gu
1zroUlOscwDzgG3GY86pFO
TAkv7nBQ5amY4V.aljezoOu
1J796dTzufUC8ItVIKIyOu
/X.Vk/XhUILbk3XjgyVyfO
hyg8TOJIPDX3dCf92Zkx4Yu
YbaYOSdkAO1IF.driWa6CX0
yaE.gULeQg.K25el1X191Q.
NLtOSA/QP0o2IIbtb7G5610
RFFSWUGGFeX5XNyW8rLToe
YWEgwinWuKrNUFvgzQKUNe
ukqugo0ZWCqIQjH3DwC4xe
SPRFpmFnu5G41APUkVOwWro
KPh8kxp3T2wyfYpap00070
DXTiXzfPrmu3LAFwcMYhm.

rBda9fbnXhUCWi6c9MjlUtQF 1K1I4Sq
tjFcpSrZN6ryOYueyrAtUfFnFaOui2C
hacrgRlfuU44c9XnBckef2fu.ifuB.Ya
wiwk3GjGeMspoqy3VcMghpbk E507HQXS
ViflhwGH1.5H3j0mawzBPdKTiXf5L6.
stk3mDIDaaHONfgf/ePJrkRoK15.Heu
A.7Nalc21Y6I3]6rdJtiIIXVpMvaMga
yVzcpOOjXBoNjcMWHpAXVuUlFgqdM5WOm
Af4wBH1YgLTvxrhBgVGP85IALXRya3C
b4amiFmYcRy@/TFVhttntbrrLPLjFDKu
bbT5sTcmsklsyXVILfVd]/HAIEonbD..
MG5LtQ6m/c4gVxbLalpPIJ403eXFPry
LHP08.0XJIDG1leWWgG87nPvY8/VvNPa2G
pAI7ZRWvVOhXBVW/sttFqulCl/74LTC
zX1P3YgW8d9m1n91Z6GW7 jsbBALNiWi
50h.8uSUrokBggnByYYH/mDEH7my98C
ZKbZQtEh4UNoTf1lWsXs9hZ7wbnnzgC.
E/syZIC.1.zg5.ZTMZwWX/RmkvpipNu
e0OX2p48XcKRXKFY87f56h3W.UEe07Gi
OW94ciFDN5stvqVzYslidt/SNA2pwhS
yatUOVvWN//72U180dxGHNCI1TLWdATfXe
jgl.0SatbZooR614taWv3HBpXNN5Xp2
mVpzAYGXEgs583nG894R98k1S3YmP1g
7FmTSWEM1UHNI78Dmgkq34RmUW1oRPW
KhvvoK4u7DSuWlnmPN3V7p/IgFwU43C

policy: provide authentication for users
threat model: adversary has access to the entire stored table

slow_hash(password|salt) password
? 111111
? 123456
? password

Is It feasible for an adversary to make the
same table as before?

to pre-compute the table, even for just the most common
passwords, the adversary would need a separate table for
every possible salt; this is infeasible

to target a specific user — say userl — an adversary could read user1l’s salt
and make a table using that salt. the more common userl’s password, the more

likely it would be revealed, but it’s unlikely an adversary would pre-compute this
table since they would not know the salt ahead of time.

given X, it is easy but slow to compute H(x); given H(x), it is virtually
Impossible to determine x. there are very few such functions, and the
ones that exist are well-known
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updated NIST guidelines for authentication

these are not the only updates, just the ones we’re focused on today

1.Length: Passwords must be at least eight characters long. NIST recommends at least fifteen,
and suggests that up to 64 characters be allowed.

2.Complexity: Password complexity — e.g., requiring certain special characters in every user’s
password — should not be imposed

3.Password updates: Users should not be required to change their passwords periodically, but
should be forced to change if there’s evidence that their password has been compromised.

4.Hints: Systems should not use password “hints” (e.g., “What was the name of your first
pet?”)

5.Throttling: Systems should set limits on how many attempts a user has to enter their
password (NIST recommends no more than 100 attempts)

given what you’ve learned in today’s lecture, what is the
purpose of each of these guidelines?
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username

salt

slow_hash(password|salt)

userl

usere

user’/

users

user9

userlo
userll
userl2
userl3
userls
userls
userleé
userl?7
userls
userlo
usero
user2l
user22
user23
user24
user2s

TUbkbcuPm7jA./IQYZG.80
y70SC2QsrvXTzEZ1DZFdwu
AncYRSB5v3rWiUlnPpA@iu
SK9H4x4Hao0wz4NOTwj20.
j8YyeDX.9GnsT5HU94z7t0
CIqY72CGMBKNQId1CgXY7.
OGtMXrEZExOL5440dvrhbe
RFeT9TVol8cmpQdhgMCV5.
rDAhDK5V6Nn3TUS3ahf2Z9e
nvOYvTO/0czOWS51mbVZSUO
yNL/e3PpBsfBYgwi0@Ai/gu
1zroUlOscwDzgG3GY86pFO
TAkv7nBQ5amY4V.aljezoOu
1J796dTzufUC8ItVIKIyOu
/X.Vk/XhUILbk3XjgyVyfO
hyg8TOJIPDX3dCf92Zkx4Yu
YbaYOSdkAO1IF.driWa6CX0
yaE.gULeQg.K25el1X191Q.
NLtOSA/QP0o2IIbtb7G5610
RFFSWUGGFeX5XNyW8rLToe
YWEgwinWuKrNUFvgzQKUNe
ukqugo0ZWCqIQjH3DwC4xe
SPRFpmFnu5G41APUkVOwWro
KPh8kxp3T2wyfYpap00070
DXTiXzfPrmu3LAFwcMYhm.

rBda9fbnXhUCWi6c9MjlUtQF 1K1I4Sq
tjFcpSrZN6ryOYueyrAtUfFnFaOui2C
hacrgRlfuU44c9XnBckef2fu.ifuB.Ya
wiwk3GjGeMspoqy3VcMghpbk E507HQXS
ViflhwGH1.5H3j0mawzBPdKTiXf5L6.
stk3mDIDaaHONfgf/ePJrkRoK15.Heu
A.7Nalc21Y6I3]6rdJtiIIXVpMvaMga
yVzcpOOjXBoNjcMWHpAXVuUlFgqdM5WOm
Af4wBH1YgLTvxrhBgVGP85IALXRya3C
b4amiFmYcRy@/TFVhttntbrrLPLjFDKu
bbT5sTcmsklsyXVILfVd]/HAIEonbD..
MG5LtQ6m/c4gVxbLalpPIJ403eXFPry
LHP08.0XJIDG1leWWgG87nPvY8/VvNPa2G
pAI7ZRWvVOhXBVW/sttFqulCl/74LTC
zX1P3YgW8d9m1n91Z6GW7 jsbBALNiWi
50h.8uSUrokBggnByYYH/mDEH7my98C
ZKbZQtEh4UNoTf1lWsXs9hZ7wbnnzgC.
E/syZIC.1.zg5.ZTMZwWX/RmkvpipNu
e0OX2p48XcKRXKFY87f56h3W.UEe07Gi
OW94ciFDN5stvqVzYslidt/SNA2pwhS
yatUOVvWN//72U180dxGHNCI1TLWdATfXe
jgl.0SatbZooR614taWv3HBpXNN5Xp2
mVpzAYGXEgs583nG894R98k1S3YmP1g
7FmTSWEM1UHNI78Dmgkq34RmUW1oRPW
KhvvoK4u7DSuWlnmPN3V7p/IgFwU43C

policy: provide authentication for users
threat model: adversary has access to the entire stored table
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hyg8TOJIPDX3dCf92Zkx4Yu
YbaYOSdkAO1IF.driWa6CX0
yaE.gULeQg.K25el1X191Q.
NLtOSA/QP0o2IIbtb7G5610
RFFSWUGGFeX5XNyW8rLToe
YWEgwinWuKrNUFvgzQKUNe
ukqugo0ZWCqIQjH3DwC4xe
SPRFpmFnu5G41APUkVOwWro
KPh8kxp3T2wyfYpap00070
DXTiXzfPrmu3LAFwcMYhm.

rBda9fbnXhUCWi6c9MjlUtQF 1K1I4Sq
tjFcpSrZN6ryOYueyrAtUfFnFaOui2C
hacrgRlfuU44c9XnBckef2fu.ifuB.Ya
wiwk3GjGeMspoqy3VcMghpbk E507HQXS
ViflhwGH1.5H3j0mawzBPdKTiXf5L6.
stk3mDIDaaHONfgf/ePJrkRoK15.Heu
A.7Nalc21Y6I3]6rdJtiIIXVpMvaMga
yVzcpOOjXBoNjcMWHpAXVuUlFgqdM5WOm
Af4wBH1YgLTvxrhBgVGP85IALXRya3C
b4amiFmYcRy@/TFVhttntbrrLPLjFDKu
bbT5sTcmsklsyXVILfVd]/HAIEonbD..
MG5LtQ6m/c4gVxbLalpPIJ403eXFPry
LHP08.0XJIDG1leWWgG87nPvY8/VvNPa2G
pAI7ZRWvVOhXBVW/sttFqulCl/74LTC
zX1P3YgW8d9m1n91Z6GW7 jsbBALNiWi
50h.8uSUrokBggnByYYH/mDEH7my98C
ZKbZQtEh4UNoTf1lWsXs9hZ7wbnnzgC.
E/syZIC.1.zg5.ZTMZwWX/RmkvpipNu
e0OX2p48XcKRXKFY87f56h3W.UEe07Gi
OW94ciFDN5stvqVzYslidt/SNA2pwhS
yatUOVvWN//72U180dxGHNCI1TLWdATfXe
jgl.0SatbZooR614taWv3HBpXNN5Xp2
mVpzAYGXEgs583nG894R98k1S3YmP1g
7FmTSWEM1UHNI78Dmgkq34RmUW1oRPW
KhvvoK4u7DSuWlnmPN3V7p/IgFwU43C

policy: provide authentication for users
threat model: adversary has access to the entire stored table

are there alternatives to passwords?
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MG5LtQ6m/c4gVxbLalpPIJ403eXFPry
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e0OX2p48XcKRXKFY87f56h3W.UEe07Gi
OW94ciFDN5stvqVzYslidt/SNA2pwhS
yatUOVvWN//72U180dxGHNCI1TLWdATfXe
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7FmTSWEM1UHNI78Dmgkq34RmUW1oRPW
KhvvoK4u7DSuWlnmPN3V7p/IgFwU43C

policy: provide authentication for users
threat model: adversary has access to the entire stored table

are there alternatives to passwords?

yes, and they have their own trade-offs
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using passwords to provide authentication takes
some effort. storing salted hashes, incorporating
session cookies and challenge-response
protocols can help mitigate common attacks

passwords provide more general lessons about
security: consider human factors when designing
secure systems, in particular

there are always trade-offs. many proposed
improvements on passwords do add security, but
often add complexity and decrease usability
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