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Goal
Integrity protection of public, read-only data



Motivation I

e Content on the Internet has no guarantee of
authenticity
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Hoax hriefly shaves $2.5 hillion off Emulex’s market cap

By Corey Guce and Scott Ard
mtaft Wiaters, CHMET Mlews. com
Angust 25, 2000, 345 pan. PT

update A falke press release rocked the shares of netinorking equipnment
company Exmlex today, cansing the company’s market value to hriefly phnge by
Faul Foling $2.5 Hllion and creoting onxicty for thousonds of mvestors.

Ernule:: CEQ

Aromnd the same time trading hegan for the day, at 630 am. PT, a press release
parportedly from Ermlex was posted on Internet Wire, a Web-based distmbutor of corporate announe ements
that cherges $275 for the senvice.

According to the release, which contained formats similar to previons Emwlex sunouncernents and bsted an
actual investor relations exscutve as a contact, the company’s chief executdve was resigning and recent
quarterly earngs were being revized from a profit to a loss.
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Motivation II: Untrusted replicas
e No security publishing system supports untrusted
replicas

e Avoid situation where compromise to ANY replica
compromises the WHOLE system (e.g., SSL)



Motivation III: No system is fast enough

1500 1423

1012

New connections/s
=
o
o
o
|

(0]

o

o
I

11
HTTP SSL  SFSRO

0

For comparison, the root DNS servers handle about 4000
connections/sec.



Tree of cryptographic hashes
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All file system structures are named by cryptographic hashes
rather than traditional index numbers.




Architectural Overview
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Applications

e Software distribution (e.g., Redhat mirrors)

o Certificate Authorities (e.g., Verisign)



Conclusions

e Integrity protection of public, read-only data
e Replication on untrusted servers

e Scales well to the number of clients



