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Abstract

We investigate the interconnectedness of generic classical random networks and of scale free

networks generated by preferential attachment. We find a critical average number of links per

node, depending on the network size and type, below which the networks are disconnected, and

above which the shortest path length between any two nodes stays below a certain small value.

For networks of 100 to 1000 nodes, we find a critical link degree of order ten, and a maximal

path length of seven. For fully connected networks, we further study the network diameter and its

robustness under node removal in failure and attack mode. We find that the diameter of scale free

networks is highly sensitive to preferential removal of highly connected nodes, whereas otherwise,

scale free and random networks behave in a similar manner. Finally, we explore the applicability

of these generic networks to real world networks at the example of a small fraction of the World

Wide Web.
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The similarities in structure and function in all cells and microorganisms are suggestive

of some underlying design principle. In general, the underlying principle favors complex

and robust networks that are highly tolerant of errors. For example, gene transcription de-

pends on many chemical, genetic, and electrical interactions. The data available for cellular

networks has benefited considerably from increased understanding of generic properties of

complex networks[1].

Previously, such complex networks were modeled using classical random network theory.

This model, Erdos-Renyi (ER) [2], assumes that the probability that a pair of nodes is

connected is random with probability p. This leads to a statistically homogenous network

in which most nodes have the same number of links, 〈k〉. As a result, the connectivity is

given by a Poisson distribution peaked at 〈k〉. This distribution implies that the probability

of finding a highly connected node decays exponentially when k � 〈k〉, according to the

equation P (k) ≈ exp−k. Real world networks, e.g., metabolic or cellular networks in biology

or the World Wide Web, deviate considerably from these simple random networks[1].

A slightly more sophisticated model, but still far from useful for real world networks, is

the preferentially attached network model known as the Barabasi-Albert (BA) model. This

model differs from the ER model in that it is scale-free. Additionally, BA networks have

extremely heterogeneous link structure with their topology dominated by a small number of

highly out-linked nodes. These properties are believed to be consistent with networks like

the World Wide Web, cellular and social networks for which P (k) ∝ k−γ with γ as a scaling

factor. Figure 1 compares the link structure for an ER and BA network.

The effectiveness of a network depends strongly on the degree of its interconnectedness.

A commonly used measure for the overall interconnectedness of a network is its diameter, d,

defined as the average length of the shortest paths between any two nodes. Smaller diameters

imply that one has to jump through a smaller number of nodes to arrive at any other node

in the network. For example, estimates of the diameter of the World Wide Web have been

given to be around 19 [3]. This is likely inaccurate due to the fractured nature (only a

small number of websites are interconnected) of the World Wide Web, and the insubstantial

crawl sizes of most academic web spiders [4, 5]. In sparsely connected networks, there will

likely be pairs of nodes which are not connected through any number of links. The shortest

path between these nodes diverges, leading to an infinite diameter. In this case, a more

sophisticated definition of the diameter has to be employed in order to provide a meaningful
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measure of the network.

In this Letter, we explore the connectivity of ER and BA networks by first determining a

parameter range in which the network is fully connected in the sense that the shortest path

between any two nodes is finite. In the fully connected regime, we then compute the network

diameter and study its sensitivity to consecutive removal of nodes, following a treatment

introduced by Barabasi et al. [1] Finally, we compare our generic networks with real world

data from the World Wide Web.

We study networks comprised of N=10, 300, and 1000 nodes, and represent their link

structure by an N -by-N matrix L(i, j), each element of which is assigned a value of 1 if

document j links to document i, and zero otherwise. Each node i is associated with an

out-link degree kout, corresponding to the sum of elements in the ith column, and an in-link

degree kin, corresponding to the sum of elements in the ith row. To model networks with

undirected links, we set L(i, j)=L(j, i).

We populate the matrix according to the ER model by choosing the desired average link

degree K, computing the corresponding fraction of non-zero matrix elements α = K/(N−1),

and randomly assigning each element a value of 0 or 1 such that the probability for 1 equals

α. The actual average link degree 〈k〉 of the obtained matrix fluctuates around K. Fig. 2(a)

shows the resulting Poisson distribution of link degrees for an exemplary network of 1000

nodes. While for a given network the in-link and out-link distributions will not be exactly the

same, their probability distributions are. We therefore do not have to distinguish between

kin and kout. In order to populate the matrix for a BA network, we use the method of

preferential attachment: Starting with a 2-by-2 diagonal matrix, we consecutively add new

nodes, and link them to each of the previously existing nodes i with a probability p which

is proportional to the number of in- or out-links that this node already has:

p = β
ki

Σkj

(1)

Herein, β is a factor used to adjust the average degree of links. Note that in this method in-

and out-links are fundamentally different. Unless we make the matrix symmetric to describe

an undirected network, the matrix elements above or below the diagonal will all be zero,

depending on whether we choose to link to or from newly added nodes. The link distribution

for a BA network of 1000 nodes is shown in Fig. 2(a) along with that for the ER network. In

Fig.2(b), the distribution is plotted on a double-logarithmic scale to illustrate the scale-free
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nature of the network.

To study the interconnectivity of the generated networks, we need to compute the number

of degrees of separation, i.e. the shortest path, between any two nodes. We accomplish this

by iteratively following all the links from one node to the next, and keeping track of the first

time we arrive at any one node. Surprisingly, we find that if a connection between two nodes

has not been found after six or seven iterations, it will not be found within the next fifty

iterations either. We conclude that pairs of nodes belonging to fully connected networks

have seven degrees of separation at the maximum.

We analyze the effect of the average link degree on the interconnectedness of ER and

undirected BA networks. The results are shown in Fig. 3(a) for three network sizes and

average link degrees between 1 and 40. The number of iterations plotted on the vertical axis

indicates the step at which all shortest paths have been found. If the number of iterations

is 10, the network is considered not to be fully connected. The critical average link degree,

above which the network is fully connected, lies between 5 and 14 links. It tends to decrease

with increasing network size N and is on average higher for BA than for ER networks. For

fully connected networks, the network diameter is plotted in Fig. 3(b) as a function of

the average link degree. It decreases slightly with increasing number of links per node, as

expected, and increases with the network size. Over almost an order of magnitude in either

the average link degree or the number of nodes, the diameter varies by less then a factor of

2. Further, there is no significant difference between ER and BA networks.

We study the vulnerability of the network diameter to node removal in two different

modes. In failure mode, which models the dysfunction of some network components, ran-

domly picked nodes are removed from the network. In attack mode, highly connected nodes

are preferentially deleted. In our simulation, we implement the attack mode by deleting

nodes in order of decreasing link degree, starting with the highest connected ones. Fig. 4(a)

shows the diameter of a network initially consisting of 1000 nodes as a function of the num-

ber of deleted nodes, which goes up to 100. For ER networks, the diameter increases only

minimally, and only slightly faster in attack mode than in failure mode. For BA networks,

on the other hand, the difference between the to modes is significant. While the failure of

random network nodes causes only a slight increase in the network diameter, very similar

to the ER case, the diameter grows fast if highly connected nodes are targeted. This result

is in agreement with observations published by Barabasi et al. The high sensitivity of BA
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networks to node removal in attack mode can to a large extend be understood in terms of the

average link degree, which decreases fast as nodes contributing a high link degree to the av-

erage are removed (Fig. 4(b)). However, as illustrated in Fig. 49(c), the increase in network

diameter cannot solely be related to the average link degree, but is partly a consequence of

the changing link distribution. For BA networks under attack, the network diameter grows

faster with decreasing average number of links per node than for BA networks subject to

random node failure and for ER networks.

In order to estimate to what extend these generic random graphs can be ap-

plied to real world networks, we analyzed the link structure of the web domains

http://web.mit.edu/physics/ and http://www.physics.harvard.edu/. Ignoring web pages

which have no out-links, we initially find a sub net of N=2179 pages in the MIT physics

domain. Applying our algorithm to compute the network diameter, we find that 55% of the

pairs of web pages are not connected through a finite number of links. Those pages that are

connected are on average 8.1 links apart from each other. The results for Harvard are simi-

lar (although the Harvard physics domain is overall better connected). Here, the number of

web pages found is 1208, the fraction of node pairs which are disconnected from each other

amounts to 28%, and the remaining nodes have on average 6.8 degrees of separation. We

tried to reduce the networks to fully connected sub sets of pages by alternately removing

pages without in-links and pages without out-links. However, this procedure leads to zero

size networks. Apparently, the empirical networks that we used for our study are no where

near full connectivity.

In conclusion, we characterized the connectivity and diameter of small networks (100

to 1000 nodes) and determined the parameter range for full network connectedness, a pre-

requisite for the meaningful definition of a network diameter. We found a critical average

link degree, which separates two distinct regions of network connectivity: For average link

degrees below the critical value, the network is disconnected, meaning that it is not possible

to reach from each node every other one through a finite number of links. Above the criti-

cal value, the shortest path between any two nodes consists of seven links at most; longer

shortest path lengths between nodes are glaringly absent from fully connected networks.

The critical average link degree depends only weakly on the network size and is of the

order of ten links per node for our networks. Above the critical degree, the network diameter

decreases weakly with increasing average link degree, and increases with the network size
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N. In comparing ER and BA network models, which differ in their link degree distributions,

we found similar critical link degrees and diameters as a function of average link degree.

We further studied the sensitivity of network connectivity and diameter to consecutive

removal of nodes. In failure mode, where the nodes to be removed are chosen at random,

the network diameter decreases (eventually leading to the break-down of full connectedness)

as a consequence of decreasing average link degree. The same holds for the ER network in

attack mode, where nodes are removed in order of decreasing link degree. For bidirectional

BA networks, however, the behavior is drastically different: Due to the strong network

inhomogeneity, the average link degree decreases much faster with the number of removed

nodes than for ER networks, but the diameter grows even faster then the average link degree

would suggest. This susceptibility of BA networks to decreasing connectivity under attack

confirms results published by Barbarasi et al.

For BA networks, we had to limit the study of network robustness to bidirectionally

interlinked networks. The more realistic case in which in-links and out-links need to be

distinguished results in either trivially fully connected networks of diameter close to 1,

or disconnected networks of infinite diameter. This suggests that preferential attachment

algorithms employed to generate BA networks do not suffice to describe real-world networks,

in particular the World Wide Web. In fact, our analysis of subdomains of the WWW show

that these networks are by no means fully connected and hence not amenable to a simple

description in terms of a network diameter.
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FIG. 1: Visual illustration of the difference between an ER model network and a BA model network.

a) The ER model network, also known as exponential or random network model, is homogenous

with each node having approximately the same number of links. b) The BA model network is

scale-free and has a heterogenous link structure. The top five most highly connected nodes are

illustrated in red. Green nodes are the red ones nearest neighbor. All others are in black. Figure

reprinted from [3].
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FIG. 2: Link distributions P(k) for networks with N=500 nodes. a) Poisson distribution for ER

network (black squares) and power law distribution for BA network (green circles) b) Power law

distribution for BA network on double logarithmic scale. At high link degrees, the probability falls

linearly with k.
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FIG. 3: Network interconnectivity as a function of the average link degree of the network. a)

The number of iterations needed to compute all pairwise shortest path lengths corresponds to the

maximum degree of separation between any two nodes of the network. 10 iterations indicate a

disconnected network. b) Network diameter.
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FIG. 4: Sensitivity of diameters of ER and BA networks of N=1000 nodes to failure and attack.

textbfa) The diameter of the BA network increases fast as nodes are consecutively removed from

the network. b) The average link degree decreases as nodes are removed. This partly explains the

diameter increase of part a). c) The strong increase in the diameter of the BA network under attack

is not entirely due to the decreasing link degree, but also due to the changing link distribution.
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