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We introduce a variant of the Barabási-Albert (BA) model, where node failure is incorporated
into the graph’s growth process. We investigate error tolerance of the resulting networks based on
three global measures for network efficiency. We find that these quantities in the modified BA model
interpolate between the original BA model and the Erdős–Rényi model.

I. INTRODUCTION

Large number of degrees of freedom can organize them-
selves in an intricate pattern. Whereas the renormaliza-
tion group gives us very good handle on many-particle
systems, the study of networks is still in its infancy. A
general organizing principle is yet to be uncovered. The
development of numerical tools in the last two decades
gives us access to measuring the properties of real net-
works and helps directing the modeling attempts.

A key realization in the field of network science was
that a variety of real networks have power law degree
distributions

P (k) ∝ k−γ , (1.1)

where 2 < γ < 3 for the known examples [1]. Some bio-
logical examples are collected in Table I. This is in con-
trast to Erdős–Rényi (ER) graphs [2], where the degree
distribution is Poisson.

Network γ 〈k〉
S. cerev. protein intereactions 2.4 2.39

Yeast protein interactions 2.89 2.90

E. coli. metabolic 2.8 5.8

Brain function 2.0–2.2 4–13

TABLE I. Biological examples of undirected networks with
power law distribution, adapted from [1, 3, 4].

The first model to naturally realize a power law degree
distribution was proposed by Barabási and Albert [5].
The BA model displays an interplay of growth and pref-
erential attachment and gives γ = 3. Many modifications
of the model are discussed in the literature that result in
graphs closer to real networks [1].

It was proposed [6] that the high degree of error1 tol-
erance of many real complex systems is also captured by
the BA model. Hence the natural question arises: what
are the properties of modified BA networks that include
node failure in the growth process? [7] investigated this
problem and obtained

γ =
3− r
1− r

> 3 , (1.2)

1 We model an error by randomly removing a node from the graph.
We will use ”node failure” for such event.

where 0 ≤ r < 1 is the rate of node failure during growth.
Fig. 1 displays the degree distribution of all models we
will discuss.

Our main interest in this paper is the error tolerance of
networks growing with node failures. After the growth
process has terminated we remove a fraction f of the
nodes as in [6] and examine three quantities numerically:
the change of diameter, the change of the size of the giant
component, and a measure of synchronizability [8]. As
these networks are exposed to errors during their growth
our original hope was to find a special value of r giv-
ing the most error tolerant network. However, our re-
sults indicate that for all properties investigated the BA
model with node failure provides a smooth interpolation
between the BA and ER models. Thus, no special r value
exists. We also find that error tolerance depends on the
function the network performs, hence is not universal.

The plan of the paper is as follows. In section II we
propose the modified BA model, determine its degree
distribution and construct some numerical examples that
are contrasted to BA and ER networks. In section III
we investigate error tolerance numerically: a fraction of
the nodes is removed and we study the properties of the
resulting graphs. In section IV we discuss our results and
provide some future directions.

II. PROPOSED MODEL

A. Description of the model

Realistic networks have node failure during the pro-
cess of their growth. Hence, we modify the BA model
(characterized by the parameter m) with constant node
failure rate r during its evolution. The network building
algorithm is as follows:

1. Start with a complete graph of rank m + 1 as a
seed.

2. At every time step add a new node with m links to
the pre-existing ones. The attachment probability
is preferential: it is proportional to the number of
links a given node had after the previous time step.

3. With probability r choose a node randomly and re-
move it together with the links emanating from it.

4. Repeat from step 1. until the desired number of
nodes is reached.
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B. Degree distribution

We follow [7] in this subsection. Let us define Nk(t) to
be the number of nodes of degree k at time t. The failure

rate of nodes is denoted by 0 ≤ r < 1, and at every time
step a node of degree m is added.

Using the rate equation gives for the change of Nk(t)
we obtain:

Nk(t+ 1)−Nk(t) =
m∑

l lNl(t)
[(k − 1)Nk−1(t)− kNk(t)] + δmk +

r∑
lNl(t)

[−Nk(t) + (k + 1)Nk+1(t)− kNk(t)] .

(2.1)

The first term describes preferential attachment. The
δmk term accounts for the introduction of a new vertex
of degree m. Finally, the terms proportional to r describe
the changes due to node failure: the first is the loss of
degree k vertex, the second comes from a degree (k + 1)
vertex loosing a neighbor and becoming a degree k vertex,
and the third accounts for a degree k vertex losing a
neighbor.

For late times we make the Ansatz:∑
k

Nk(t) = N(t) ≡ (1− r) t (2.2)∑
k

kNk(t) = 2L(t) ≡ 〈k〉 N(t) (2.3)

Nk(t) ≡ N(t)P (k) = (1− r) t P (k) , (2.4)

where N(t) and L(t) are the total number of nodes and
links at time t and we used that on average in every step
the number of nodes increases by (1− r). Note that 〈k〉
also equals the average number of edges removed from
the network upon node removal, therefore at every time
step (m− r 〈k〉) new edges are introduced. This provides
an equation for 〈k〉 which can be solved:

〈k〉 =
2L(t)

N(t)
=

2 [m− r 〈k〉] t
(1− r) t

=⇒ 〈k〉 =
2m

1 + r
. (2.5)

Plugging in the Ansatz into (2.1) we get a recurrence
equation for P (k) that is time independent demonstrat-
ing the consistency of our Ansatz:

δmk = −r (k + 1)P (k + 1) +

[
1 +

(
r +

m

〈k〉

)
k

]
P (k)− m

〈k〉
(k − 1)P (k − 1) . (2.6)

P (k) can then be solved for. We content ourselves with
determining the asymptotic form of the degree distribu-
tion, so we plug into (2.6)

P (k) = N (m, r) k−γ + . . . . (2.7)

Expanding in 1/k we get:

γ =
m+ 〈k〉 (1− r)
m− 〈k〉 r

=
3− r
1− r

> 3 . (2.8)

This method does not allow for the determination of the
prefactor. [7] determines it by solving (2.6) exactly, and
the result is:

N (r) =m 2m
Γ(γ) rm−1(1 + r)γ−m−1

(1− r)γ−1

× 2F1

(
1−m, γ, 2,−1− r

2r

)
.

(2.9)

By plugging in r = 0 one gets back the familiar asymp-
totic results for the BA model:

P (k) = 2m(m+ 1) k−3 + . . . . (2.10)

For r → 1 we get γ →∞, as a high failure rate eliminates
high degree nodes. In the following we heuristically think
about this case as the ER limit.

C. Numerical examples

As customary in the literature we compare graphs with
the same number of nodes and edges. To achieve this we
have to keep 〈k〉 fixed and change r and m according to
(2.5). To stick to the algorithm described in subsection
II A we chose m to be an integer; then r can only take dis-
crete values. We chose a relatively high 〈k〉 = 10 to have
many allowed r (and integer m) values, see Table II.2

We chose networks with N = 6000 nodes and L ≈ 30000
edges and in the following we restrict ourselves to the two
failure rates r = 1/5, 2/5.

We have generated the networks and measured their
degree distribution with Mathematica. The results are

2 E.g. for 〈k〉 = 4 the only allowed value is r = 1/2.
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collected on Fig. 1 and are compared to the theoretical
prediction (2.7).3 4

m 5 6 7 8 9

r 0 1
5

2
5

3
5

4
5

γ 3 7
2

13
3

6 11

TABLE II. Table of allowed r values and γ exponents corre-
sponding to integer m for 〈k〉 = 10.
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(a) Degree distribution for the
BA model.
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(b) Degree distribution for
the modified BA model with

failure rate r = 1/5.
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(c) Degree distribution for
the modified BA model with

failure rate r = 2/5.
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(d) Degree distribution for
the ER model.
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(e) Plot of the analytic form of the degree distirbutions
color coded in the same way as the above plots.

r = 3/5, 4/5 are also included.

FIG. 1. Log-log plots of the degree distributions for the graphs
discussed in the paper. The first four figures contain the de-
gree distributions of the generated networks with N = 6000,
while the last plot compares the analytic forms of the corre-
sponding degree distributions.

3 Actually, the solid lines are the exact degree distributions valid
for k ≥ m [7] and not just their asymptotic form. The formulae
are unenlightening products of hypergeometric functions that we
do not include here.

4 We use the same networks in section III when performing the
error tolerance analysis.

III. TOLERANCE OF FURTHER NODE
FAILURE

Having gone through the basics on the BA model with
failure we turn our attention to its error tolerance. After
the evolution of a network has terminated, we remove a
fraction f of its nodes in a random way and calculate
the quantities of interest.5 We will use three different
measures that capture the functionality of a network in
different ways.6

1. The diameter of the giant component is defined
by the longest among the shortest paths between
any two nodes in the giant component of the net-
work. We investigate the change of d(f), where
d(f) is the diameter of the network after node re-
moval. The diameter describes network efficiency,
as longer distances between nodes make their in-
teractions or communication harder, effectively de-
coupling them.

2. The size of the giant component G(f) divided
by the number of nodes in the network N(f) =
6000(1 − f) provides a good measure of how con-
nected the network remains upon node removal. It
is intuitively clear that a network that falls apart is
not functional any more. If the network stays con-
nected throughout, we should see G(f)/N(f) = 1.

3. An interesting quantity characterizing the synchro-
nizability of the network is the ratio θmax/θ1 [8],
where θi are the eigenvalues of the Laplacian of the
graph.7 θmax is the biggest and θ1 is the smallest
nonzero eigenvalue. In the model of [8] identical
oscillators are placed at every node and the neigh-
boring nodes are coupled to each other by the same
(adjustable) coupling. The stability of the synchro-
nized state is investigated, and it is found that only
when

θmax
θ1

< β (3.1)

can the system be synchronized by tuning the cou-
pling strength. β is a constant that only depends
on the type of oscillator used and hence is indepen-
dent of the network. This establishes θmax/θ1 as a
measure of synchronizability.

We observe from Fig. 2 that the BA model with node
failure rate r gives results which interpolate between

5 Other rules for node removal include removing the most highly
connected f fraction of nodes. This rule was coined attack in [6].
We will not consider such possibilities here, as they do not seem
to be of much relevance in the biological context.

6 In [6] to measure the resilience of the network the average path
length and the size of the giant component were used.

7 The Laplacian (Kirchoff matrix) of the graph is the adjacency
matrix with the degree of the nodes in the diagonal.
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(a) The diameter of the giant component normalized by the
initial diameter as a function of f .
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(b) The number of nodes in the giant component divided by
the number of nodes in the network N(f) = 6000(1− f) as a

function of f .
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(c) The parameter θmax/θ1 measuring synchronizability as a
function of f .

FIG. 2. Three quantities characterizing the functionality of the network that remains after a fraction f of its nodes have
been removed. We averaged over 5 removal processes for the same starting network. We use the same color coding as for
the degree distributions in Fig. 1.

those of the BA model (r → 0) and the ER model
(r → 1). For all three quantities the BA (ER) model pro-
duces the smoothest (most spikey) behavior and the high-
est (lowest) fc value above which both d(f) and θmax/θ1
suddenly drop. However, it is also true, that for f � 1
which we expect to be the most relevant regime, the BA
(ER) model gives the biggest (smallest) change.

For moderate f we see that for smaller r we have
smaller diameter, practically the whole graph stay con-
nected for any r, and for smaller r the network is harder
to synchronize.

From the above discussion we see that the definition of
error tolerance is subtle; it seems that it depends on the
details of the application which of the above quantities
(or others not discussed in this paper) one is interested
in. We conclude that the error tolerance properties of
the BA model with node failure rate r smoothly interpo-
lates between those of the BA and ER models. Whether
the BA or ER models are more error tolerant depends
on further details. Because our models have γ > 3 we

do not expect them to describe the biological networks
discussed in the Introduction. However, a similar con-
struction, node failure during growth, could be applied
to more realistic models and the error tolerance analysis
performed in this section would go through.

IV. CONCLUSIONS

In this paper we analyzed the error tolerance properties
of a family of random network models that is a modifi-
cation of the BA model by including node failure during
the growth process. The family is parametrized by the
failure rate r and the properties investigated here inter-
polate between those of BA and ER graphs as a function
of r.

We tried to capture error tolerance with three very
different quantities: the change of diameter, the change
of the size of the giant component, and a measure of
synchronizability measured as a function of f . From all
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these quantities we found that the BA networks change
the most smoothly as a function of the fraction of the
nodes removed, implying that their structure changes the
least in some sense. However, whether the BA or ER
models are more error tolerant depends on further details.

There are various natural continuations of the work
presented. We have not investigated whether the be-
haviors we found are sensitive to the degree distribution
alone, or if they represents some additional property not
contained in P (k). Such questions can be investigated
by degree preserving randomization of the network and

redoing the analysis on the resulting graph. There are
other quantities that could characterize the efficiency of
the network. These could highlight properties of our net-
works that remained hidden in our analysis. We leave
these questions for future work.
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