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1 R/3 Authorization
1.1 Standard Profile

· All individuals with systems access at MIT (i.e. > 20,000) are assigned the “standard” profile in SAP.  This profile includes the role Z_MIT_ESS_TEM_USER_ACCESS which provides access to a large number of objects, esp. in the EHS and HR modules, required as a prerequisite for EHS web access.  (Note that the role was developed originally for Training and Events registration, hence the name.  EHS piggy-backed on the TEM developed role.)
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Figure 1‑1
1.2 Repair Order – IW31 and IW32

Users who create a repair order must have access to IW31 (Create), IW32 (Change), and IW33 (Display) a repair order.  When using these transactions; under certain circumstances (data entry), an Incident Accident Log (IAL) of type Z06 is created.

Any user that has authorizations to IW31, IW32, and IW33 (or similar) must have authorization to create, change, display an IAL of type Z06.
1.3 R/3 Authorization Objects in Use

1.3.1 Objects
	Z_EHS_INS
	EHS – Access to the inspections of a particular DLC

	Z_EHS_RSET
	EHS – Access to the room sets of a particular DLC

	Z_EHS_TRN
	EHS – Access to the training data of a particular DLC


All R/3 Authorization Objects use ZDLC_CODE as a parameter

In the production environment, a feed from the roles database sets the appropriate settings on Z_EHS_INS and Z_EHS_RSET.  On the dev and test environments, the roles feed is not available.  The settings on Z_EHS_INS and Z_EHS_RSET should be synchronized in the dev and test environment.

1.3.2 Parameters

All 
1.4 Web Authorizations

· Web access at the DLC level or above is controlled by R/3 authorization objects maintained usually through ROLES DB.  

· For PI Space the object is Z_EHS_RSET with values for activity and ZDCL_CODE.  The object is usually stored in profile Z#EH:M_ALL_R when coming from ROLES but can be found in other profiles when manually assigned by Basis.  Example:
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Figure 1‑2
· For Inspections the object is Z_EHS_INS with values for activity and ZDCL_CODE.  The object is usually stored in profile Z#EH:M_ALL_I when coming from ROLES but can be found in other profiles when manually assigned by Basis.  Example:
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Figure 1‑3
· Web access to objects below the DLC level, e.g. roomset or room, is provided implicitly when an individual is assigned a role in PI space.  No authorization assignment is made in ROLES DB or R/3.

· The assignment of a person to a “role” is stored in the HR relationship table (HRP1001) for PI Space Registration or in the EHS person-role table (CCIHT_IP).

· The web transactions, screens, and fields permitted to each role are stored in z-tables (ZZZ_EHS_ACCESS, ZZZ_EHS_TCODE, ZZZ_EHS_FGROUP, ZZZ_EHS_SCREEN) and provided via custom R/3 function modules to the web layer where the authorization checks are applied.

1.5 R/3 EHS Transactions

· The EHS transactions in R/3 are controlled by a few main roles, as follows.
	Z_EHS_OFFICE_ADMINISTRATOR
	EHS Office Administrator Tasks Done Directly in R/3 GUI
	PI Space and Inspections

	Z_EHS_OFFICE_INCIDENT
	EHS Incident Maintain / View Access Only, for the EHS Office
	Inspections and Accidents

	Z_EHS_OFFICE_INJURY
	EHS Office Injury Report Access
	Injuries

	Z_EHS_CONFIG_DEV_ONGOING
	EHS Configuration / Dev Tasks Done in R/3 Ongoing
	Admin Comp EHS team ongoing (Note that multiple versions of this role have proliferated)

	Z_EHS_CONFIG_DEV_ONGOING_IMPL 


	
	

	Z_EHS_CONFIG_DEV_INITIAL
	EHS Configuration / Dev Tasks Done in R/3 for Initial Set-up
	Admin Comp EHS team for initial go-live (Note that multiple versions of this role have proliferated)

	Z_EHS_CONFIG_DEV_INITIAL_IMPL 
	
	

	Z_EHS_ALL_RSET_DISPLAY 
	EHS Access to DISPLAY all Room Sets    


	

	Z_MIT_EH&S_Z_EHS_RSET_ALL     
	EHS Full access on Customer Object Z_EHS_RSET                                   
	

	Z_MIT_EH&S_Z_EHS_RSET_ALL_DISP
	EHS Full access on Customer Object Z_EHS_RSET                                   
	

	Z_EHS_OFFICE_WORKERS_COMP
	EHS Office Workers Compensation Administration Access
	Future functionality (unlikely to be used in near future).


· Z_EHS_ALL_QUESTIONAIRES_MAINT - EHS Access to MAINTAIN ALL EHS Questionnaires
· Additional Roles

· Details of the authorizations provided for each role can be viewed via transaction SU01, and are also documented under the EHS Authorizations folder (see the latest auth matrix files).

2 Simplified SAPweb Authorization Concept (1.5)
2.1 Authorization Concept Summary
Note:  When DLC EHS Coordinator and DLC EHS Lead Contact are assigned as roles at the room set level – the user with these roles has the related authorization at the room set level down (to the room level).

See special notes section after table for exceptions.

Table 2.1:  Summary of Web Authorizations by Role (all limited by Org Mgmt Relationship)
	Role / Relationship
	Role / Relationship Description
	Room Set Create 

(201)
	Room Set Edit

(202)
	S&H

Roomset

Add / Reassign Room
(203)
	S&H

Room Information
(301)
	S&H

Contacts

(304)
	S&H

Contacts

Suppressed Phone #s 

(305)
	S&H

Hazards

(302)
	S&H

DIP Status

(303)
	 SARA

(204)

	EDC
	DLC EHS Coordinator (EDC)
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD

	EDL
	DLC EHS Office Lead Contact (EDL)
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD

	ESP
	RS PI/Supervisor (ESP)
	None
	None
	None
	CEVD
	CEVD
	V
	CEVD
	V
	CEVD

	ESR
	RS Default Rep (ESR)
	None
	None
	None
	CEVD
	CEVD
	V
	CEVD
	V
	CEVD

	ESA
	RS Sara Reporter

(ESA)
	None
	None
	V
	V
	V
	None
	V
	V
	CEVD

	ERP
	RM Secondary  PI/Supervisor (ERP)
	None
	None
	V
	V
	V
	V
	V
	V
	V

	ERR
	RM Rep

(ERR)
	None
	None
	None
	CEVD
	CEVD
	V
	CEVD
	V
	CEVD

	ERC 
	RM Emergency Contact (ERC)
	None
	None
	None
	None
	None
	None
	None
	None
	None

	EDE
	DLC EHS Emergency Preparedness Coordinator
	
	
	
	
	
	
	
	
	

	EDH
	DLC EHS Department Head
	
	
	
	
	
	
	
	
	

	EDI
	DLC Injury Notification
	Not Currently In Use

	EDM
	DLC EHS Committee Member
	
	
	
	
	
	
	
	
	

	EDO
	DLC EHS Committee Co-Chair
	
	
	
	
	
	
	
	
	

	EDP
	EHS PI RA Response Required
	
	
	
	
	
	
	
	
	

	EDR
	DLC EHS Committee Chair
	
	
	
	
	
	
	
	
	

	EDT
	DLCEHS Committee Chair
	
	
	
	
	
	
	
	
	

	EEF
	EHSO Full Year SARA Access
	
	
	
	
	
	
	
	
	

	EEO
	EHSO OSHA Records Keeper
	
	
	
	
	
	
	
	
	

	EES
	EHSO Safety Officer
	
	
	
	
	
	
	
	
	

	EEW
	EHSO Workers Compensation Administration
	Configured - But Not Expected To Be Used In The Near Future

	EPA
	TNA Affiliate (Active)
	
	
	
	
	
	
	
	
	

	EPD
	TNA DLC Reconciler
	
	
	
	
	
	
	
	
	

	EPI
	TNA Affiliate (Inactive)
	
	
	
	
	
	
	
	
	

	EPN
	TNA Affiliate (New)
	
	
	
	
	
	
	
	
	

	EPP
	TNA PI / Supervisor
	
	
	
	
	
	
	
	
	

	EPT
	TNA Reconciler
	
	
	
	
	
	
	
	
	

	EPV
	TNA Affiliate (Invalid)
	
	
	
	
	
	
	
	
	

	ESS
	RS TNA Secondary PI  / Supervisor
	
	
	
	
	
	
	
	
	

	ZCA
	EHS IAL Person Involved (Inspection Assignee)
	
	
	
	
	
	
	
	
	


Note: Individuals with multiple roles / relationships should receive the highest access granted by any individual role / relationship.

Table 2.2 EHS Web Authorization Codes
	Implied Access Code
	Blueprint Code
	Text

	Z01
	CEVD
	Create, Edit, View, Delete

	Z03
	V
	View

	 
	None
	No access

	Role / Relationship
	Role / Relationship Description
	DLC

All PI Work Areas
	DLC

Assigned PI Work Areas
	
	
	
	
	
	
	

	EDC
	DLC EHS Coordinator (EDC)
	CEVD
	CEVD
	
	
	
	
	
	
	

	EDL
	DLC EHS Office Lead Contact (EDL)
	CEVD
	CEVD
	
	
	
	
	
	
	

	EPA
	TNA Affiliate (Active)
	None
	None
	
	
	
	
	
	
	

	EPD
	TNA DLC Reconciler
	CEVD
	CEVD
	
	
	
	
	
	
	

	EPI
	TNA Affiliate (Inactive)
	None
	None
	
	
	
	
	
	
	

	EPN
	TNA Affiliate (New)
	None
	None
	
	
	
	
	
	
	

	EPP
	TNA PI / Supervisor
	
	
	
	
	
	
	
	
	

	EPT
	TNA Reconciler
	None
	CVED
	
	
	
	
	
	
	

	EPV
	TNA Affiliate (Invalid)
	None
	None
	
	
	
	
	
	
	

	ESS
	RS TNA Secondary PI  / Supervisor
	
	
	
	
	
	
	
	
	


	Role / Relationship
	Role / Relationship Description
	Create and Complete Inspections
	View Assigned Findings


	View Assigned Findings

(Email Link)
	View Assigned Findings

(Restriction & Restriction Detail)
	View Assigned Findings

(Effectiveness Rating)
	View Assinged Findings

(Coordinator’s Notes)

	EDC
	DLC EHS Coordinator (EDC)
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD

	EDL
	DLC EHS Office Lead Contact (EDL)
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD
	CEVD

	ESP
	RS PI/Supervisor (ESP)
	CEVD
(Responsible Roomset Only)
	CEVD
(Assigned Only)
	CEVD

(Assigned Only)
	None
	V – View
	None

	ESR
	RS Default Rep (ESR)
	CEVD

(Responsible Roomset Only)
	CEVD

(Assigned Only)
	CEVD

(Assigned Only)
	None
	V – View
	None

	-
	Assigned as an individual with no role
	None
	CEVD

(Assigned Only)
	CEVD

(Assigned Only)
	None
	V – View
	None


*Recommended findings will not be visible if the DLC Setting for required response is not set for the DLC involved.

2.2 Special Notes

2.2.1 SARA Authorizations
For SARA authorizations, there is an HR relationship – EEF EHSO Full Year SARA Access that overrides the SARA Access Period (SAP Date) and gives the user access to the SARA application.  When the SARA application is outside of the SARA Access Period (SAP Date), users are only allowed display only access to the SARA Application – irrespective of their current PI Space Registration authorizations.  The access the user receives to the SARA application by having the EEF HR relationship is still dependent on their current PI Space Registration authorizations.  The EEF HR relationship only bypasses the restriction set by the SARA Access Period (SAP Date).

	
	Without EEF Relationship
	With EEF Relationship

	Inside SARA Access Period
	PI Space Registration authorizations take effect
	PI Space Registration authorizations take effect

	Outside Sara Access Period
	PI Space Registration authorizations – persons having access to the SARA application, now have display only access – regardless of what their PI Space Registration authorizations indicate
	PI Space Registration authorizations take effect


2.3 Configuration Table Entries

Table 2.3 ZZZ_EHS_TCODE (EHS Web Transactions)
	EHS Web Transaction
	Description

	ZEHS_INS
	

	ZEHS_INS_MTN
	

	ZEHS_PI_EDITRS
	Edit Roomset

	ZEHS_PI_ROOMS
	Maintain Space and Hazards

	ZEHS_PI_RS
	Create Roomset

	ZEHS_PI_SARA
	Maintain SARA Chemicals


2.4 ZZZ_EHS_SCREEN (EHS Web Screens)
	EHS Web Transaction
	Screen
	EHSW Work Area Type
	EHS IAL Type
	Description

	ZEHS_INS
	INS_ASSIGNED_FINDINGS
	
	Z01
	

	ZEHS_INS
	INS_DLC_ADMIN
	DL
	
	

	ZEHS_INS
	INS_INSPECTION_BUILDER
	RS
	
	

	ZEHS_INS
	INS_INSPECTION_CREATE
	RS
	
	

	ZEHS_INS
	INS_INSPECTION_FORM
	RS
	
	

	ZEHS_INS
	INS_INSPECTION_LIST
	DL,RS
	
	

	ZEHS_INS
	INS_PERSON_SEARCH
	
	
	

	ZEHS_INS
	INS_PI_LETTER
	RS
	
	

	ZEHS_INS
	INS_PI_REPORT
	RS
	
	

	ZEHS_INS
	INS_PI_RESPONSE
	RS
	Z04,Z05
	

	ZEHS_INS
	INS_WORKSHEET_BUILDER
	RS
	
	

	ZEHS_INS_MTN
	YOUR_DLCS
	DL
	
	

	ZEHS_INS_MTN
	YOUR_ROOMSETS
	RS
	
	

	ZEHS_PI_EDITRS
	*
	
	
	Find Roomsets

	ZEHS_PI_EDITRS
	DLC_SEARCH_HELP
	DL
	
	

	ZEHS_PI_EDITRS
	EDIT_RS
	RS
	
	

	ZEHS_PI_EDITRS
	PS_PERSON_SEARCH_HELP
	RS
	
	

	ZEHS_PI_EDITRS
	YOUR_DLCS
	DL
	
	

	ZEHS_PI_EDITRS
	YOUR_ROOMSETS
	RS
	
	

	ZEHS_PI_ROOMS
	EDIT_ROOMSETS
	RS,RM
	
	Overview of a roomset with its rooms.  Can add a room or view room info.

	ZEHS_PI_ROOMS
	EDIT_ROOM
	RM
	
	Overview of a room with its status, contacts, and hazards.  Can add contacts.

	ZEHS_PI_ROOMS
	EDIT_CONTACT
	RM
	
	Overview of contact information for a room.  Can print a green card

	ZEHS_PI_ROOMS
	ADD_ROOM
	RS
	
	

	ZEHS_PI_ROOMS
	EC_PERSON_SEARCH_HELP
	RM
	
	

	ZEHS_PI_ROOMS
	MOVE_ROOM
	RM
	
	

	ZEHS_PI_ROOMS
	PRINT_GREEN_CARD
	RM
	
	

	ZEHS_PI_ROOMS
	ROOM_HAZARD_SEARCH_HELP
	RM
	
	

	ZEHS_PI_ROOMS
	ROOM_SEARCH_HELP
	RM
	
	

	ZEHS_PI_ROOMS
	YOUR_DLCS
	DL
	
	

	ZEHS_PI_ROOMS
	YOUR_ROOMSETS
	RS
	
	

	ZEHS_PI_RS
	*
	
	
	Create a room set

	ZEHS_PI_RS
	CREATE_RS
	DL
	
	

	ZEHS_PI_RS
	DLC_SEARCH_HELP
	DL
	
	

	ZEHS_PI_RS
	RS_PERSON_SEARCH_HELP
	RS
	
	

	ZEHS_PI_SARA
	*
	
	
	Add chemicals, maintain quantities, remove chemicals

	ZEHS_PI_SARA
	SARA_EDIT_DATA
	RS
	
	

	ZEHS_PI_SARA
	SARA_ROOMSETS
	RS
	
	

	ZEHS_PI_SARA
	YOUR_SARA_DLCS
	DL
	
	


2.5 ZZZ_EHS_FGROUP  (EHS Web Screen Field Groups)
	Counter
	EHS Web Transaction
	Screen
	Field Group / Value
	EHSW_OTYPE_STR
	Description

	001
	ZEHS_PI_ROOMS
	YOUR_DLCS
	ANY
	
	(???)

	101
	ZEHS_PI_ROOMS
	YOUR_ROOMSETS
	ANY
	
	(???)

	201
	ZEHS_PI_RS
	*
	*
	
	

	202
	ZEHS_PI_EDITRS
	*
	*
	
	(entire EDIT ROOMSET transaction)

	203
	ZEHS_PI_ROOMS
	EDIT_ROOMSETS
	ADD_RM_BTN
	
	Button for Add a Room

	301
	ZEHS_PI_ROOMS
	EDIT_ROOM
	RM_INFO_FG
	
	Other information on RM_INFO screen

	302
	ZEHS_PI_ROOMS
	EDIT_ROOM
	HZRD_SAFETY
	
	Hazards and Safety Equipment

	303
	ZEHS_PI_ROOMS
	EDIT_ROOM
	DIP_STATUS
	
	Status value decommission-in-process

	305
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	SPRS_PHONE
	
	Suppressed home phone number

	304
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	EDIT_CNCT_FG
	
	 Other information on RM_CONTCT screen

	204
	ZEHS_PI_SARA
	*
	*
	
	(entire SARA transaction)


2.6 ZZZ_EHS_ACCESS (EHS Access Control)
	Relationship or Auth
	Relationship
	Counter
	EHS Web 

Transaction
	Screen
	Field Group / (Value)
	EHS FG Access String
	Implied Access Code *

	REL
	EDC
	201
	ZEHS_PI_RS
	*
	*
	01, 02, 03, 04
	Z01

	REL
	EDC
	202
	ZEHS_PI_EDITRS
	*
	*
	01, 02, 03, 04
	Z01

	REL
	EDC
	203
	ZEHS_PI_ROOMS
	EDIT_ROOMSETS
	ADD_RM_BTN
	01, 02, 03, 04
	Z01

	REL
	EDC
	301
	ZEHS_PI_ROOMS
	EDIT_ROOM
	RM_INFO_FG
	01, 02, 03, 04
	Z01

	REL
	EDC
	302
	ZEHS_PI_ROOMS
	EDIT_ROOM
	HZRD_SAFETY
	01, 02, 03, 04
	Z01

	REL
	EDC
	303
	ZEHS_PI_ROOMS
	EDIT_ROOM
	DIP_STATUS
	01, 02, 03, 04
	Z01

	REL
	EDC
	304
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	EDIT_CNCT_FG
	01, 02, 03, 04
	Z01

	REL
	EDC
	305
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	SPRS_PHONE
	01, 02, 03, 04
	Z01

	REL
	EDC
	204
	ZEHS_PI_SARA
	*
	*
	01, 02, 03, 04
	Z01

	REL
	EDL
	201
	ZEHS_PI_RS
	*
	*
	01, 02, 03, 04
	Z01

	REL
	EDL
	202
	ZEHS_PI_EDITRS
	*
	*
	01, 02, 03, 04
	Z01

	REL
	EDL
	203
	ZEHS_PI_ROOMS
	EDIT_ROOMSETS
	ADD_RM_BTN
	01, 02, 03, 04
	Z01

	REL
	EDL
	301
	ZEHS_PI_ROOMS
	EDIT_ROOM
	RM_INFO_FG
	01, 02, 03, 04
	Z01

	REL
	EDL
	302
	ZEHS_PI_ROOMS
	EDIT_ROOM
	HZRD_SAFETY
	01, 02, 03, 04
	Z01

	REL
	EDL
	303
	ZEHS_PI_ROOMS
	EDIT_ROOM
	DIP_STATUS
	01, 02, 03, 04
	Z01

	REL
	EDL
	304
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	RM_CONTCT_FG
	01, 02, 03, 04
	Z01

	REL
	EDL
	305
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	SPRS_PHONE
	01, 02, 03, 04
	Z01

	REL
	EDL
	204
	ZEHS_PI_SARA
	*
	*
	01, 02, 03, 04
	Z01

	REL
	ESP
	201
	ZEHS_PI_RS
	*
	*
	
	 

	REL
	ESP
	202
	ZEHS_PI_EDITRS
	*
	*
	
	 

	REL
	ESP
	203
	ZEHS_PI_ROOMS
	EDIT_ROOMSETS
	ADD_RM_BTN
	01, 02, 03, 04
	Z01

	REL
	ESP
	301
	ZEHS_PI_ROOMS
	EDIT_ROOM
	RM_INFO_FG
	01, 02, 03, 04
	Z01

	REL
	ESP
	302
	ZEHS_PI_ROOMS
	EDIT_ROOM
	HZRD_SAFETY
	01, 02, 03, 04
	Z01

	REL
	ESP
	303
	ZEHS_PI_ROOMS
	EDIT_ROOM
	DIP_STATUS
	03
	Z03

	REL
	ESP
	304
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	RM_CONTCT_FG
	01, 02, 03, 04
	Z01

	REL
	ESP
	305
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	SPRS_PHONE
	03
	Z03

	REL
	ESP
	204
	ZEHS_PI_SARA
	*
	*
	01, 02, 03, 04
	Z01

	REL
	ESR
	201
	ZEHS_PI_RS
	*
	*
	
	 

	REL
	ESR
	202
	ZEHS_PI_EDITRS
	*
	*
	
	 

	REL
	ESR
	203
	ZEHS_PI_ROOMS
	EDIT_ROOMSETS
	ADD_RM_BTN
	01, 02, 03, 04
	Z01

	REL
	ESR
	301
	ZEHS_PI_ROOMS
	EDIT_ROOM
	RM_INFO_FG
	01, 02, 03, 04
	Z01

	REL
	ESR
	302
	ZEHS_PI_ROOMS
	EDIT_ROOM
	HZRD_SAFETY
	01, 02, 03, 04
	Z01

	REL
	ESR
	303
	ZEHS_PI_ROOMS
	EDIT_ROOM
	DIP_STATUS
	03
	Z03

	REL
	ESR
	304
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	RM_CONTCT_FG
	01, 02, 03, 04
	Z01

	REL
	ESR
	305
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	SPRS_PHONE
	03
	Z03

	REL
	ESR
	204
	ZEHS_PI_SARA
	*
	*
	01, 02, 03, 04
	Z01

	REL
	ESA
	201
	ZEHS_PI_RS
	*
	*
	
	 

	REL
	ESA
	202
	ZEHS_PI_EDITRS
	*
	*
	
	 

	REL
	ESA
	203
	ZEHS_PI_ROOMS
	EDIT_ROOMSETS
	ADD_RM_BTN
	03
	Z03

	REL
	ESA
	301
	ZEHS_PI_ROOMS
	EDIT_ROOM
	RM_INFO_FG
	03
	Z03

	REL
	ESA
	302
	ZEHS_PI_ROOMS
	EDIT_ROOM
	HZRD_SAFETY
	03
	Z03

	REL
	ESA
	303
	ZEHS_PI_ROOMS
	EDIT_ROOM
	DIP_STATUS
	03
	Z03

	REL
	ESA
	304
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	RM_CONTCT_FG
	03
	Z03

	REL
	ESA
	305
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	SPRS_PHONE
	
	 

	REL
	ESA
	204
	ZEHS_PI_SARA
	*
	*
	01, 02, 03, 04
	Z01

	REL
	ERP
	201
	ZEHS_PI_RS
	*
	*
	
	 

	REL
	ERP
	202
	ZEHS_PI_EDITRS
	*
	*
	
	 

	REL
	ERP
	203
	ZEHS_PI_ROOMS
	EDIT_ROOMSETS
	ADD_RM_BTN
	03
	Z03

	REL
	ERP
	301
	ZEHS_PI_ROOMS
	EDIT_ROOM
	RM_INFO_FG
	03
	Z03

	REL
	ERP
	302
	ZEHS_PI_ROOMS
	EDIT_ROOM
	HZRD_SAFETY
	03
	Z03

	REL
	ERP
	303
	ZEHS_PI_ROOMS
	EDIT_ROOM
	DIP_STATUS
	03
	Z03

	REL
	ERP
	304
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	RM_CONTCT_FG
	03
	Z03

	REL
	ERP
	305
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	SPRS_PHONE
	03
	Z03

	REL
	ERP
	204
	ZEHS_PI_SARA
	*
	*
	03
	Z03

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	REL
	ERR
	201
	ZEHS_PI_RS
	*
	*
	(none)
	 

	REL
	ERR
	202
	ZEHS_PI_EDITRS
	*
	*
	(none)
	 

	REL
	ERR
	203
	ZEHS_PI_ROOMS
	EDIT_ROOMSETS
	ADD_RM_BTN
	01, 02, 03, 06, 07
	Z01

	REL
	ERR
	204
	ZEHS_PI_SARA
	*
	*
	01, 02, 03, 06, 07
	Z01

	REL
	ERR
	205
	ZEHS_PI_ROOMS
	EDIT_ROOMSETS
	ENTRY
	03
	Z03

	REL
	ERR
	301
	ZEHS_PI_ROOMS
	EDIT_ROOM
	RM_INFO_FG
	01, 02, 03, 06, 07
	Z01

	REL
	ERR
	302
	ZEHS_PI_ROOMS
	EDIT_ROOM
	HZRD_SAFETY
	01, 02, 03, 06, 07
	Z01

	REL
	ERR
	303
	ZEHS_PI_ROOMS
	EDIT_ROOM
	DIP_STATUS
	03
	Z03

	REL
	ERR
	304
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	EDIT_CNCT_FG
	01, 02, 03, 06, 07
	Z01

	REL
	ERR
	305
	ZEHS_PI_ROOMS
	EDIT_CONTACT
	SPRS_PHONE
	03
	Z03

	REL
	EDE
	
	
	
	
	
	

	REL
	EDH
	
	
	
	
	
	

	REL
	EDI
	
	
	
	
	
	

	REL
	EDM
	
	
	
	
	
	

	REL
	EDO
	
	
	
	
	
	

	REL
	EDP
	
	
	
	
	
	

	REL
	EDR
	
	
	
	
	
	

	REL
	EDT
	
	
	
	
	
	

	REL
	EEO
	
	
	
	
	
	

	REL
	EES
	
	
	
	
	
	

	REL
	EEW
	
	
	
	
	
	

	REL
	EPA
	
	
	
	
	
	

	REL
	EPD
	
	
	
	
	
	

	REL
	EPI
	
	
	
	
	
	

	REL
	EPN
	
	
	
	
	
	

	REL
	EPN
	
	
	
	
	
	

	REL
	EPP
	
	
	
	
	
	

	REL
	EPT
	
	
	
	
	
	

	REL
	EPV
	
	
	
	
	
	

	REL
	ERC
	
	
	
	
	
	

	REL
	ERP
	
	
	
	
	
	

	REL
	ERR
	
	
	
	
	
	

	REL
	ESA
	
	
	
	
	
	

	REL
	ESP
	
	
	
	
	
	

	REL
	ESS
	
	
	
	
	
	


* Field not in table.  Expected result from function module.

Notes:

· [need note re suppressed phones: home from HR v Emergency from EHS / Greencard selection – 

· Suppress on HR record for either all contact info or for phone should suppress (“on file”) for those NOT authorized to view.  (At present this would only apply to SARA reporter; all other roles have view auth.)

· Suppress on the latter will NOT prevent display on room overview screen, only on the greencard printout.

3 PI Space Registration

4 Inspections Authorizations Summary

	
	Web:  Create and Complete Inspection
	Web:  View Assigned Findings
	Email:  Link within the email text
	

	Accessible via DLC Level Role
	Yes All Findings
	Yes Assigned Findings
	Yes Assigned Findings
	

	Accessible via Roomset level roles
	Yes (if you have a roomset level role for the roomset inspected)
	Yes Assigned Findings

Coorected Findings (Always)

Recommended Findings (when DLC Settings requires electronic response)
	Yes Assigned Findings
	

	
	
	
	
	


5 Training Reconciliation

6 EHS Data Authorizations in the Data Warehouse

There will be the following authorizations that apply to EHS PI Space Registration Data:

1.  View “master data”, i.e., lists of rooms, room sets, hazards, EHS functions.

2. View all room and room set data, including hazards, SARA substances, and contacts excluding suppressed emergency numbers.

3.  View all room and room set data, including hazards, SARA substances, and contacts including suppressed emergency numbers.

All people with any access to room or room set information will also be able to see EHS PI Space master data (1).

All DLC-level authorizations will be granted in Roles.  People who have an authorization to view EHS PI Space Registration data on a DLC level can see all room set, rooms, hazards, etc. that belong to this DLC.  A program will run on the Data Warehouse server that will bring the access down to the room level.

There will be separate roles defined in the Roles database for (2) and (3).

In the future, all authorizations granted on the Room set or Room level will also come into the Data Warehouse from the Roles database.  In the meantime, the Data Warehouse staff will write programs creating authorizations of type (3) for people based on EHS functions as found in HRP1001, following the rules below:

Room set Level Functions

· PI/Supervisor
(ESP) -- can view all data for rooms in his/her room sets, including hazards, SARA chemicals, and contacts with all emergency numbers (3).

· Default EHS Rep (ESR) -- can view all data for rooms in his/her room sets, including hazards, SARA chemicals, and contacts with all emergency numbers (3).

· SARA Reporter (ESA) -- can view all data for rooms in his/her room sets, including hazards, SARA chemicals and contacts with non-suppressed emergency numbers (2).

Room Level Functions

· EHS Emergency Contact (ERC) – no authorizations are implied in this role.

· Secondary PI/Supervisor (ERP) – can view all data for his/her rooms, including hazards, SARA chemicals, and contacts with all emergency numbers (3). 

· EHS Rep (ERR) – can view all data for all rooms in the whole room set to whose room(s) he/she is assigned, including hazards, SARA chemicals, and contacts with all emergency numbers (3).
