Undercover police, technology
and the emerging Surveillance
Soclety

The greatest problem of any country is to
deal with its enemies without becoming. its
enemies. E.L. Doctorow

Gary T. Marx

Professor Emeritus MIT, garymarx:inet



1 ALWAYS WONDER HOW L ALWAYS
THEY GET ALL THOSE CLOWNS THAT'S THE WONCER,
INTO ONE UTTLE CAR, DIFFERENCE
BETWEEN US.., /\\




GOOD INTELLIGENCE ETHICS
REQUIRES NEVER
FORGETTI NG THE ncL
HARRYO PROBLEM

0 The state sanctioned use of force, stops,
coercive interrogation, searches, spying, and
deception almost always involve a moral
dilemma or ethical conflict. No matter what
IS chosen (and we must have togonesto
choose), there is a moral coBhe danger Is
not in using such means when appropriate,
but In getting too comfortable with them.



Topics: a Compass Not a Map

It depends: arguments for and against
Examining assumptions before starting
Some paradoxes of undercover work
Types and variation within operations
Questions to help determine ethics

Special topics: Iinternal uses; the private sector;
Intimate relations and sex as intel tools;
International/cross border/global issuses

0 Becoming a surveillance society
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K-9 Alert
No Dogs on
Beach!!!




Do you agree with these statements?

The methods of intelligence services,do not fit
the moral standards of polite society anywhere.
(Markus Wolf, East German Spymaster)

Every ship of state runs on a river of darkness.
(Former CIA official)

Out of the crooked timber of humanity no
straight thing was ever made. (l. Kant)

There Is no occupation that fails a man more
than that of a secret agent. (Conrad]he Secret
Agent)



And Yet é

o Send men that they may spy out the land of Canaan,
which | give to the children of Israel; of every tribe of
their fathers shall you send a man, every one a prince
among them. Numbers13:1-2)

o Those engaged I n gathering
| 1T ght to the human soul . o
o What | do may not be reputable, but | am. In this town
|l Om the | eper with the most
The Two Jake}p

0 It makes no sense to close the barn door after the horse
has bolted. (California farm saying)



NSee.yonder | ust|
thief? Change places and handy,
dandy, which Is justice and which
t he thi ef ? oking belre s

o What is the difference between criminal,justice
and the criminal when the means used are
often the same? Does the answer change when
we are dealing with anticipatory, low visibility
criminal intelligence collection--when there
may be no crime (yet?) and little juridical
oversight or regulation?



Some Questions re Ethics and
Covert Means

o0 Can undercover practices be ethical?

ol f Nyeso then under
they ethicald as a broad strategy, and as
tactically implemented?

0 In any given case, to what extent do the
conditions for ethical use hold?
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Arguments for and against
undercover poFc'mg




For Use of the Tactic: Ethical
Deception

O O O 0O

Citizens grant government use of special means for
protection

subject to rules of democratic government in creation
and regulation (democratic procedure)

publicly announced (notice, informed citizens)
when used for an important end (end justifies means)
permits prevention

When citizens use questionable means, government
agents are justified in using equivalent means.
(reciprocity)

a way to apprehend those otherwise beyond the law
WEN I WAUEERS))



Et hi cal Decept |

O targeting hard to reach suspects

O Increases fairness and equality, whether through random
targeting or less intrusive and coercive than other means
O offers presumptive evidence of guilt
O can prove innocence
0 when based on a predicate such as reasonable grounds for
suspicion

0 special risks justify special precautions
0 when done by competent persons of upright character in
accountable organizations

0 when undertaken with the intention of eventually being made
public and judged in court.



Deceptive Ethics
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Truth telling iIs moral; lying is immoral

The government should set examples and not
participate in crime, nor break the law in order
to enforce it (blurs the line)

The government should not make deals with
criminals (dirty hands)

The government should not offer unrealistic
temptations or tempt the weak (cheap shots)

Do no harm to the innocent (third parties, the
vulnerable)



Decepti ve Et hi c

0 Violates the sanctity of private places
0 Violates the sanctity of intimate relations

o0 Violates the right to freedom of expression and
action

o Itis wrong to discriminate in target selection

o The government should not do by stealth what
It Is otherwise prohibited from doing absent a
warrant




Ethics must be accompanied by
empirical analysis of assumptions

O

O

O
O
O

The world in question is clearly divided between criminals and
non- criminals.

I_'I'h_e %upply of and demand for illicit goods and services are
imited.

Undercover practices can have a major impact in reducing crime,
apprehending criminals, and recovering stolen property.

Those arrested in undercover operations are repeat offenders who
might otherwise avoid arrest.

The not guilty (this time) and guilty place assumptions
Undercover operations are independent of each other.
Undercover operations can control their environment



Of particular importance such
operations must not amplify
crime as a result of:

a. generating a market for the purchase or sale of illegal goods and
services or indirectly generating capital for other illegality;

b. generating the idea and motive for the crime;

C. using coercion, intimidation, trickery, or persuasion of a person not
otherwise predisposed to commit the offense;

d. offering a seductive temptation to a person who would not otherwise
encounter it;

e. providing the contraband or a missing resource or ingredients
essential for the commission of the crime;

f. providing the context for false records and framing;

g. generating a covert opportunity structure for illegal actions on the
part of the undercover agent or informant;

h. generating retaliatory violence against informers;

I. stimulating a variety of crimes on the part of those who are not targets
of the operation.
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Types of Covert Activities Raise
Different Ethical And Empirical

Questions.
0 We need to separate passive intelligence gathering

whether by humans or technical means, from more
direct interaction with suspects.

0 Preventive intelligence gathering needs 10 be kept
separate from that after a crime has occurred.

o With respect to direct interaction, we need t0
separate caonspiratioral actions from those
where the agent is a potential victim, as with-anti
crime decoys.



Even with good ethics, empirical analysis,
organizations, policies and persons --
paradox rules and there is no free meal!

o Undercover work involves some unavoidable
trade-offs and risks. Undercover operations
Involve a number of paradoxes: doing good by
doing bad (lies, deceit, and trickery); to see
police act as criminals and criminal informers
act as police; to seek to reduce crime and, in
fact, to increase It; to see restrictions on police
coercion result in increased police deception.



Some Operational paradoxes

o Other operational paradoxes involved in efforts
to manage and control covert investigations are
related to conflicts between gathering
Intelligence and taking action that gives the
intelligence away; between bureaucratic
control and innovation; between prevention
and apprehension; and between secrecy and
open communication. The very power of the
technique also can be its undoing. These
tensions can be stated as 24 hypotheses but
first a good quote:




Blindly Riding the Hurricane?

o Some of [ detective Sam]
beyond their intentions, some fall short, others
boomerang on the actor. The point of all this is

that actions hardly ever turn out to be what one
expects them to be. Spa
knowing that any action is, inherently, partly

out of control, that actions must be herded or
ridden but not programmed. The worlc
changes actions, nullifying some, putting
backspin on others....The only detectives who
know where their cases are going from the start
do their work on prime time. (J. Thompson,
Gumshoe)




24 operational paradoxes

. the goal of equal law enforcement

. legislative controls

. the higher the level of supervision

. the more extensive the controls

. distance of undercover agent from the target

. electronic surveillance and risks of discovery

. the sophistication of the cover story

. multiple agencies/agents playing undercover roles
. closeness an operation comes to the reabrld

O O O O OO 0o o O
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Paradoxes continued

0 10. moral or legal requirements to make clear
the illegal nature of the transaction

11. use of juveniles

12. use If new recruits

13. criminal activities of informers
14. use of unwitting informers

15. informer compensation

16. closeness to informers

17. resource allocation between uniformed and
non-uniformed

O O O O O O 0O
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Paradoxes conot
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18. internal uses (more in a moment on this)
19. lawenforcement and the mass media
20. Image of the lanenforcement agency

21. personality characteristics of undercover
agents

22. length of the operation
23. concluding an operation
24. secrecy and uncontrollable contingencies



Questions to help determine the
ethics of undercover In a given

case
0 Autonomy

Degree of deception

Bad lessons

Privacy and expression
Collateral harm
Equitable target selection
Realism

Relevance of charges
Actors

O O O O O O O 0O



Consistency In Ethics: Bringing it
Home to Law Enforcement?

0 If we support covert and invasive means against citizens,
what about applying them to police, givenitheir special
powers, skills and temptations? Consider:

random integrity tests, searches, drug tests, DNA
anonymous tip lines
mandatory financial disclosure
secret ANAfield associat esoao
video and audio tape all police actions
Implant RFID chips in all police personnel
agencies with mandates to watch each other
media, social movements watching police
personal police info as public recovtgernet



Undercovering Undercover
Under-the-Covers

0 When if ever should intimate friendships
and sex be used as tools in a covert
Investigation? Should this vary depending
on whether it involves a serious offense that
has occurred or Is simply for intelligence
purposes?



Blurring of the Lines Between
Public and Private Police:

Implications for Intelligence?
0 New treasures troves of data,and more eyes

o The circulation of personnel

0 The exchange of data

0 Joint operationslaw for hire? Privatization

o Will government power become a resource
for the private sector?

Will the private sector do end runs for the
state, avoiding legal and policy restraints?



ETHICS AND
INTERNATIONALISM

0 GLOBALIZATION

0 CROSS BORDER FLOWS OF PEOPLE,
GOODS, IDEAS, DATA

o0 JURISDICTIONAL ISSUES AND WHOSE
_LAW?

0 DATA SHARING ACROSS BORDERS

0 DIFFERENT STANDARDS FOR CITIZENS
AND NON-CITIZENS AND AT HOME AND
ABROAD?

0 CRIM.,ORG., DIPLOMATIC & MILT. INTELL.




mﬂe part of the

emerging survelllancessociety




PLAY MOBILE AIRPORT
SECURITY CHECK POINT
DOOR PRIZE $9.99 VALUE




'1,4 I \‘i ( / | Metal Detector

SCANNER METAL DETECTOR




Art Anticipates Life in Every
Breath You [we] take

o0 Every breath you take [breath analyzer]

o0 Every move you make [motion detector]

o0 Every bond you break [voice stress analyzer]
o Every step you take [location monitoring]

o0 Every single day [continuous monitoring]

o Every word you say [bugs, wiretaps]

o0 Every night you stay [night vision goggles]

0 Every vow you break [voice stress analysis]
o Every smile you fake [brain wave analysis]

ol oLL BE WAT CHTh&lRblicék OU



The New Survelllance:

0 Transcends borders of time, distance,
darkness, skin and physical barriers

0 Permits the inexpensive and immediate
sharing, merging and reproducing

0 Permits combining discrete forms of
data

0 Permits altering data



The New Surveill

0 Permits remote access

oMay Dbe done without
knowledge or consent

0 May be done invisibly, leaving no traces

0 More intensive, probing more deeply to
reveal previously inaccessible
Information

oMore extensive, covering broader areas

o0lS NEITHER GOOD, NOR BAD BUT

CONTEXTS MAKE IT SO



ARE WE BECOMING A MAXIMUM

SECURITY SOCIETY?
(me
The maximum security society i

Is composed of 6 sub-societies: M
1) an engineered society Rt

2) a dossier society

3) an actuarial society
4) a transparent society
5) a self-monitored society ,}.

6) a suspicious society 7 it




WITH TWO DECADES OF HINDSIGHT, SOME
MORE SUB- SOCIETIES OF THE
MAXIMUM SECURITY SOCIETY:

o 7) SEADWCTI VE SOCIETY OF SOFT AND MA

o 8) NETIWORKED S OEAMBIENTAND UNIQUITOUS
SENSORS EMBEDDED AND COMMUNICATING EVERYWHERE
ABOUT ALMOST EVERYONE AND EVERYTHING

o 99 AN SAFE AND SECURMTHAOENUATEY O
TOLERANCE FOR RISK)

o 10O0AnWHERE ARE YOU, WHERE HAVE YOU B
ERE?0 SOCIETY.

puf=i

o 11)AAWHO ARE YOU OFPROTEANIDENGITIES-BOTH
ASSERTED BY (FACE BOOK, ID FRAUD +), AND IMPOSED UPON THE
INDIVIDUAL (PROFILES, SCORES)



ALSO MAY NEED A SONG

CALLED AWHOSE | S
as the affluent meet theveffluent

0 HUMAN WASTE POLLUTION IN M
LEADS TO CALL FOR DNA COLLEC
AMONG OCCEAN-FRONT HOME OWN




Litter and it will hurt
REPORT VIOLATORS

866-LITTER-1

866-548-8371

KCPW 53703 (07/04)

Vehicle description:
Licenseplate#:.______ State:

What did you see?

OThrown by driver  QThrown by passenger

Fell out of vehicle

What was thrown?

OCigarette butt UBottle/can OPaper
dFast food container QPlastic bag or film
JOther item

Date/time it happened:

Closest town:

Street name:

Nearest intersection:

Which direction was vehicle going? QN Qs OE Qw
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Are you ready for this?




Spy on Anyone by

sending them an E-Greeting Card!

SPY ou Aryone

E-Card.

Spy Software records their E-mails, Check up

Hotmail, Yahoo, Outlook Spou Se K|d5
ACTUAL Computer Passwords, or Fm ployees

Chats, Keystrokes, Plus More!
Click HERE ...

>>> Click here <<<




BRITAIN

0 YOUR RECORD

o WILL BE ON THE
0 NATIONAL DATA
0 BASE FOREVER
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miy New?




What is to Be Done? Some
Immodest (and not so) Proposals

1. Specific Policies:

opt in; share benefits; GNPI measures; Euro. model
limiting 3" party and secondary uses; create
liability for erroneous data; warrant req. for hidden
video.

2. General Policies:

- Privacy and Freedom of Information Commission
- Some Extens. of Bill of Rights to Private Sector?

- Const. Amend. For Privacy/Personal Dignity?

- Be guided by principles

- Be aware of technefallacies!



Born 6/6/66 place: Repressa, Cal

Work experience: police, militar
Intelligence, marketing, engineerin



Rocky was a consultant to the
recently disbanded U.S. Total
Information Awareness Office

0 Motto: Scientia Est Potentia




Techno-fallacies lllustrated

o0 THE FALLACY OF A PASSIVE, NON -
REACTIVE ENVIRONMENT

0 THE FALLACY OF THE 100%
FAIL -SAFE SYSTEM

THE FALLACY OF THE SURE -SHOT



